
June 26, 2007

The Honorable Jon Kyl
United States Senate
Washington, D.C.  20515

Dear Senator Kyl:

On behalf of the U.S. Nuclear Regulatory Commission (NRC), I am responding to your letter
dated May 2, 2007, regarding the unauthorized access and use of computer software by a
former employee of the Palo Verde Nuclear Generating Station.  Below you will find a summary
of the NRC’s assessment regarding this incident, which will allow you to follow up to an email
you received from Mr. Ron Crisp on April 21, 2007. 

I would first like to mention that the Department of Justice is continuing its work relating to this
case, and that the NRC is coordinating with the Federal Bureau of Investigation with respect to
these efforts.  In October 2006, the NRC was notified of a cyber-intrusion at the Web site of a
vendor performing work for the Palo Verde nuclear power plant.  Upon notification, the NRC
commenced a review of the alleged intrusion and coordinated with Federal law enforcement
officials.  The NRC verified that the software was limited to information relating to a simulator,
which is used to train control room operators, and could not be used to operate the plant.  The
software did not divulge sensitive security-related information, such as Safeguards or Classified
Information.  Our assessment concluded that the software compromise does not put the facility
at risk for sabotage, and we did not, nor do we currently have, any specific concerns regarding
security at the Palo Verde site.  In addition, Palo Verde has taken corrective actions to enhance
its protocols for terminating access to company and vendor software when an employee
terminates employment.  These actions were verified by the NRC.  We note that, in any event,
there are multiple layers of defense required by NRC regulations to ensure that conditions
adverse to public health or safety, the common defense or security, and the environment do not
occur.

Please contact me should you have any further questions.

Sincerely,

/RA/

Luis A. Reyes
Executive Director 
   for Operations
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