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A. SEAT BELTS

Contractors, subcontractors, and grantees, are encouraged to adopt and enforce on-the-job
seat belt policies and program for their employees when operating company-owned,
rented, or personally owned vehicles.

B. SCHEDULE OF SERVICES

i
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F. CLAUSES INCORPORATED BY REFERENCE

1. FAR 52-217-7, "Option for Increased Quantity Separately Priced Line Item."
2. FAR 52.232-7, "Payments under Time-and-Materials and Labor-hour Contracts."
3. FAR 52.243-3, "Changes -- Time-and-Materials or Labor-Hours."

G. 2052.209-73 CONTRACTOR ORGANIZATIONAL CONFLICTS OF INTEREST

(a) Purpose. The primary purpose of this clause is to aid in ensuring that the contractor:

(1) Is not placed in a conflicting role because of current or planned interests (financial,
contractual, organizational, or otherwise) which relate to the work under this contract; and

(2) Does not obtain an unfair competitive advantage over other parties by virtue of its
performance of this contract.

(b) Scope. The restrictions described apply to performance or participation by the contractor, as
defined in 48 CFR 2009.570- 2 in the activities covered by this clause.

(c) Work for others.

(1•),Notwithstanding any other provision of this contract, during the term of this contract the
contractor agrees to forgo entering into consulting or other contractual arrangements with any
firn- or organization, the result of which may give rise to a conflict of interest with respect to the
work being performed under this contract. The contractor shall ensure that all employees under
this contract abide by the provision of this clause. If the contractor has reason to believe with

-respect-to-itself-or-any-employee-that-any-proposed-consultant-or-other-contractual-arrangement--
withany firm or organization may involve a potential conflict of interest, the contractor shall obtain
the written approval of the contracting officer before the execution of such contractual
arrangement.

(2) The contractor may not represent, assist, or otherwise support an NRC licensee or applicant
undergoing an NRC audit, inspection, or review where the activities that are the subject of the
audit, inspection or review are the same as or substantially similar to the services within the
scope of this contract (or task order as appropriate), except where the NRC licensee or applicant
requires the contractor's support to explain or defend the contractor's prior work for the utility or
other entity which NRC questions.

(3) When the contractor performs work for the NRC under this contract at any NRC licensee or
applicant site, the contractor shall neither solicit nor perform work in the same or similar technical
area for that licensee or applicant organization for a period commencing with the award of the
task order or beginning of work on the site (if not a task order contract) and ending one year after
completion of all work under the associated task order, or last time at the site (if not a task order
contract).

(4) When the contractor performs work for the NRC under this contract at any NRC licensee or
applicant site,

(i) The contractor may not solicit work at that site for that licensee or applicant during the period
of performance of the task order or the contract, as appropriate.

(ii) The contractor may not perform work at that site for that licensee or applicant during the
period of performance of the task order or the contract, as appropriate, and for one year
thereafter.
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(iii) Notwithstanding the foregoing, the contracting officer may authorize the contractor to solicit
or perform this type of work (except work in the same or similar technical area) if the contracting
officer determines that the situation will not pose a potential for technical bias or unfair
competitive advantage.

(d) Disclosure after award.

(1) The contractor warrants that to the best of its knowledge and belief, and except as otherwise
set forth in this contract, it does not have any organizational conflicts of interest as defined in 48
CFR 2009.570-2.

(2) The contractor agrees that, if after award, it discovers organizational conflicts of interest with
respect to this contract, it shall make an immediate and full disclosure in writing to the contracting
officer. This statement must include a description of the action which the contractor has taken or
proposes to take to avoid or mitigate such conflicts. The NRC may, however, terminate the
contract if termination is in the best interest of the government.

(3) It is recognized that the scope of work of a task-order- type contract necessarily
encompasses a broad spectrum of activities. Consequently, if this is a task-order-type contract,
the contractor agrees that it will disclose all proposed new work involving NRC licensees or
applicants which comes within the scope of work of the underlying contract. Further, if this
contract involves work at a licensee or applicant site, the contractor agrees to exercise diligence
to'discover and disclose any new work at that licensee or applicant site. This disclosure must be
made before the submission of a bid or proposal to the utility or other regulated entity and must
be received by the NRC at least 15 days before the proposed award date in any event, unless a
Wr-itten--justification-dem onstrating-u rgency-and-due-diligence-to-discover-and-disclose-is-provided
by the contractor and approved by the contracting officer. The disclosure must include the
statement of work, the dollar value of the proposed contract, and any other documents that are
needed to fully describe the proposed work for the regulated utility or other regulated entity. NRC
may deny approval of the disclosed work only when the NRC has issued a task order which
includes the technical area and, if site-specific, the site, or has plans to issue a task order which
includes the technical area and, if site-specific, the site, or when the work violates paragraphs
(c)(2), (c)(3) or (c)(4) of this section.

(e) Access to and use of information.

(1) If in the performance of this contract, the contractor obtains-access to information, such as
NRC plans, policies, reports, studies, financial plans, internal data protected by the Privacy Act of
1974 (5 U.S.C. Section 552a (1988)), or the Freedom of Information Act (5 U.S.C. Section 552
(1986)), the contractor agrees not to:

(i) Use this information for any private purpose until the information has been released to the
public;

(ii) Compete for work for the Commission based on the information for a period of six months
after either the completion of this contract or the release of the information to the public,
whichever is first;

(iii) Submit an unsolicited proposal to the Government based on the information until one year
after the release of the information to the public; or

(iv) Release the information without prior written approval by the contracting officer unless the
information has'previously been released to the public by the NRC.



DR-02-07-005
Page 6 of 17

(2) In addition, the contractor agrees that, to the extent it receives or is given access to
proprietary data, data protected by the Privacy Act of 1974 (5 U.S.C. section 552a (1988)), or the
Freedom of Information Act (5 U.S.C. section 552 (1986)), or other confidential or privileged
technical, business, or financial information under this contract, the contractor shall treat the
information in accordance with restrictions placed on use of the information.

(3) Subject to patent and security provisions of this contract, the contractor shall have the right to
use technical data it produces under this contract for private purposes provided that all
requirements of this contract have been met.

(f) Subcontracts. Except as provided in 48 CFR 2009.570-2, the contractor shall include this
clause, including this paragraph, in subcontracts of any tier. The terms contract, contractor, and
contracting officer, must be appropriately modified to preserve the Government's rights.

(g) Remedies. For breach of any of the above restrictions, or for intentional nondisclosure or
misrepresentation of any relevant interest required to be disclosed concerning this contract or for
such erroneous representations that necessarily imply bad faith, the Government may terminate
the contract for default, disqualify the contractor from subsequent contractual efforts, and pursue
other remedies permitted by law or this contract.

(h) Waiver. A request for waiver under this clause must be directed in writing to the contracting
officer in accordance with the procedures outlined in 48 CFR 2009.570-9.

(i) Follow-on effort. The contractor shall be ineligible to participate in NRC contracts,
subcontracts, or proposals therefore (solicited or unsolicited), which stem directly from the
contractor-ls--perform ance-of work-u nder-this-contract_-Furthermore-unless-so-directed-in-writing-

by the contracting officer, the contractor may not perform any technical consulting or
management support services work or evaluation activities under this contract on any of its
products or services or the products or services of another firm if the contractor has been
substantially involved in the development or marketing of the products or services.

(1) If the contractor, under this contract, prepares a complete or essentially complete statement
of work or specifications, the contractor is not eligible to perform or participate in the initial
contractual effort which is based on the statement of work or specifications. The contractor may
not incorporate its products or services in the statement of work or specifications unless so
directed in writing by the contracting officer, in which case the restrictions in this paragraph do not
apply.

(2) Nothing in this paragraph precludes the contractor from offering or selling its~stardard
commercial items to the Government.

H. PROJECT OFFICER

The contracting officer's authorized representative(s) hereinafter referred to as the project
officer(s) for this delivery order is:

Administrative Project Officer: Penelope Kinney
NMSS/PBPA/OB
T8A-23
301-415-7805
PMK1 (aNRC.GOV
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Technical Project Officer: Joseph Sebrosky
NMSS/DSFST/LID
E3D2M
(301) 492-3325
JMS3P@NRC.GOV

(a) Performance of the work under this delivery order is subject to the technical
direction of the NRC project officer. The term "technical direction" is defined to
include the following:

(1) Technical direction to the delivery order or which shifts work emphasis
between areas of work or tasks, authorizes travel which was unanticipated
in the Schedule (i.e., travel not contemplated in the Performance Based
Statement of Work (PBSOW) or changes to specific travel identified in the
PBSOW), fills in details, or otherwise serves to accomplish the contractual
PBSOW.

(2) Provide advice and guidance to the contractor in the preparation of
drawings, specifications, or technical portions of the work description.

(3) Review and, where required by the delivery order, approval of technical
reports, drawings, specifications, and technical information to be delivered
by the contractor to the Government under the delivery order.

(b) Technical direction must be within the general performance based statement of
work stated in the delivery order. The project officer does not have the authority to

---. and-may-not-issue-any-tech nical-direction-which:

(1) Constitutes an assignment of work outside the general scope of the
delivery order.

(2) Constitutes a change as defined in the "Changes" clause of this delivery
order.

(3) In any way causes an increase or decrease in the total estimated delivery
order cost, the fixed fee, if any, or the time required for delivery order
performance.

(4) Changes any of the expressed terms, conditions, or specifications of the
delivery order.

(5) Terminates the delivery order, settles any claim or dispute arising under
the delivery order, or issues any unilateral directive whatever.

(c) All technical directions must be issued in writing by the project officer or must be
confirmed by the project officer in writing within ten (10) working days after verbal
issuance. A copy of the written direction must be furnished to the contracting
officer. A copy of NRC Form 445, Request for Approval of Official Foreign Travel,
which has received final approval from the NRC must be furnished to the
contracting officer.

(d) The contractor shall proceed promptly with the performance of technical directions
duly issued by the project officer in the manner prescribed by this clause and within
the project officer's authority under the provisions of this clause.
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(e) If, in the opinion of the contractor, any instruction or direction issued by the project
officer is within one of the categories as defined in paragraph (c) of this section, the
contractor may not proceed but shall notify the contracting officer in writing within
five (5) working days after the receipt of any instruction or direction and shall
request the contracting officer to modify the delivery order accordingly. Upon
receiving the notification from the contractor, the contracting officer shall issue an
appropriate delivery order modification or advise the scontractor in writing that, in
the contracting officer's opinion, the technical direction is within the scope of this
article and does not constitute a change under the "Changes" clause.

(f) Any unauthorized commitment or direction issued by the project officer may result
in an unnecessary delay in the contractor's performance and may even result in the
contractor expending funds for unallowable costs under the delivery order.

(g) A failure of the parties to agree upon the nature of the instruction or direction or
upon the contract action to be taken with respect thereto is subject to 52.233-1 -
Disputes.

(h) In addition to providing technical direction as defined in paragraph (b) of the
section, the project officer shall:

(1) Monitor the contractor's technical progress, including surveillance and
assessment of performance, and recommend to the contracting officer
changes in requirements.

-(-2)-) Assist-the-contractor-in-the-resolution-of--technical problems-encountered
during performance.

(3) Review all costs requested for reimbursement by the contractor and submit
to the contracting officer recommendations for approval, disapproval, or
suspension of payment for supplies and services required under this
delivery order.

(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security
(SB/DFS) (via e-mail) when a contractor employee no longer requires
access authorization and return of any NRC issued badge to SB/DFS
within three days after their termination."

(6) Ensure that all contractor employees that require access to classified
Restricted Data or National Security Information or matter, access to
sensitive unclassified information (Safeguards, Official Use Only, and
Proprietary information) access to sensitive IT systems or data, unescorted
access to NRC controlled buildings/space, or unescorted access to
protected and vital areas of nuclear power plants receive approval of
SB/DFS prior to access in accordance with Management Directive and
Handbook 12.3.

(End of Clause)
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SECURITY REQUIREMENTS

1.1 SECURITY

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures, and criteria of the NRC Security Program, NRC Management Directive (MD)
12 (including MD12.1, "NRC Facility Security Program;" MD 12.2, "NRC Classified
Information Security Program;" MD 12.3, "NRC Personnel Security Program;" MD 12.4,
"NRC Telecommunications Systems Security Program;" MD 12.5, "NRC Automated
Information Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified
Information Security Program"), apply to performance of this contract, subcontract or other
activity. This MD is incorporated into this contract by reference as though fully set forth
herein. The attached NRC Form 187 furnishes the basis for providing security and
classification requirements to prime Contractors, subcontractors, or others (e.g., bidders)
who have or may have an NRC contractual relationship that requires access to classified
Restricted Data or National Security Information or matter, access to sensitive unclassified
information (Safeguards, Official Use Only, and Proprietary information) access to
sensitive Information Technology (IT) systems or data, unescorted access to NRC
controlled buildings/space, or unescorted access to protected and vital areas of nuclear
power plants.

(b) It is the Contractor's duty to protect National Security Information, Restricted Data, and
Formerly Restricted Data. The Contractor shall, in accordance with the Commission's
security regulations and requirements, be responsible for protecting National Security
Information, Restricted Data, and Formerly Restricted Data, and for protecting against

* ~ sabotage, espionage, loss, and theft, the classified documents and material in the
Contractor's possession in connection with the performance of work under this contract.
SExcept-as-otherwise-expressl-y-provided-in-this-contract,-the-Contractor-shalf,-upon
completion or termination of this contract, transmit to the Commission any classified matter
in the possession of the Contractor or any person under the Contractor's control in
connection with performance of this contract. If retention by the Contractor of any classified
matter is required after the completion or termination of the contract and the retention is
approved by the contracting officer, the Contractor shall complete a certificate of
possession to be furnished to the Commission specifying the classified matter to be
retained. The certification must identify the items and types or categories of matter
retained, the conditions governing the retention of the matter and their period of retention, if
known. If the retention is approved by the contracting officer, the security provisions of the
contract continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the Contractor may be
furnished, or may develop or acquire, safeguards information, proprietary data (trade
secrets) or confidential or privileged technical, business, or financial information, including
Commission plans, policies, reports, financial plans, other (Official Use Only) internal data
protected by the Privacy Act of 1974 (Pub. L. 93-579), or other information which has not
been released to the public or has been determined by the Commission to be otherwise
exempt from disclosure to the public. The Contractor shall ensure that information
protected from public disclosure is maintained as required by NRC regulations and pPolicies,
as cited in this contract or as otherwise provided by the NRC. The Contractor will not
directly or indirectly duplicate, disseminate, or disclose the information in whole or in part to
any other person or organization except as may be necessary to perform the work under
this contract. The Contractor agrees to return the information to the Commission or
otherwise dispose of it at the direction of the contracting officer. Failure to comply with this
clause is grounds for termination of this contract.



DR-02-07-005
Page 10 of 17

(d) Regulations. The Contractor agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of
Facilities and Security (DFS) and the Contracting Officer. These changes will be under the
authority of the FAR Changes clause referenced in this document.

The Contractor agrees to comply with the security requirements set forth in NRC
ManagementDirective 12.1, NRC Facility Security Program which is incorporated into this
*contract by reference as though fully set forth herein. Attention is directed specifically to
the section titled "Infractions and Violations," including "Administrative Actions" and
"Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used
in this clause, means information that has been determined pursuant to Executive Order
12958 or any predecessor order to require protection against unauthorized disclosure and
that is so designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all
data concerning design, manufacture, or utilization of atomic weapons; the production of
special nuclear material; or the use of special nuclear material in the production of energy,
but does not include data declassified or removed from the Restricted Data category
pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this
- clause, means all data removed from the Restricted Data category under Section 142-d of

the Atomic Energy Act of 1954, as amended.

(h) fiDefinition-of-Safeguards- nformation._Sensitive-unclassified-information-that-sp.ecifically
identifies the detailed security measures of a licensee or an applicant for the physical
protection of special nuclear material; or security measures for the physical protection and
location of certain plant equipment vital to the safety of production of utilization facilities.
Protection of this information is required pursuant to Section 147 of the Atomic Energy Act
of 1954, as amended.

(i) Security Clearance. The Contractor may not permit any individual to have access to
Restricted Data, Formerly Restricted Data, or other classified information, except in
accordance with the Atomic Energy Act of 1954, as amended, and the Commission's
regulations or requirements applicable to the particular type or category of classified
information to which access is required. The Contractor shall also execute a Standard
Form 312, Classified Information Nondisclosure Agreement, when access to classified
information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information,
Restricted Data, and Formerly Restricted Data relating to the work or services ordered
hereunder to any person not entitled to receive it, or failure to safeguard any Restricted
Data, Formerly Restricted Data, or any other classified matter that may come to the
Contractor or any person under the Contractor's control in connection with work under this
contract, may subject the Contractor, its agents, employees, or subcontractors to criminal
liability under the laws of the United States. (See the Atomic Energy Act of 1954, as
amended, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; and Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the Contractor shall insert provisions similar to the foregoing in all
subcontracts and purchase orders under this contract.
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(I) In performing the contract work, the Contractor shall classify all documents, material, and
equipment originated or generated by the Contractor in accordance with guidance issued
by the Commission. Every subcontract and purchase order issued hereunder involving the
origination or generation of classified documents, material, and equipment must provide
that the subcontractor or supplier assign classification to all documents, material, and
equipment in accordance with guidance furnished by the Contractor.

1.2 Information Technology Access Approval

The proposer/Contractor must identify all individuals and propose the level of Information
Technology (IT) approval for each, using the following guidance. The NRC sponsoring
office shall make the final determination of the level, if any, of IT approval required for all
individuals working under this contract.

The Government shall have and exercise full and complete control over granting, denying,
withholding, or terminating building access approvals for individuals performing work under
this contract.

Security Requirements for Level I

- Performance under this contract will involve prime Contractor personnel, subcontractors or
. others who perform services requiring direct access to or operate agency sensitive

information technology systems or data (IT Level I).

The IT Level I involves responsibility for the planning, direction, and implementation of a
-com puter-securit-y-program,-major-responsibilit-y-for-the-direction,-planning,-and-design-of-a--..

computer system, including hardware and software; or the capability to access a computer
system during its operation or maintenance in such a way that could cause or that has a
relatively high risk of causing grave damage; or the capability to realize a significant
personal gain from computer access. Such Contractor personnel shall be subject to the
NRC Contractor personnel security requirements of NRC Management Directive (MD) 12.3,
Part I and will require a favorably adjudicated Limited Background Investigation (LBI).

A Contractor employee shall not have access to sensitive information technology systems or data
until he/she is approved by Security Branch, Division of Facilities and Security (SB/DFS).
Temporary access may be approved based on a favorable adjudication of their security forms and
checks. Final access will be approved based on a favorably adjudicated LBI in accordance with the
procedures found in NRC MD 12.3, Part I. However, temporary access authorization approval will
be revoked and the employee may subsequently be removed from the contract in the event the
employee's investigation cannot be favorably adjudicated. Such employee will not be authorized to
work under any NRC contract without the approval of SB/DFS. Timely receipt of properly
completed security applications is a contract requirement. Failure of the Contractor to comply with
this condition within the ten work-day period may be a basis to void the notice of selection. In that
event, the Government may select another firm for award. When an individual receives final
access, the individual will be subject to a reinvestigation every 10 years.

The Contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire
for National Security Positions," and fingerprint charts, through the Project Officer to SB/ DFS for
review and favorable adjudication, prior to the individual performing work under this contract. The
Contractor shall assure that all forms are accurate, complete, and legible (except for Part 2 of the
questionnaire, which is required to be completed in private and submitted by the individual to the
Contractor in a sealed envelope), as set forth in MD 12.3 which is incorporated into this contract by
reference as though fully set forth herein. Based on SB review of the applicant's security forms
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and/or the receipt of adverse information by NRC, the individual may be denied access to NRC
facilities, sensitive information technology systems or data until a final determination is made of
his/her eligibility under the provisions of MD 12.3. Any questions regarding the individual's eligibility
for IT Level I approval will be resolved in accordance with the due process procedures set forth in
MD 12.3 and E. 0. 12968.

In accordance with NRCAR 2052.204-70 "Security," IT Level I Contractors shall be subject to the
attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for
providing security requirements to prime Contractors, subcontractors or others (e.g., bidders) who
have or may have an NRC contractual relationship which requires access to or operation of agency
sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems and data; access on a
continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings; or otherwise
requires issuance of an NRC badge.

Security Requirements for Level II

Performance under this contract will involve Contractor personnel that develop and/or analyze
sensitive information technology systems or data or otherwise have access to such systems or data
(IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a
computer system and all other computer or IT positions. Such Contractor personnel shall be
subject to the NRC Contractor personnel requirements of MD 12.3, Part I, which is hereby
incorporated by reference and made a part of this contract as though fully set forth herein, and will
:require a favorably adjudicated Access National Agency Check with Inquiries (ANACI).

'.A Contractor employee shall not have access to sensitive information technology systems or data
until he/she is approved by SB/DFS. Temporary access may be approved based on a favorable
review of their security forms and checks. Final access will be approved based on a favorably
adjudicated ANACI in accordance with the procedures found in MD 12.3, Part I. However,
temporary access authorization approval will be revoked and the employee may subsequently be
removed from the contract in the event the employee's investigation cannot be favorably
adjudicated. Such employee will not be authorized to work under any NRC contract without the
approval of SB/DFS. Timely receipt of properly completed security applications is a contract
requirement. Failure of the Contractor to comply with this condition within the ten work-day period
may be a basis to void the notice of selection. In that event, the Government may select another
firm for award. When an individual receives final access, the individual will be subject to a
reinvestigation every 10 years.

The Contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire
for National Security Positions," and fingerprint charts, through the Project Officer to the NRC
SB/DFS for review and favorable adjudication, prior to the individual performing work under this
contract. The Contractor shall assure that all forms are accurate, complete, and legible (except for
Part 2 of the questionnaire, which is required to be completed in private and submitted by the
individual to the Contractor in a sealed envelope), as set forth. in MD 12.3. Based on SB review of
the applicant's security forms and/or the receipt of adverse information by NRC, the individual may
be denied access to NRC facilities, sensitive information technology systems or data until a final
determination is made of his/her eligibility under the provisions of MD 12.3. Any questions
regarding the individual's eligibility for IT Level II approval will be resolved in accordance with the
due process procedures set forth in MD 12.3 and E.O. 12968. In accordance with NRCAR
2052.204-70 "Security," IT Level II Contractors shall be subject to the attached NRC Form 187 (See
Section J for List of Attachments) which furnishes the basis for providing security requirements to
prime Contractors, subcontractors or others (e.g., bidders) who have or may have an NRC
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contractual relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information technology
.systems or data or other access to such systems or data; access on a continuing basis (in excess
of 30 days) to NRC Headquarters controlled buildings; or otherwise requires issuance of an NRC
badge.

1.3 Cancellation or Termination of IT Access

When a request for investigation is to be withdrawn or canceled, the Contractor shall immediately
notify the Project Officer by telephone in order that he/she will immediately contact the SB/DFS so
that the investigation may be promptly discontinued. The notification shall contain the full name of
the individual, and the date of the request. Telephone notifications must be promptly confirmed in
writing to the Project Officer who will forward the confirmation via email to the SB/DFS.
Additionally, SB/DFS must be immediately notified when an individual no longer requires access to
NRC sensitive automated information technology systems or data, including the voluntary or
involuntary separation of employment of an individual who has been approved for or is being
processed for access under the NRC "Personnel Security Program."

1.4 Badge Requirements for Unescorted Building Access to NRC Facilities

During the life of this contract, the rights of ingress and egress for Contractor personnel must be
.made available, as required, provided that the individual has been approved for unescorted access
,after a favorable adjudication from the Security Branch, Division of Facilities and Security
.(SB/DFS). In this regard, all Contractor personnel whose duties under this contract require their
presence on-site shall be clearly identifiable by a distinctive badge furnished by the NRC. The
:Project Officer shall assist the Contractor in obtaining badges for the Contractor personnel. It is the
-sole-responsibility-of-the-Contractor-to-ensure-that--each.-em ployee-has-a&properN RC_-issued__
'identification/badge at alltimes. All photo-identification badges must be immediately (no later than
three days) delivered to SB/DFS for cancellation or disposition upon the termination of employment

...bf any Contractor personnel. Contractor personnel must display any NRC issued badge in clear
view at all times during on-site performance under this contract. It is the Contractor's duty to assure
that Contractor personnel enter only those work areas necessary for performance of contract work,
and to assure the protection of any Government records or data that Contractor personnel may
come into contact with."

1.5 Security Requirements for Building Access Approval

The Contractor shall ensure that all its employees, including any subcontractor employees and any
subsequent new employees who are assigned to perform the work herein, are approved by the
Government for building access. Timely receipt of properly completed security applications is a
contract requirement. Failure of the Contractor to comply with this condition within the ten work-day
period may be a basis to void the notice of selection. In that event, the Government may select
another firm for award.

A Contractor employee shall not have access to NRC facilities until he/she is approved by Security
- Branch, Division of Facilities and Security.(SB/DFS). Temporary access may be approveqdbased
on a favorable adjudication of their security forms. Final access will be approved based on
favorably adjudicated background checks by General Services Administration in accordance with
the procedures found in NRC Management Directive 12.3, Part I. However, temporary access
authorization approval will be revoked and the employee may subsequently be removed from the
contract in the event the employee's investigation cannot be favorably adjudicated. Such employee
will not be authorized to work under any NRC contract without the approval of SB/DFS. When an
individual receives final access, the individual will be subject to a reinvestigation every five years.
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The Government shall have and exercise full and complete control over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this
contract. Individuals performing work under this contract shall be required to complete and submit
to the Contractor representative an acceptable GSA Form 176 (Statement of Personal History), and
two FD-258 (Fingerprint Charts). Non-U.S. citizens must provide official documentation to the
DFS/SB, as proof of their legal residency.

This documentation can be a Permanent Resident Card, Temporary Work Visa, Employment
Authorization Card, or other official documentation issued by the U. S. Citizenship and Immigration
Services. Any applicant with less than two years residency in the U. S. will not be approved for
building access. The Contractor representative will submit the documents to the Project Officer who
will give them to the SB/DFS. SB/DFS may, among other things, grant or deny temporary
unescorted building access approval to an individual based upon its review of the information
contained in the GSA Form 176.

Also, in the exercise of its authority, GSA may, among other things, grant or deny permanent
building access approval based on the results of its investigation and adjudication guidelines. This
submittal requirement also applies to the officers of the firm who, for any reason, may visit the work
sites for an extended period of time during the term of the contract. In the event that SB/DFS and
GSA are unable to grant a temporary or permanent building access approval, to any individual
performing work under this contract, the Contractor is responsible for assigning another individual
Ito perform the necessary function without any delay in the contract's performance schedule, or
without adverse impact to any other terms or conditions of the contract

The Contractor is responsible for informing those affected by this procedure of the required building
access-approval-process-(e-g~--tem porary-and-permanent-determ inations)--and-the-possibility-that--
individuals may be required to wait until permanent building access approvals are granted before
:beginning work in NRC's buildings.

The Contractor will immediately notify the Project Officer when a Contractor employee terminates.
The Project Officer will immediately notify SB/DFS (via e-mail) when a Contractor employee no
longer requires building access and return any NRC issued badges to the SB/DFS within three
days after their termination.

J. PERFORMANCE BASED STATEMENT OF WORK

Project Title: Contract Resource Estimate To Support Sensitive Information Reviews, Phase II

Backqround

The Nuclear Regulatory Commission (NRC) staff developed guidance for handling sensitive
unclassified information that could reasonably be expected to be useful to a potential adversary, as
part of the Security-Related Sensitive Unclassified Non-Safeguards Information (SUNSI) effort.
This guidance was provided to the Commission in SECY 05-0101, Withholding From Public
Disclosure Sensitive Unclassified Information Concerning Material Licensees and Certificate
Holders," on June 8, 2005. The Commission Staff Requirements Memorandum (SRM) was issued
on October 7, 2005. NRC issued its criteria in Regulatory Information Summary (RIS) 2005-31,
"Control of Security-Related Sensitive Unclassified Non-Safeguards Information Handled by
Individuals, Firms, and Entities Subject to NRC Regulation of the Use of Source, Byproduct, and
Special Nuclear Material," on December 22, 2005. Since the NRC is returning many documents
that were previously removed from public access back to the public domain, contractor assistance
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is required with the screening and the redaction of documents prior to the transfer. Redaction
services began in the summer of FY06. The sensitive information review of documents will be
completed under this contract. Documents containing proprietary information will remain not
publicly available.

Obiective

The objective of this contract is to obtain technical assistance for the Division of Spent Fuel Storage
and Transportation (SFST) staff with screening documents related to SUNSI reviews prior to them
being made available to the public.

Scope of Work

SFST intends to restore documents docketed under 10 CFR Part 71 and Part 72 to the public
domain after they have been screened against the criteria contained in RIS 2005-31. To assist
SFST in meeting this objective, the contractor shall perform the work requirements described under
Tasks 1 and 2 below. Two optional tasks are also included since the NRC may require further
document redaction and review services later this calendar year. If the optional tasks are needed,
the services will be initiated via a modification to the contract and the contractor will be notified at
least 20 days prior to the issuance of the modification.

All documents are contained in a NRC electronic library and redacted versions will be in a pdf
format. For all tasks, the contractor shall review documents that potentially contain Official Use

,Only, Proprietary, and other types of sensitive information within the Agency wide Documents
..Access and Management System (ADAMS) document system. Therefore, the contractor shall
-.ensure that documents are handled in accordance with Management Directive 12.6 - NRC

ý.'Sensitive-.U nclassified-lnform ationSecurityP-rogram s.Tbhe-contractor-shall-have-a-program__in___
-place that can assure that high quality products are provided.

ý!Task 1 - Screen 10 CFR Part 72 Historical Documents and Identify SUNSI Material
Under this task, the contractor shall sort documents in the 10 CFR Part 72 docket that may contain
information identified under the SUNSI requirements. The dockets shall be reviewed and sorted
using a variety of sorting techniques including keyword searches and others identified by the TPM.
There are approximately 17,0.00 documents to be reviewed and sorted into electronic files.

Task 2 - Review of Documents Associated with Staff Information Needs and Department of Justice
Discovery Requests or FOIA Requests
The contractor shall review documents in the 10 CFR Part 71 and Part 72 dockets that are
associated with discovery or staff requests for new and on-going litigation. Since these services will
be performed on an as-needed basis, the TPM will notify contractor. staff via email of any review
necessary.

Optional Task 3 - Provide Redaction Services to Support Restoration of Part 72 Dockets
Under this optional task, the contractor shall redact documents identified in Task 1 that include
information that meets the SUNSI requirements. Documents requiring redaction will be reviewed
individually for SUNSI information.For documents containing SUNSI information, a new redacted
version of the document shall be created in a pdf format with key information being noted as
removed. The results will be a new redacted version of each document.

There are approximately 1700 documents to be redacted in this library with an average page count
of 300 per document. It is estimated that approximately 10 percent of those .pages will require
redaction.
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Optional Task 4 - Provide Screening and Redaction Services for Recent Documents Identified by
SFST Staff for Licensing Actions

This optional task includes documents in both the 10 CFR Part 71 and Part 72 dockets that will
require review and redaction. These documents will be identified by the TPM on an as-needed
basis. Generally, a two week turn around on these documents will be requested. It is estimated
that there will be 20 documents per month with an average page count of approximately 200. Staff
estimates that 10 percent of the pages will require redaction.

Personnel Qualifications

The contractor staff must be knowledgeable concerning the requirements of the SUNSI process
and the criteria contained in RIS 2005-31. Personnel performing under this contract shall possess
a Level l1 IT security clearance because they will view documents that contain Official Use Only,
proprietary material and other sensitive material. Personnel should have a good understanding of
the review criteria and be able to apply it appropriately. Additionally, personnel should have a
good working knowledge of ADAMS and Adobe Acrobat which is the software required to create
redacted versions of documents. All personnel will be required to sign a non-disclosure
agreement.

Level of Effort

-The level of effort estimated for the tasks are provided below. Costs for the optional tasks should
,:be noted separately in a proposal since only work required under Tasks 1 and 2 is to begin after
'contract award.

•-Task-I--- - -0.15-FITE-
Task 2 0.07 FTE
Optional Task 3 0.35 FTE
Optional Task 4 0.1 FTE

Period of Performance

The period of performance for the work specified in this sow shall begin on the date of execution of
the contract and is expected to continue through March 31, 2008.

Deliverables & Anticipated Schedule

The required deliverables with the anticipated schedule are indicated below and are to be provided
to the TPM.

Task 1 - Tabulation of 10 CFR Part 72 documents that contain SUNSI criteria material is due
within four weeks of contract initiation.

Task 2 - Screening and redaction services of documents required by staff for information needs

and discovery requests are due within two weeks of the request.

Optional Task 3 - Redaction of 10 CFR Part 72 documents - To be determined.

Optional Task 4 - Screening and redaction services of documents for Part 71 and Part 72 dockets
requested by the TPM - To be determined.
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On a monthly basis, the TPM shall be provided with a listing of all sorted dockets and redacted
documents.

Meetinqs and Travel

To accomplish the work described under the tasks above, only limited travel to the NRC
Headquarters office is anticipated. Approximately one meeting per month will be necessary.

NRC Furnished Materials

The NRC TPM will provide the contractor with copies of relevant documents through access to
ADAMS.

Technical Direction

The NMSS TAPM is the focal point for all contract-related activities. All work assignments and
program funding actions are initiated by the NMSS TAPM who submits all requests to the Division
of Contracts (DC) for processing. All proposed work scope or schedule changes must be
submitted through the NMSS TAPM for DC.

The designated NMSS/SFST TPM is responsible for providing technical guidance to the
contractor. All work products must be reviewed and approved by the TPM before they are

.::submitted as final documents. All technical direction given to the contractor must be consistent
',:with the scope of work and schedule. The NMSS TPM is not authorized to unilaterally make,
,:changes to the approved work scope or schedule or give the contractor any direction that would
"increase cost over approved levels. The DC Contracting Officer is the only individual authorized to

............ make-changes-to-this-contract... .-

:MonthlV Financial and Technical Status Reports

.The contractor shall submit monthly technical and financial status reports and contractor spending
plans in accordance with the requirements specified in NRCAR 2052.212-71 and 2052.212-72.


