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May 23, 2007

MEMORANDUM TO: Peter J. Rabideau
Acting Chief Financial Officer

FROM: Edward T. Baker lll, Director /RA/
Office of Information Services

SUBJECT: POTENTIAL IT SECURITY RISKS POSED BY THE SECURE
PAYMENT SYSTEM

As your office recognized, the National Institute of Standards and Technology (NIST) Special
Publication 800-53, “Recommended Security Controls for Federal Information Systems,” a
mandated standard, requires a Memorandum of Understanding (MOU) and an Interconnect
Security Agreement (ISA) as part of the certification of the Secure Payment System (SPS). In
response to a request from your staff, | sent a letter to the Department of Treasury Financial
Management Service (FMS) Chief Information Officer (ClO) stating the need for an MOU and
ISA for use of the SPS system. The FMS CIO responded stating that he does not believe these
agreements are necessary for this system.

Use of SPS by NRC requires that FMS developed software be installed on NRC computers to
enable creation of a virtual private network for all transmissions. NRC requires a signed MOU
and a signed ISA between the NRC and FMS for this type of connection. This agreement is
required to ensure that the responsibilities for each agency for SPS are fully understood.

These agreements include a requirement for FMS to notify NRC whenever a flaw is identified in
their software that would allow compromise of NRC'’s infrastructure or NRC’s transmission of
information across the VPN. In addition, the agreements include a timeframe within which such
flaws would be corrected via a software update, knowledge of modifications to the software that
may impact the computers on which they are installed at NRC, any incompatibilities with
commercial off-the-shelf software that NRC may use, and immediate notification of any
compromise in NRC information being processed.

In not having an MOU or ISA, there is a risk that FMS will not inform NRC of flaws or
compromises of data in a timely manner. Additionally, FMS may not provide adequate notice of
modifications to the software to allow NRC to adequately assess the impact of any changes.
You, as the system owner, need to assess the risks to your information along with your current
business needs, as part of your certification decision on SPS prior to proceeding with
requesting system accreditation. Please contact me if you would like to discuss these issues
with me.

CONTACT: Kathy Lyons-Burke, SITSO/OIS
301-415-6595
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