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(UNCLASSIFIED ; Enclosure (1) 

DEPARTMENT OF THE NAVY 
NAVAL SEA SYSTEMS COMMAND 

1333 ISAAC HULL AVE SE 
WASHINGTON NAVY YARD DC 20376-0001 

removed) 

08V:DST:dst 
NAVSEAINST 5511.32C 
Ser 08V/05-01154 
26 July 2005 

NAVSEA INSTRUCTION 5511.32C 

From: Commander, Naval Sea Systems Command 

Subj: SAFEGUARDING OF NAVAL NUCLEAR PROPULSION INFORMATION (NNPI) 

Ref: (a)CG-RN-1, Rev. 3, DOE-DOD Classification Guide for the 
Naval Nuclear Propulsion Program (NOTAL) 

(b)SECNAVINST 5510.36, Department of the Navy Information 
Security Program (ISP) Regulation 

(c)NAVSEAINST 5230.12, Release of Information to the Public 
(d)NAVSEAINST 5510.2Bf Physical Security, Access and 

Movement Control at Shore Activities 
(e)DOD Directive 5230.11, Disclosure of Classified Military 

Information to Foreign Governments and International 
Organizations 

(f)NAVSEA S9213-45-MAN-000(N) Naval Nuclear Material 
Management Manual 

Encl: (1)Definition of U.S. Naval Nuclear Propulsion Information 
(2)Naval Nuclear Propulsion Information Marking 

Requirements 
(3) Protection Requirements for Electronic Processing of 

Naval Nuclear Propulsion Information 
(4)Requirements for Contractors and Subcontractors 
(5)Requirements for Visits to Naval and Commercial 

Facilities Performing Naval Nuclear Propulsion Work 

1. Purpose. To promulgate the official U.S. Navy definition of 
Naval Nuclear Propulsion Information (NNPI) and to identify 
disclosure policies, safeguarding requirements and disposal 
requirements for documents or equipment containing such 
information. This revision represents a substantial rewrite of 
this instruction and should be read in its entirety. Side-bars 
are not provided for individual changes. 



zwFoRN NAVSEAINST 5511.32C 

2. Cancellation. NAVSEAINST C5511.32B of 22 Dec 1993, 
Safeguarding of Naval Nuclear Propulsion Information, is hereby 
superseded. 

3. Background. The importance of U.S. naval nuclear-powered 
ships as a major deterrent to war emphasizes the need for rigid 
controls over information relating to naval nuclear propulsion. 
NNPI is an obvious target for intelligence organizations of 
nations seeking to develop, expand or advance nuclear 
capabilities, or to acquire valuable data on U.S. Navy 
technology and capabilities. 

4. Terminology 

a. DOE Unclassified Controlled Nuclear Information (DOE 
UCNI). DOE UCNI involves information protected under Section 
148 of the Atomic Energy Act. One part of DOE UCNI includes 
information pertaining to the reactor plants of naval nuclear 
propulsion plants. Documents containing unclassified DOE 
reactor plant information may be marked with a DOE UCNI warning 
statement when they are sent to Navy activities. The protection 
requirements are the same as those for Unclassified NNPI (U- 
NNPI). Therefore, documents marked as DOE UCNI will be 
protected as U-NNPI. (Note that DOD UCNI relates solely to 
information regarding protection of Special Nuclear Material for 
weapons and does not include reactor plant information.) 

b. Foreign Interest. Any foreign government, agency of a 
foreign government, or representative of a foreign government; 
any form of business enterprise or entity organized under the 
laws of any country other than the U.S. or its possessions; and 
any foreign national. Firms organized under the laws of the 
United States, regardless of potential foreign ownership, can 
receive contracts requiring access to U-NNPI if the firm 
formally agrees to protect the information. 

c. Foreign National. For the purposes of this instruction, 
a foreign national is any person not a United States citizen or 
a United States national (born in Puerto Rico, American Samoa, 
Guam or the U.S. Virgin Islands). Non-U.S. citizens or non-U.S. 
nationals permanently residing in the United States are 
considered to be foreign nationals. 

Individuals who are dual citizens (hold both a U.S. citizenship 
and the citizenship of some other country) shall have special 
controls. See Section 9.b below. 
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d. Naval Nuclear Propulsion Information. Naval Nuclear 
Propulsion Information is all information, classified or 
unclassified, concerning the design, arrangement, development, 
manufacture, testing, operation, administration, training, 
maintenance and repair of the propulsion plants of naval 
nuclear-powered ships and prototypes, including the associated 
shipboard and shore-based nuclear support facilities. Enclosure 
(1) provides a more detailed definition of NNPI, including a 
system-by-system breakdown. 

e. Need-to-know. A determination by a person having 
assigned responsibility for protection of information or 
material that a proposed recipient's access to such information 
or matter is necessary in the performance of official or 
contractual duties of employment. 

f. Representative of a Foreign Interest. For the purposes 
of this instruction a representative of a foreign interest is 
any person, regardless of citizenship, functioning (in an 
individual capacity or on behalf of any corporation, person, or 
government entity) as an official, representative, agent, or 
employee of a foreign interest. One exception is that U.S. 
citizens appointed by their U.S. employer to act as a 
representative in the management of a foreign subsidiary of a 
U.S. corporation will not be considered representatives of a 
foreign interest. 

g. Restricted Data. A special type of classified 
information as defined in Section ll(w) of Public Law 83-703 
(The Atomic Energy Act of 1954, as amended), as " . . .  all data 
concerning (1) design, manufacture, or utilization of atomic 
weapons; (2) the production of special nuclear material; or (3) 
the use of special nuclear material in the production of energy, 
but shall not include data declassified or removed from the 
Restricted Data category pursuant to Section 142." 

5. Scope. The provisions of this instruction are applicable to 
all equipment, components, documents, drawings, computer media, 
audiovisual media, and any other media containing classified or 
unclassified NNPI. Additional regulations on protection of 
Classified NNPI are defined by references (a) and (b) . 

6. Marking Requirements. Special handling and disclosure 
restrictions for NNPI have been in effect since the inception of 
the Naval Nuclear Propulsion Program. Prior to 1986, the large 
majority of unclassified documents were not marked with special 
warning notices. With the enactment of federal statutes 
mandating protective measures for a range of sensitive military 
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technology, including NNPI, marking became necessary. The party 
possessing NNPI is responsible to comply with the disclosure 
restrictions set forth in this instruction, whether or not the 
documents containing NNPI are marked with a warning notice. 

a. Prospective Marking Requirement. All documents 
containing NNPI issued subsequent to the date of this 
instruction shall be marked in accordance with this instruction. 
Applicable local instructions should address requirements for 
marking of electronic documents, including email. Documents 
marked in accordance with past versions of this instruction do 
not require any modification. When portions of unmarked 
documents are revised or replaced, those portions and the cover, 
index, and distribution pages shall be marked in accordance with 
this instruction. When an unmarked document is reissued in its 
entirety, all pages shall be marked in accordance with this 
instruction. An older, unmarked document containing U-NNPI need 
not be marked if it is simply being copied for internal use and 
not for reissuance. Prior to off-site release of unmarked 
documents, they shall be marked and handled in accordance with 
this instruction. 

b. NNPI Markings and Distribution Statements. References 
(a) and (b) contain classification, downgrading or 
declassification markings for classified NNPI. Enclosure (2) 
summarizes the marking requirements for NNPI. 

c. Paragraph and Portion Markings. Paragraph or portion 
markings are not required for classified or unclassified NNPI. 

d. Photographs and Audio Visual Materials. Photographs and 
audio visual material will be marked consistent with the 
classification of the information in the photograph. 
Photographs of naval nuclear-powered ships or nuclear support 
facilities shall be handled in accordance with reference (c). 
Audio visual material containing NNPI shall be marked on the 
cover and case of each item, and at the beginning and end of 
each tape or reel. 

7. Control and Storage of NNPI. Classified NNPI shall be 
controlled in accordance with reference (b). U-NNPI shall be 
controlled so that individuals without a need-to-know cannot 
obtain visual or physical access which would permit detailed 
examination. When in use by authorized personnel, U-NNPI 
documents are considered to be under the direct custody of the 
authorized individual who must prevent detailed visual or 
physical access by individuals who do not have the required 
need-to-know. When there is a potential for access by 
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unauthorized personnel, U-NNPI should be locked up (e-g., key 
lock) . 

a. Transmittal of NNPI. Classified NNPI will be transmitted 
in accordance with reference (b). Documents containing U-NNPI 
shall be transmitted or shipped in a single opaque envelope or 
wrapping, as a minimum. The outer wrapping or envelope shall 
not be marked in a manner that would reveal the contents of the 
envelope or package to unauthorized personnel. 

b. Off-site Handling. U-NNPI may be removed from a site 
subject to local controls approved by the cognizant government 
office or Commanding Officer, which ensure information is 
protected consistent with the disclosure requirements of this 
instruction and the information is promptly returned when no 
longer needed off site. 

c. Electronic Processina of NNPI. Transmission of NNPI 
> 

unencrypted, over uncontrolled computer networks (i.e., 
Internet) is considered to be release to the public and is 
prohibited. Protection requirements for electronic processing 
of NNPI are identified in enclosure (3) and include computer 
networks as well as telecommunications equipment (land-line 
phones, cell phones, facsimile machines, etc). 

d. Visits to Facilities Performing Naval Nuclear Propulsion 
Work. Requirements for visits to naval and commercial 
facilities performing naval nuclear propulsion work are 
addressed in reference (d) and enclosure (4) . 

8. Disclosure Policy. Access to classified NNPI shall be 
limited to only those individuals who have an established need- 
to-know and an appropriate security clearance. For classified 
NNPI that is also Restricted Data, a final government clearance 
is required for access. Access to U-NNPI requires a need-to- 
know for the performance of assigned work as determined by local 
cognizant authority. Any exception to this policy must have 
prior written approval from NAVAL SEA SYSTEMS COMMAND (NAVSEA) 
(08). Any changes in access policy from past actions should be 
identified to NAVSEA (08). Additional specific disclosure 
policies are outlined below: 

a. Foreign Disclosure. Reference (e) prohibits release of 
NNPI, classified or unclassified, to foreign nationals or 
representatives of foreign interests except as made pursuant to 
an approved government-to-government agreement. Furthermore, 
releases to be made under such an agreement require approval 
from the Chief of Naval Operations (CNO) in each instance. 



NAVSEAINST 5511.32C 

b. Disclosure of U-NNPI to Persons with Dual Citizenship. 
All persons with dual citizenship with a need to access U-NNPI 
must be reported to NAVSEA (08) prior to being provided U-NNPI. 

c. Disclosure to Personnel in the Executive Branch of the 
U.S. Government. Disclosure of NNPI to personnel in the 
Executive Branch of the U.S. Government, except for those 
involved in the Naval Nuclear Propulsion Program, requires the 
approval of NAVSEA (08) in each instance. The fact that an 
individual is employed by a U.S. Government activity is not in 
itself sufficient justification for release of NNPI to that 
individual. 

d. Disclosure Outside of the U.S. Government. Disclosure of 
NNPI outside of the U.S. Government, including U.S. industry, 
private individuals or other interests, except when required in 
the performance of U.S. Naval Nuclear Propulsion Program tasks, 
requires NAVSEA (08) approval in each instance. 

e. Disclosure in Judicial or Administrative Proceedings. 
When access to NNPI is solicited as part of a judicial or 
administrative proceeding, NAVSEA (OOL) shall be apprised to 
ensure that proper protective mechanisms are put in place to 
prevent unauthorized disclosure of the information. These 
mechanisms may include formal protective orders or legal 
filings, and may result in denial of access to NNPI if such 
access is judged to be inappropriate or unnecessary. 

f. Special Requirements for Contractors and Subcontractors. 
These requirements are addressed in enclosure (5). 

g. Unauthorized Release of NNPI. Any release of NNPI in 
violation of the disclosure policy outlined in paragraph 9 of 
this instruction shall be reported to NAVSEA (08). 

9. Public Release. NNPI, classified or unclassified, shall not 
be disclosed in any manner which may result in direct or 
indirect release to the public. No public comment should be 
made which would confirm or deny whether NNPI has been 
inadvertently released to the public. Release of information 
which reaches the public is considered tantamount to foreign 
disclosure. Any proposed public release which may contain NNPI 
must be submitted to the NAVSEA (OOD) for review in accordance 
with reference (c) . NAVSEA (OOD) will authorize release of the 
information once it has been determined that it contains no 
NNPI . 
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a. Documents Containing NNPI. Use of NNPI in documents with 
the potential for public release or uncontrolled distribution 
should be avoided. In cases where the usefulness of a document 
with the potential for public release requires reference to 
NNPI, the information should be removed from the body of the 
document and issued as a separate supplement or enclosure. The 
use of an enclosure for NNPI allows appropriate distribution of 
the document while maintaining control of non-releasable 
information. References to documents containing NNPI in 
journals and other publications available to foreign governments 
or to the public should also be avoided. 

b. Information Concerning the Environment and Occupational 
Safety and Health. Environmental information and Occupational 
Safety and Health (OSH) information is not NNPI unless presented 
in such a way that it reveals information concerning the design, 
arrangement, development, manufacture, testing, operation, 
administration, training, maintenance and repair of the 
propulsion plants of naval nuclear-powered ships and prototypes, 
including the associated shipboard and shore-based nuclear 
support facilities. Special care should be taken to avoid or 
minimize the inclusion of NNPI in documents that pertain to 
environmental or OSH matters since such documents are more 
likely to require public release. Other requirements, such as 
privacy protection, may apply to environmental or OSH 
information; therefore the absence of NNPI should not by itself 
be interpreted to authorize public release of this information. 

10. Dis~osal of NNPI 

a. Disposal of Unclassified Documents Containing NNPI. 
Disposal of unclassified documents containing NNPI shall ensure 
that the information is not easily retrievable. Disposing of 
documents in the same manner as classified documents is 
preferred. Recycling is authorized provided the documents are 
shredded to 2" width or less and shredded material is controlled 
until turned over to the recycler. Other proposals for 
recycling require approval from NAVSEA (08). Alternative 
disposal methods, to include commercial or public trash 
collection arrangements, which ensure an adequate degree of 
control during and after disposal must be approved by NAVSEA 
(08)- 

b. Disposal of Components and Equipment which Reveal NNPI 

(1) Prior to disposal of components or equipment which 
reveal NNPI, all markings (such as stock number, nameplate data, 
Special Material Identification Code (SMIC), tags, stickers, 
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transfer documents, meter face markings, etc.) which associate 
the equipment or component with a nuclear propulsion plant 
application must be removed or obliterated. If after removal or 
obliteration of such markings the equipment or component would 
still reveal NNPI, the item shall be disposed of in the same 
manner as classified material. 

(2) In view of stringent controls for the disposal of 
radioactive waste, and in order to minimize radiological work, 
nuclear propulsion plant components or equipment to be disposed 
of as radioactive waste need not have markings removed or 
obliterated. 

(3) Unless specifically authorized by a SHIPALT or 
other NAVSEA correspondence, reactor plant components assigned 
2s Cognizance, SMIC XI National Stock Numbers, shall not be 
disposed of unless first sent to a designated naval shipyard in 
accordance with reference (f) for disposition by NAVSEA (08). 
When NAVSEA (08) desires to dispose of such a component, a 
formal scrap directive will be provided to the naval shipyard 
awaiting disposition. 

(4) H Cognizance, Naval Inventory Control Point 
(NAVICP) managed SMIC X2, X3, X4, X5 or X6 material will be sent 
to NAVICP (Code 009) for disposal as directed by the NAVICP Item 
Manager. NAVICP (Code 009) will dispose of this material in 
accordance with NAVICP (Code 87) instructions. However, 
selected H cognizance SMIC X3 material items (e-g., resistors, 
capacitors, and hand tools) which are not procured to nuclear 
unique specifications and other items designated by NAVSEA may 
be disposed of locally as directed by NAVICP (Code 87). 
Further, NAVICP managed H Cognizance SMIC X2 chemicals and other 
SMIC X2 material may be disposed by naval shipyards as directed 
by NAVICP (Code 87). 

(5) Disposition of unused but no longer required 
reactor plant equipment and components provided by NAVSEA (08) 
prime contractors as Government furnished equipment shall be in 
accordance with this instruction, reference (f) and specific 
instructions obtained from the NAVSEA (08) representative at the 
applicable prime contractor (NSTR or ANSTR) . 

(6) Disposal of shipyard facilities, support systems 
and equipment used in reactor plant work, shall meet the 
criteria for disposal in paragraphs lO.b.(l) and (2) of this 
instruction. 
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11. NNPI Control Officer (NNPICO). Each activity which 
routinely deals with NNPI shall designate a manager familiar 
with NNPI protection procedures as the NNPICO. Each activity 
will ensure that this individual is technically qualified or a 
technically qualified individual is available for consultation 
with the NNPICO as needed. It shall be this individual's 
responsibility to ensure that appropriate measures are 
established and enforced to control, and to prevent unauthorized 
access to or dissemination of, NNPI in accordance with this 
instruction. This individual will be given written 
authorization by the cognizant government office/Commanding 
Officer to determine if documents are correctly marked as NNPI 
(without review by NAVSEA) . 

12. Implementation 

a. Addressees other than private shipyards shall advise 
NAVSEA 08 within 30 days of the date of this letter of any 
reason preventing implementation of this instruction and the 
date by which all provisions of this instruction will be met. 

b. Supervisors of Shipbuilding, Conversion, and Repair 
(SUPSHIPs) should incorporate this instruction into existing 
contracts and into the VIRGINIA-class Master Index of Reference 
Documents where this can be done at no increase in contract 
price or delay in delivery. If implementation of this 
instruction will increase the price of or delay delivery under 
any contract, then this instruction should not be implemented 
without authorization from NAVSEA 08. In such cases, SUPSHIPS 
should obtain cost proposals to implement this instruction on 
existing contracts. NAVSEA 08 should be advised within 30 days 
of the date of this letter whether this instruction has been 
implemented, and if not, a date by when a proposal for 
implementation will be submitted. 

13. Contractual Effect. The action taken by this letter is 
considered by the Government to be within the scope of existing 
contracts and therefore does not involve or authorize any delay 
in delivery or additional cost to the Government, either direct 
or indirect. 
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14. Inquiries. Inquiries concerning the security requirements 
contained herein shall be forwarded to Commander, Naval Sea 
Systems Command (08) . 

/ / S / /  
K. H. DONALD 
Director, Naval Reactors 

Distribution: (See next page) 
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Distribution: 

SNDL 
A1 
A2A 

Secretary of the Navy (ASN (IE), ASN (RDA), OGC) 
Department of the Navy Staff Offices (CHINFO, 
DONPIC, CNR, NCIS, and CIO) 
CNO (N2, N3/5, N4, N8, N09B, N09N, N76, N77, N86, 
N87, N88, N30N) 
Bureau of Naval Personnel 
SECDEF, Offices of the (ASD/ISA, ASD/PA) 
Defense Agencies (DISA, DIA, DTRA, DLA) 
DCMOR 
College and University (AFSC, NWC) 
U.S. Defense Attache Office 
Submarine Training Center Detachment 
Nuclear Power Training Unit Detachments 
Network Warfare Command 
Submarine Base, LANT 
Submarine Support Facility 
Trident Refit Facility, LANT 
Submarine Base, PAC 
Naval Intermediate Maintenance Facility, PACNORWEST 
Board of Inspection and Survey 
Sea Systems Command, HQ 
Fleet and Industrial Supply Center (Norfolk, Pearl 
Harbor, Puget Sound, San Diego) 
NAVICP (Mechanicsburg) 
Supply Information Systems Activity 
Shipyard (10) 
SUPSHIP (Groton, Newport News, Puget Sound, San 
Diego) 
Nuclear Power Training Unit, SEASYSCOM 
SUBMEPP Activity 
Office of Naval Intelligence 
Fleet Training Center (Norfolk, San Diego) 
Nuclear Power Training Unit, CNET 
Submarine Training Center 
Nuclear Power Training Command 
Submarine School 
Trident Training Facility 
Submarine Training Facility 
Fleet Forces Command 
Fleet Commanders (COMPACFLT, COMLANTFLT only) 
Air Force Commander 
Air Force Commander, LANT 
Air Force Commander, PAC 
Submarine Force Commander 
Submarine Force Commander, LANT 
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Submarine Force Commanders, PAC 
Submarine Force Shipyard Representative, LANT 
(Groton, Newport News, Portsmouth NH) 
Submarine Force Shipyard Representative, PAC 
(Bangor, San Diego, Puget Sound, Pearl Harbor) 
Submarine Group, Squadron and Support Unit and 
Center 
Aircraft Carrier (CVN only) 
Submarine ( SSN) 
Fleet Ballistic Missile Submarine (SSBN) 
Research Submarine (Nuclear) (NR) 
Submarine Tender (AS) 
Historic Warship 

Copy to: 
SEA 104 (50) 
SEA 08 (100) 
Director, NMCI 
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NAVAL NUCLEAR PROPULSION INFORMATION CONTROL 
(Training Attachment) 

This attachment is provided as a training guide that can be 
removed from the body of this instruction and provided to 
personnel/organizations to provide a better understanding of 
NNPI . 

DEFINITION: Naval Nuclear Propulsion Information (NNPI) is 
defined as - 

"information, classified or unclassified, concerning the 
design, arrangement, development, testing, operation, 
administration, training, maintenance, and repair of the 
propulsion plants of naval nuclear powered ships and 
prototypes, including the associated nuclear support 
facilities ." 

A more specific definition of NNPI and the requirements for 
safeguarding NNPI exists in NAVSEAINST 5511.32CI Safeguarding of 
NNPI of 26 July 2005. This document is approved by the 
Director, Naval Nuclear Propulsion Program (NNPP) . Other 
specific requirements related to NNPI are in SECNAVINST 
5510.30AI DON Personnel Security Program Regulation and the 
Engineering Department Manual (EDM) . SECNAVINST 5510.36, DON 
Information Security Program Regulation refers to NAVSEAINST 
5511.32C for matters related to NNPI. 

CLASSIFIED NNPI: Classified NNPI consists of two types of 
information - Restricted Data (RD) and National Security 
Information (NSI) . Authority to classify NNPI comes from two 
sources: (1) the Atomic Energy Act of 1954, as amended which 
governs RD, and (2) Presidential Executive Order (EO) 12958 of 
March 2003, as amended, which governs NSI. 

Restricted Data 

a The Atomic Energy Act covers information related to the 
use of special nuclear material. In the Naval Nuclear 
Propulsion Program (NNPP) this is information associated 
with the use of special nuclear material for the 
production of energy in the nuclear core. 

Attachment (2) to 
Enclosure (1) 
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Per the Atomic Energy Act, access to RD requires an 
investigation on the character, associations, and 
loyalty of the individual requiring access - and 
subsequent grant of a final Government security 
clearance. 

National Security Information 

National Security Information (NSI), as defined in EO 
12958, as amended, is classified information in the 
following categories, which if disclosed, could be 
expected to cause damage to national security: 

- military plans, weapons systems, or operations 
- foreign government information 
- intelligence activities, sources, or methods 
- foreign relations or foreign activities of the U.S. 
- scientific, technological, or economic matters 
relating to national security 
- U.S. government plans for safeguarding nuclear 
material or facilities 
- vulnerabilities relating or capabilities of systems or 

installations relating to national security 

E.O. 12958, as amended, prescribes a uniform system for 
classifying, declassifying, and safeguarding NSI. 

NNPI that is classified NSI must be protected from 
disclosure to foreign nationals. Consequently, 
classified NNPI that is NSI is also marked and handled 
as NOFORN to require access only by cleared U.S. 
citizens with a need-to-know unless specifically 
authorized by NAVSEA (08). 

Personnel with an interim or final Government security 
clearance may access classified NNPI that is NSI. 

g: U-NNPI is controlled and protected 
under one or more of the following: (1) the Atomic Energy Act of 
1954, as amended, (2) the 1984 Defense Authorization Act, (3) 
Export Control Act Regulations of the Commerce Department, (4) 
Arms Export Control Act Regulations (i.e., International Traffic 
in Arms (ITAR); Munitions List), (5) Export of Sensitive Nuclear 

Attachment (2) to 
Enclosure (1) 
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Information for Foreign Atomic Energy Regulations of the Energy 
Department. 

U-NNPI is information related to sensitive military 
technology (i.e., naval nuclear propulsion technology). 
Access to U-NNPI is limited to U.S. citizens with a need- 
to-know. 
No clearance is required for access to U-NNPI. 
U-NNPI is marked and handled as NOFORN. 

Attachment (2) to 
Enclosure (1) 
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NAVAL NUCLEAR PROPULSION 
INFORMATION CONTROL 

CLASSIFIED NAVAL NUCLEAR PROPULSION INFORMATION (NNPI) - 
Secret or Confidential 

{Overall access requirements = U.S. citizenship + 
"appropriate" clearance + need-to-know) 

Act of 1954 ,  as 

(Appropriate clearance = Final or 
Interim Confidential} 

Control Act 

1 2 9 5 8  
of March 2003,  as 
amended by E.O. 

1 3 2 9 2  

Unclassified Naval 
Nuclear Propulsion 

Department Information Authorization 

for Export of 
Sensitive 

Information 

UNCLASSIFIED NAVAL NUCLEAR PROPULSION INFORMATION (U-NNPI) 
{Overall access requirements = U.S. citizen + need-to-know) 

Attachment (2) of 
Enclosure (1) 
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NAVAL NUCLEAR PROPULSION INFORMATION MARKING REQUIREMENTS 

1. For Naval Nuclear Propulsion Program documents containing 
CONFIDENTIAL RESTRICTED DATA (CRD) 

2. For Naval Nuclear Propulsion Program documents containing 
CONFIDENTIAL NATIONAL SECURITY INFORMATION (CNSI) 

CONFIDENTIAL RESTRICTED DATA (CRD) 
Cover page 
and/or First 

Page 
All other 
Pages (Top 
and Bottom) 

3. For documents containing UNCLASSIFIED NAVAL NUCLEAR 
PROPULSION INFORMATION (U-NNPI) 

CONFIDENTIAL (stamp or large font, top and bottom) 

*Restricted Data Warning Notice (Bottom) 
CONFIDENTIAL (stamp or large font) 

(OPTIONAL) CONFIDENTIAL - RESTRICTED DATA 

1 CONFIDENTIAL NATIONAL SECURITY INFORMATION (CNSI ) 
Cover page 
and/or First 

Page 

All other 
Pages (Top 
and Bottom) 

* The specific wording for these notices is identified on the 
following page. 

CONFIDENTIAL (stamp or large font, top and bottom) 
*NSI Classification/Declassification Instructions 
(Bottom) 
*NOFORN Warning Notice (Bottom) 
CONFIDENTIAL (stamp or large font) 

(OPTIONAL) CONFIDENTIAL - NOFORN 

USlCLASSIFfED NAVAL NUCLEAR PROPULSION INFORMATION (U-MTSPI) 

"Distribution F" statements are not required for NNPI documents. 

Cover page 
and/or First 

Page 
All other 
Pages (Top 
and Bottom) 

Enclosure (2) 

NOFORN (stamp or large font, top and bottom) 

*NOFORN Warning Statement (Bottom) 
NOFORN (stamp or large font) 
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IDENTIFICATION OF THE WORDING FOR WARNING STATEMENTS 

1. NOFORN Warning Statement: 

NOFORN: This document is subject to special export controls 
and each transmittal to foreign governments or foreign nationals 
may be made only with prior approval of the Naval Sea Systems 
Command. 

2. Restricted Data Warning Notice: 

Derived from: DOE-DOD Classification Guide 
CG-RN-1 Rev. 3 dtd February 1996. 
RESTRICTED DATA 
This document contains Restricted Data as defined 
in the Atomic Energy Act of 1954. Unauthorized 
disclosure subject to Administrative and Criminal 
Sanctions. 

3. National Security Information 
Classification/Declassification Instructions: 

Derived from: DOE-DOD Classification Guide 
CG-RN-1 Rev. 3 dtd February 1996. 
Declassify on: X2, X3, X6, X8. 
This document shall not be used as a basis for 
derivative classification guidance. 

THE FOLLOWING IS THE WORDING FOR DOE UNCLASSIFIED CONTROLLED 
NUCLEAR INFORMATION (DOE-UCNI) WHICH MAY BE RECEIVED BY THE 
SHIPYARD FROM DOE 

Unclassified Controlled Nuclear Information. 
Not for public dissemination. Unauthorized dissemination 
subject to civil and criminal sanctions under section 148 of 
the Atomic Energy Act of 1954, as amended (42 USC 2168). 

Enclosure (2) 
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PROTECTION REQUIREMENTS FOR ELECTRONIC PROCESSING OF NAVAL 
NUCLEAR PROPULSION INFORMATION 

1. SCOPE 

The Naval Nuclear Propulsion Program (NNPP) has the legal 
responsibility to protect Naval Nuclear Propulsion Information 
(NNPI). Classified and unclassified NNPI is shared across a 
wide range of Information Systems (IS) that are inherently 
vulnerable to exploitation and denial of service. Factors that 
contribute to the vulnerabilities include: increased reliance on 
commercial information technology and services; increased 
complexity and risk propagation through interconnection; the 
extremely rapid pace of technological change; and the relatively 
low cost of entry for adversaries. 

This enclosure applies to all activities processing NNPI. 

2. REFERENCE DOCUMENTS (Enclosure (3) only) 

a. Appendix I11 to OMB Circular A-130, "Management of 
Federal Information Resources" dated November 2000 

b. DOD Instruction 5200.40, "DOD Information Technology 
Security Certification and Accreditation Process (DITSCAP)" 
dated December 30, 1997 

c. DOD 8510.1-M, "DOD Information Technology Security 
Certification and Accreditation Process (DITSCAP) Application 
Manual" dated July 31, 2000 

d. Assistant Secretary of Defense Memorandum, "Disposition 
of Unclassified DOD Computer Hard Drives" dated June 4, 2001 

e. DOD Directive 8500.1, "Information Assurance", October 
24, 2002 

f. DOD Instruction 8500.2,"Information Assurance 
Implementation", February 6, 2003 

g. DOD Directive 8100.2, "Use of Commercial Wireless 
Devices, Services, and Technologies in the DOD Global 
Information Grid (GIG)" dated April 14, 2003 

h. Naval Message, Chief of Naval Operations, 1523152 APR 
2005, "Navy Operational Designated Approving Authority (DAA)" 

i. OPNAVINST 5239.1 (Series) "Navy Information Assurance (IA) 
Programff 

1 Enclosure (3) 
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j. SECNAVINST 5510.36, "Department of the Navy Information 
Security Program Regulation" 

k. DOE Order 205.1, "Departmental Cyber Security Management 
Policy" dated March 21, 2003 

1. DOE Guide 205.1-1, "Cyber Security Architecture 
Guidelines" dated March 8, 2001 

m. DOE Notice 205.9, "Certification and Accreditation 
Process for Information Systems Including National Security 
Systems", dated February 19, 2004 

n. DOE Notice 205.10, "Cyber Security Requirements for Risk 
Management", dated February 19, 2004 

o. DOE Manual 471.2-2, "Classified Information System 
Security Manual", dated August 3, 1999 

p. DOE Notice 205.12, "Clearing, Sanitizing, and Destroying 
Information System Storage Media, Memory Devices, and Other 
Related Hardware" dated February 19, 2004 

q. DOE Notice 205.8, "Cyber Security Requirements for 
Wireless Devices and Information Systems" dated February 11, 
2004 

3. POLICY 

Reference (a) requires Federal agencies to plan for security, 
ensure that appropriate officials are assigned security 
responsibility, and authorize system processing before starting 
operations and periodically thereafter. The documented 
technical and non-technical evaluation of an information system 
produces the necessary information required by the approving 
official to make a credible, risk-based decision on whether to 
place the system into operation. This process is known as 
certification. The Designated Approving Authority (DAA) is an 
official with the authority to formally assume responsibility 
for operating an information system at an acceptable level of 
risk. This term is synonymous with Designated Accrediting 
Authority (Department of Energy (DOE) terminology). This 
authorization by senior Agency officials is referred to 
accreditation. 

The certification and accreditation (C&A) process is designed to 
ensure that information systems processing U.S. Government 
information meet documented security requirements and will 

2 Enclosure (3) 
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continue to maintain the accredited security posture throughout 
the system life cycle. The process allows approving officials 
the flexibility to tailor the level of effort based on 
requirements for confidentiality (to protect information from 
unauthorized disclosure), integrity (to protect information 
against unauthorized modification or destruction) and 
availability (to assure reliable access to data by authorized 
users) . 

The primary objective of the security requirements for 
processing NNPI is to ensure that the features required by the 
Department of Defense (DOD) and DOE are applied to limit access 
to NNPI based on need-to-know controls. 

As part of the C&A process mandated in reference (a), DOD and 
DOE require that when a site is developing an information system 
that will store, process and/or transmit classified or 
unclassified U.S. Government information, a security plan must 
be written to address all of the topics listed in the 
appropriate source guidance. 

The system security plan should provide an explanation of how a 
system meets the requirements. If alternative protective 
measures are used to meet the intent of a specific requirement 
they must be documented in the system security plan. These 
methods must be documented in security plans for all new systems 
as well as when significant changes are made to existing 
accredited systems. Systems will be reaccredited whenever there 
is a change to the system that impacts its security posture or, 
at a minimum, every three years. 

4. DEPARTMENTAL REOUIREMENTS 

The following is provided to assist organizations that process 
NNPI (classified or unclassified) in following the applicable 
information security requirements for their Department (DOD or 
DOE). If any of these references are superseded by more current 
guidance, the more current guidance takes precedence. 

a. DOD components, including facilities that are contracted 
by DOD organizations, must adhere to the guidance contained in 
references (b) through (j) . 

b. DOE organizations, including facilities that are 
contracted by a DOE organization, must adhere to the guidance 
contained in references (k) through (q) . 

c. Any organization that is not covered under DOD or DOE 
guidelines and has a need to process NNPI must first obtain 

3 Enclosure ( 3 )  
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NAVSEA 08 approval. The mission of that organization will 
determine the source for guidance. 

5. NNPP SPECIFIC REQUIREMENTS. While DOD and DOE requirements 
are sufficient to provide basic protections, this enclosure 
provides additional guidance for the protection of NNPI. 

a. Preventing Access to NNPI by the Public, Foreign 
Nationals and Individuals or Organizations Without a Need-to- 
Know 

1) Information systems processing classified or 
unclassified NNPI are required to prevent access by foreign 
nationals, representatives of a foreign interest, and the 
public, as well as individuals and/or organizations without a 
valid need-to-know. Exceptions require the specific approval of 
the cognizant DAA in consultation with NAVSEA 08Y. 

2) Publicly accessible web pages and e-mail containing 
NNPP technical information that are made available or sent 
external to the activity must be treated as public disclosures, 
and therefore can contain no unencrypted NNPI. Public web pages 
related to the Naval Reactors program must be approved by NAVSEA 
08. 

3) Classified information systems processing NNPI must 
also employ need-to-know controls. For example, not every user 
of the Secret Internet Protocol Router Network (SIPRNET) has a 
need-to-know for NNPI. Do not rely solely on the classification 
of a system to grant access to NNPI. 

4) Users of systems processing NNPI shall not permit 
individuals without a valid need-to-know to have access to the 
system while NNPI is being processed. For example, individuals 
without need-to-know shall not be permitted to interact with 
applications running under an authorized NNPI user's account. 
Incidental visual access to computer screens is not considered 
access to the system. 

5) Personally owned computing systems, including, but 
not limited to, personal computers (PC), laptops, and Portable 
Electronic Devices (PED) such as Personal Digital Assistants 
(PDA), are not authorized for processing NNPI. Exceptions 
require the specific approval of the cognizant DAA and Naval 
Reactors (NR) /NAVSEA 08Y. 

6) Sites establishing new video conferencing systems 
, that are to be used to process U-NNPI, must use at a minimum, 

National Institute of Standards and Technologies (NIST) approved 

4 Enclosure (3) 
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Federal Information Processing Standards (FIPS) 140-2 level 
encryption. A National Security Agency (NSA) approved Type I 
encryption solution must be used on all video conferencing 
systems processing classified NNPI. 

7) Care must be taken to prevent foreign national access 
to NNPI by means of land-line telephone conversations. U-NNPI 
may be discussed with U.S. citizens subject to need-to-know 
controls using land-line telephones without FIPS 140-2 
encryption inside the continental U.S. and U.S. territories. 
However, U-NNPI voice communications via land-line telephones 
without FIPS 140-2 encryption to communicate with U.S. citizens 
(with a valid need-to-know) located outside the U.S. or U.S. 
territories is prohibited unless specifically approved by the 
cognizant DAA in consultation with NAVSEA 08. 

8) All classified voice communications via land-line 
telephones must employ an NSA Type I encryption solution 
regardless of location. 

9) Cellular telephones may be used to conduct U-NNPI 
voice communications within the U.S. and U.S. territories 
without FIPS 140-2 encryption. These unencrypted voice 
communications should only be used for short periods of time and 
only used in situations where land-line telephones are 
unavailable and the mission necessitates immediate voice 
communications. 

10) All U-NNPI voice communications on cellular phones 
to/from locations outside the U.S. or U.S. territories must 
employ FIPS 140-2 - or NSA Type I encryption. 

11) All classified NNPI voice communications via 
cellular phones must employ an NSA Type I encryption solution 
regardless of location. 

12) U-NNPI messages should not be left on any voice mail 
system. 

13) Classified NNPI can only be transmitted on a secure 
facsimile (fax) machine employing an NSA Type I encryption 
solution regardless of location. 

14) Land-line fax machines with volatile memory may be 
used to process U-NNPI without encryption inside the U.S. 
provided local procedures are in place to prevent access by 
foreign nationals and/or individuals without a valid need-to- 
know. 

5 Enclosure (3) 



NAVSEAINST 5511.32C 

This guidance pertaining to fax machines with volatile 
memory may be applied to a fax machine in the residence of an 
employee with a valid need-to-know for U-NNPI. However, 
processing U-NNPI on a fax machine in a residence shall only 
occur to resolve emergent or time-sensitive issues where a delay 
until the next business day would have a significant negative 
impact on fleet support or business operations. DAAs 
authorizing U-NNPI faxes in a residential environment must 
incorporate the following minimum standards in local policies: 

a) Personally owned computers with built-in fax 
modems are prohibited from processing U-NNPI. 

b) U-NNPI shall be controlled so that access by 
individuals without a need-to-know, including foreign nationals 
is prevented. 

c) Fax machines processing U-NNPI shall not use 
ribbon based print mechanisms. Only print mechanisms that do 
not retain the image of the document (e.g., ink-jet, laser) are 
permitted. 

d) The government or contractor employee who owns 
the fax machine is the only individual authorized to transmit 
and/or receive a U-NNPI fax. That individual must be present at 
the fax machine when the U-NNPI is transmitted or received. 

e) Upon receipt of a U-NNPI fax, the sender and the 
recipient must confirm that the document was received in its 
entirety. 

f) Home fax numbers shall not be pre-programmed into 
Government or contractor owned fax machines. 

g) U-NNPI may not be duplicated in a residential 
environment and shall be controlled in accordance with the 
guidance contained in this instruction. 

h) U-NNPI documents must be returned to the work 
place for copying, long-term storage and/or destruction on the 
user's next normal work day. 

i) User Security Responsibility Acknowledgement 
forms shall be developed by the site to include the guidance 
contained in this instruction. These agreements must be signed 
by the user and the user's manager. The intent of the user 
manager signature is to validate the need to conduct U-NNPI 
business on a residential fax machine. 

6 Enclosure (3) 



NAVSEAINST 5511.32C 

j) In the event that there is an emergent need to 
transmit a U-NNPI fax to a fax machine at a residence, and the 
recipient has not completed a User Security Responsibility 
Acknowledgment form, it is the sender's responsibility to verify 
with the recipient that the recipient meets the requirements set 
forth in this instruction. Immediately upon returning to work 
the next normal business day, the recipient shall notify their 
site Information Assurance Manager (IAM) (Information Systems 
Security Manager (ISSM) is the equivalent DOE position), Naval 
Nuclear Propulsion Information Control Officer (NNPICO) or 
designated alternate, that a U-NNPI fax was received. The 
recipient shall also be required to complete the User Security 
Acknowledgment form. 

k) Inadvertent release, exposure or loss of NNPI 
shall be immediately reported to the site IAM, NNPICO or locally 
designated alternate. 

1) The site IAM, NNPICO or other locally designated 
alternate shall maintain copies of all User Security 
Responsibility Acknowledgement forms for personnel under their 
cognizance. 

15) Land-line fax machines with non-volatile memory may 
also be used to transmit U-NNPI without encryption inside the 
U.S. provided local procedures are in place to prevent access by 
foreign nationals or individuals without a valid need-to-know. 
Fax machines with non-volatile memory must be controlled as U- 
NNPI and secured appropriately. Fax machines with non-volatile 
memory are not authorized for processing U-NNPI in a residential 
environment. 

16) Fax machines with wireless connections (in any 
environment) may not be used to process U-NNPI without first 
obtaining NAVSEA 08Y approval. 

b. Administrative Controls 

Any site that processes NNPI on an information system shall be 
defined as routinely handling NNPI and shall designate a NNPICO 
in accordance with Section 12 of this instruction. 

The DAA is an official with the authority to formally assume 
responsibility for operating an IS at an acceptable level of 
risk. 

(1) Navy: 
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(a) Reference (h) was issued to provide additional 
direction and guidance regarding the Operational DAA 
responsibilities of Commander Naval Network Warfare Command 
(COMNAVNETWARCOM) in advance of a revision to reference (i) . 
Reference (h) defines an operational IT network as: 

(1) A network that connects to the DOD 
Information System Network (DISN), this includes but is not 
limited to; Non-secure Internet Protocol Router Network 
(NIPRNET), Defense Research and Engineering Network (DREN), 
Secret Internet Protocol Router Network (SIPRNET), DISN Video 
Services (DVS), and Defense Red Switch Network (DRSN). 

(2) All business and/or tactical systems 
currently in use that are operated by the Navy or by a 
contractor on behalf of the Navy, including but not limited to 
stand-alone systems and systems that use a commercial Internet 
Service Provider (ISP) . 

(3) Echelon I1 and their claimancy "Legacy" 
networks that have not transitioned to the Navy/Marine Corps 
Intranet (NMCI) or Outside the Continental United States Base 
Level Information Infrastructure (OCONUS BLII). 

Echelon I1 Headquarters organizations may continue to function 
as the DAA over claimant "Legacy" networks that have not 
transitioned to NMCI or OCONUS BLII until expiration of current 
Interim Authority to Operate (IATO) or Authority to Operate 
(ATO), and anytime a new system or device is connected to the 
Navy operational network. 

(b) Reference (h) authorizes the Commanding Officer 
of a U.S. Navy vessel operating at sea to perform the duties as 
a Deployed DAA. The Deployed DAA authority allows the 
Commanding Officer the flexibility to ensure system/network 
capabilities are maintained to meet the operational requirements 
of the assigned mission. The Deployed DAA must keep the 
operational DAA apprised of actions that deviate from the norm. 
When the afloat unit returns to port, all authority reverts to 
COMNAVNETWARCOM. 

(2) Department of Energy (DOE) : 

The NR Information Systems Security (ISS) DAA is comprised of a 
group of Federal government managers at NAVSEA 08, Pittsburgh 
Naval Reactors (PNR) and Schenectady Naval Reactors (SNR). The 
NR ISS DAA accredits NNPI systems at DOE sites and/or sites that 
have principal contracts with DOE. This also includes systems 
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at other locations intended for the exclusive use of NR Program 
personnel (e.g. NRRO and RPCO offices). 

The NNPP funds, operates, maintains, certifies and accredits the 
classified Naval Nuclear Propulsion Program Network (NNPP Net). 
NNPP Net security guidance can be obtained by contacting NAVSEA 
08Y. The NNPICO for any site connected to the NNPP Net must 
work with local information security management and the local 
DAA to ensure complete compliance with the NNPP Network Security 
Policy. The NNPICO for the site shall notify their local 
information security management and local DAA of any issues or 
technical problems that impact compliance. 

If any information system interconnects with an NR ISS DAA 
accredited system (e-g., NNPP Net) then the NR ISS DAA must 
approve the connection. 

c. Phvsical Protection and Markina 

1) Commensurate with the level of information processed, 
systems that contain NNPI are required to control physical 
access to the information technology resources in addition to 
providing software protections. These controls shall be in place 
to prevent unauthorized physical access, tampering, damage, and 
theft. This can be achieved by controlling access into specific 
areas or by controlling access to specific resources (e-g., PCs, 
printers, servers, network devices, wiring closets, etc) . 

2) Equipment and media must be marked to identify the 
highest level of information authorized for processing. 

3) Classified media shall be marked (i.e., with a 
pen/marker) or labeled (via an affixed media label) with the 
appropriate classification level and include the proper warning 
statement identified in this instruction, where space permits. 
Media that contains U-NNPI shall be marked (i.e., with a 
pen/marker) or labeled (via an affixed media label) "NOFORN" and 
include the NOFORN warning statement identified in this 
instruction, where space permits. In those cases where the size 
or type of media does not support the application of 
Classification/NOFORN markings, the media shall be placed in a 
container that is marked with the appropriate level and includes 
the proper warning statements identified in this instruction. 

4) When unattended, electronic media containing NNPI 
(classified or unclassified) must have adequate physical 
protections commensurate with the level of information they 
contain. 
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5) Ingress/egress controls for computer media and 
equipment shall be in accordance with local policy. 

d. Network Controls 

Data transmission of U-NNPI within a site can be accomplished 
without encryption provided the originating point, transmission 
lines, and the ending point are within the same site and 
properly controlled. (A "site" is that area within a facility's 
boundary, under the facility's control. A site can be as small 
as a single building or much larger, such as a shipyard or Naval 
Base.) If these conditions can not be met, the data in transit 
must be encrypted using FIPS 140-2 level encryption. 

e. Configuration Guides 

1) The National Security Agency (NSA), the National 
Institute of Standards and Technology (NIST) and the Center for 
Internet Security (CIS) have all developed and distributed 
security configuration guides for a wide variety of open source 
and proprietary software. These guides provide the best 
possible security options for the most widely used products. 
Sites designing systems to process NNPI are encouraged to 
utilize the appropriate NSA, NIST or CIS security configuration 
guides when practical. 

2) The use of Standard Security Configuration (SSC) 
Guides for the NNPP Net is required. SSCs for the NNPP Net can 
be obtained through NAVSEA 08Y or the NNPP Net NSO at BPMI. 

f. Disposal of Information Systems Equipment and Media 

DAAs should consider ways to reduce the amount of electronic 
media. For Navy facilities, reference (j) states, "Commanding 
Officers should establish at least one day each year as clean 
out day when specific attention and effort is focused on the 
disposition of unneeded classified and controlled unclassified 
information". Non-DOD organizations are strongly encouraged to 
adopt similar practices. 

Special handling is required for disposal of equipment and media 
used in systems authorized to process NNPI. 

1) Systems That Process Classified NNPI 

All non-volatile user addressable memory materials must be 
removed from computing equipment that has been used to process 
classified NNPI and the materials must be degaussed or destroyed 
in accordance with NSA guidance for destruction of classified 
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material prior to disposal. This includes, but is not limited 
to, items such as computer hard drive platters, removable media 
such as floppy disks, Compact Disks (CDs) and Programmable Read 
Only Memory (PROM) (including electronic storage devices that 
are embedded in multi-function devices such as 
copiers/printers). 

2) Systems That Process Only Unclassified NNPI (U-NNPI) 

Electronic storage devices (computer hard drives, digital 
magnetic tapes, etc.) used to process information no higher than 
U-NNPI may be released outside the NR Program (for reuse, 
recycling, or disposal) only after the devices have been 
sanitized, degaussed, or destroyed in accordance with references 
(dl or (p) . 

The guidance provided in reference (d) for returning the hard 
drives of leased computers to suppliers without sanitizing, 
degaussing, or destruction does not apply to disks used for U- 
NNPI. The hard drives of leased computers (including electronic 
storage devices that are embedded in multi-function devices such 
as copiers/printers) processing U-NNPI must be sanitized, 
degaussed or destroyed prior to release to the vendor. 

g. Connections to Internal and External Unclassified 
Networks 

Internal networks are those contained entirely within the site. 
External networks are those with any component (client, server, 
network, or transmission equipment) that is located outside the 
site, that can be accessed from outside the site, or that can be 
used to access any information system that is outside the site. 

1) Connections of U-NNPI Systems to Internal Networks: 

Internal systems approved to process U-NNPI may be connected 
together with the approval of the cognizant DAA. 

With the approval of the cognizant DAA, a system approved to 
process U-NNPI may be connected to an internal system that is 
approved to process other sensitive unclassified U.S. Government 
information, even though that system may not be approved for U- 
NNPI. These connections require the use of a firewall or other 
Controlled Interface (CI). The CI managing access between the 
systems must be located on-site. In addition, controls must be 
employed to ensure that U-NNPI is not transmitted to the system 
that is not approved for U-NNPI. 
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2) Connections of U-NNPI Systems to External U-NNPI 
Networks: 

Access to any information system containing U-NNPI from off-site 
requires protection beyond that provided for access from within 
the site. Access between locations could result in the 
potential loss of access control by either location. Validation 
of U.S. citizenship and need-to-know for personnel at the other 
location is required. 

U-NNPI systems must not be connected to systems that are 
external to the activity's site unless the external systems are 
approved to process U-NNPI. Any transmission of U-NNPI off-site 
must be encrypted using Federal Information Processing Standards 
(FIPS) 140-2 certified method (software or hardware) - or NSA Type 
I encryption. 

Before allowing users from an off-site location to access, 
(which must be from a U-NNPI system) the host information system 
must be configured to record the full audit trail of all actions 
taken by the off-site user and the off-site user must sign both 
NNPI user and non-disclosure agreements. The connecting 
information system must also meet the requirements for a U-NNPI 
system. No connections to U-NNPI systems shall be permitted to 
or from sites outside of the US without explicit NAVSEA 08 
approval. 

The security plan for the system must describe the protections 
in place to ensure users are unable to obtain access to systems 
processing U-NNPI from other than authorized locations. 

a) Methods must be implemented to monitor and detect 
personnel attempting to gain unauthorized access to the system. 
In conjunction with monitoring and detection capabilities, the 
security plan will identify the process in place to respond to 
unauthorized access to the system. The use of Comrnercial-off- 
the-Shelf (COTS) Intrusion Detection packages on the network or 
on the host file server meets the requirement for monitoring 
access. 

b) User agreements for access to the system must 
state that only equipment approved for the processing and 
storage of U-NNPI information may be connected. User agreements 
must also state that the connection of personally-owned 
computers or the use of standalone personally owned computers 
for processing and storage of U-NNPI is prohibited. 

3) Use of External Networks at Sites That Have U-NNPI 
Approved Systems: 
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If sites with U-NNPI approved networks also have access to off- 
site systems not approved for U-NNPI such as the Internet, the 
off-site connections must be logically or physically isolated 
from any on-site system(s) that process U-NNPI. To ensure that 
U-NNPI information is not transmitted to such sites, the U-NNPI 
connections may only be approved for sites that have the 
following controls: 

a) The system that the user resides on must employ 
an auditing capability to provide individual accountability for 
off-site access such as web addresses visited. 

b) The system that the user resides on must also 
maintain an auditable copy of all E-mail messages (including 
attachments) sent off-site. These copies can be in the form of 
back-up tapes. These copies must be retained for a minimum of 
one year. 

c) Ordinary users must not have the ability to alter 
or delete the audit trail or E-mail history. 

d) A random sample audit of network traffic that 
goes off-site must be performed periodically to verify that no 
U-NNPI has been transmitted off site. The audit frequency, 
sample size, and policy for responding to findings should be 
approved by the cognizant DAA. All findings of unauthorized 
disclosure shall be reported to NAVSEA 08 in accordance with the 
guidance listed previously under administrative controls. 

h. Controls on Transfer of Information from Classified 
Systems 

1) DAAs must consider measures to control the removal of 
data from an information system where classified NNPI is 
processed. Such measures should provide positive controls for 
the prevention of unauthorized data removal. Examples of 
positive controls are: 

a) The physical prevention of an ordinary user's 
ability to send information to output media devices (e.g., 
floppy drives, tape drives, etc.) and the physical prevention of 
ordinary users from connecting such devices to user accessible 
ports (e.g., use of approved hardware enclosures that enclose 
the CPU) . 

b) The logical prevention of an ordinary user's 
ability to send information to output media devices (floppy 
drives, tape drives, etc.) and the logical prevention of 
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ordinary users from connecting such devices to user accessible 
ports. Such logical prevention shall include the ability for 
system administrators/auditors to centrally manage and audit the 
logical controls. 

2) There are occasions when information must be removed 
from an information system processing classified NNPI for the 
purpose of transferring the information to another system of 
lesser classification. In these situations, the cognizant D M  
should establish controls to ensure the data is properly 
classified, marked and handled and that the transfer is 
justified. Such transfers should only be made where there is no 
connectivity between the source information system and 
destination system. Examples of these controls are: 

a) A two-person review methodology (with provisions 
for one-person reviews for urgent or back shift transfers) that 
includes one person with an adequate level of training to 
determine the classification of the information. 

b) Logging of all transferred information (manually 
or electronically). The log should include file name, 
reviewers, review times, file classification, and the time of 
the transfer. Copies of these logs should be maintained for a 
period of time as determined by the cognizant DAA and are 
subject to NAVSEA 08 review at any time. 

c) Copies of the transferred data should be 
maintained for a period of time as determined by the cognizant 
D M .  

d) The cognizant DAA (or their designated 
representative) should establish a self-assessment program to 
ensure acceptable transfer practices are being followed. Copies 
of these assessments should be maintained for a period of time 
as determined by the cognizant DAA and are subject to NAVSEA 08 
review at any time. 

The above requirements are not intended to be applied to system 
backup media that supports restoring the system in the event of 
deletion, corruption and/or the archiving of that information 
for long term record keeping purposes. 

3) A recommended implementation of these two-person 
controls is to use hardware Central Processing Unit (CPU) 
security enclosures and a centralized media transfer center 
methodology. This approach physically controls access to 
classified CPU 1/0 ports thus reducing the risk of attaching 
unauthorized devices. It also supports a centralized media 
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center methodology whereas a classification review can be 
conducted by a person knowledgeable in CG-RN-1 requirements 
before the information is transferred. 

A two-person control and centralized media transfer center may 
not be practical at some sites (e.g., naval shipyards, naval 
vessels) because of physical site differences and the nature of 
work. When two-person control is not practical, mitigating 
circumstances and alternate protections should be determined by 
the cognizant DAA. 

4) The following practical issues and mitigating 
circumstances should also be considered when developing two- 
person control methodologies: 

a) Security enclosures around desktop computers may 
not be appropriate when the physical security of the site 
dictates the continued use of removable hard drives that are 
secured in safes when the computers are unattended (e.g., shift 
work). 

b) The risk of unauthorized transfers may be lower 
when the majority of the workers on the site do not have and do 
not require access to most of the information on the classified 
network and adequate controls are in place to prevent their 
access. 

c) Two-person control of information transfers may 
not be practical when production work is performed on off-shifts 
with limited staffing. However, a two-person review of the 
transfers could be conducted the next normal workday and 
periodic audits would determine the adequacy of the process and 
classification reviews. 

d) Mitigation of the transfer risk should consider 
measures to minimize the amount of removable classified media 
produced and retained at a site. For example, electronic 
transfer over secure and accredited networks is preferred over 
generating media or shipping classified media. 

e) Mitigation of the transfer risk must be addressed 
in system security plans. 

i. Incident Response 

A computer security incident response program is an essential 
component of the overall security measures that assist in 
protecting the information resources and data. Facilities 
processing classified or unclassified NNPI must have documented 

15 Enclosure ( 3 )  



NAVSEAINST 5511.32C 

incident response procedures that address discovery, reporting, 
evaluation and mitigation. 

Incidents concerning NNPI on NMCI shall be handled in accordance 
with COMNAVNETWARCOM policy. 

Some examples of incidents include (but are not limited to) the 
following: 

1) Any act, intentional or unintentional, that violates 
a security policy. 

2) Successful or failed attempts to gain unauthorized 
access to a system or its data. 

3) Unexpected disruption or denial of service. 

4) Unauthorized changes to system hardware, firmware or 
software characteristics without the system owner's knowledge, 
instruction or consent. 

5) Unauthorized use of another user's account. 

6) Unauthorized use of system privileges. 

7) Intentional or unintentional execution of malicious 
code. 

Other adverse events such as floods, fires, electrical 
outages, etc., that disrupt the operation of an information 
system falls outside the scope of this instruction and should be 
addressed in facility continuity of operations plans as required 
by the cognizant agency. 

j. Wireless. Wireless devices, services, and technologies 
must comply with reference (g) or (q) . 

k. Training. Reference (a) requires computer security 
awareness training for all personnel who are involved with the 
management, use or operation of information systems processing 
sensitive US Government information. The requirements for the 
protection of NNPI on information systems shall be incorporated 
into local site training programs. 

1. Approvals, Waivers and Exceptions. 

Implementation of the computer security requirements 
identified in this instruction will be approved by the cognizant 
DAA. Waivers and exceptions to the requirements provided in 
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this document will be sent to NAVSEA 08Y for approval. 
Implementation on old systems will be conducted to the extent 
practical as determined by the cognizant DAA. 
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U-NNPI Information System Protection Requirements Checklist 

This checklist must be completed to confirm compliance with the applicable security 
requirements. Each checklist shall also include a general description of applicable 
information systems/networks, and shall list the local cognizant security and 
management personnel responsible for the information systems/networks including those 
individuals authorized to make changes that would impact security. 

SITE : 

SITE ACRONYM: 

All information systems/networks (workstations and servers) processing or storing 
U-NNPI must be configured with anti-viral software to actively monitor the system 
for viruses/malicious code and to perform periodic scanning of system hard drives. 
Virus definition files must be periodically updated. Controls must be in place to 
ensure that all files introduced onto the systems are scanned for viruses prior to 

1 use. 

DATE PREPARED: 

Description of Information Systems / Network 

(check if 
system 
complies) 

Responsible Local Security 6 Management 
Personnel 
(List Names, Titles, Phone Numbers) 

The system requires a unique User ID and password for identification and 
authentication. User IDS and Passwords may be common/shared if the local DAA 
deems necessary to accomplish necessary tasks. Justification for allowing 
cornmon/shared User IDS and Passwords must be included with the checklist. 

Password aging, format and usage is in accordance with local policy. 

All modem and wireless access point connections are known, authorized, and 
properly secured. 1 

Protections must be provided to preclude the compromise of passwords. Passwords 
shall be protected via appropriate access controls, by encryption, or both. 

All default/initial system passwords are changed prior to production use. 

All authorized transmissions of U-NNPI off-site, including access to U-NNPI by 
external dial-in systems, must be encrypted using a National Institute of 
Standards and Technology (NIST) Federal Information Processing Standards (FIPS) 
140-2 compliant method as a minimum (hardware or software). 

l 
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The information system/network is utilizing a control interface equipment/solution 
(firewalls, IDS) to preclude unauthorized access from other information systems 
that are not authorized to process or store U-NNPI and from publicly accessible 
connections, such as the Internet. The local site will be responsible for managing 
this control interface equipment or has passed down the appropriate security 
requirements to a third party provider via contract. 

S I T E  : 

S I T E  ACRONYM: 

Physical security controls are in place to prevent unauthorized physical 
tampering, damage and/or theft by an intruder with malicious intent of any 
sensitive IT resources (computer, servers, network devices, wirlnq closets). 

DATE PREPARED : 

Access to U-NNPI data must be controlled based on need-to-know, ensuring that only 
authorized personnel may have access. 

Protections must be provided to preclude unauthorized offloads/uploads. Authorized 
offloads/uploads must be conducted in accordance with local policy. 

Media ingress/egress controls shall be in accordance with local policy. 

Protections must be provided to preclude user account hijacking and masquerading. 
Local policy shall address acceptable control practices when the system with a 1 logged-on user is unattended. 

- - 

All output must be properly marked and secured in accordance with the applicable 
quidance. lo 
All system users must review, agree to, and sign an Acceptable Use Policy that 
reflects the cognizant agency (DOD or DOE) requirements. The Acceptable Use Policy 
shall be made available for routine review by users. 

A warning notice shall be displayed on all the information systems, conspicuously 
placed in close proximity to the system, or made available for routine review by 
users to warn users regarding inappropriate use of the system and to alert them 
that all actions on the system may be monitored. 
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Access to the information systems/network is to be logged and monitored to identify 
potential misuse and unauthorized activity. l o  
The information systems/network and supporting equipment shall be audited in 
accordance with local policy. 

Each site must report incidents that affect the security of the system to the 
Buyer's security personnel. Reportable incidents include any act that fails to 
comply with the contract security requirements has resulted in: 1) a confirmed 
or suspected compromise (e.g., inadvertent release, exposure or loss) of U-NNPI, 2) 
a malicious code infection that successfully executed and impacted the security 
controls on the system, 3) damage of U-NNPI, or 4) confirmed or suspected incidents 
of fraud involving U-NNPI. 

Annual self-assessments confirming compliance to all local security policies shall 
be conducted and documented. The results of the self-assessment shall be made 
available to NAVSEA 08 upon request. 

Notes / Comments 

Acknowledgement 
The undersigned certifies that the system/network referenced on this 
checklist meets the general U-NNPI Information System Protection 
Requirements as listed NAVSEAINST 5511.32C, and the specific U-NNPI 
Information System Protection Requirements as indicated by this 
completed checklist. 

Name : 

Signature: 

Title: 
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REQUIREMENTS FOR VISITS TO NAVAL AND COMMERCIAL FACILITIES 
PERFORMING NAVAL NUCLEAR PROPULSION WORK 

1. Visits to naval and commercial facilities performing naval 
nuclear propulsion work present unique security problems due to 
the need to protect both unclassified and classified NNPI from 
unauthorized access or release. In particular, the scope and 
complexity of the repair, overhaul and construction of U.S. Navy 
nuclear-powered ships is not always compatible with standard 
security and control measures. Access to NNPI is controlled 
principally by identifying and isolating areas within the 
facility which reveal NNPI. The security program necessary to 
protect NNPI will depend upon the type of work being performed 
and the personnel access control procedures in effect. In all 
cases, however, local activity or facility heads are responsible 
for establishing a security program which will ensure compliance 
with the disclosure policy of this instruction. 

a. Visits by U.S. Citizens and U.S. Nationals. Reference 
(b) and the security provisions of applicable government 
contracts outline the required conditions, procedures, and 
responsibilities for visit approval. 

b. Visits by Foreign Nationals or Representatives of a 
Foreign Interest 

(1) References (b) and (e) and the security provisions of 
applicable government contracts apply. In addition, visits by 
foreign nationals or representatives of a foreign interest, 
whether for classified or unclassified purposes, require the 
specific approval of the NAVSEA (08) or designated 
representatives. Approval shall be obtained prior to the 
issuance of invitations or other commitments in order to protect 
NNPI and avoid unnecessary difficulties arising from denial of 
access. Requests for approval should contain activity plans for 
satisfying the special conditions outlined below. If all of 
these conditions cannot be satisfied, the visit shall either be 
diverted to an activity not engaged in naval nuclear propulsion 
work or be disapproved. 

(a) The visitor(s) shall be kept under close and 
continuous surveillance at all times while within the physical 
confines of the facility. 

(b) Visual, oral and documentary disclosures of 
NNPI shall be prevented by the isolation of areas, materials or 
personnel. 
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(c) The visit shall be accomplished without adverse 
impact on the facility's workload, scheduling or other critical 
management factors. 

(2) The special considerations above for visits by a 
foreign national or representative of a foreign interest are not 
required for those personnel performing on a continuing basis 
custodial, maintenance, or administrative work that does not 
involve access to NNPI. In addition, in some instances foreign 
nationals or representatives of foreign interests may be able to 
gain access to or near facilities, specifically those which 
perform other diverse functions in addition to naval nuclear 
work, without being subject to formal access approval. In such 
cases, the activity is responsible for precluding, primarily 
through the isolation of areas or material which may reveal 
NNPI, and the control of personnel employed at the facility, 
unauthorized disclosure of NNPI. 

(3) In accordance with the requirements of paragraph 
E3.1.3.1.2 of reference (e), foreign nationals or 
representatives of a foreign interest shall not be permitted 
access to the propulsion plant spaces of U.S. Navy nuclear- 
powered warships without the specific approval of the Chief of 
Naval Operations (CNO) . 
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REQUIREMENTS FOR CONTRACTORS AND SUBCONTRACTORS 

1. The requirements for the protection of NNPI are needed only 
in those contracts where there is a direct association with a 
naval nuclear propulsion plant application. When no such 
association exists, the contract does not involve access to NNPI 
and should not include contractual stipulations for its 
protection. 

2. Activities which procure material, components or services 
involving access to NNPI shall ensure that appropriate 
requirements to control and protect NNPI are included in any 
such contracts or subcontracts. 

3. When providing a specification, drawing or other technical 
document containing U-NNPI to a prospective contractor for 
purposes of soliciting bids where no contract yet exists, the 
contracting activity shall use a stipulation to obtain 
prospective contractor agreement to control or protect the U- 
NNPI until subsequent contractual controls are established. 
Attachment (1) is a sample stipulation. 

4. Contracts or subcontracts involving classified NNPI must 
contain all required handling requirements for NNPI in the DD- 
254. 

5. Contractors or subcontractors obligated under existing 
contracts to adhere to the guidelines of NN-801 (Guidelines for 
the Control and Protection of Unclassified Naval Nuclear 
Propulsion Information), NN-802 (Guidelines for the Control and 
Protection of Classified Naval Nuclear Propulsion Information), 
or NN-817 (Naval Nuclear Propulsion Information Guide), shall 
continue to utilize those guidelines for protection of NNPI. 
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SAMPLE SECURITY AGREEMENT FOR PROTECTION OF UNCLASSIFIED NAVAL 
NUCLEAR PROPULSION INFORMATION (U-NNPI) 

1. Purpose: The undersigned hereby agrees that when provided 
documents (specifications, drawings, etc.) that are marked as 
containing NOFORN sensitive information that must be controlled 
pursuant to federal law, the information contained therein and 
generated as part of the inquiry shall be used only for the 
purpose stated in the contract and shall in no case be 
transmitted outside the company (unless such transmittals comply 
with the detailed guidance of the contract) or to any foreign 
national within the company. While in use, the documents shall 
be protected from unauthorized observation and shall be kept 
secure so as to preclude access by any persons who do not have a 
legitimate need to view them. The documents shall not be copied 
unless done in conformance with the detailed guidance of the 
contract. All the documents shall be promptly returned in their 
entirety, unless authorized for proper disposal or retention, 
following completion of the contract. 

2. Specific Requirements for Protecting U-NNPI: 

(a) Only people who are a U.S. citizen and have a "Need to 
Know" required to execute the contract shall be allowed access 
to U-NNPI. 

(b) When not in direct control of an authorized individual, 
U-NNPI must be secured in a locked container (e.g., file 
cabinet, desk, safe, etc.). Access to the container must be 
such that only authorized persons can access it and compromise 
of the container can be visually detected. Containers should 
have no labels that indicate the contents. If removed from the 
site, U-NNPI must remain in the personal possession of the 
individual. At no time should U-NNPI be left unsecured in a 
home or automobile, unattended in a motel room or sent with 
baggage, etc . 

(c) Documents will have the word NOFORN at the top and 
bottom of each page. The cover sheet will have the warning 
statement shown below. Documents originated in the course of 
work that reproduce, expand or modify marked information shall 
be marked and controlled in the same way as the original. Media 
such as video tapes, disks, etc., must be marked and controlled 
similar to the markings on the original information. 

Attachment 1 to 
Enclosure (5) 
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export controls and each transmittal to 
foreign governments or foreign nationals 
may be made only with the prior approval of 

(d) U-NNPI may not be processed on networked computers with 
outside access unless approved by the Naval Sea Systems Command. 
If desired the company may submit a proposal for processing NNPI 
on company computer systems. Personally owned computing systems, 
including, but not limited to, personal computers (PC), laptops, 
and Portable Electronic Devices (PED) such as Personal Digital 
Assistants (PDA), are not authorized for processing NNPI. 
Exceptions require the specific approval of the cognizant DAA 
and Naval Reactors (NR)/NAVSEA 08Y. 

(e) U-NNPI may be faxed within the continental U.S. and 
Hawaii provided there is an authorized individual waiting to 
receive the document and properly control it. U-NNPI may not be 
faxed to facilities outside the continental U.S., including 
military installations, unless encrypted by Naval Sea System 
Command approved means. 

(f) U-NNPI may be sent within the continental U.S. and 
Hawaii via first class mail in a single opaque envelope that has 
no markings indicating the nature of the contents. 

(g) Disposal of documents containing U-NNPI shall ensure 
that the information is not easily retrievable. Disposing of 
documents in the same manner as classified documents is 
preferred. 

(h) Report any attempts to elicit U-NNPI by unauthorized 
persons to the appropriate security personnel. 

(i) Report any compromises of U-NNPI by unauthorized persons 
to the appropriate security personnel. This includes 
intentional or unintentional public release via such methods as 
theft, improper disposal (e .g., material not shredded, disks 
lost), placement on website, transmission via email, or 
violation of the information system containing U-NNPI. 

Definitions applicable to this clause are provided in the base 
instruction. 

Attachment 1 to 
Enclosure (5) 
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OPNAV INSTRUCTION 5510.161 

From: Chief of Naval Operatio~n 
To: All Ships and Stations 

DEPARTMENT OF THE NAVY 
Office of the Chief of  Naval Operations 

Washington, DC 20350-2000 

OPNAVINST 5510.161 
Op009P3 
Ser 0915U301221 
29 July 1985 

Subj: WITHHOLDING OF UNCLASSIFIED TECH- 
NICAL DATA FROM PUBLIC DISCLOSURE 

Ref: (a) DOD Directive 5230.25 of 6 Nov 8 4  
(NOTALI 

(bl Executive Order 12470 (NOTAL) 
(c) Public Law 90-629, "Arms Export Control 

Act" as amended (22 U.S.C. Section 275 
et seq.) (NOTALI - 

(dl SECNAVINST 5720.42C 
(el OPNAVINST 5510.1G 
(fl Militarily Critizal Technolog~es List of 

Oct 8 4  (NOTALI 
(9) SECNAVINST 5720.44 

End: (1) Extract from thc Export Administration 
Regulation (EAR) 

(2) Extract from the International Traffic In 
Arms Regulation (ITAR) 

(3) Definitions 
(4) Sample Denial Letter for FOlA Requests 
(5) lnformation Sheet on Qualified U.S. Con- 

tractors 
161 DD Form 2345 
(7) Sample Denial Letter to  Qualified US. 

Contractors - (Requests Unrelated to  Certifi- 
cation) 

(8) Notice t o  Accompany the Dissemination of 
Export Controlled Technical Data 

(9) Sample Denial Letter to Qualified US. Con- 
tractors - (Requests Unrelated to 000 
Support) 

(10) Sample Denial Letter t o  persons not Qualified 
U.S. Contractors 

1. Purpose. To in~plement reference (a) within Ule Depart- 
ment of the Na\y (DON'), to assign responsibilities, pre- 
scribe procedures and issue policy concerning the control 
of unclassified technical data by the DON. 

the possession of or under thc control of the DON which 
nlay not be exported lawfully without an approval, author- 
ization or  license under references (b)or (c). 

b. Dou not introduce any additiond controls on the 
dissemination of  technical data by privrte enterprises or 
individuals beyond thosc specified by export control laws 
and regulations or in contracts or  other mutual agree- 
ments, including certifications made pursuant t o  para- 
graph 4c. Accordmgly, the mere fact that the DON rnay 
possess such data docs not in itself provide a basis for 
control of there data pursuant to  this instruction. 

c. Does not introduce any controls on the dissemina- 
tion of scientific, educational or other data that qualify 
for G e n e d  License GTDA under export control law. 
Enclosures (1 ) and (2) dre pertinent extracts from there 
laws; General License GTDA is d e f i e d  in enclosure (1). 

d. Does not alter the DON'S respoirribility to  protect 
proprietary data of a private party in which the DON or 
the Department of Defense has "limited rights" or 
-'restricted rights" (see enclosure (3), Defi t ions)  or which 
are authorized to be withheld from public disclosure 
under the Freedgm of lnformation Act, reference (d). 

e. Does not pertain to or affect the release of technical 
data by the DON to  foreign govenunents, international 
organizations or their respective representatives or con. 
tractors, pursuant to  official agreements or formal arrange- 
ments with the U.S. Covcrnment or pursuant to  U.S. 
Government-licensed transactions involving tl~ese entities 
or individuals. 

f. Does not apply to classified technical data. After 
declassification, however. dissemination of such data that 
are within the r o p e  of paragraph 2a is governed by this 
instruction. Reference (e) prescribes policy and procedures 
for the protection of classified information. including 
classified technical data. 

3. Def initionr. Terms used in this instruction are d e f i e d  
in enclosure (3). 

4. Policy 
2. Applicability and Scope. This instruction: 

a. Applies to all unclassifier! tcchrlical data that disclose 
criticzl tecl~~lt~It)p\ wit11 I I I ~ ; I I ~ I ;  4 , I  ,;L,;,~ application in 

a. The DON may. pursuant to  reference (a), withhold 
from public disclosure. notwithstanding ally other pro- 
visions of law, any tech~~ical data that disclose critical 
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technology with military or space application in the 
posoession of or under the control of the DON. if such 
data may not be exported lawfully without an approval, 
authoxization or  License under reference (c). Regulations 
b e d  under Executive Order or export control law (see 
enclosures (1) and (2)) may, in certain cases, authorize 
the export of technical data pursuant to  a general un- 
restricted license or exemption. In these uses. the tech- 
nical data covered by license or exemption may not be 
withheld. 

b. Becruse public disclosure of technical data subject 
t o  th is  instruction is equivalent to  providing uncontrolled 
foreign acass, withholding these data from public dis- 
closure, un les  approved, authorized or Licensed in ac- 
cordance with export control law. is necessary and in the 
national interest. Unclassified technical data that are not 
governed by this instruction, unless otherwise restricted, 
shall continue to be made available to the public as well 
as to  state and local governments. 

c. Notwithstanding the authority provided in para- 
graph 4a, it is DON policy to  provide technical data 
governed by this instruction to individuals and enterprises 
that are determined t o  be qualified U.S. contractors (see 
enclosure (3). Definitions), when the data are requested 
for a legitimate business purpose for which the contractor 
is certified by the Defense Logistics Services Center 
(DLSC), Battle Creek, Michigan. These certifications are 
valid for a period of  5 years. When the data are requested 
for a purpose other than to permit the requester t o  bid or 
perform on a contract with the DON. or other U.S. Govern- 
ment agency. and its release for purposes other than direct 
support of DON or other DOD activities may jeopardize 
an important US .  technological or operational advantage. 
the data shall he withheld. Nonnallv. this restriction will 
apply only in the case of Naval kuclear Propulsion Intor- 
mation (NNPI) (as defined in reference (e)). polymer 
hydrophones/arrays related to  submarine technology/ 
design and t o  structural acoustic applications to  submarine 
design. Commands desiring t o  have other classes of infor- 

\ mation included in this restriction against release may 
request approval from CNO (Op-009P). Requests must 
include a detailed justification and !o  be considered 
favorably. the technical data covered should provide a 
significant military capability a ~ l d  its Jevelopmen~ for 
commercjal purposes would jeopardize the ~nilitary 
advantage it provides. In tlrc cas: of requcsts?i)r large 
numbers of documents or estensivc cornpila!ions of d i t ~  
which would lax e command's ability !o reply ill n i i n ~ c l ~  
fashion, the command concerned 211311 devel,q\ \vltli tlie 
reqiiester a mutuallv satiqfac~on clcli\.er\ rc,lic.duic. : I  

agreement cannot be reached, the matter shall be referred 
to CNO (Op409P). 

d. This instruction may not be used by DON commands 
as authority to deny access to  technical data to  the Con- 
gress, or to any Federal, State or local g o v e m e n t u  agency 
that requires the data for regulatory or other o f f ~ i a l  
governmental purposes. Any such dissemination will include 
a statement that the technical data arc controlled by the 
DON in accordance with this instruction. 

e. The authority provided here may not be used t o  
withhold from public disclosure unclassified information 
regarding DON operations. policies, activities or programs, 
including the costs and evaluations of performance and 
reliability of military and space equipment. When infor- 
mati011 of this kind contains technical data subject to this 
instruction. the technical data shall be excised prior to  
any public disclosure. 

f. Tllis instruction may not be used as a basis for the 
release of "limited rights" or "restricted rights" data as 
defined in enclosure (3). or that authorized to be withheld 
from public disclosure under the Freedom of Information 
Act (FOIA). implemented in the DON by reference (d). 

9. This instruction may not be used to provide pro- 
tection for technical data that should be classified in ac- 
cordance with reference (e). 

h. This instruction provides authority t o  cite " 5  U.S.C 
Section 552(b)(3)" (FOIA) as the basis for denials under 
the FOIA (see reference (d)) of technical data determined 
to be subject to  the provisions of this instruction. See 
enclosure (4) for 2 sample denial letter for requests made 
under the FOIA. 

5. Procedures 

a. Requests for technical data shall be processed in 
accordance with chapter I2 of reference (e). FOIA re- 
quests for technical data subject to  this instruction shall 
be handled in accordance with reference (d). FOIA re- 
quests for technical data determined to be subject to  the 
withholding authority effected by this instruction shall 
be denied under 5 U.S.C. Section 552(b)(3). and the 
requesltr shall be referred to the provisions of this instruc- 
rlon pcrmitlinp access by aualifird L . S .  contractors. En- 
<Insure ( 4 )  I a san~pic tienial letter for requests for un- 
~ l~ss i i i cd  ~rciiliical ?.3!3 itndcr !he FOIA. Enclosure ( 5 )  
i? r sal~lplz ill~'cr:n;lriljn sliec: pcrt~:til:ie IC qualified U.S. 
.ru~ilra.:tor: ~liicI1 siid! be fn:n~slied csrn  rcqur5!:r with 
ic:tcrs #$I # k ! ~ i a ~ .  





a notice t o  the recipient u set forth in enclosure (8). Docu- tion showing that the buir for the rewation w in smn 
ments being d e d  to a qudfk! US. cantnctor duII be or h been remedid. 
a t  to the address &awn for the &tr recipient in block 3 
of the DD 2345 ngudlen of my  request for rmIlfly to a 1. When the brtk for a contractof8 tanpony rsoocr. 
different address. Commands dull deny nquettr from tion unnot be m o v e d  within 20 working &ya, CNO 
qualified US. contractors that specify the data be sent to (OpWP) shall recommend to the O U S D W  th i  W 
an address outside the United States. contractor be disqwlifii. 

g. Commands will deny dl non-FOIA requests for un- IC Chuser for c o p ~ h .  aNfm urd #uckial 
classified technical dsta covered by this iwuction which records provided to rsquetten Jull be levkd br &- 
are not accomprnicd by a completed DD Fonn 2345. m e  with chuget authorized by the NAVCOMPf Llrmul, 
commands may confirm, when necessary, a requester's pongraph 035887. N o d y ,  only one of the tune 
qullir i t ion as a US. contractor by: record or document will be provided to crch mputar. 

(11 Contacting the DLSC at Autovon 369-9288189 
or FTS 372-9288189 or commercial (616) 96265 11, ex- 
tension 9288. to ensure h a t  the requester is listed by the 
DLSC u a quaIified US. contractor; and 

I21 Reviewing the listing published by CNO (Op 
O P )  of revocations and mspentions of U.S. contractors' 
qualifiitions to  e m r e  that requesters have not been 
debarred from receiving such data. 

h If a request is denied because of use of an invalid 
DD 2345, the matter rhnll be reported immediately to 
CNO (Op409P). Reports will contain, u a midmum, the 
date of the request, the Dune and dfihtlon of the re- 
quester, a copy of the DD 2345 and an e x p h t i o n  u to 
why the form was deemed to be invalid. 

i Commands becoming aware of credible and sufficient 
information that a qualifiid U.S. contractor has (1) vio- 
kted US. export control law, (2) violated itr certifition, 
(3) made an application for ccrtifition in bad faith or 
(4) made an omission or misstatement of m a t e d  fact wilt 
report this information to CNO (Op409P). CNO (Op- 
009P) will, in coordination with the General Counsel of the 
Navy and the Judge Advocate General of the Navy, revoke 
temporarily the US. contractor's qudification. Revocations 
having the potential for compromising a US. Government 
investigation may be delayed. Immediately upon a con- 
tractor's revocation, CNO (Op-tXHP) ha l l  notify the 
contractor, the OUSDR&E and dl DON comrmnds on 
distribution for receipt of contractor qualification revocr- 
tions or mspensionr. The contractor concerned hall be 
given m opportunity to respond in writing to the informa- 
tion upon which the temporary revocation is baed before 
being disqualified. Any U.S. contractor whose q d u -  
tion has been revoked temporarily may be reinstated by 
CNO ( O p m P )  upon presentation of sufficient informa- 

L Technical doaunents muked witb dlrtributbn 
limitation statements (ree Exhibit 12B of nfemrcc (e)) 
which requin originator approval prior to m l w c  & m t  
be releued without such approval. In these cues, a re- 
quester m y  be advised that his quest rsquirer orightor 
approval md  that the approrrl hu been nqucrted. In the+ 
casa contrdllng commn& will requat thc rppronl of 
the or$inrtiog command prior to mler~c of thc requmd 
information. Originating commrndt rhrll rpprove nle~c 
of their contmIled information if ucured by thn con- 
trolling command that the requerler it a qurllflcd US. 
contractor, unless the requm rhould be denied for the 
ruront permitted Ln paragraph 5e. Uncludfied technhl 
data perthing to naval nudeu propulsion matters n- 
q u h s  CNO (OP-N) approval prior to its nlcue by my 
controlling wmrmnd. Un-ed technical &ta per- 
taining to submarine matters or operations requiris CNO 
(OpO2) approval prior to its relure by my eontrohg 
command. Requests for tefhniul data nquklng r e l e a  
appronl by other DOD or Government agcnctec hall k 
referred to those agencies. 

m. Unless advised to the contnry, q U k d  U.S. con- 
tractors who receive technical &ta governed by thL b 
stnrction may diwaninrte the data for purpolet conrbleat 
with their certIfiutionr without the prior pennMon of 
the controlling Navy comrmnd. Purllfkd US. convrcton 
may rlro dismninrte arch data without prior pennipkll to: 

I l )  Any foreign recipient for whkh thc &tr ut 
approved, authorized or licensed under referenca (b) 
or (c); 

(2) Another qurlined US. contractor, u defined in 
enclosure (3), including existing or potenttl subam- 
tractors, but only within the scope of the c c d k d  Wti- 
mate business purpose of the recipient; 





the data it1 accordance with this instmctioa. Naval pcr- 
w ~ e 1 ,  military and civilia~~, may no1 publicly disclose 
such data without formal comrriand approval. Scc refer, 
en= b). 

d. The Judge Advocate Ccnerd and tllc Gencral Counsel, 
as appropriate. are responsible for ensuring thc pvoce- 
dural surficicncy and substantive bwfulness of U.S. con- 
tractor certifiiation rcvocatiuns. The Gencral Counsc.1 is 
responuile for providing Icgal rcview of FOlA rcquest 
denials when requested. 

7. Report. Thc report required by paragraph 5 is assigned 
-C 

lcport control symbol OPNAV 5510-23 and is approwd for 
3 years only from the date of this directive. 

8. Form. DD 2345 (Rev Dec 85). S/N 0102-LF-002-3450, 
lnny bc ohtsincd through normal Navy supply charnets in 
accordancr w i ~ h  NAVSUP P-2002. 

RONALD J. HAYS 
Vice Chief of Naval Operations 

Distribution: 
SNDL Parts 1 and 2 
MARCOR PS Code DS 

Commander 
Naval Data Automation Command (Code 172) 
Washington Navy Yard 
Washington, D.C. 20374-1662 (200 copier) 

Stocked: 
CD. NAVPUBFORMCEN 
5801 Tabor Avenue 
Philadelphia, PA 19120-5099 (500 copies) 
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