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Subject: Comments on Standard Review Plan, Appendix 7.1-D, Cyber Security 
 
Project Number: 689 
 
Dear Mr. Howe: 
 
The purpose of this letter is to discuss guidance concerning cyber security.  We are concerned about 
the lack of a regulatory basis for Regulatory Guide 1.152 “Criteria for Use of Computers in Safety 
Systems of Nuclear Power Plants,” Revision 2, January 2006 (RG 1.152 R2).  We are also concerned 
about the referencing of RG 1.152 R2 in the draft of the Standard Review Plan Appendix 7.1-D 
“Guidance for Evaluation of the Application of IEEE STD 7-4.3.2.” 
 
The NRC recently stated that the current security regulations do not contain requirements related to 
cyber security (“Power Reactor Security Requirements,” Federal Register / Vol. 71, No. 207, 62669).  
However, RG 1.152 R2, states the following, “This regulatory guide describes a method that the 
staff of the U.S. Nuclear Regulatory Commission (NRC) deems acceptable for complying with the 
Commission’s regulations for promoting high functional reliability, design quality, and cyber security 
for the use of digital computers in safety systems of nuclear power plants.” (Emphasis added.)  
Regulatory Positions 2.1 – 2.9 provide specific guidance concerning safety system security. 
   
Cyber security requirements have been proposed in Federal Register 62669.  This proposed rule 
would contain detailed programmatic requirements for addressing cyber security at power reactors, 
which build on the requirements imposed by the February 2002 order.  The proposed cyber security 
requirements are expected to be consistent with ongoing industry cyber security efforts. 
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In a March 5, 2007, letter to Mr. William Kemper, NEI requested that RG 1.152 R2 be withdrawn or 
promptly revised to remove the cyber security regulatory positions and then be subsequently revised 
to reflect the final rule requirements for cyber security when they are published. 
 
NEI is requesting that the cyber security requirements or guidance in Standard Review Plan 
Appendix 7.1-D be removed.  An SRP reflecting cyber security requirements should be issued when 
the final rule requirements for cyber security is published. 
 
In addition, NEI requests that Standard Review Plan Appendix 7.1-D reflect the fact that NEI 04-04, 
“Standard Cyber Security Program for Operating Reactors,” Revision 1, November 2005 is endorsed 
by the enclosed NRC letter as “an acceptable method for establishing and maintaining a cyber 
security program at nuclear power plants.” 
 
If you have any questions, please feel free to contact me at 202.739.8138; jwr@nei.org.  
 
Sincerely, 

 
 
 

Jack W. Roe 
 
c: Mr. Scott A. Morris, Acting Deputy Director, Reactor Security and Rulemaking, NRC 

Mr. Juan D. Peralta, Acting Reactor Security Branch Chief, NRC 
Document Control Desk 
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