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AGENDA

What you can do when submitting a
document to NRC

* How to properly mark SRI documents
 How to portion mark documents

« Recommended protection procedures to
prevent inadvertent release of SRI
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WHAT YOU CAN DO WHEN SUBMITTING
SECURITY-RELATED INFORMATION (SRI)

« Thoroughly screen documents submitted to NRC
for SRI — submit only essential SRI

« Mark documents with the SRI header
« Portion mark pages containing SRI

« Cover letter for submittal containing SRI should
clearly indicate the content of the SRl in the
attached document(s)

« Cover letter itself should not bear SRI markings
unless it incorporates SRI

« Review SRI documents for hidden text in
electronic submissions
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HOW TO MARK SRI DOCUMENTS
SUBMITTED TO THE NRC

* Mark the top of each document containing
SRI with the SRI designation and the
withholding instructions:

Security-Related Information — Withhold Under 10 CFR 2.390
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PORTION MARKING PAGES
* For pages containing SRI, include an
additional marking adjacent to the SRI
 Examples:

o (SRI) XXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXKX XXX XXXXKXXX

© OXOXXXXXXXXXXXXXXXXXKXXXXXXXXXXXX
(SRI) XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
¢ OXOXXXXXXXXXX XXX XX XXX XX XXX XXX XXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX (SRI)



/ ° .
UNITED STATES NUCLEAR REGULATORY COMMISSION
Protecting People and the Environment

SUBMITTING BOTH PUBLIC AND
NON-PUBLIC VERSIONS

« Both a public and non-public version of a
document may be submitted — Preferred Method

* Non-public version containing SRI should be
marked appropriately

 Public version with SRI redacted should indicate
information was withheld under 10 CFR 2.390

« SRI can be segregated from the main
document(s) and included only in an attachment
to the submittal — mark the attachment with
appropriate SRI marking — do not mark the main
document



Preventing Inadvertent Release of SRI

 Establish sufficient internal controls to
protect the information

— Mark documents

— Restrict access to electronic and paper
recordkeeping systems

— Control reproduction, distribution and
destruction of SRI
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Recommended Protection Procedures

 Mark documents with header
 Portion mark paragraphs

 Restrict access in electronic and paper
systems

 Hand carry during travel — keep in
traveler's possession

« Mail via USPS First Class, Registered,
Express, or Certified Mail
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Recommended Protection Procedures
(continued)

« Use approved commercial express carriers

« Fax only to recipient with need to know
waiting at other end

« Store openly only within controlled access
area and/or with security personnel on duty

* Lock in desk, file cabinet or equivalent
container

« Tear into 2" pieces or burn, pulp, pulverize,
shred or chemically decompose
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RIS 2005-26 - Control of Sensitive
Unclassified Non-Safeguards Information
Related to Nuclear Power Reactors

http://www.nrc.gov/reading-rm/doc-

collections/gen-comm/reg-
Issues/2005/ri200526.pdf
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