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BACKGROUND

• Licensing digital systems using risk-
informed guidance presents challenges
– Industry has expressed interest in 

incorporating risk insights and risk-informed 
decisionmaking in the licensing of digital 
systems. 

– NRC regulatory guidance does not currently 
provide specific support for use of 
quantitative risk analysis in licensing digital 
systems
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BACKGROUND

• Licensing digital systems using risk informed 
decisionmaking presents challenges  
– Lack of consensus on an acceptable methodology to 

evaluate digital system risk (hardware and software).
– Lack of a generally accepted methodology for 

inclusion of digital system reliability models in 
current generation PRAs

– Research into the strengths and limitations of digital 
system reliability modeling needs to be completed 
for NRC to support risk-informed decisionmaking in 
licensing digital systems
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STRATEGY

• Develop guidelines to provide risk-informed 
acceptance criteria for digital system reviews 

• Develop tools and procedures to perform risk-
informed digital system reviews 

• Conduct research to resolve open technical 
issues, develop and validate tools, develop 
guidance needed to implement a risk-informed 
digital system reviews.



6

STRATEGY 

• Review available methods 
• Develop the most promising methods (both 

traditional and dynamic) and apply them in a 
proof-of-concept application

• Exercise the methods (both traditional and 
dynamic) on a digital protection and control 
system

• Use the results to develop a review 
methodology and regulatory guidance.
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DYNAMIC METHODS RESEARCH 
• Review of the current state of the art and 

determine best candidate methods for evaluation 
(Complete, NUREG/CR-6901)

• Develop Benchmark # 1 (DFWCS) (Complete)
• Develop methods and apply to Benchmark # 1 

candidate methods to provide proof-of-concept 
(NUREG/CR goes to press next week)

• Develop Benchmark # 2 (RPS system) 
• Apply methods to Benchmark # 2 to provide 

proof-of-principle example and demonstrate 
practicality 

• Develop and demonstrate integration methods 
applicable to conventional PRAs
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REVIEW OF THE CURRENT STATE-
OF-THE-ART IN DYNAMIC METHODS

• Reviewed of the current state of the art and 
determine best candidate methods for evaluation 

• Determined that Markov and Dynamic Flowgraph
methodology (DFM) where the most likely to be 
successful

• Recommended two benchmark systems to 
support proof of concept analysis and determine 
practicality

• Results published as NUREG/CR-6901
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DEVELOP BENCHMARK # 1 

• Based on availability, the first benchmark selected 
was a digital feedwater control system used in a 
nuclear power plant application.

• System FMEA was completed 
• System description was developed based on 

FMEA, system requirements, design and other 
information

• A fault injection method coupled with plant and 
industry data was used to develop failure data
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DEVELOP DYNAMIC METHODS AND 
APPLY  TO BENCHMARK #1

• Developed Markov and DFM methods for use
• Developed a method to integrate model/results into a 

traditional PRA (dynamic event tree, using cell to cell 
mapping and post processing) 

• Applied Markov and DFM to benchmark #1 to provide 
proof-of-concept

• Assessed capabilities and limitations of each method
• Prepared, peer reviewed, and will publish NUREG/CR
• Quantification to be provided in next NUREG/CR (draft to 

peer review in May, 2007)
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DEVELOP BENCHMARK # 2

• RPS (Reactor Trip/ ESF) system based on the 
TELEPERM platform

• Based on a proposed industry configuration
• Benchmark 2 goal is to permit a more thorough  

examination of:
– High quality development processes (software)
– Extensive internal/external communication
– Less external interactions with the process
– Redundancy/Defense-in-depth/Diversity 
– Current safety system design strategies
– Failure modes
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APPLY TO BENCHMARK #2

• Apply Markov and DFM to benchmark #2
• Compare and assess capabilities and limitations
• Quantify system reliability
• Examine limitations highlighted from benchmark 

#1 to determine if they have been addressed
• Examine proof-of-principle issues and 

demonstrate practicality 
• Peer review 
• Publish NUREG/CR
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INTEGRATION OF DYNAMIC 
METHODS INTO PRAs

• Use SAPHIRE as an example event tree/fault tree 
PRA tool

• Ensure both the dynamic methods and the base 
PRA account for dependencies (support systems, 
human errors, input sensors, software, etc.)

• Develop of uncertainty estimation and 
propagation methods

• Ensure risk important measures work with 
dynamic methods
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TRADITIONAL METHODS RESEARCH

• Review of reliability methods and data 
(Complete)

• Traditional methods selection
• Candidate method illustration
• Apply methods to Benchmark # 1
• Apply methods to Benchmark # 2
• Integration into PRA
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REVIEW OF RELIABILITY METHODS 
AND DATA

• Review of reliability methods and data used by 
non-nuclear industries 

• Evaluation and comparison of failure parameter 
databases 

• Review of digital system/software-induced failure 
experience 

• Development of a basis and framework for 
modeling software failures in terms of failure 
rates and probabilities 

• Failure modes and effects analysis and 
dependency analysis of Benchmark #1
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TRADITIONAL METHODS SELECTION
• Review (applications of) traditional methods (e.g., 

new reactor PRAs and reliability models from 
other industries)

• Develop criteria for evaluating traditional 
methods

• Apply criteria to identify candidate methods
• Engage technical community

– Public meeting (March 2007)
– Phenomena Identification and Ranking Table 

(PIRT)-like review process (April 2007)
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CANDIDATE METHOD ILLUSTRATION
• Illustrate how the candidate traditional methods can 

account for digital system features
• Identify types and sources of data for model 

quantification
• Refine candidate traditional methods
• Illustrate how models can be integrated into existing 

PRAs
• Consider reliability quantification methods provided 

by industry, if any
• Complete draft NUREG/CR (June 2007)
• Conduct peer review of draft NUREG/CR (July 2007 

– Sept. 2007)
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APPLY TRADITIONAL METHODS TO 
BENCHMARK #1

• Apply each candidate traditional method to the 
benchmark #1 

• Quantify system reliability models
• Compare methods in terms of capabilities and 

limitations
• Consider reliability quantification methods 

provided by industry, if any
• Complete draft NUREG/CR
• Conduct peer review of draft NUREG/CR
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APPLY TRADITIONAL METHODS TO 
BENCHMARK #2

• Apply each candidate traditional method to 
benchmark #2

• Quantify system reliability models

• Compare methods in terms of capabilities and 
limitations

• Consider reliability quantification methods 
provided by industry, if any

• Complete draft NUREG/CR

• Conduct peer review of draft NUREG/CR
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INTEGRATION INTO PRA

• Illustrate and/or develop methods for integrating 
reliability models into existing PRAs

• Use SAPHIRE as an example event tree/fault 
tree PRA tool

• Ensure PRA models account for dependencies 
(support systems, human errors, input sensors, 
etc.)
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POSSIBLE SHORT TERM 
ACTIVITIES

• NRC is investigating what current digital system 
risk insights can be derived from current 
information

– New reactor reviews

– Operating reactor reviews

– Other industries

• NRC is investigating ways to incorporate risk 
insights into current reviews
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SUMMARY
• NRC has reviewed the most promising available methods 

and tools for risk and reliability modeling of digital systems
• NRC is develop the most promising methods (both 

traditional and dynamic) to the point where then can be 
used in a proof-of-concept application

• NRC is benchmarking these methods (both traditional and 
dynamic) using a digital protection system and a digital 
control system to demonstrate their practicality

• Industry is providing put and peer review of the RES 
products

• NRC is use the information gather as part of the 
development of the methods to support development of 
regulatory guidance

• In the short term NRC is investigating ways to incorporate 
risk insights into digital system licensing reviews



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


