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SECTION B - CONTINUATION BLOCK

B.1 CONSIDERATION AND OBLIGATION--FIRM FIXED PRICE (JUN 1988)

The firm fixed price of this contract is $281.200.00 for the base

ce of thig : period and $281,200.0C for the option pericd if
exercised; pursuant to FAR clause 52.217-9 as incorporatéd in this

contract.
B.2 DURATION OF CONTRACT PERIOD (MAR 1987) ALTERNATE 2 (MAR 1987)

This contract shall commence on the date of award and will expire on in 12 months. The term of this contract
may be extended at the option of the Government for an additional 12 month period.

B-1
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SECTION C - CONTRACT CLAUSES

C.1 NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE

The following contract clauses pertinent to this section are hereby incorporated by reférence (by Citation
Number, Title, and Date) in accordance with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY
REFERENCE" in Section | of this contract. See FAR 52.252-2 for an internet address (if specified) for
electronic access to the full text of a clause.

NUMBER TITLE DATE
FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)

52.204-7 CENTRAL CONTRACTOR REGISTRATION JUL 2006

52.204-9 PERSONAL IDENTITY VERIFICATION OF NOV 2006
CONTRACTOR PERSONNEL

52.224-1 PRIVACY ACT NOTIFICATION APR 1984

52.224-2 PRIVACY ACT APR 1984

C.2 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a
clause may be accessed electronically at this/these address(es):

http://www.arnet.gov/far

52.219-17 SECTION 8(A) AWARD DEC 1996

52.228-5 INSURANCE--WORK ON A GOVERNMENT JAN 1997
INSTALLATION

52.232-18 AVAILABILITY OF FUNDS APR 1984

52.245-4 GOVERNMENT-FURNISHED PROPERTY JUN 2003

(SHORT FORM)
C.3 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES
OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (NOV 2008)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1)52.233-3, Protest after Award (AUG 1996) (31 U.S.C. 3553).

(2)52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. 108-77, 108-78)
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(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items: [Contracting Officer check as appropriate.]

0 (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (SEP 2006), with Alternate | (OCT
1995)(41 U.S.C. 253g and 10 U.S.C. 2402).

[] (2) 52.219-3, Notice of Total HUBZone Set-Aside (JAN 1999) (15 U.S.C. 657a).

[1(3) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (JUL 2005) (if
the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

[]1(4) [Reserved]
[X] (5)(i) 52.219-6, Notice of Total Small Business Set-Aside (JUNE 2003) (15 U.S.C. 644).
[ (iiy Alternate | (OCT 1995) of 52.219-6.
[ (iii) Alternate Il (MAR 2004) of 52.219-6.
[] (6)(i) 52.219-7, Notice of Partial Small Business Set-Aside (JUNE 2003) (15 U.S.C. 644).
0 (i) Alternate | (OCT 1995) of 52.219-7.
[0 (iii) Alternate Il (MAR 2004) of 52.219-7.
[ (7)52.219-8, Utilization of Small Business Conéerns (MAY 2004) (15 U.S.C. 637 (d)(2.) and (3)).
[l (8)(i) 52.219-9, Small Business Subcontracting.PIan (SEP 2006) (15 U.S.C. 637(d)(4)).
[} (ii) Alternate | (OCT 2001) of 52.219-9.
[ (iil) Alternate Il (OCT 2001) of 52.219-9.
[X] (9) 52.219-14, Limitations on Subcontracting (DEC 1996) (15 U.S.C. 637(a)(14)).

[1 (10)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns
(SEP 2005) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer).

[ (i) Alternate | (JUNE 2003) of 52.219-23.
0 (iii) Alternate 1l (OCT 1998) of 52.219-23.

[ (11) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and
Reporting (OCT 1999) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

1 (12) 52.219-26, Small Disadvantaged Business Participation Program--Incentive Subcontracting (OCT
2000) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[] (13) 52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Business Set-Aside (May 2004)
[X] (14) 52.222-3, Convict Labor (JUNE 2003) (E.O. 11755).

[ (15) 52.222—19, Child Labor--Cooperation with Authorities and Remedies (JAN 2006) (E.O. 13126).
C-2
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[X] (16) 52.222-21, Prohibition of Segregated Facilities (FEB 1999).
[X] (17) 52.222-26, Equal Opportunity (APR 2002) (E.O. 11246).

[X] (18) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (SEP 2006) (38 U.5.C. 4212).

[X] (19) 52.222-38, Affirmative Action for Workers with Disabilities (JUN 1998) (29 U.S.C. 793). -

[X] (20) 52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (SEP 2006) (38 U.S.C. 4212).

[l (21)52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (DEC 2004)
(E.O. 13201).

[] (22)(i) 52.223-9, Estimate of Percentage of Recovered Materiai Content for EPA-Designated Products
(AUG 2000) (42 U.S.C. 6962(c)(3)(A)(ii))-

1 (ii) Alternate ! (AUG 2000) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)).
[X] (23)52.225-1, Buy American Act--Supplies (JUNE 2003) (41 U.S.C. 10a-10d).

[l (24)(i) 52.225-3, Buy American Act--Free Trade Agreements-- Israeli Trade Act (NOV 20086) (41 U.S.C.
10a-10d, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, Pub. L. 108-77, 108-78, 108-286, 109-53 and 103-169).

[] (ii) Alternate | (JAN 2006) of 52.225-3.
[] (iii) Alternate Il (JAN 2006) of 52.225-3.
[] (25) 52.225-5, Trade Agreements (NOV 2006) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

[X] (26) 52.225-13, Restrictions on Certain Foreign Purchases (FEB 2006) (E.O.s, proclamations, and
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

[l (27) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (42 U.S.C. 5150).
[} (28) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (42 U.S.C. 5150).

[l (29) 52.232-29, Terms for Financing of Purchases of Commercial ltems (FEB 2002) (41 U.S.C. 255(f), 10
U.S.C. 2307(f)).

[ (30) 52.232-30, Installment Payments for Commercial ltems (OCT 1995) (41 U.S.C. 255(f), 10 U.S.C.
2307(f)). ‘

[X] (31) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (OCT 2003) (31
U.S.C. 3332). '

[1(32) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (MAY
1999) (31 U.S.C. 3332).

[1(33) 52.232-36, Payment by Third Party (MAY 1999) (31 U.S.C. 3332).

[l (34)52.239-1, Privacy or Security Safeguards (AUG 1996) (5 u.Ss.C. 552a).
' C-3
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[ (35)(i) 52.247-64,' Preferénoe for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C.
Appx 1241(b) and 10 U.S.C. 2631).

[] (iiy Alternate | (APR 2003) of 52.247-64.

(c) The Contractor shail comply with the FAR clauses in this paragraph (c), applicable to commercial
services, that the Contracting Officer has indicated as being incorporated in this contract by reference to
implement provisions of law or Executive orders applicable to acquisitions of commercial items: [Contracting
Officer check as appropriate.]

[X] (1) 52.222-41, Service Contract Act of 1965, as Amended (JUL 2005) (41 U.S.C. 351, et seq.).

[X] (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 1989) (29 U.S.C. 206 and 41
U.S.C. 351, et seq.). :

[] (3) 52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Yearand .
Option Contracts) (NOV 2006) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

[] (4)52.222-44, Fair Labor Standards Act and Service Contract Act--Price Adjustment (February 2002) (29
U.S.C. 206 and 41 U.S.C. 351, et seq.). »

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records--Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller -
General, shall have access to and right to examine any of the Contractor's directly pertinent records involving
transactions related to this contract. '

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or
for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this
contract. If this contract is completely or partially terminated, the records relating to the work terminated shall
be made available for 3 years after any resulting final termination settlement. Records relating to appeals
under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract
shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuantto a
provision of law. '

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in paragraphs (i) through (vi) of this
paragraph in a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow
down shall be as required by the clause-- :

(i) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $550,000 ($1,000,000 for construction of any public facility), the subcontractor
must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.
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(i) 52.222-26, Equal Opportunity (April 2002) (E.O. 112486).

(i) 52.222-35, Equai Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans (SEP 2006) (38 U.S.C. 4212).

(iv) 52.222-36, Affirmative Action for Workers with Disabilities (JUN 1998) (29 U.S.C. 793).

(v) 52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (DEC 2004)
(E.O. 13201).

(vi)52.222-41, Service Contract Act of 1965, as Amended (JUL 2005), flow down required for all
subcontracts subject to the Service Contract Act of 1965 (41 U.S.C. 351, et seq.).

(vii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C.
Appx 1241(b) and 10 U.S.C. 2631).-Flow down required in accordance with paragraph (d) of FAR clause
52.247-64.. :

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.

C.4 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 60 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not
exceed 2 years.
C.5 PROJECT OFFICER AUTHORITY (ALT 2) (FEB 2004)

(a) The contracting officer's authorized representative hereinafter referred to as the project officer for this
contract is: '

- Name: Dennis Lam/Deborah Neff -Alternate
Address:  U.S. Nuclear Regulatory Commission
_ Mail Stop T10D5
Washington, DC 20555
Telephone Number: D. Lam 301-425-2624 /D.Neff 301-415-8160

(b) The project officer shall:



NRC-04-07-071 Section C

' (1) Monitor contractor performance and recommend changes in requirements to the contracting officer.
(2) Inspect and accept products/services provided under the contract.

(3) Review all contractor invoices/vouchers requesting payment for products/services provided under the
contract and make recommendations for approval, disapproval, or suspension.

(4) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) wher a
contractor emplyse no longer requires access authorization and return of any NRC issued badge to SB/DFS
within three days after their termination.

(c) The project officer may not make changes to the express terms and conditions of this contract.

*To be incorporated into any resultant contract

C.6 GOVERNMENT FURNISHED EQUIPMENT/PROPERTY (JANUARY 2001)
(a) The NRC will provide the contractor with the following items for use under this contract:

1. 1 Desktop computer
2. 1 Telephone

(b) The above listed equipment/property is hereby transferred from contract/agreement N/A.

(c) Only the equipment/property listed above in the quantities shown will be provided by the Government.
The contractor shall be responsible and accountable for all Government property provided under this contract
and shall comply with the provisions of the FAR Government Property Clause under this contract and FAR

“Subpart 45.5, as in effect on the date of this contract. The contractor shall investigate and provide written
notification to the NRC Contracting Officer (CO) and the NRC Division of Facilities and Security, Physical
Security Branch of all cases of loss, damage, or destruction of Government property in its possession or
control not later than 24 hours after discovery. The contractor must report stolen Government property to the
local police and a copy of the police report must be provided to the CO and to the Division of Facilities and
Security, Physical Security Branch. :

(d) All other equipment/property required in performance of the contract shall be furnished by the Contractor.
C.7 AUTHORITY TO USE GOVERNMENT PROVIDED SPACE AT NRC HEADQUARTERS

Prior to occupying any government provided space at the NRC Headquarters in Rockville Maryland, the
Contractor shall obtain written authorization to occupy specifically designated government space via the NRC
Project Officer from the Chief, Space Planning and property Management Branch, Division Of Facilities and
Security. Failure to obtain this prior authorization may result in one or a combination of the following remedies
as deemed appropriate by the Contracting Officer.

1. Rental charge for the space occcupied to be deducted from invoice amount due

the Contractor
2. Removal from the space occupied

C-6
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3. Contract Termination

C.8 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)

During the life of this contract, the rights of ingress and egress for contractor personnel must be made
available, as required, provided that the individual has been approved for unescorted access after a favorable
adjudication from the Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall
be clearly identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the
contractor in obtaining badges for the contractor personnel. All contractor personnel must present two forms of
Identity Source Documents (1-9). One of the documents must be a valid picture ID issued by a state or by the
Federal Government. Original 1-9 documents must be presented in person for certification. A list of acceptable
documents can be found at http://www.usdoj.gov/cr/recruit_employ/i9form.pdf. It is the sole responsibility of
the contractor to ensure that each employee has a proper NRC-issued identification/badge at all times. Al
~ photo-identification badges must be immediately (no later than three days) delivered to SB/DFS for
cancellation or disposition upon the termination of employment of any contractor personnel. Contractor
personnel must display any NRC issued badge in clear view at all times during on site performance under this
contract. It is the contractor's duty to assure that contractor personnel enter only those work areas necessary
for performance of contract work, and to assure the protection of any Government records or data that
contractor personnel may come into contact with.

C.9 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and
criteria of the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility
Security Program;” MD 12.2, "NRC Classified Information Security Program;” MD 12.3, "NRC Personnel
Security Program;" MD 12.4, "NRC Telecommunications Systems Security Program;" MD 12.5, "NRC
Automated Information Systems Security Program;" and MD 12.8, "NRC Sensitive Unclassified Information
Security Program"), apply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC Form 187 (See
List of Attachments) furnishes the basis for providing security and classification requirements to prime
contractors, subcontractors, or others (e.g., bidders) who have or may have an NRC contractual relationship
that requires access to classified Restricted Data or National Security Information or matter, access to
sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT) systems
or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) It is the contractor's duty to protect National Security Information, Restricted Data, and Formerly
Restricted Data. The contractor shall, in accordance with the Commission's security regulations and
requirements, be responsible for protecting National Security Information, Restricted Data, and Formerly
Restricted Data, and for protecting against sabotage, espionage, loss, and theft, the classified documents and
material in the contractor's possession in connection with the performance of work under this contract. Except
as otherwise expressly provided in this contract, the contractor shall, upon completion or termination of this
contract, transmit to the Commission any classified matter in the possession of the contractor or any person
under the contractor's control in connection with performance of this contract. If retention by the contractor of
any classified matter is required after the completion or termination of the contract and the retention is
approved by the contracting officer, the contractor shall complete a ceriificate of possession to be furnished to
the Commission specifying the classified matter to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing the retention of the matter and their period of
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retention, if known. If the retention is approved by the contracting officer, the security provisions of the contract
continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be furnished, or .
may develop or acquire, safeguards information, or confidential or privileged technical, business, or financial
information, including Commission plans, policies, reports, finaricial plans, internal data protected by the
Privacy Act of 1974 (Pub. L. 93.579), or other information which has not been released to the public or has
been determined by the Commission to be otherwise exempt from disclosure to the public. The contractor
shall ensure that information protected from public disclosure is maintained as required by NRC regulations
and policies, as cited in this contract or as otherwise provided by the NRC. The contractor will not directly or
indirectly duplicate, disseminate, or disclose the information in whole or in part to any other person or
organization except as may be necessary to perform the work under this contract. The contractor agrees to
return the information to the Commission or otherwise dispose of it at the direction of the contracting officer.
Failure to comply with this clause is grounds for termination of this contract. '

(d) Regulations. The contractor agrees to conform to all security regulations and requirements of the
Commission which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and
the Contracting Officer. These changes will be under the authority of the FAR Changes clause referenced in
this document. '

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1,
NRC Facility Security Program which is incorporated into this contract by reference as though fully set forth
herein. Aftention is directed specifically to the section titled "Infractions and Violations," including

" Administrative Actions" and "Reporting Infractions.”

(e) Definition of National Security Information. The term National Security Information, as used in this clause,
means information that has been determined pursuant to Executive Order 12958 or any predecessor order to
require protection against unauthorized disclosure and that is so designated. .

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data concerning
- design, manufacture, or utilization of atomic weapons; the production of special nuclear material: or the use of
special nuclear material in the production of energy, but does not include data declassified or removed from
the Restricted Data category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means
all data removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as
amended. :

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the
detailed security measures of a licensee or an applicant for the physical protection of special nuclear material;
or security measures for the physical protection and location of certain plant equipment vital to the safety of
production of utilization facilities. Protection of this information is required pursuant to Section 147 of the -
Atomic Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to Restricted Data,
Formerly Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of
1954, as amended, and the Commission's regulations or requirements applicable to the particular type or
category of classified information to which access is required. The contractor shail also execute a Standard
Form 312, Classified Information Nondisclosure Agreement, when access to classified information is required.

(i) Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and
Formerly Restricted Data relating to the work or services ordered hereunder to any person not entitled to
receive it, or failure to safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter
that may come to the contractor or any person under the contractor's control in connection with work under this
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contract, may subject the contractor, its agents, employees, or subcontractors to criminal liability under the
laws of the United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12858.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer,
the contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this
contract.

() In performing the contract work, the contractor shall classify all documents, material, and equipment
originated or generated by the contractor in accordance with guidance issued by the Commission. Every
subcontract and purchase order issued hereunder involving the origination or generation of classified
documents, material, and equipment must provide that the subcontractor or supplier assign classification to all

documents, material, and equipment in accordance with guidance furnished by the contractor.

C.10 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY ACCESS APPROVAL
(FEB 2004)

The proposer/contractor must identify all individuals and propose the level of Information Technology (IT)
approval for each, using the following guidance. The NRC sponsoring office shall make the final determination
of the level, if any, of IT approval required for all individuals working under this contract.

The Government shall have and exercise full and complete control over granting, denying, withholding, or
terminating building access approvals for individuals performing work under this contract.

SECURITY REQUIREMENTS FOR LEVEL |

Performance under this contract will involve prime contractor personnel, subcontractors or others who
perform services requiring direct access to or operate agency sensitive information technology systems or data
(IT Level ).

The IT Level I involves responsibility for the planning, direction, and implementation of a computer security
program; major responsibility for the direction, planning, and design of a computer system, including hardware
and software; or the capability to access a computer system during its operation or maintenance in such a way
that could cause or that has a relatively high risk of causing grave damage; or the capability to realize a
significant personal gain from computer access. Such contractor personnel shall be subject to the NRC
contractor personnel security requirements of NRC Management Directive (MD) 12.3, Part | and will require a
favorably adjudicated Limited Background Investigation (LBI).

A contractor employee shall not have access to sensitive information technology systems or data until he/she
is approved by Security Branch, Division of Facilities and Security (SB/DFS). Temporary access may be
approved based on a favorable adjudication of their security forms-and checks. Final access will be approved
based on a favorably adjudicated LB in accordance with the procedures found in NRC MD 12.3, Part 1.
However, temporary access authorization approval will be revoked and the employee may subsequently be
removed from the contract in the event the employee's investigation cannot be favorably adjudicated. Such
employee will not be authorized to work under any NRC contract without the approval of SB/DFS. Timely
receipt of properly completed security applications is a contract requirement. Failure of the contractor to
comply with this condition within the ten work.day period may be a basis to void the notice of selection. In that
event, the Government may select another firm for award. When an individual receives final access, the
individual will be subject to a reinvestigation every 10 years. '
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The contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire for
National Security Positions," and fingerprint charts, through the Project Officer to SB/ DFS for review and
favorable adjudication, prior to the individual performing work under this contract. The contractor shall assure
that all forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which is required to
be completed in private and submitted by the individual to the contractor in a sealed envelope), as set forth in
MD 12.3 which is incorporated into this contract by reference as though fully set forth herein. Based on SB
review of the applicant's security forims and/or the raceipt of adverse information by NRC, the individual may
be denidd acéess to NRC facilities, sensitive information technology systems or data until a final determination
is made of his/her eligibility under the provisions of MD 12.3. Any questions regarding the individual's eligibility
for IT Level | approval will be resolved in accordance with the due process procedures set forth in MD 12.3 an
E. O. 12968. 4 ' ' :

In accordance with NRCAR 2052.204.70 "Security," IT Level | contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for providing security
requirements to prime contractors, subcontractors or others (e.g., bidders) who have or may have an NRC
contractual relationship which requires access to or operation of agency sensitive information technology
systems or remote development and/or analysis of sensitive information technology systems or data or other
access to such systems and data; access on a continuing basis (in excess of 30 days) to NRC Headquarters
controlled buildings; or otherwise requires issuance of an NRC badge.

SECURITY REQUIREMENTS FOR LEVEL HI

Performance under this contract will involve contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level .

The IT Level Il involves responsibility for the planning, design, operation, or maintenance of a computer
system and all other computer or [T positions. Such contractor personnel shall be subject to the NRC
contractor personnel requirements of MD 12.3, Part I, which is hereby incorporated by reference and made a
part of this contract as though fully set forth herein, and will require a favorably adjudicated Access National
Agency Check with Inguiries (ANACH). ' '

A contractor employee shall not have access to sensitive information technology systems or data untit he/she
is approved by SB/DFS. Temporary access may be approved based on a favorable review of their security
forms and checks. Final access will be approved based on a favorably adjudicated ANACI in accordance with
the procedures found in MD 12.3, Part I. However, temporary access authorization approval will be revoked
and the employee may subsequently be removed from the contract in the event the employee’s investigation
cannot be favorably adjudicated. Such employee will not.be authorized to work under any NRC contract
without the approval of SB/DFS. Timely receipt of properly completed security applications is a contract
requirement. Failure of the contractor to comply with this condition within the ten work.day period may be a
basis 1o void the notice of selection. In that event, the Government may select another firm for award. When
an individual receives final access, the individual will be subject to a reinvestigation every 10 years.

The contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire for
National Security Positions," and fingerprint charts, through the Project Officer to the NRC SB/DFS for review
and favorable adjudication, prior to the individual performing work under this contract. The contractor shall
assure that all forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which is
required to be completed in private and submitted by the individual to the contractor in a sealed envelope), as
set forth in MD 12.3. Based on SB review of the applicant's security forms and/or the receipt of adverse
information by NRC, the individual may be denied access to NRC facilities, sensitive information technology
systems or data until a final determination is made of his/her eligibility under the provisions of MD 12.3. Any
questions regarding the individual's eligibility for IT Level Il approval will be resolved in accordance with the
due process procedures set forth in MD 12.3 and E.O. 12968.
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In accordance with NRCAR 2052.204.70 "Security,” IT Level Il contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for providing security
requirements to prime contractors, subcontractors or others (e.g. bidders) who have or may have an NRC
contractual relationship which requires access to or operation of agency sensitive information technology
systems or remote development and/or analysis of sensitive information technology systems or data or other
access 1o such systems or data; access on a continuing basis (in excess of 30 days) to NRC Headquarters
controlied buildings; or otherwise requires issuance of an NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for investigation is to be withdrawn or canceled, the contractor shall immediately notify the
Project Officer by telephone in order that he/she will immediately contact the SB/DFS so that the investigation
may be promptly discontinued. The notification shall contain the full name of the individual, and the date of the
request. Telephone notifications must be promptly confirmed in writing to the Project Officer who will forward
the confirmation via email to the SB/DFS. Additionally, SB/DFS must be immediately notified when an
individual no longer requires access to NRC sensitive automated information technology systems or data,
including the voluntary or involuntary separation of employment of an individual who has been approved for or
is being processed for access under the NRC "Personnel Security Program."

C.11 APPROPRIATE USE OF GOVERNMENT FURNISHED INFORMATION TECHNOLOGY (IT)
EQUIPMENT AND/ OR IT SERVICES/ ACCESS (MARCH 2002)

As part of contract performance the NRC may provide the contractor with information technology (IT)
equipment and IT services or [T access as identified in the solicitation or subsequently as identified in the
contract or delivery order. Government furnished IT equipment, or IT services, or IT access may include but is
not limited to computers, copiers, facsimile machines, printers, pagers, software, phones, Internet access and
use, and email access and use. The contractor (including the contractor's employees, consultants and
subcontractors) shall use the government furnished IT equipment, and / or IT provided services, and/ or IT
access solely to perform the necessary efforts required under the contract. The contractor (including the
contractor's employees, consultants and subcontractors) are prohibited from engaging or using the
government IT equipment and government provided IT services or IT access for any personal use, misuse,
abuses or any other unauthorized usage. : .

" The contractor is responsible for monitoring its employees, consuitants and subcontractors to ensure that
government furnished IT equipment and/ or IT services, and/ or IT access are not being used for personal use,
misused or abused. The government reserves the right to withdraw or suspend the use of its government
furnished IT equipment, IT services and/ or IT access arising from contractor personal usage, or misuse or
abuse; and/ or to disallow any payments associated with contractor (including the contractor's employees,
consultants and subcontractors) personal usage, misuses or abuses of IT equipment, IT services and/ or IT
access: and/ or to terminate for cause the contract or delivery order arising from.violation of this provision.

C.12 SEAT BELTS

Contractors, subcontractors, and grantees, are encouraged to adopt and enforce on-the-job seat belt policies
and programs for their employees when operating company-owned, rented, or personally owned vehicles.
C.13 Compliance with U.S. Immigration Laws and Regulations

NRC contractors are responsible to ensure that their alien personnel are not in violation of United States
Immigration and Naturalization (INS) laws and regulations, including employment authorization documents and
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visa requirements. Each alien employee of the Contractor must be lawfully admitted for permanent residence
as evidenced by Alien Registration Receipt Card Form 1-151 or must present other evidence from the
Immigration and Naturalization Services that employment will not affect his/her immigration status. The INS
Office of Business Liaison (OBL) provides information to contractors to help them understand the employment
eligibility verification process for non-US citizens. This information can be found on the INS website,
http://www.ins.usdoj.gov/graphics/services/employerinfo/index.htm#obl.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC fagcilities or its
equipment/services, and/or take any number of contract administrative actions (e.g., disallow costs, terminate
for cause) should the Contractor violate the Contractor's responsibility under this clause.

(End of Clause)
C.14 Compensation for On-Site Contractor Personnel

a. NRC facilities may not be available due to (1) designated Federal holiday, any other day designated by

. Federal Statute, Executive Order, or' by President's Proclamation; (2) early dismissal of NRC employees during
working hours (e.g., special holidays, water emergency); or (3) occurrence of emergency conditions during
nonworking hours (e.g., inclement weather).

b. When NRC facilities are unavailable, the contractor's compensation and deduction policy (date),
incorporated herein by reference, shall be followed for contractor employees performing work on-site at the
NRC facility. The contractor shall promptly submit any revisions to this policy to the Contracting Officer for .
review before they are incorporated into the contract.

¢. The contractor shall not charge the NRC for work performed by on- site contractor employees who were
reassigned to perform other duties off site during the time the NRC facility was closed.

d. On-site contractor staff shall be guided by the instructions given by a third party (e.g., Montgomery County
personnel in situations which pose an immediate health or safety threat to employees (e.g., water emergency).

e. The contractor's Project Director shall first consult the NRC Project Officer before authorizing leave for on-
site personnel in situations which do not impose an immediate safety or health threat to employees (e.g.,
_special holidays). That'same day, the contractor must then alert the Contracting Officer of the NRC Project
Officer's direction. The contractor shall continue to provide sufficient personnel to perform the requirements of
essential tasks as defined in the Statement of Work which already are in operation or are scheduled.

C.15 Safety of On-Site Contractor Personnel

Ensuring the safety of occupants of Federal buildings is a responsibility shared by the professionals
implementing our security and safety programs and the persons being protected. The NRC's Office of
Administration (ADM) Division of Facilities and Security (DFS) has coordinated an Occupant Emergency Plan
(OEP) for NRC Headquarters buildings with local authorities. The OEP has been approved by the
Montgomery County Fire and Rescue Service. It is designed to improve building occupants' chances of
survival, minimize damage to property, and promptly account for building occupants when necessary.

The contractor's Project Director shall ensure that all personnel working full time on-site at NRC Headquarters
read the NRC's OEP, provided electronically on the NRC Intranet at http://www.internal.nrc.gov/ADM/OEP.pdf
The contractor's Project Director also shall emphasize to each staff member that they are to be familiar with
and guided by the OEP, as well as by instructions given by emergency response personnel in situations which
pose an immediate health or safety threat to building occupants.
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The NRC Project Officer shall ensure that the contractor's Project Director has communicated the requirement
for on-site contractor staff to follow the guidance in the OEP. The NRC Project Officer-also will assist in
accounting for on-site contract persons in the event of a major emergency (e.g., explosion occurs and
casualties or injuries are suspected) during which a fuli evacuation will be required, including the assembly and
accountability of occupants. The NRC DFS will conduct drills periodically to train occupants and assess these
procedures.

C-13



NRC-04-07-071

SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

ATTACHMENT

NUMBER TITLE

1 ‘ Instructions for Reporting Requirements

2 Help Desk Ticket

3 NRC Form 187

4 Billing Instructiogs - Firm-Fixed Price

5 Statement of Work

6 U.S. Department of Labor Wage Determination

Section D
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