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.-The purpose of this modification is to provide for a within-scope change to establish the physical'

locations of the EDDMS development and EDDMS test systems.
Accordingly, the following changes are hereby made:

Subsections C.4.4 and C.4.5 are deleted in their entirety and substituted with the following in
lieu thereof:

"C.4.4 Task Four - Application Enhancements
C.4.4.1 Objective

The objective of this task is to provide flexibility in the operation of the Enterprise

DDMS as policies and procedures within the NRC, ASLBP, and the industry evolve.
Although this task enables the Enterprise DDMS to be enhanced, it provides for
specific procedures to be in place to control how those enhancements are introduced,
evaluated, and implemented.

C.4.4.2 Scope of Application Enhancements Activity

= The Contractor shall have available qualified staff capable of making enhancements to
- the Enterprise DDMS based upon requests from the DDMS Project Management
* Team for changes that have been approved by the DDMS CCB. The Contractor shall
~ provide a requirements document and implementation approach for each requested
change or group of changes to be approved by the DDMS Project Management Team.
This document shall also include an estimated amount of effort required to complete
development, testing, implementation and documentation updates.

The Contractor shall use a government furnished development system to develop and
test changes that may be installed at the Contractors facility. The Contractor facility
and specific location where the development system will reside must meet both
Federal and NRC information system security requirements as well as physical
security requirements. The level of controls needed to meet these requirements is
based on the level of information sensitivity determined by the Enterprise DDMS
Security Categorization Document. The current Information Sensitivity level of the
Enterprise DDMS is categorized as moderate. Although the Enterprise DDMS may
process sensitive unclassified non-safeguards information, the Contractor shall only
use publicly available data for testing purposes.

Once completed, the Contractor shall install the requested change on a Government
Furnished test system for review and testing by DDMS Project Staff. Upon approval
by DDMS Project Staff, the Contractor shall install the enhancement into the
production environment unless the enhancement impacts any other NRC data
processing components. Should the enhancement impact other NRC systems, the
Contractor shall install the enhancement in the TAE for full regression testing with
other impacted NRC systems. Upon enhancement review and successful testing, the
Contractor shall deploy the enhancement to the production environment and ensure
the stability of the production environment.
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The Contractor shall ensure that the DDMS installation on the test system, TAE, and
any other DDMS installation owned and operated by the NRC are updated with the
new code baseline as well as the Rational code base rnp05|tory as deflned by PMM
procedures.

The Contractor shall update all appropriate documentation upon deployment to the
production environment.

C.4.4.3 Initiation of Work

The DDMS Project Management Team shall send a request to the Contractor
requesting the initiation of an enhancement. The DDMS Project Management Team
shall send to the Contractor the DDMS CCB approval form and detailed information
regarding the request enhancement.

C.4.4.4 Schedule of Deliverables

Enhancement Design Requirements Document, 10 days from receipt of

including cost estimates enhancement request

Requested Enhancement As detailed in approved
enhancement design detail
document

PMM update ’ Within 5 days of deployment to
production environment

c.45 Task Five - Test Environment
C.4.5.1 Objective

The NRC has two test environments that are used in conjunction with the deployment
of new systems and modifications to others.

The first is the consolidated test facility (CTF), which is operated independent of the
NRC’s production environment. The CTF provides a flexible environment to facilitate
the various types of testing associated with a standard system life cycle. All large
systems that are deployed in the Production Operations Environment (POE) must

- complete an Acceptance Test, which involves verifying security and operational -
compliance, and the overall compatibility with the POE. Also, some COTS and/or
desktop deployments new to the environment may require a Desktop Acceptance
Test.

The second is the TAE, which is used to perform impact analysis and quality
assurance on changes, upgrades and refinements before they are migrated to the
POE, as prescribed by the Configuration Management processes and protocols
adopted by NRC.
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C.4.5.2 Scope of Test Environment Activity

The Contractor shail maintain the two above identified working test environments. The
first shall be located in the CTF and shall_consist of a government furnished computer
configured to allow connections from other NRC systems that send/pull data to/from
DDMS.

The Contractor shall also maintain a second system in the NRC’s TAE environment.
This system only needs to include components that are required to simulate the
external interface connections to in-house NRC systems.

Additionally, the Contractor shall maintain a test system at their location, which
replicates the Enterprise DDMS as close to the installed system as possible to include
a simulated WAN connection, clustered server environment, and non-clustered video
encoding equipment. The Contractor facility and specific location where the test
system will reside must meet both Federal and NRC information system security
requirements as well as_physical security requirements. The level of controls needed
to meet these requirements is based on the level of information sensitivity determined

= by the Enterprise DDMS Security Categorization Document. The current Information
2 Sensitivity level of the Enterprise DDMS is categorized as moderate. Although the
. Enterprise DDMS may process sensitive unclassified non-safeguards information, the

Contractor shall only use publicly available data for testing purposes.

The Contractor shall ensure that the CTF and TAE maintain the current operating
version of the DDMS application.

C.4.5.3 Initiation of Work

The Contractor shall have authority to take necessary actions for each item listed in
section 4.5.2 without prior approval. The Contractor shall notify the DDMS Project
Management Team upon completion of each activity. Notification shall include
identification of any issues and/or problems encountered and a brief summary of the
resolution.

C.4.5.4 Schedule of Deliverables

Update to CTF

prior to deployment to production
environment

Update to TAE - No Impact on other NRC systems Update of TAE baseline 15 days

after production implementation

Update to TAE - Impact on other NRC systems Update of TAE baseline 15 days

prior to deployment to the
production environment."
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A summary of obligations for this delivery order from award date through the date of this action
is given below:

Total FY’06 Obligation Amount ............ccccoeeienne S $1,130,000.00
Cumulative Total of NRC Obligations: $1,130,000.00.
There is no funding activity for this delivery order modification.

All other terms and conditions under this delivery order remains unchanged.



