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Enclosure

Comments on Proposed § 73.55
Table 2 - Federal Register Pages 62684 through 62732

1. Issue: § 73.55(a)(1): Effective Date

Discussion: The proposed Rule wording in § 73.55(a)(1) would require implementation
180 days after the effective date of the final rule. This includes submission of revised
Security Plans from all facilities. With the establishment of the newly adopted process
for having standardized Security Plans, new templates would first have to be developed
requiring a revision to NEI 03-12, "Template for the Security Plan, Training and
Qualification Plan, Safeguards Contingency Plan, [and Independent Spent Fuel Storage
Installation Security Program]." This requires endorsement by both the Nuclear Industry
and the NRC, a process requiring at least 180 days. Once NEI 03-12, Revision 5 has
incorporated the proposed Rule changes and has been endorsed by the NRC, then each
licensee much modify their Security Plans to be consistent with the NEI template before
submission as specified in the proposed § 73.55(a)(2).

Reference: The proposed § 73.55(a)(1) on Page 62684 states, "By [date-180 days-
after the effective date of the finial rule published in the FEDERAL REGISTER], each
nuclear power reactor licensee, licensed under 10 CFR part 50, shall incorporate the
revised requirements of this section through amendments to its Commission-approved
Physical Security Plan, Training and Qualification Plan, and Safeguards Contingency
Plan, referred to collectively as 'approved security plans,' and shall submit the amended
security plans to the Commission for review and approval."

Recommendation: Change the effective date to be 180 days after NRC's endorsement
of the revised NEI 03-12.

2. Issue: § 73.55(a)(2): Security Plans

Discussion: The proposed Rule wording in § 73.55(a)(2) would require the Security
Plans to include a description of how the revised requirements will be implemented by
the licensee, and a proposed implementation schedule. This information is not
appropriate to be placed in the Security Plan.

Reference: The proposed § 73.55(a)(2) on Page 62684 states, "The amended security
plans must be submitted as specified in § 50.4 of this chapter and must describe how the
revised requirements of this section will be implemented by the licensee, to include a
proposed implementation schedule."

Recommendation: Reword § 73.55(a)(2) to just state, "The amended security plans
must be submitted as specified in § 50.4 of this chapter and must describe how the

pro.p.sed implementation s.hedule." In accordance with § 73.55(a)(1), the Security Plans
must contain the proposed revised requirements, thus the § 73.55(a)(2) requirement to
include descriptions is redundant. Also, the new Security Plans will become effective
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upon NRC approval. Therefore, the § 73.55(a)(2) requirement to include a proposed
implementation schedule is not applicable.

3. Issue: § 73.55(a)(4): Related Orders & Implementing Procedures

Discussion: The proposed Rule wording in § 73.55(a)(4) uses the phrase "and related
Commission-directed orders through the implementation of the approved security plans
and site implementing procedures." The word "related" is ambiguous; whereas the
phrase "Commission-directed orders" can stand on its own. As worded, § 73.55(a)(4)
would lead you to believe that compliance with all "site implementing procedures" would
be required by the Rule. There are many site and security procedures not committed to in
the Security Plans.

Reference: The proposed § 73.55(a)(4) on Page 62685 states, "The licensee is
responsible for maintaining the onsite physical protection program in accordance with
Commission regulations and related Commission-directed orders through the
implementation of the approved security plans and site implementing procedures."

Recommendation: Modify § 73.55(a)(4) on Page 62685 states, "The licensee is
responsible for maintaining the onsite physical protection program in accordance with
Commission regulations and fetate Commission-directed orders through the
implementation of the approved security plans and site implemaenting .... e...... ..

4. Issue: § 73.55(b)(2): ISFSI Response

Discussion: The proposed Rule wording in § 73.55(b)(2), as worded, would require
ISFSI responders to intercept, challenge, delay, and neutralize ISFSI threats. This is
contrary to § 72.212(b)(5)(v).

Reference: The proposed § 73.55(b)(2) has removed and integrated the wording from
the existing § 73.55(h)(4)(iii)(A) and on Page 62686 states, "The physical protection
program must be designed to detect, assess, intercept, challenge, delay, and neutralize
threats up to and including the design basis threat of radiological sabotage as stated
in § 73.1(a), at all times."

§ 72.212(b)(5)(v) states, "For the purpose of this general license, the licensee is exempt
from §§ 73.55(h)(4)(iii)(A) and 73.55(h)(5) of this chapter."

Recommendation: Either reinstate § 72.212(b)(5)(v) or reword the proposed
§ 73.55(b)(2) to exempt ISFSI facilities. It is highly recommended that the NRC Staff
perform a thorough review of impacts to existing Rules as a result of these proposed
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changes which have either removed or in tegrated existing requirements into other
sections where the existing requirement sections may be referenced in other Rules.

5. Issue: § 73.55(b)(2): Response

Discussion: For the proposed Rule wording in § 73.55(b)(2), the Considerations section
implies that in all cases, for the protective strategy to be successful, licensees must place
a responder directly in the path of an adversary, verbally or physically confront the
adversary, and neutralize the adversary. As you should know, it is not possible to
design/implement a protective strategy that accomplishes all these elements. A simple
example is the case where an adversary is situated such that a "take-back" situation
requires LLEA assistance to remove and/or neutralize the adversary. A successful
strategy would be a case in which the adversary is prevented from moving out of a non-
target area awaiting LLEA arrival. Another example is a hostage situation. There is no
way a licensee's responders could successfully implement the five elements noted in the
proposed Rule.

The Consideration section includes a new expectation for interception: "placing a person
at an intersecting defensive position directly in the path of advancement taken by the
threat. . .. " This expectation appears to be contrary to the concept of layered perimeter
defenses, in which overlapping fields of fire are designed to cover multiple points of
entry between (rather than directly in the path of) the defensive positions. The word
"directly" needs to be removed from such discussions.

Reference: The proposed § 73.55(b)(2) on Page 62686 states, "The physical protection
program must be designed to detect, assess, intercept, challenge, delay, and neutralize
threats up to and including the design basis threat of radiological sabotage as stated in
§73.1(a), at all times."

The Considerations column state, "The third, fourth, and, fifth elements would comprise
the component actions of response and would be provided by personnel trained and
equipped in accordance with a response strategy. The third element "intercept" would
be the act of placing a person at an intersecting defensive position directly in the path of
advancement taken by the threat, and between the threat and the protected target or target
set element. The fourth element "challenge" would be to verbally or physically confront
the threat to impede, halt, or otherwise interact with the threat with the intent of
preventing further advancement of the threat towards the protected target or target set
element.

Recommendation: Reword the proposed § 73.55(b)(2) on Page 62686 to state, "The
physical protection program must be designed to deteet, as-. itr ept hallenge,
delay, and neutraliz-e to protect against threats up to and including the design basis
threat of radiological sabotage as stated in § 73. 1(a),-at-all-times."
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6. Issue: § 73.55(b)(3): Single Failure Proof Wording

Discussion: Under the proposed Rule wording in § 73.55(b)(3) and the Considerations
section, as worded, implies that the NRC's intent is to have all alarm stations survive a
single failure. This is a new regulatory position for which most licensees cannot meet
without incurring significant facility modifications and expense.

These proposed sections prescriptively require complete duplication of capabilities in the
two alarm stations, by separate and redundant detection and assessment systems having
no common equipment locations. Such duplication would require extensive back fitting
at many facilities despite being unnecessary to ensure an effective protective strategy.
An effective protective strategy can be demonstrated without full duplication of
capabilities if the common equipment location is adequately protected (e.g., in the
interior of a heavy reinforced concrete vital structure protected by multiple rings of
defense), or if less capable backup systems would survive and are functionally adequate
for implementing the protective strategy.

The proposed language and considerations need to be revised to be performance-based
rather than prescriptive for robustness of security capabilities. Common equipment
locations are acceptable if adequately protected or if backup systems would survive that
are functionally adequate for implementing the protective strategy.

Reference: The proposed § 73.55(b)(3), as worded, on Page 62688 states, "The licensee
physical protection program must be designed and implemented to satisfy the
requirements of this section and ensure that no single act, as bounded by the design basis
threat, can disable the personnel, equipment, or systems necessary to prevent significant
core damage and spent fuel sabotage."

The proposed § 73.55(b)(3) Considerations on Page 62688 states, in part "The first
significant revision would expand the current requirement for alarm stations to be
protected against a single act...."

Recommendation: Remove any expectations from the Rule language that the NRC
expects alarm stations to be single-failure proof. Revise the proposed language and
considerations to be performance-based rather than prescriptive for robustness of security
capabilities. In addition, the terms "significant core damage" and "spent fuel sabotage,"
as used here and elsewhere in the proposed changes to § 73.55, should be replaced with
the term "radiological sabotage" because this is a defined term in § 73.2; whereas, the
other terms are not defined.
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7. Issue: § 73.55(b)(4); Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(b)(4) is very broad, too
vague, and open to interpretation. This proposed Rule's requirements for "diverse and
redundant equipment, systems, technology, program, supporting process, and
implementing procedures," are of no value since the proposed § 73.55 provides explicit
descriptive requirements for what equipment (e.g., search train equipment), systems (e.g.,
PA IDS), programs (e.g., FFD), supporting processes (e.g., patrols), and procedures (e.g.,
security/facility procedures) are required for the physical security program. Because of
the inclusion of the term "technology," does this mean that our Cyber-security program
must have "diverse" and "redundant" systems?

Reference: The proposed § 73.55(b)(4) on Page 62684 states, "The physical protection
program must include diverse and redundant equipment, systems, technology, programs,
supporting processes, and implementing procedures."

Recommendation: Remove the proposed § 73.55(b)(4) as it serves no valid function.

8. Issue: § 73.55(b)(6): Target Set Protection

Discussion: The proposed Rule wording in the new § 73.55(b)(6) Considerations section
requires protection of target sets. However, the expectations are unclear as to whether or
not all elements of a target set must be protected. Functionally, it is not necessary to
protect all elements of a target set in order to prevent core damage or spent fuel sabotage,
just one. This requirement should be reworded to clarify that at least one element of
every target set must be protected in order to prevent core damage or spent fuel sabotage.

Reference: The proposed § 73.55(b)(6) Consideration Section on Page 62689 states, in
part, "The phrase 'target sets' would be used consistent with the proposed (b)(3) of this
section to describe the combination of equipment and operator actions which, if all are
prevented from performing their intended safety function or prevented from being
accomplished, would likely result in significant core damage (e.g., non-incipient, non-
localized fuel melting, and/or core disruption) barring extraordinary action by plant
operators."

Recommendation: The Consideration section for this requirement should be reworded
to clarify that at least one element of every target set must be protected in order to
prevent core damage or spent fuel sabotage.
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9. Issue: § 73.55(c)(2): Redundant Rule

Discussion: The proposed § 73.55(c)(2) is redundant to the requirements in of §§
50.34(e) and 73.21. As such, and since § 73.55 licensees must comply with §§ 50.34(e)
and 73.21, this redundant rule is unnecessary. In addition, the reference to § 73.21 will
soon need to be change to § 73.22 and § 73.23 upon issuance of the proposed SGI rules.

Reference: The proposed new § 73.55(c)(2) on Page 62691 states, "Protection of
security plans. The licensee shall protect the approved security plans and other related
safeguards information against unauthorized disclosure in accordance with the
requirements of § 73.21."

§ 50.34(e) states, "Each applicant for a license to operate a production or utilization
facility, who prepares a physical security plan, a safeguards contingency plan, or a guard
qualification and training plan, shall protect the plans and other related Safeguards
Information against unauthorized disclosure in accordance with the requirements of
§73.21 of this chapter, as appropriate."

§ 73.21 current states, in part, "The specific types of information, documents, and reports
that shall be protected are as follows: ... (i) The composite physical security plan for the
nuclear facility or site... (viii) The composite safeguards contingency plan for the facility
or site.... (viii) Those portions of the facility guard qualification and training plan which
disclose features of the physical security system or response procedures."

The proposed new § 73.22 and § 73.23 Rules basically both state the same as the existing
§ 73.21 with some wording changes.

Recommendation: Remove the proposed new § 73.55(c)(2) as it is redundant to the
existing §§ 50.34(e) and 73.21and serves no purpose.

10. Issue: § 73.55(c)(3)(i): Redundant Requirements

Discussion: The proposed Rule wording in the new § 73.55(c)(3)(i) is redundant to the
same requirements specified in § 50.34(c) and each licensee's License Conditions.

Reference: The proposed § 73.55(c)(3)(i) on Page 62691 states, "The licensee shall
establish, maintain, and implement a Commission-approved physical security plan that
describes how the performance objective and requirements set forth in this section will be
implemented."

The existing § 50.34(c) states, "Each application for a license to operate a production or
utilization facility must include a physical security plan. The plan must describe how the
applicant will meet the requirements of part 73 (and part 11 of this chapter, if applicable,
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including the identification and description of jobs as required by § 11. 11 (a), at the
proposed facility). The plan must list tests, inspections, audits, and other means to be
used to demonstrate compliance with the requirements of 10 CFR Parts 11 and 73, if
applicable."

The following is a typical condition included in the Facility Operating License: "2.E
[Licensee] shall fully implement and maintain in effect all provisions of the Commission-
approved physical security, training and qualification, and safeguards contingency plans
including amendments made pursuant to provisions of the ... .

Recommendation: Remove the proposed new § 73.55(c)(3)(i) as it is redundant to
existing 10 CFR § 50 Rule requirements and license conditions for nuclear facilities.

11. Issue: § 73.55(c)(3)(ii): Cyber Security Plan Classification

Discussion: The proposed Rule wording in the new § 73.55(c)(3)(ii), as worded, may
imply that the details of a cyber-security plan will be classified as Safeguards Information
(SGI). If so, this greatly extends the timeframe and complicates the implementation of a
cyber-security program.

Reference: The proposed § 73.55(c)(3)(ii) on Page 62691 states, "The physical security
plan must describe the facility location and layout, the security organization and
structure, duties and responsibilities of personnel, defense-in-depth implementation that
describes components, equipment and technology used."

Recommendation: Clarify in the "Considerations" section that some elements of the
PSP may not be SGI even though the PSP itself is controlled as SGI; e.g., cyber security
requirements.

12. Issue: § 73.55(c)(4)(i): Rule Consistency

Discussion: The proposed Rule wording in the new § 73.55(c)(4)(ii) should be
incorporated into § 50.34 to be consistent with existing §§ 50.34(c) and (d).

Reference: The proposed § 73.55(c)(4)(i) on Page 62691 states, "The licensee shall
establish, maintain, and follow a Commission-approved training and qualification plan
that describes how the criteria set forth in appendix B "General Criteria for Security
Personnel," to this part will be implemented."

The existing §§ 50.34(c) and (d) state the following:
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"(c) Each application for a license to operate a production or utilization facility must
include a physical security plan. The plan must describe how the applicant will meet
the requirements of part 73 (and part 11 of this chapter, if applicable, including the
identification and description of jobs as required by § 11.11 (a), at the proposed
facility). The plan must list tests, inspections, audits, and other means to be used to
demonstrate compliance with the requirements of 10 CFR Parts 11 and 73, if
applicable.

"(d) Safeguards contingency plan. Each application for a license to operate a
production or utilization facility that will be subject to §§73.50, 73.55, or §73.60 of
this chapter must include a licensee safeguards contingency plan in accordance with
the criteria set forth in appendix C to 10 CFR part 73. The safeguards contingency
plan shall include plans for dealing with threats, thefts, and radiological sabotage, as
defined in part 73 of this chapter, relating to the special nuclear material and nuclear
facilities licensed under this chapter and in the applicant's possession and control.
Each application for such.a license shall include the first four categories of
information contained in the applicant's safeguards contingency plan. (The first four
categories of information as set forth in appendix C to 10 CFR part 73 are
Background, Generic Planning Base, Licensee Planning Base, and Responsibility
Matrix. The fifth category of information, Procedures, does not have to be submitted
for approval.)"

Recommendation: Delete the proposed new § 73.55(c)(4)(ii) and integrate it into a new
§ 50.34 (e) to be consistent with §§ 50.34(c) and (d).

13. Issue: § 73.55(c)(4)(ii): Other Security Member Qualifications

Discussion: The proposed Rule wording in the new § 73.55(c)(4)(ii), as now reworded,
could be interpreted as requiring all members of the Security organization to have
training requirements equivalent to those for the uniformed Security organization.

Reference: The proposed § 73.55(c)(4)(ii) on Page 62691 states, "The training and
qualification plan must describe the process by which armed and unarmed security
personnel, watchpersons, and other members of the security organization will be selected,
trained, equipped, tested, qualified, and re-qualified to ensure that these individuals
possess and maintain the knowledge, skills, and abilities required to carry out their
assigned duties and responsibilities effectively."

Recommendation: Reword the proposed § 73.55(c)(4)(ii) as follows: "The training and
qualification plan must describe the process by which armed and unarmed security
personnel, and watchpersons, and . ther member.s of the .e.uity r o will be
selected, trained, equipped, tested, qualified, and re-qualified to ensure that these
individuals possess and maintain the knowledge, skills, and abilities required to carry out
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their assigned security duties effectively in accordance with appendix B, "General
Criteria for Security Personnel." duties and responsibilities eff-ectively.

14. Issue: § 73.55(c)(5)(i): Redundant Requirements

Discussion: The proposed Rule wording in the new § 73.55(c)(5)(i) is redundant to the
same requirements specified in § 50.34(d) and each licensee's License Conditions.

Reference: The proposed § 73.55(c)(5)(i) on Page 62692 states, "The licensee shall
establish, maintain, and implement a Commission-approved safeguards contingency plan
that describes how the criteria set forth in section II of appendix C, "Licensee Safeguards
Contingency Plans," to this part will be implemented."

The existing § 50.34(d) states, "Each application for a license to operate a production or
utilization facility that will be subject to §§73.50, 73.55, or §73.60 of this chapter must
include a licensee safeguards contingency plan in accordance with the criteria set forth in
appendix C to 10 CFR part 73. The safeguards contingency plan shall include plans for
dealing with threats, thefts, and radiological sabotage, as defined in part 73 of this
chapter, relating to the special nuclear material and nuclear facilities licensed under this
chapter and in the applicant's possession and control. Each application for such a license
shall include the first four categories of information contained in the applicant's
safeguards contingency plan. (The first four categories of information as set forth in
appendix C to 10 CFR part 73 are Background, Generic Planning Base, Licensee
Planning Base, and Responsibility Matrix. The fifth category of information, Procedures,
does not have to be submitted for approval.)"

The following is a typical condition included in the Facility Operating License: "2.E
[Licensee] shall fully implement and maintain in effect all provisions of the Commission-
approved physical security, training and qualification, and safeguards contingency plans
including amendments made pursuant to provisions of the .... "

Recommendation: Remove the proposed new § 73.55(c)(5)(i) as it is redundant to
existing 10 CFR § 50 Rule requirements and license conditions for nuclear facilities.

15. Issue: § 73.55(c)(5)(ii): Safeguards Contingency Plan

Discussion: The current requirement for a Safeguards Contingency Plan (SCP) given in
§ 73.55(h)(1) is to have been retained with minor revisions. However, the proposed
§ 73.55(c)(5)(ii) states that the SCP "must describe predetermined actions" for threats
''up to and including the design basis threat of radiological sabotage." The problem with
this language is there is no cutoff in planning for minor events that do not pose a threat of
radiological sabotage.. There is no need for the rule to be open-ended regarding the
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scope of contingency planning. Predetermined actions for lesser events can adequately
be addressed in the NRC endorsed industry template for the SCP.

Reference: The proposed § 73.55(c)(5)(ii) on Page 62692 states, "The safeguards
contingency plan must describe predetermined actions, plans, and strategies designed to
intercept, challenge, delay, and neutralize threats up to and including the design basis
threat of radiological sabotage."

Recommendation: Delete the phrase "threats up to and including" so that the section
reads "The safeguards contingency plan must describe predetermined actions, plans, and
strategies designed to intercept, challenge, delay, and neutralize the design basis threat of
radiological sabotage."

16. Issue: § 73.55(c)(6)(iv)(C): Procedure Impacts

Discussion: The proposed Rule wording in the new § 73.55(c)(6)(iv)(C) is vague and to
open ended, and appears to require all "site implementing procedures" to be reviewed to
detect any decrease in effectiveness in satisfying any Commission requirement. This
should be reworded to be consistent with the Commission approved Safeguards
Contingency Plan (SCP) requirements.

Reference: The proposed § 73.55(c)(6)(iv)(C) on Page 62693 states, "Ensure that
changes made to implementing procedures do not decrease the effectiveness of any
procedure to implement and satisfy Commission requirements."

SCP, Section 3.3, "Safeguards Systems Hardware," states in part, "Specific security
features and equipment (excluding physical barriers) that are required to effectively
implement the protective strategy are described in facility procedures. Changes to these
features and equipment will be screened and documented utilizing a process similar to the
10 CFR 50.54(p) process to assure that there is no reduction to physical security
effectiveness."

Recommendation: Reword the proposed § 73.55(c)(6)(iv)(C) to be consistent with SCP,
Section 3.3, as follows: "Ensure that changes made to facility implementing procedures
required to effectively implement the site's protective strategy do not decrease the
physical security effectiveness of an. .pro.edure to implement and sa-isfy Commission

fei*effle."

17. Issue: § 73.55(d)(1): Vague Term

Discussion: The proposed Rule wording in the new § 73.55(d)(1) includes the phrase,
"within any area of the facility" which could be interpreted to include the OCA, PA, and
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VA. This would have the potential to drive early detection, assessment and response
beyond the area currently covered in this manner. The "Considerations" wording
describes the identification of a threat before an attempt to penetrate the PA. This would
seem to be consistent throughout the proposed document and drives each site to protect
an area that was previously viewed only as a licensee-owned "buffer zone."

The expectation to detect, assess and respond for any area of the facility is unnecessary to
demonstrate an effective defensive strategy and cannot be implemented due to the layout
and geography at many sites. At many sites, there is no room for new isolation zones,
detection, etc., without huge and impractical impacts on facility operations, emergency
response, and access/parking. Additionally, at some sites (e.g., San Onofre), the state or
local government requires that a portion of the Owner Controlled Area be maintained
open for public access past the site. The proposed new expectation should be deleted.

Reference: The proposed § 73.55(d)(1) on Page 62693 states, "The licensee shall
establish and maintain a security organization designed, staffed, trained, and equipped to
provide early detection, assessment, and response to unauthorized activities within any
area of the facility."

Recommendation: Reword the proposed new § 73.55(d)(1) as follows: "The licensee
shall establish and maintain a security organization designed, staffed, trained, and
equipped to provide eearly detection, assessment, and/or response to unauthorized
activities within the facility owner-controlled area any area of the faility as described
in the Commission-approved security plans."

18. Issue: § 73.55(d)(3): Security Organization Training

Discussion: The proposed Rule wording in the new § 73.55(d)(3), as worded, could be
interpreted as requiring T&Q training for any "member of the security organization."

Reference: The proposed § 73.55(d)(3) on Page 62694 states, "The licensee may not
pert-it any individual to act as a member of the security organization unless the
individual has been trained, equipped, and qualified to perform assigned duties and
responsibilities in accordance with the requirements of appendix B to part 73 and the
Commission-approved training and qualification plan."

Recommendation: Reword the proposed new § 73.55(d)(3) as follows: "The licensee
may not permit any individual to act as an armed responder, armed security officer,
alarm station operator, or watchperson m .ember of the seur.ity oganization unless the
individual has been trained, equipped, and qualified to perform assigned duties and
responsibilities in accordance with the requirements of appendix B to part 73 and the
Commission-approved training and qualification plan."
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19. Issue: § 73.55(e)(1): Security Plan Prescriptive Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(1) would require the
approved security plans to describe the design, construction and function of physical
barriers, including verification that the functional objectives were achieved. The design,
construction and function of physical barriers are already described in configuration
control documents, such as calculations, drawings, and design basis documents.
Verification that functional objectives were achieved was performed as part of the
configuration control process. It is unnecessary to duplicate information in the PSP that
was removed to the references by the PSP format used for DBT. This requirement should
be deleted, and the information retained in the configuration control documents.

Reference: The proposed § 73.55(e)(1) on Page 62695 states, "The licensee shall
describe in the approved security plans, the design, construction, and function of physical
barriers and barrier systems used and shall ensure that each barrier and barrier system is
designed and constructed to satisfy the stated function of the barrier and barrier system."

Recommendation: Reword the proposed new § 73.55(e)(1) to state "The licensee shall
describe in the approved security plans, the design, constrution, and function oe the
physical barriers and barrier systems functions required to support the licensee's
protective strategy .sed and shall ensu.r.e that ea, h ba,,er- and barr6ier system is designeo
and constructed to satisfy the stated function of the barrier and bander syste.M."

20. Issue: § 73.55(e)(2): Vague/Inappropriate Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(2) would require
licensees to protect, as SGI, all physical barrier "analyses, comparisons, and
descriptions." This is redundant to the current requirements in § 73.21.

As indicated on Page 62695, this new proposed Rule was to have replaced the existing §§
73.55(c)(9)(iii) and (iv). However, §§ 73.55(c)(9)(iii) and (iv) only address the vehicle
barrier system; whereas, the new § 73.55(e)(2), as worded, would apply to all physical
barriers constructed to deter, delay, and prevent the introduction of unauthorized
personnel, vehicles, or materials into controlled areas.

Also, without the old § 73.55(c)(8) wording, one would never understand what is meant
by the term "comparisons." The "comparisons" can actually be considered part of the
barrier "analyses." In addition, licensees can no longer protect the physical barrier
descriptions since most are in plain view by the public and all are in view of site workers.
Also, the design, fabrication and placement drawings for barriers do not generally need to
be SGI, because the barriers themselves are generally in the open, subject to observation.
What needs to be protected are the "analyses" and functional requirements which
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describe the design criteria which, if disclosed to the public, could assist an adversary in
an act of radiological sabotage.

Reference: The proposed § 73.55(e)(2) on Page 62695 states, "The licensee shall retain
in accordance with § 73.70, all analyses, comparisons, and descriptions of the physical
barriers and barrier systems used to satisfy the requirements of this section, and shall
protect these records as safeguards information in accordance with the requirements of
§ 73.21."

§ 73.2 1(b)(1)(xiii) requires the following to be protected as SGI: "Information required
by the Commission pursuant to 10 CFR 73.55 (c) (8) and (9)." Whereas, the new
propose §§ 73.22 and 73.23 basically will require the following to be protected as SGI:
"Engineering and safety analyses.. .if the unauthorized disclosure of such analyses,
procedures, scenarios, or other information could reasonable be expected to have a
significant adverse effect..."

The existing § 73.55(c)(8), states, in part, "Each licensee shall compare the vehicle
control measures...."

The existing § 73.55(c)(9), states, in part, "Each licensee ... shall: (i) By ... submit to the
Commission a summary description of the proposed vehicle control measures...."

Recommendation: Reword the proposed § 73.55(e)(2) to state, "The licensee shall
retain in accordance with § 73.70, all analyses, -mpa.. --.son, and E.ese..ipt*i•" functional
requirements of the physical barriers and barrier systems used to satisfy the
requirements of this section, and shall pr.ote.t these re.ord.s as safeguards inf..rmation. in.
accordance with the requirements of § 73.21."

OR

"The licensee shall retain in accordance with § 73.70, all analyses, .....pa" ..... and
descriptions of the physical barriers and barrier systems used to satisfy the requirements
of this section, and shall protect these records as safeguards information in accordance
with the requirements of § 73.21, if the unauthorized disclosure of such analyses and
descriptions could reasonable be expected to have a significant adverse effect on the
health and safety of the public or the common defense and security by significantly
increasing the likelihood of theft, diversion, or sabotage of source, byproduct, or
special nuclear material."

21. Issue: § 73.55(e)(3)(i): Barrier Boundaries

Discussion: The proposed Rule wording in the new § 73.55(e)(3)(i), as worded, adds a
requirement to delineate the boundaries of the areas for which the physical barrier
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provides protection. As worded, the proposed requirement appears to require marking
the physical barrier or plant area, which is contrary to the need-to-know for SGI. If the
intent is to include in the boundary delineation in either the PSP or barrier analyses, then
this would duplicate the configuration control documentation. This requirement should
be deleted.

Reference: The proposed § 73.55(e)(3)(i) on Page 62695 states, "Clearly delineate the
boundaries of the area(s) for which the physical barrier provides protection or a function,
such as protected and vital area boundaries and stand-off distance."

Recommendation: Delete the proposed § 73.55(e)(3)(i).

22. Issue: § 73.55(e)(3)(iii): Visual Deterrence

Discussion: The proposed Rule wording in the new § 73.55(e)(3)(iii), as worded, adds a
new requirement for physical barriers to provide visual deterrence. This requirement is
unnecessary to demonstrate an effective protective strategy. Additionally, it was not part.
of the DBT, and has not been a specific design objective. In many cases, the design
details that make a barrier formidable have been deliberately hidden to enhance its
effectiveness. Without specific guidance, it is unclear what existing physical barriers
meet this requirement. This requirement should be deleted.

Reference: The proposed § 73.55(e)(3)(iii) on Page 62696 states, that physical banriers
must "Provide visual deterrence, delay, and support access control measures."

Recommendation: Delete the proposed § 73.55(e)(3)(iii).

23. Issue: § 73.55(e)(4): Owner-Controlled Area Barriers

Discussion: The proposed Rule wording in the new § 73.55(e)(4), as worded, implies
that licensees must have physical barriers in the OCA. This could be interpreted as
requiring personnel barriers to prevent unauthorized access by personnel. This is a new
requirement not previously required by Rule or Order. The expectation to deter, delay,
prevent unauthorized access and facilitate early detection in the OCA is unnecessary to
demonstrate an effective defensive strategy and cannot be implemented due to the
congested layout and/or geography at many sites. At many sites, there is no room for
new barriers, isolation zones, detection, etc. without huge and impractical impacts on
facility operations, emergency response, and access/parking. This requirement should
either be deleted or reworded.

Reference: The proposed § 73.55(e)(4) on Page 62696 states, "Owner controlled area.
The licensee shall establish and maintain physical barriers in the owner controlled area to
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deter, delay, or prevent unauthorized access, facilitate the early detection of unauthorized
activities, and control approach routes to the facility."

Recommendation: Either delete the proposed § 73.55(e)(4) or reword to be consistent
with existing requirements; e.g., "Owner controlled area. The licensee shall establish and
maintain vehicle physi•, l barriers in the owner controlled area to deter, delay, or prevent
unauthorized vehicle access, facilitate the early detection of unauthorized vehicular
activities, and control vehicle approach routes to the facility."

24. Issue: § 73.55(e)(5)(i)(A): Isolation Zone

Discussion: The proposed Rule wording in the new § 73.55(e)(5)(i)(A), as worded,
requires as isolation zone on both sides of the PA barrier regardless of a licensee's
current approved PA barrier configuration. This requirement is unnecessary to achieve
an effective protective strategy. Many obstructions (e.g., light and camera poles) are
unavoidable but inconsequential (e.g., if too small to provide concealment or viewable
from another camera position). In addition, as proposed, this Rule contradicts the
proposed § 73.55(e)(6)(iv) that exempts isolation zones in certain cases.

The proposed addition of the word "unobstructed" adds nothing to the performance
objectives of 73.55(b) and requirements of 73.55(e)(3), but is overly prescriptive and
contrary to the stated consideration of "provid[ing] a more performance based
requirement." Certain security system features, in order to achieve their intended
function, must be located in isolation zones (e.g., fences, light and camera poles). Other
site-specific constraints may also lead to inclusion of non-security features in isolation
zones. The obstructions presented by such features can be mitigated or compensated, if
temporary; the best overall approach does not always provide observation that is, strictly
speaking, unobstructed. Please refer to SECY-98-144 for the definition of "performance-
based."

Reference: The proposed § 73.55(e)(5)(i)(A) on Page 62696 requires that isolation
zones to be "Designed and of sufficient size to permit unobstructed observation and
assessment of activities on either side of the protected area barrier."

Recommendation: Modify the proposed § 73.55(e)(5)(i)(A) wording to take into
consideration the exemption for having obstructions in the isolation zone; e.g, "Designed
and of sufficient size to permit unobstructed observation and assessment of activities on.
either side of the protected area barrier except as noted in § 73.55(e)(6)(iv)."
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25. Issue: § 73.55(e)(5)(i)(B): Isolation Zone Detection

Discussion: The proposed Rule wording in the new § 73.55(e)(5)(i)(B), as worded,
proposed a new requirement that assessment equipment facilitate evaluation of
unauthorized, activities before PA barrier penetration is misplaced in this section,.
infeasible, and contrary to the stated consideration of "provid[ing] a performance based
requirement." Specific design requirements for IDS and assessment equipment should be
contained in the proposed 73.55(i) rather than this section. Some scenarios presently
envisioned under the DBT, as well as others under consideration, cannot be evaluated
before PA barrier penetration. In this regard, please note that modifications to the DBT
may be promulgated outside of 10 CFR 73. The current language of 73.55(c)(4) is
clearly more consistent with performance-based regulation than the proposed language of
this subsection. Please refer to SECY-98-144 for the definition of "performance-based."

Reference: The proposed § 73.55(e)(5)(i)(B) on Page 62696 requires that isolation
zones be "Equipped with intrusion detection equipment capable of detecting both
attempted and actual penetration of the protected area perimeter barrier and assessment

.equipment capable of facilitating timely evaluation of the detected unauthorized activities
before completed penetration of the protected area perimeter barrier."

Recommendation: Modify the proposed § 73.55(e)(5)(i)(B) wording to be more
consistent with the existing § 73.55(c)(4).

26. Issue: § 73.55(e)(5)(ii): Video Capture

Discussion: The proposed Rule wording in the new § 73.55(e)(5)(ii) and associated
Consideration section add a new requirement for video capture. This requirement is not
performance based. The performance-based requirement would be for assessment
features as needed to implement an effective protective strategy. The requirement is also
unclear whether it would apply only to primary assessment capability, or both primary
and backup capabilities. Video capture is not needed on the primary system if the
protective strategy is effective without it. Video capture is not needed on the backup
system if the protective strategy is effective without it. This section should be reworded
to a performance-based requirement for assessment features as needed to implement an
effective protective strategy.

Reference: The proposed § 73.55(e)(5)(ii) on Page 62696 states, "Assessment
equipment in the isolation zone must provide real-time and play-back/recorded video
images in a manner that allows timely evaluation of the detected unauthorized activities
before and after each alarm annunciation."

Recommendation: Reword the proposed § 73.55(e)(5)(ii) to state, "Assessment
equipment in the isolation zone must provide real-time and play-back/recorded video
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images in a manner that allows timely evaluation of the detected unauthorized activities
before and after each alarm annunciation as needed to implement an effective
protective strategy."

27. Issue: § 73.55(e)(5)(iii): Obstructions

Discussion: The proposed Rule wording in the new § 73.55(e)(5)(iii) and associated
Considerations section add a requirement to maintain the areas inside, outside, and
adjacent to the PA barrier clear of obstructions. This requirement is not performance
based, and precludes use of the areas inside the PA barrier for laydown. The
performance-based requirement would be for maintaining assessment capability. As
written, the Considerations section would have a significant negative impact on plant
operation for sites with small PA footprints. Assessment capability can be maintained
for laydown areas inside the PA by establishing laydown control areas and implementing
appropriate compensatory measures. This section should be reworded to a performance-
based requirement to control laydown activities within the PA to maintain assessment
capability at the PA barrier.

Reference: The proposed § 73.55(e)(5)(iii) on Page 62697 states, "Parking facilities,
storage areas, or other obstructions that could provide concealment or otherwise interfere
with the licensee's capability to meet the requirements of paragraphs (e)(5)(i)(A) and (B)
of this section, must be located outside of the isolation zone."

Recommendation: Reword the proposed § 73.55(e)(5)(iii) to a performance-based
requirement to control laydown activities within the PA to maintain assessment capability
at the PA barrier,

28. Issue: § 73.55(e)(6)(i): PA Barrier Construction

Discussion: The proposed Rule wording in the new § 73.55(e)(6)(i) use of the language
"penetrations ... must be secured in a manner that prevents or delays, and detects ..." is
ambiguous, duplicative and potentially contradictory to the more clearly stated proposed
language of 73.55(e)(10). From the considerations, one can infer that the intended
meaning of this section is that an exploitation scenario that is prevented must
nevertheless be detectable, which would indicate a wasteful approach antithetical to
program effectiveness.

Reference: The proposed § 73.55(e)(6)(i) on Page 62697 states, "The protected area
perimeter must be protected by physical barriers designed and constructed to meet
Commission requirements and all penetrations through this barrier must be secured in a
manner that prevents or delays, and detects the exploitation of any penetration."
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Recommendation: Reword the proposed § 73.55(e)(6)(i) to state, "The protected area.
perimeter must be protected by physical barriers designed and constructed to meet
Commission requirements as specified in the Commission-approved security plan afd
all penetrationes through this ba rier must be s..ur-ed in a manner that pr.events or delays,
and detects the exiploiaio ofaypenetr-ation1."

29. Issue: § 73.55(e)(6)(iii): PA Emergency Exits

Discussion: The proposed Rule wording in the new § 73.55(e)(6)(iii) does not match
most facility PA configurations. For example, during emergencies personnel would
typically be directed to exit via either vehicle motor operated gates (MOG) and/or
personnel turnstiles. PA MOGs are locked with security locks, as part of the PA barrier
locking requirements, and are covered by the PA intrusion detection system; however,
they are typically remotely operated from a hardened defensive position. They do have a
manual clutching device, and should the remote operation capability fail, the MOG could
be opened manually. PA turnstiles are controlled by locking devices either actuated via
card readers or remotely from CAS. They too can be unlocked locally. However, PA
turnstiles are not alarmed. As such, the proposed Rule wording is more appropriate for
VA portals which contain "crash bars"; whereby, upon emergencies, personnel can
bypass the portal locking devices for emergency exit only, but the portal will alarm upon
exiting this way.

Reference: The proposed § 73.55(e)(6)(iii) on Page 62697 states, "All emergency exits
in the protected area must be secured by locking devices that allow exit only and
alarmed."

Recommendation: Delete the proposed § 73.55(e)(6)(iii) since PA turnstiles do not
alarm upon emergency exiting. Instead, create a new proposed § 73.55(e)(7)(iii) that
states, "All emergency exits in the -pteeted vital areas must be secured by locking
devices that allow exit only and alarmed upon an emergency exit." Or reword to allow
dual-use entry/exit portals that can be unlocked for emergency exit while still prohibiting
unauthorized entry.

30. Issue: § 73.55(e)(6)(iv): Isolation Zones

Discussion: The proposed Rule wording in the new § 73.55(e)(6)(iv) and.associated
Considerations section add a requirement for isolation zones on PA barriers comprised of
walls or roofs, unless detection, assessment, observation, monitoring and surveillance can
be met as defined elsewhere in the section. It is generally not. possible to provide
isolation zones on the inside of buildings. A specific exclusion for inside isolation zones
is needed based on providing the capability on the outside of the building. This section
should be reworded to specifically exclude the need for isolation zones on the inside of
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buildings that are part of the PA barrier, when the necessary PA barrier detection,
assessment, etc. capabilities are provided on the outside of the PA/building.

Reference: The proposed § 73.55(e)(6)(iv) on Page 62697 states, "Where building
walls, roofs, or penetrations comprise a portion of the protected area perimeter barrier, an
isolation zone is not necessary, provided that the detection, assessment, observation,
monitoring, and surveillance requirements of this section are met, appropriately designed
and constructed barriers are installed, and the area is described in the approved security
plans."

Recommendation: The proposed § 73.55(e)(6)(iv) should be reworded to specifically
exclude the need for isolation zones on the inside of buildings that are part of the PA
barrier, when the necessary PA barrier detection, assessment, etc., capabilities are
provided on the outside of the PA/building.

31. Issue: § 73.55(e)(6)(v): Bullet-Resisting Criterion

Discussion: The proposed Rule wording in the new § 73.55(e)(6)(v), as worded, would
required some facilities to submit exemptions to meet the Rule requirements. The
proposed Considerations section adds a requirement that all construction features of the
control room, central alarm station, and last point of control for PA access must be bullet
resisting. The proposed requirement is not performance based. Rather than support the
proposed rule that simply requires these spaces to be bullet resisting, it appears to exclude
existing bullet resisting configurations composed of overlapping but discontinuous bullet
resistant walls or multiple walls in series to meet the bullet resisting requirement. The
proposed Considerations section should be reworded to support the performance-based
objective of the proposed rule, without reference to "all construction features."

Reference: The proposed § 73.55(e)(6)(v) on Page 62697 states, "The reactor control
room, the central alarm station, and the location within which the last access control
function for access to the protected area is performed, must be bullet-resisting."

*The associated Considerations section states, in part, "Specific reference to walls, doors,
ceiling, floor, and any windows in the walls, doors, ceiling, and floor would be deleted
to clarify that all construction features would be required to meet the bullet resisting
requirement, and therefore remove the potential for confusion where a structural feature
such as sky-lights would not be listed."

Recommendation: Modify the proposed § 73.55(e)(6)(v) to state, "The reactor control
room, the central alarm station, and the location within which the last access control
function for access to the protected area is performed, must be bullet-resisting as
described in the approved physical security plan." Reword the Considerations section
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to support the performance-based objective of the proposed rule, without reference to "all
construction features."

32. Issue: § 73.55(e)(6)(vi): Exterior Area Inspection

Discussion: The proposed Rule wording in the new § 73.55(e)(6)(vi) and associated
Considerations section add a requirement to periodically check all exterior areas within
the PA for unauthorized activities, personnel, vehicles and materials. As worded, this
proposed Rule would not be possible to comply with in all cases since some PA exterior
areas are not accessible due to either safety or limited access considerations. The
proposed requirement is not performance based, and is unclear as to the level or
periodicity of the search that would be expected. In addition, with all the existing
security controls in place; e.g., designated/non-designated vehicle controls, PA intrusion
detection/assessment capabilities, PA CCTV, PA badging/access controls, FFD program,
Behavioral Observation Program, Access Authorization and Control Program, Insider
Mitigation Program, material/personnel/vehicle search requirements, etc., a new
requirement such as the proposed § 73.55(e)(6)(vi) is overkill and serves no valid
protective purpose.

Reference: The proposed § 73.55(e)(6)(vi) on Page 62698 states, "All exterior areas
within the protected area must be periodically checked to detect and deter unauthorized
activities, personnel, vehicles, and materials."

Recommendation: Delete the proposed § 73.55(e)(6)(vi).

33. Issue: § 73.55(e)(7)(i): Editorial Correction

Discussion: The proposed Rule wording in the new § 73.55(e)(7)(i) and the
Considerations section refer to § 73.55(f)(2) in error. The correct reference is 73.55(t).

Reference: The proposed § 73.55(e)(7)(i) on Page 62698 states, "Vital equipment must
be located only within vital areas, which in turn must be located within protected areas so
that access to vital equipment requires passage through at least two physical barriers
designed and constructed to perform the required function, except as otherwise approved
by the Commission in accordance with paragraph (0(2) of this section."

Recommendation: Replace the phrase "paragraph (f)(2)" with "paragraph (t)."
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34. Issue: § 73.55(e)(7)(iii): Spent Fuel Pool Protection

Discussion: The proposed Rule wording in the new § 73.55(e)(7)(iii) and the
Considerations section add a requirement to protect the spent fuel pool equivalent to a
vital area. It is unclear how the as-worded requirement would apply to the outside of the
spent fuel pool walls. It is the walls, rather than the equipment within, that are of interest
for spent fuel sabotage, which requires uncovering the fuel. The outside of the spent fuel
pool walls are in non-vital areas at many facilities. However, the walls may be bunkered
to prevent breach by DBT threats below the top of the spent fuel, and/or grade level at the
non-vital walls may be above the elevation at which spent fuel sabotage could occur.

Reference: The proposed § 73.55(e)(7)(iii) on Page 62698 states, "The reactor control
room, the spent fuel pool, secondary power supply systems for intrusion detection and
assessment equipment, non-portable communications equipment, and the central alarm
station, must be provided protection equivalent to vital equipment located within a vital
area."

Recommendation: This section should be reworded to clarify that it applies only to the
inside of the spent fuel pool. If the intent is to include the outside of the walls as well,
then clarification is needed that this only applies to portions of the walls where breach by
the DBT threat could credibly result in spent fuel sabotage.

35. Issue: § 73.55(e)(7)(v): Vital Area IDS

Discussion: The proposed Rule wording in the new § 73.55(e)(7)(v) and the
Considerations section add requirements for vital areas to be protected by intrusion
detection equipment, and for vital area emergency exits to permit exit only. The'
proposed requirement for VA IDS is not performance based. A performance based
requirement would be to demonstrate an effective protective strategy. VA IDS adds no
significant capability for the DBT threat if the VA portals are alarmed, and the remaining
barriers are substantial enough to require explosive breach (e.g., turbine grating, concrete
walls, etc.). In addition, it is not feasible to backfit VA barrier IDS into existing
facilities, particularly where the barrier is a wall with equipment on both sides (e.g., the
walls between the turbine building and adjoining vital structures).

Reference: The proposed § 73.55(e)(7)(vi) on Page 62698 states, "The licensee shall
protect all vital areas, vital area access portals, and vital area emergency exits with
intrusion detection equipment and locking devices. Emergency exit locking devices shall
be designed to permit exit only."

Recommendation: The added requirement for VA IDS should be deleted. The
proposed requirement for emergency exit locking devices should be rewritten consistent
with the existing use of solenoid-controlled VA portals, which can be opened in one
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direction to allow emergency exit, while still remaining locked from the outside
prohibiting unauthorized entry.

36. Issue: § 73.55(e)(8)(i): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(i) and the
Considerations section add a requirement to prevent unauthorized vehicle access to or
proximity to any area from which a vehicle, its personnel or its contents could disable
required systems or personnel. The phrase "proximity to" makes the proposed rule too
vague. It is not necessary to include this phrase if vehicles are excluded from the areas
from with unacceptable damage could occur. With this phrase, the rule could be
construed to include any area outside the VBS, even when control of vehicles in the area
is not required to demonstrate an effective defense against either the stand-alone or
coordinated attack. The intent of including "its personnel" is also unclear, as it.is not
feasible to prevent adversaries from launching a coordinated attack from anywhere
outside of the VBS.

Reference: The proposed § 73.55(e)(8)(i) on Page 62699 states, "Prevent unauthorized
vehicle access or proximity to any area from which any vehicle, its personnel, or its
contents could disable the personnel, equipment, or systems necessary to meet the
performance objective and requirements described in paragraph (b) of this section."

Recommendation: The phrases "proximity to" and "its personnel" should be deleted
from this proposed Rule.

37. Issue: § 73.55(e)(8)(ii): Vehicle Approach Routes

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(ii) and the
Considerations section add a requirement to control all vehicle approach routes to the
site (i.e., outside the OCA). The proposed requirement is not performance based. It is
not only not "critical" but utterly unnecessary to control vehicles outside the VBS and
OCA in order to demonstrate an effective defense against either the stand-alone or
coordinated attack. The only pertinent requirement is from the February 25, 2002 ICM
Order, which is to control access by means of a vehicle checkpoint. The routes outside a
site are not under Licensee control, and in many cases are state highways for which
access could not reasonably be controlled except under actual emergency conditions.

Reference: The proposed § 73.55(e)(8)(ii) on Page 62699 states, "Limit and control all
vehicle approach routes."

Recommendation: Either delete this proposed requirement or make it consistent with
the requirements outlined in the February 25, 2002 ICM Order.
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38. Issue: § 73.55(e)(8)(iii): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(iii) and associated
Consideration section add a requirement for the VBS to provide sufficient standoff to
protect personnel, equipment and systems from the DBT. This requirement exceeds the
DBT requirement for standoff from the personnel, equipment and systems required for
protection of the reactor, spent fuel, and implementing the protective strategy. The
proposed requirement unnecessarily requires protection for all personnel, equipment and
systems, even those that are not required to be protected to prevent radiological sabotage
or spent fuel sabotage. Implementation would require a new VBS to provide the
additional standoff, which is not feasible within the existing OCA at many facilities.

The proposed requirement should be reworded to limit it to the personnel, equipment and
systems required for protection of the reactor, spent fuel, and implementing the protective
strategy, consistent with the existing DBT.

Reference: The proposed § 73.55(e)(8)(iii) on Page 62699 states, "Design and install a
vehicle barrier system, to include passive and active barriers, at a stand-off distance
adequate to protect personnel, equipment, and systems against the design basis threat."

Recommendation: Reword the proposed § 73.55(e)(8)(iii) to state, "Design and install a
vehicle barrier system, to include passive and active barriers, at a stand-off distance
adequate to protect personnel, equipment, and systems needed to implement the
protective strategy, maintain safe shutdown capabilities, and prevent spent fuel
damage by agai-i the design basis threat."

39. Issue: § 73.55(e)(8)(iv): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(iv) and associated
Consideration add a requirement to prevent vehicle use beyond a vehicle barrier system
or to gain proximity to the PA. The proposed requirement is not performance based.
Vehicle use does not need to be stopped at the VBS or prevented in proximity to the PA
if the vehicles could not reach or breach the PA barrier (e.g., motorcycles between
bollards). The performance based requirement would be ensuring that the combination of
the VBS and other barriers including the PAfence prevent unauthorized vehicle entry to
the PA.

The proposed requirement should be reworded consistent with the existing DBT, to
ensure that the combination of the VBS and other barriers including the PAfence prevent
unauthorized vehicle entry to the PA. The phrase "proximity to" should be deleted.

Reference: The proposed § 73.55(e)(8)(iv) on Page 62699 states, "Deter, detect, delay,
or prevent vehicle use as a means of transporting unauthorized personnel or materials to

23



Enclosure

Comments on Proposed § 73.55
Table 2 - Federal Register Pages 62684 through 62732

gain unauthorized access beyond a vehicle barrier system, gain proximity to a protected
area or vital area, or otherwise penetrate the protected area perimeter."

Recommendation: Reword the proposed § 73.55(e)(8)(iv) to state, "Deter, detect, delay,
or prevent vehicle use as a means of transporting unauthorized personnel or materials to
gain unauthorized access bey.. a ,vehielebai:e•i- system, beyond the stand-off distance
needed to effectively implement the protective strategy, maintain safe shutdown
capabilities, and prevent spent fuel damage gty to a prc.• ted area or- .it.
area, or- other-wise penetrate the proeteeted area per-imeter.

40. Issue: § 73.55(e)(8)(v): Active Vehicle Barrier

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(v) and associated
Consideration add a requirement for periodic check of active vehicle barrier systems.
The proposed requirement is unclear concerning the extent of periodic checking needed,
particularly whether loss of power testing must be included.

Reference: The proposed § 73.55(e)(8)(v) on Page 62699 states, "Periodically check the
operation of active vehicle barriers and provide a secondary power source or a means of
mechanical or manual operation, in the event of a power failure to ensure that the active
barrier can be placed in the denial position within the time line required to prevent
unauthorized vehicle access beyond the required standoff distance."

Recommendation: The proposed requirement or Considerations section should be
clarified regarding whether or not the periodic checks must include loss of power testing.

41. Issue: § 73.55(e)(8)(vi): Vehicle Barrier Surveillance

Discussion: The proposed Rule wording in the new § 73.55(e)(8)(vi) and associated
Consideration add a requirement for surveillance and observation of vehicle barriers and
barrier systems to detect unauthorized entry and tampering. The proposed requirement is
not performance based. Many types of vehicle barriers are sufficiently massive that only
infrequent engineering inspection or at most a daily or once-per-shift rover check would
be needed to assure continued integrity. As written, the proposed rule could be construed
to require continuous camera observation of all portions of the VBS, which is beyond
what is currently required for the DBT.

The undefined term, "unauthorized activities," has a different meaning in this subsection
than in all other uses throughout proposed changes to Part 73 Section 55 and should be
deleted. The general security organization performance objective, as proposed in §
73(d)(1) is, in part, "... response to unauthorized activities within any area of the facility."
However, in order to achieve maximum standoff distance, licensees may have installed
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vehicle barriers either at their property line or even on public land. In these cases, the
activities in question would potentially take place on public land, such that the licensee
may have no authority over activities. The Considerations section implies that the
meaning of "unauthorized activities" in this section is "tampering." If so, "to detect
unauthorized activities" should be replaced with "to detect tampering."

Reference: The proposed § 73.55(e)(8)(vi) on Page 62699 states, "Provide surveillance
and observation of vehicle barriers and barrier systems to detect unauthorized activities
and to ensure the integrity of each vehicle barrier and barrier system."

Recommendation: The proposed rule and/or Considerations section should be reworded
to require a level and frequency of inspection for vehicle barriers commensurate with the
mass and robustness of the barrier, and consistent with the DBT. Passive barriers that
cannot be disabled without heavy equipment would need only infrequent engineering
inspection. Active barriers that can be disabled without heavy equipment would need
more frequent security checks, up to and including continuous monitoring for portions of
the barrier system that could be disabled in a short time using only hand tools.

42. Issue: § 73.55(e)(9)(i): Requirements are N/A to some facilities

Discussion: The proposed Rule wording in the new § 73.55(e)(9)(i) is not applicable to
all facilities. The proposed rule and Considerations section add a requirement to control
all waterway approach routes or proximity to any area from which from which a
waterborne vehicle, its personnel or its contents could disable required systems or
personnel. The proposed requirement for controlling waterway approach routes is not
performance based. It is not only not "critical" but utterly unnecessary to control
vehicles outside the OCA in order to demonstrate an effective defense against either the
stand-alone or coordinated attack. The waterways outside a site are not under Licensee
control, and in many cases are state or federal waterways for which access could not
reasonably be controlled except under actual emergency conditions.

In addition, the phrase "proximity to" makes the proposed rule too vague. It is not
necessary to include this phrase if vehicles are excluded from the areas from with
unacceptable damage could occur. With this phrase, the rule could be construed to
include any area outside the OCA, even when control of waterbome vehicles in the area
is not required to demonstrate an effective defense against either the stand-alone or
coordinated attack.

The intent of including "its personnel" is also unclear, as it is not feasible to prevent
adversaries from launching a coordinated attack from anywhere outside of the OCA.

The proposed requirement for controlling waterway approach routes should be deleted.
The phrases "proximity to" and "its personnel" should also be deleted from this section.
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Similar to the proposed Rule wording in the new § 73.55(e)(9)(ii), a qualifier needs to be
added that allows the exclusion for those facilities not impacted by waterborne vehicles.

Reference: The proposed § 73.55(e)(9)(i) on Page 62700 states, "The licensee shall
control waterway approach routes or proximity to any area from which a waterborne
vehicle, its personnel, or its contents could disable the personnel, equipment, or systems
necessary to meet the performance objective and requirements described in paragraph
(b) of this section."

Recommendation: Reword the proposed § 73.55(e)(9)(i) to state, "The licensee shall
control waterway approach routes to any area from which a waterborne
vehicle, tspei-senf&ý4 or its contents could disable the personnel, equipment, or systems
necessary to meet the performance objective and requirements as described in the
Commission-approved security plan paragraph (b)•f this see.•"

43. Issue: § 73.55(e)(9)(iii): Requirements are N/A to some facilities

Discussion: The proposed Rule wording in the new § 73.55(e)(9)(iii) is not applicable to
all facilities. Similar to the proposed Rule wording in the new § 73.55(e)(9)(ii), a
qualifier needs to be added that alloys the exclusion for those facilities not impacted by
waterborne vehicles.

Reference: The proposed § 73.55(e)(9)(iii) on Page 62700 states, "The licensee shall
monitor waterway approaches and adjacent areas to ensure early detection, assessment,
and response to unauthorized activity or proximity, and to ensure the integrity of installed
waterborne vehicle control measures."

Recommendation: Reword the proposed § 73.55(e)(9)(iii) to state, "The licensee shall
monitor waterway approaches and adjacent areas, as applicable, to ensure early
detection, assessment, and response to unauthorized activity or proximity, and to ensure
the integrity of installed waterborne vehicle control measures."

44. Issue: § 73.55(e)(10): Inappropriate Requirements

Discussion: The proposed Rule wording in the new § 73.55(e)(10), as worded, would be
applied to all barriers, even those in the OCA to include the vehicle barrier system; none
of which were designed to meet the 96 square inch opening requirements, which have
historically only been applied to PA and VA openings. In addition, the opening-
dimensions need to reflect those specified in NUREG-0908, "Acceptance Criteria for the
Evaluation of Nuclear Power Reactor Security Plan," since this was the NRC guidance
utilized to design licensee's PA and VA barriers.
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There are two problems with this proposed requirement. First, the limitations make no
sense if applied to the vehicle barriers covered by the proposed § 73.55(e), since the
objective of such barriers is to exclude vehicles, not people. Second, the dimensions
cited differ from the current requirements of 96 in2 with 6 inch or greater opening, such
that the existing PA and VA barriers would have to be re-evaluated and modified if
needed. As such, the proposed requirements should be clarified as applying only to PA
and VA barriers.

Reference: The proposed § 73.55(e)(10) on Page 62700 states, "Unattended openings in
any barrier established to meet the requirements of this section that are 620 cm (96.1 in2)
or greater in total area and have a smallest dimension of 15 cm (5.9 in) or greater, must
be secured and monitored at a frequency that would prevent exploitation of the opening
consistent with the intended function of each barrier."

Recommendation: The proposed § 73.55(e)(10) must be reworded to state, "Unattended
openings in aay either a protected or vital area barrier established to meet the
requirements of this section that are 62O-0 -e (964 in 2) or greater in total area and have a
the smallest dimension of 15 em (5.9 as 6 in) or greater, must be secured anA or
monitored at a frequency that would prevent exploitation of the opening consistent with
the intended function of each barrier."

45. Issue: § 73.55(f)(1): Editorial Change

Discussion: The proposed Rule wording in the new § 73.55(f)(1), as worded, would
require licensees to document their target set development process in "site procedures."
However, other site documents; e.g., engineering calculations versus site procedures,
were utilized to document this process.

It is not necessary to limit the documentation to site procedures, provided that the
methodology is documented and maintained consistent with the site configuration control
process. For example, the methodology can be contained within the document itself
when formatted as a design calculation or study. In the case that the methodology itself
is SGI (as will be the case if it is provided in sufficient detail to be usable), such a
requirement would unnecessarily involve creation of another SGI document.

The proposed requirement should be reworded to require the methodology to be
documented and maintained consistent with the site configuration control process.

Reference: The proposed § 73.55(f)(1) on Page 62700 states, "The licensee shall
document in site procedures the process used to develop and identify target sets, to
include analyses and methodologies used to determine and group the target set equipment
or elements."
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Recommendation: Modify the proposed § 73.55(f)(1) to state, "The licensee shall
document in site preeedur-e the process used to develop and identify target sets, to
include analyses and methodologies used to determine and group the target set equipment
or elements."

46. Issue: § 73.55(f)(2): Target Set Cyber Security Requirements

Discussion: The proposed Rule wording in the new § 73.55(f)(2) and associated
Considerations adds a requirement to consider cyber attack as part of the target set
elements or groups. This requirement only makes sense if the normal, emergency,
backup or alternate safe shutdown equipment is digitally controlled. In cases where only
local, manual operation of systems is credited, this requirement imposes an unnecessary
burden with no value. In addition, no guidance has been developed for implementing
such a requirement. When conceived, the NEI 04-04, "Cyber Security Program for
Power Reactors," risk assessment did not consider this linkage into target sets or
groupings. The proposed requirement should be clarified to apply only to plants in which
the normal, emergency, backup or alternate safe shutdown equipment is digitally
controlled.

Reference: The proposed § 73.55(f)(2) on Page 62701 states, "The licensee shall
consider the effects that cyber attacks may have upon individual equipment or elements
of each target set or grouping."

Recommendation: Delete-the proposed § 73.55(0(2). In cases where only local, manual
operation of systems is credited, this requirement imposes an unnecessary burden with no
value. In addition, no guidance has been developed for implementing such a
requirement. Lastly, the NRC approved guidance contained in NEI 03-11, "Guidance for
the Preparation and Conduct of Force-on-Force Exercises," Revision 1, dated December
2005, Chapter 4, "Target Set Development," and associated NRC-developed "Target Set
Information Worksheet," did not require consideration of cyber attacks. Since this was
what our existing target sets are based on, such a new requirement, as proposed in the
new § 73.55(f)(2), would require all licensees to redo their existing target sets and
associated documentation.

47. Issue: § 73.55(f)(3): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(f)(3) and associated
Considerations adds a requirement that target set equipment outside the PA or VA must
be explicitly identified in the approved security plans, and addressed by the Licensee's
protective strategy. It is unclear what benefit, if any, inclusion of this information in
security licensing and plant level documents would provide. For the DBT, the specific
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equipment included in target sets is already identified in the target set documents, and
addressed by the tamper protection portion of the IMP. The proposed requirement should
be reworded to require that such equipment be explicitly identified in the target set
documents and included in the tamper protection portion of the IMP.

Reference: The proposed § 73.55(f)(3) on Page 62701 states, "Target set equipment or
elements that are not contained within a protected or vital area must be explicitly
identified in the approved security plans and protective measures for such equipment or
elements must be addressed by the licensee's protective strategy in accordance with
appendix C to this part."

Recommendation: Reword the proposed § 73.55(f)(3) to state, "Target set equipment or
elements that are not contained within a protected or vital area must be explicitly
identified in the licensee's target set documents and included in the tamper
protection portion of the Insider Mitigation Program appr-ved se.urity plans a
protective mneasur-es for such equipment or- elements must be addr-essed by the heensee'
pr..tective str.ategy in a..or.dance with appendix to th.is. part.

48. Issue: § 73.55(f)(4): Unnecessary Requirements

Discussion: The proposed Rule wording in the new § 73.55(f)(4), as worded, is
redundant to other proposed Rule wording; e.g., the proposed § 73.55(i)(9) and § 73.58,
and should be deleted.

Reference: The proposed § 73.5.5(0(4) on Page 62701 states, "The licensee shall
implement a program for the oversight of plant equipment and systems documented as
part of the licensee protective strategy to ensure that changes to the configuration of the
identified equipment and systems do not compromise the licensee's capability to prevent
significant core damage and spent fuel sabotage."

The proposed § 73.55(i)(9)(ii) on Page 62715 states, "The licensee shall provide
continual surveillance, observation, and monitoring of all areas identified in the approved
security plans as requiring surveillance, observation, and monitoring to ensure early
detection of unauthorized activities and to ensure the integrity of physical barriers or
other components of the onsite physical protection program."

The proposed § 73.55(i)(9)(iii)(A) on Page 62715 states, "The licensee shall provide
random patrols of all accessible areas containing target set equipment."

The proposed § 73.58(a)(i) on Page 62799 sates, "The licensee shall assess and manage
the potential for adverse affects on safety and security, including the site emergency plan,
before implementing changes to plant configurations, facility conditions, or security."
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Recommendation: Delete the proposed § 73.55(f)(4) since it is redundant to other
proposed Rule requirements.

49. Issue: § 73.55(g)(1)(i): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(g)(1)(i), as worded, goes far
beyond existing NRC Rule and Order requirements. Its goes so far as to require
personnel control into the OCA; whereas, currently only vehicle control into the OCA is
required.

Reference: The proposed § 73.55(g)(1)(i) on Page 62701 states, "Control all points of
personnel, vehicle, and material access into any area, or beyond any physical barrier or
barrier system, established to meet the requirements of this section."

Recommendation: Reword the proposed § 73.55(g)(1)(i) to state, "Control all points of
personnel, vehicle, and material access into any applicable areas, or beyond any physical
barrier or barrier system, established to meet the requirements of this section in
accordance with the Commission-approved security plans."

50. Issue: § 73.55(g)(1)(iii): Limiting Protected Area Access

Discussion: The proposed Rule wording in § 73.55(g)(1)(iii) would require licensees to
limit unescorted access to the protected area during non-emergency conditions.
Licensees currently limit unescorted access to vital areas during non-emergency
conditions to individuals who require access in order to perform their duties. Many
licensees grant unescorted access to the protected area (with no vital area access) to
workers who do not frequently enter the protected area, but who may have the possibility
of needing access at some undefined time in the future.

In addition, having certain site workers limited to unescorted PA access affords their
placement into the licensee's behavior observation and FFD or critical group programs
should those workers be performing critical work even though they do not have a job-
related need to access the PA.

Reference: The proposed § 73.55(g)(1)(iii) on Page 62701 states, "During non-
emergency conditions, limit unescorted access to the protected area and vital areas to
only those individuals who require unescorted access to perform assigned duties and
responsibilities."

Recommendation: This section should be modified to include a provision for allowing
workers to remain qualified for unescorted access authorization and quickly restoring
protected area access levels. Reword the proposed § 73.55(g)(1)(iii) to state, "During
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non-emergency conditions, limit vital area unescorted access to the pr..tected area an
vital areas to only those individuals who require unescorted access to perform assigned
duties and responsibilities."

51. Issue: § 73.55(g)(1)(v): Vague Requirement

Discussion: The proposed Rule wording in § 73.55(g)(1)(v)'does not encompass all the
guidance currently provided the industry. The actual ICM guidance for Item B.4.h,
states, in part, "If the badging area is outside the protected area, develop a means to avoid
unauthorized bypass of the badging process or install duress capability or surveillance
capability ....."

Reference: The proposed § 73.55(g)(1)(v) on Page 62702 states, "Provide supervision
and control over the badging process to prevent unauthorized bypass of access control
equipment located at or outside of the protected area."

Recommendation: Reword the proposed § 73.55(g)(1)(v) on Page 62702 to state,
"Provide a means to avoid .u....i. id ontro.l oer. the badging pre... to pr.even
unauthorized bypass of access control equipment located at-e outside of the protected
area."

52. Issue: § 73.55(g)(1)(vii): Two-Person Rule

Discussion: The proposed Rule wording in the new § 73.55(g)(1)(vii), as worded,
implements requirements that go beyond the NRC ICM Order, dated February 25, 2002.
The NRC Order required implementation of the two-person rule only for a "credible
insider threat." However, the proposed Rule requires thig for any security threat.

Reference: The proposed § 73.55(g)(1)(vii) on Page 62702 states, "In response to
specific threat and security information, implement a two-person (line-of-sight) rule for
all personnel in vital areas so that no one individual is permitted unescorted access to
vital areas. Under these conditions the licensee shall implement measures to verify that
the two person rule has been met when a vital area is accessed.

Recommendation: Reword the proposed § 73.55(g)(1)(vii) to state, "In response to a
site-specific credible threat and seurity inform.ation, implement a two-person (line-of-
sight) rule for all personnel in vital areas so that no one individual is permitted unescorted
access to vital areas. Under these conditions the licensee shall implement measures to
verify that the two person rule has been met when a vital area is accessed."
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53. Issue: § 73.55(g)(3)(i): Vague Requirements

Discussion: The proposed Rule wording in the new § 73.55(g)(3)(i) uses the vague temn
"as appropriate." It should be replace by more performance based criteria.

Reference: The proposed § 73.55(g)(3)(i) on Page 62703 states, "Equipped with locking
devices, intrusion detection equipment, and monitoring, observation, and surveillance
equipment, as appropriate."

Recommendation: The proposed § 73.55(g)(3)(i) to state, "Equipped with locking
devices, intrusion detection equipment, and monitoring, observation, and surveillance
equipment, as appfp f•ate described in the Commission-approved security plans."

54. Issue: § 73.55(g)(6)(ii): Access Control Devices & Passwords

Discussion: The proposed Rule wording in the new § 73.55(g)(6)(ii), in conjunction
with § 73.55(g)(6)(ii)(A), as worked, implies that "passwords" are considered access
control devices, which must be controlled and accounted and only issued to individuals
who require unescorted access to perform official duties and responsibilities. This is a
new interpretation of the existing § 73.55(d)(8) requirements. For practical purposes with
regards to passwords, this requirement will necessitate the use of integrated directory
management systems. This will add to the complexity and cost of new and existing
computer systems. This type of account management system is not common for most
process control vendors. Several years may be necessary for vendors to incorporate this
functionality into their systems. In addition, it is not clear if this applies only to access
control computers or to nuclear significant computers located in vital areas that allow
remote access.

Reference: The proposed § 73.55(g)(6)(ii) on Page 62705 states, "Keys, locks,
combinations, and passwords. All keys, locks, combinations, passwords, and related
access control devices used to control access to protected areas, vital areas, security
systems, and safeguards information must be controlled and accounted for to reduce the
probability of compromise. The licensee shall:"

Recommendation: Reword the proposed § 73.55(g)(6)(ii) to state, "Keys, locks,
combinations, and passwed .. All keys, locks, combinations, passwefds; and related
access control devices used to control access to protected areas, vital areas, security
systems, and safeguards information must be controlled and accounted for to reduce the
probability of compromise. The licensee shall:"
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55. Issue: § 73.55(g)(6)(ii)(A): SGI Combinations/Locks

Discussion: The proposed Rule wording in the new § 73.55(g)(6)(ii)(A), as worked, in
combination with § 73.55(g)(6)(ii) would require SGI combinations/locks to be
distributed to only those with unescorted access. This is a new requirement not based in
the current Rule or NRC Order requirements.

Reference: The proposed § 73.55(g)(6)(ii) on Page 62705 states, "Keys, locks,
combinations, and passwords. All keys, locks, combinations, passwords, and related
access control devices used to control access to protected areas, vital areas, security
systems, and safeguards information must be controlled and accounted for to reduce the
probability of compromise. The licensee shall:"

The proposed § 73.55(g)(6)(ii)(A) on Page 62706 states, "Issue access control devices
only to individuals who require unescorted access to perform official duties and
responsibilities."

Recommendation: Reword § 73.55(g)(6)(ii)(A) such that SGI container access control
devices are excluded from this requirement; e.g., "Issue access control devices only to
individuals who require uneseei4e4 access to perform official duties and responsibilities."

56. Issue: § 73.55(g)(6)(ii)(C): Compensatory Measures & Passwords

Discussion: The proposed Rule wording in the new § 73.55(g)(6)(ii)(C), as worked, for
password compromises, an integrated directory management system may be necessary to
reliably disable compromised accounts in a timely manner. This type of account
management system is not common for most process control vendors. Several years may
be necessary for vendors to incorporate this functionality into their systems.

Reference: The proposed § 73.55(g)(6)(ii)(C) on Page 62706 states, "Implement
compensatory measures upon discovery or suspicion that any access control device may
have been compromised. Compensatory measures must remain in effect until the
compromise is corrected."

Recommendation: Reword § 73.55(g)(6)(ii) as recommended in a previous comment to
remove the word "passwords" from the proposed Rule.

57. Issue: § 73.55(g)(6)(ii)(D): Password Compromise

* Discussion: The proposed Rule wording in the new § 73.55(g)(6)(ii)(D), as worked, for
password compromises, an integrated directory management system may be necessary to
reliably disable compromised accounts in a timely manner. This type of account
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management system is not common for most process control vendors. Several years may
be necessary for vendors to incorporate this functionality into their systems.

Reference: The proposed § 73.55(g)(6)(ii)(D) on Page 62706 states, "Retrieve, change,
rotate, deactivate, or otherwise disable access control devices that have been, or may have
been compromised."

Recommendation: Reword § 73.55(g)(6)(ii) as recommended in a previous comment to
remove the word "passwords" from the proposed Rule.

58. Issue: § 73.55(g)(6)(ii)(E): Password Removal

Discussion: The proposed Rule wording in the new § 73.55(g)(6)(ii)(E), as worked, for
password compromises, an integrated directory management system may be necessary to
reliably disable compromised accounts in a timely manner. This type of account
management system is not common for most process control vendors. Several years may
be necessary for vendors to incorporate this functionality into their systems.

Reference: The proposed § 73.55(g)(6)(ii)(E) on Page 62706 states, "Retrieve, change,
rotate, deactivate, or otherwise disable all access control devices issued to individuals
who no longer require unescorted access to the areas for which the devices were
designed."

Recommendation: Reword § 73.55(g)(6)(ii) as recommended in a previous comment to
remove the word "passwords" from the proposed Rule.

59. Issue: § 73.55(g)(7)(ii): Non-Employee Badge Requirements

Discussion: The proposed Rule wording in the new § 73.55(g)(7)(ii), as worded, would
require photo identification badges to indicate details that do not make sense; e.g.,

1) Why indicate "no escort required" when the "non-employee" has been issued a security
badge? We already know this based on the fact that he/she has the security badge. This
new requirement doesn't buy us anything.

2) Why indicate "authorized access areas" when access to areas may be changed by an
authorized supervisor each month? The badge itself cannot identify this information.
This information should be stored in the security computer (and associated with the
badge #).

3) Why indicate the "period" when the period for which access is authorized may be
changed by an authorized supervisor at anytime? The badge itself cannot identify this
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information. This information should be stored in the security computer (and associated
with the badge #).

4) Why list the employer if the licensee is required to identify "employee" and "non-
employee"? The new requirement doesn't buy us anything.

5) Why list the "assembly area" when an individual's assembly area is subject to change
as an individual's work assignment changes? The badge itself could not identify this
information. This information could be stored in the security computer (and associated
with the badge #). Even if it is stored, it would be a excessive burden to keep up in the
computer. This new requirement doesn't buy us anything. Signage in the plant is
enough.

Reference: The proposed § 73.55(g)(7)(ii) on Page 62707 states, "Individuals not
employed by the licensee but who require frequent and extended unescorted access to the
protected area and vital areas shall satisfy the access authorization requirements of §
73.56 and part 26 of this chapter and shall be issued a non-employee photo identification
badge that is easily distinguished from other identification badges before being allowed
unescorted access to the protected area. Non-employee photo identification badges must
indicate:
(g)(7)(ii)(A) Non-employee, no escort required
(g)(7)(ii)(B) Areas to which access is authorized.
(g)(7)(ii)(C) The period for which access is authorized.
(g)(7)(ii)(D) The individual's employer ............

(g)(7)(ii)(E) A means to determine the individual's emergency plan assembly area.

Recommendation: Reword the proposed § 73.55(g)(7)(ii) to state, "Individuals not
employed by the licensee but who require frequent and extended unescorted access to the
protected area and vital areas shall satisfy the access authorization requirements of §
73.56 and part 26 of this chapter and shall be issued a non-employee photo identification
badge that is easily distinguished from other identification badges before being allowed
unescorted access to the protected area. Non efmplyee ph.t. iden t•tfi_,atiOn badges MUSt

g) -7)(iN)(B) r 4 -noto whi, h aeeess is authorized.

(,g(-I( Ii/k ) The period foa whi. h ae,,-s is auth-rized.
(g)(7)(ii)(E) AThe. todterminete emerogenr ...... pn
(gk')(7 --i)(1) A.. ,.ea.s to. Eletenni, the, ii,,,.,, ua . s., - - ee plan,• assembly-. o,,, , area
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60. Issue: § 73.55(g)(8): Escort Training.

Discussion: The proposed Rule wording in the new § 73.55(g)(8), as worded, implies
that both § 73.55 Appendix B and the T&Q contain training requirement for escorts.
However, neither Appendix B nor the T&Q contain such requirements.

Reference: The proposed § 73.55(g)(8) on Page 62708 states, "Escorts. The licensee
shall ensure that all escorts are trained in accordance with appendix B to this part, the
approved training and qualification plan, and licensee policies and procedures."

Recommendation: Reword the proposed § 73.55(g)(8) to state, "Escorts. The licensee
shall ensure that all escorts are trained in accordance with appendix B to this part, the
appr.oved training and qualifiation plan, and licensee policies and procedures."

61. Issue: § 73.55(g)(8)(i): Unnecessary Requirement - Escort Access

Discussion: The proposed Rule wording in the new § 73.55(g)(8)(i), as worded, requires
escorts to have unescorted access to all areas in which they will perform escort duties.
This is an unnecessary Rule since to gain access to the PA or any VA, you first must have
been given access to those areas as required elsewhere in § 73.55 and § 73.56 regarding
unescorted access; e.g., the proposed §§ 73.55(g)(1)(ii), (g)(1)(iii), and (g)(2).

Reference: The proposed § 73.55(g)(8)(i) on Page 62708 states, "Escorts shall be
authorized unescorted access to all areas in which they will perform escort duties."

Recommendation: Delete the proposed § 73.55(g)(8)(i).

62. Issue: § 73.55(g)(8)(ii): Visitor Escort Radios

Discussion: The proposed Rule wording in the new § 73.55(g)(8)(ii), as worded, would
require any escort, including non-Security escorts, to carry a security-radio and be
specifically trained on its operations and how to properly communicate with CAS/SAS.
This new Rule implies that a potential threat exists which is not based on historical
experience. Since visitors are required to be processed just like anyone else who enters
the PA, no prohibited items would be in the visitor's possession. Therefore, no threat
would exist to the facility from an authorized visitor under the escort of an authorized site
worker with unescorted access.

Reference: The proposed § 73.55(g)(8)(ii) on Page 62708 states, "Individuals assigned
to escort visitors shall be provided a means of timely communication with both alarm
stations in a manner that ensures the ability to summon assistance when needed."
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Recommendation: Delete the proposed § 73.55(g)(8)(ii).

63. Issue: § 73.55(g)(8)(iii): Vehicle Escort Radios

Discussion: The proposed new § 73.55(g)(5)(ii), as worded, would allow vehicle escorts
by non-Security escorts. Therefore, the proposed Rule wording in § 73.55(g)(8)(iii), as
worded, would require any vehicle escort, including non-Security escorts, to carry a
security-radio and be specifically trainedon its operations and how to properly
communicate with CAS/SAS. This new Rule implies that a potential threat exits which is
not based on historical experience. Since vehicles and drivers are searched prior to
entering the PA, no prohibited items would be in the vehicle operator's possession. Also,
as required by the proposed new § 73.55(g)(5)(iv), vehicles carrying hazardous materials
must be escorted by an armed security officer who would have radio contact with
CAS/SAS. Therefore, no threat would exist to the facility from an authorized vehicle
under the escort of an authorized site worker or armed security officer with unescorted
access.

Reference: The proposed § 73.55(g)(8)(iii) on Page 62708 states, "Individuals assigned
to vehicle escort duties shall be provided a means of continuous communication with
both alarm stations to ensure the ability to summon assistance when needed."

Recommendation: Delete the proposed § 73.55(g)(8)(iii).

64. Issue: § 73.55(g)(8)(iv): Escort Knowledge

Discussion: The proposed Rule wording in the new § 73.55(g)(8)(iv), as worded, would
require all escorts (security and non-security) to be knowledgeable of those activities
being performed by visitors. Typically, visitors are brought in to perform special tasks
for which they have the required knowledge not available by others on site. The escort
will understand their escort duties and generally be knowledgeable of what the visitor is
here to do; e.g., work on a turbine rotor or escort a truck containing hazardous material;
however, the escort, in most cases, will not be knowledgeable of the activity details; e.g.,
how to balance the rotor or offload the hazardous material. Therefore, it would not be
possible to fully comply with the proposed Rule, as worded, and still maintain plant
operations in a manner required to protect the health and safety of the public.

Reference: The proposed § 73.55(g)(8)(iv) on Page 62708 states, "Escorts shall be
knowledgeable of those activities that are authorized to be performed within the areas for
which they are assigned to perform escort duties and must also be knowledgeable of
those activities that are authorized to be performed by any individual for which the escort
is assigned responsibility."
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Recommendation: Reword the proposed § 73.55(g)(8)(iv) to state, "Escorts shall be
knowledgeable of those escort activities that are authorized to be performed within the
areas for which they are assigned to perform escort duties and must also be
knowledgeable of those aetivities that are authorized to be performed by any individual
for.whi.h the esco.t is assigned r.esponsibility."

65. Issue: § 73.55 (h)(1): OCA Controls the Same as PA Controls

Discussion: The proposed requirement under § 73.55 (h)(1), as worded, could be
interpreted as requiring licensees to conduct individual Searches at our OCA turnstiles
and all other OCA control points. This is a substantial increase in manpower and
equipment requirements to plants and exceeds all existing requirements.

Reference: The proposed § 73.55 (h)(1) on page 62708 states, "At each designated
access control point into the owner controlled area and protected area the licensee shall
search individuals, vehicles, packages, deliveries and material in accordance with the
requirements of this section and approved security plans before granting access."

Recommendation: Remove this requirement for the OCA control points under § 73.55
(h)(1) with the exception of vehicle control points. Vehicle control points would only be
required to conduct DBT threat, searches as required. No single person entering the OCA
is capable of carrying the DBT criteria. Recommend removing the phrase "the
requirements of this section" from the. proposed rule language. This would then prevent
any misinterpretation that person or prohibitive item searches must also be performed at
the OCA control points.

66. Issue: 73.55 (h)(1)(i): Search Program

Discussion: The proposed language under § 73.55 (h)(1)(i), as worded, would have
licensees conduct individual searches with little guidance on a vague premise, open wide
to individual interpretation, on what constitutes an item which could be used to disable
personnel, equipment, and systems necessary to meet the performance objective and
requirements of the proposed paragraph (b).

Reference: The proposed § 73.55 (h)(1)(i) on page 62709 states, in part,"... in which
the unauthorized items could be used to disable personnel, equipment and systems
necessary to meet the performance objective and requirements of paragraph (b) of this
section."

Recommendation: Dictate requirements or completely remove this statement as
proposed in the language quoted above in the proposed § 73.55 (h)(l)(i). Requirements
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to limit such things as hammers, wrenches, knives, and similar items, which could be
used to disable personnel and equipment, will prevent normal maintenance and repair of
the plant and would require each licensee to interpret exactly what constitutes a
prohibitive item under this statement. Recommend removing the proposed vague phrase
and reinserting the existing Rule language, "or other items which could be used for
radiological sabotage."

67. Issue: § 73.55(h)(1)(iii): Search Monitoring

Discussion: The propos.ed Rule wording in the new § 73.55(h)(1)(iii), as worded, is not
specific enough regarding search observation requirements.

Reference: The proposed § 73.55(h)(1)(iii) on Page 62709 states, "Only trained and
qualified members of the security organization, and other trained and qualified personnel
designated by the licensee, shall perform search activities or be assigned duties and
responsibilities required to satisfy observation requirements for the search activities."

Recommendation: Reword the proposed § 73.55(h)(1)(iii) to states, "Only trained and
qualified members of the security organization, and other trained and qualified personnel
designated by the licensee, shall perform search activities or be assigned duties and
responsibilities required to satisfy the § 73.55(h)(7) vehicle search observation
requirements for- the search ativitie."

68. Issue: § 73.55(h)(2): Implementing Procedure

Discussion: The proposed Rule wording in the new §§ 73.55(h)(2), (h)(2)(i), and
(h)(2)(ii), as worded, are too general, and could be misinterpreted as requiring personnel
search at the OCA for prohibited items.

Reference: The proposed § 73.55(h)(2) on Page 62709 states, "The licensee shall
establish and implement written search procedures for all access control points before
granting access to any individual, vehicle, package, delivery, or material."

Recommendation: Reword the proposed § 73.55(h)(2) to state, "The licensee shall
establish and implement written search procedures for all access control points before
granting access to any individual, vehicle, package, delivery, or material as required in
the Commission-approved security plans."
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69. Issue: § 73.55(h)(2)(i): Prohibited Items

Discussion: The proposed Rule wording in the new. §§ 73.55(h)(2)(i), as worded, would
restrict entry of "prohibited" items versus "contraband." Both the current and proposed
Part 73 Appendix B and Appendix G utilize the term "contraband" when referring to
detection training and reportability of such material's entry into a controlled area.
Contraband is defined as "Any illegal item to include unauthorized weapons, explosives,
incendiary devices, and other devices or items that could be used to provide significant
assistance in an act of radiological sabotage or personnel injury."

Reference: The proposed § 73.55(h)(2)(i) on Page 62709 states, "Search procedures
must ensure that items possessed by an individual, or contained within a vehicle or
package, must be clearly identified as not being a prohibited item before granting access
beyond the access control point for which the search is conducted."

Part 73, Appendix B, Section LI.D, states, in part, "The areas of knowledge, skills, and
abilities that shall be considered in the licensee's training and qualifications plan are as
follows:

"28. Contraband detection systems and techniques."

Part 73, Appendix G states, in part, the following:

"I. Events to be reported within one hour of discovery, followed by a written report
within 30 days.

"(d) The actual or attempted introduction of contraband into a protected area,
material access area, vital area, or transport."

Recommendation: Reword the proposed § 73.55(h)(2)(i) to state, "Search procedures
must ensure that items possessed by an individual, or contained within a vehicle or
package, must be clearly identified as not being contraband a .prhibited. before
granting access beyond the access control point for which the search is conducted."

70. Issue: § 73.55(h)(2)(ii): Visual and Physical Search

Discussion: The proposed Rule wording in the new §§ 73.55(h)(2)(ii) and associated
Consideration section, as worded, could be interpreted as not allowing the use of
technology, such as the Itemizer, to assist in the search process once the fixed search train
equipment alarms.
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Reference: The Proposed § 73.55 (h)(2)(ii) on page 62709 states, "The licensee shall
visually and physically hand search all individuals, vehicles, and packages containing
items that cannot be or are not clearly identified by search equipment."

Recommendation: Reword the proposed § 73.55(h)(2)(ii) to state, "The licensee shall
visually and physically hand search all individuals, vehicles, and packages containing
items that cannot be or are not clearly identified by fixed or portable, search equipment."

71. Issue: § 73.55 (h)(8): State and Local Law Enforcement Emergency
Conditions

Discussion: The proposed language under § 73.55 (h)(8), as worded, requires extensive
security plan and procedure changes for language which is already clear in the existing
Rule. The proposed change puts the licensee liable for dictating rules that may be
counter to state and local law enforcement policies and raises issues of constitutionality.
In an emergency condition, past experiences show the Federal Government is slow to
respond under any condition.

Reference: The Proposed § 73.55 (h)(8) on page 62710 states, "Exceptions to the search
requirements of this section must be submitted to the Commission for prior review and
approval and must be identified in the approved security plans."

Recommendation: The current Rule language is clear and is identified in station
procedures. Enough latitude must be given to allow for unforeseen conditions.
Recommend reinserting the existing Rule language.

72. Issue: § 73.55(h)(8)(i): Search Exemption

Discussion: The proposed Rule wording in the new § 73.55(h)(8)(i), as worded, would
require an armed escort for all material exempted from search. However, this is not
appropriate for "all" such materials. NUREG-0908, "Acceptance Criteria for the
Evaluation of Nuclear Power Reactor Security Plans," provided the acceptable guidance
for meeting the existing § 73.55(d)(3) search requirements. Licensees have constructed
their search processes in accordance with this guidance which only requires security
officer escort for Category I and II material. Whereas, Category III material must be
positively controlled; e.g., stored in a locked area controlled by a person familiar with the
material, and Category IV material must be stored in a locked area and opened under the
supervision of persons familiar with their content. Therefore, not all material exempted
from search is required to be escorted by a security officer. As such, there is no threat
evidence that support the proposed new § 73.55(h)(8)(i) requirement to have Category I
through IV material escorted within the PA by an armed security officer. This process is
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currently described in the SONGS PSP, Section 9.4.2, "PA Packages and Materials
Search."

Reference: The proposed § 73.55(h)(8)(i) on Page 62710 states, "Vehicles and items
that may be excepted from the search requirements of this section must be escorted by an
armed individual who is trained and equipped to observe offloading and perform search
activities at the final destination within the protected area."

Recommendation: Reword the proposed § 73.55(h)(8)(i) to state, "Vehicles and items
that may be excepted from the search requirements of this section must be controlled as
described in the Commission-approved security plan for admittance into eseeted by
an armed individual whe is trained and equipped to observe offloading and perfor
search ativities at the final dlestination within the protected area."

73. Issue: § 73.55(h)(8)(iii): Search Requirement Clarification

Discussion: The proposed Rule wording in the new § 73.55(h)(8)(iii), as worded, needs
to clarify that the material is to be searched to the extent practicable similar to the
proposed § 73.55(h)(8)(ii).

Reference: The proposed § 73.55(h)(8)(iii) on Page 62710 states, "The excepted items
must be searched at the receiving area and opened at the final destination by an individual
familiar with the items."

Recommendation: Reword the proposed § 73.55(h)(8)(iii) to state, "The excepted items
must be searched to the extent practicable at the receiving area and opened at the final
destination by an individual familiar with the items."

74. Issue: § 73.55(i)(1): Intrusion Detection

Discussion: The proposed Rule wording in the new § 73.55(i)(1), as worded, implies
that an early warning system would be required beyond the required PA intrusion
detection systems. It is unclear as to what the phrase "early detection and assessment"
was meant to imply. In addition, the proposed § 73.55(i)(1) uses the phrase "at all
times." This means that anytime a PA IDS segment fails, then the licensee is in violation
of the Rule. This is exactly -how the NRC Regional Safeguards Inspectors treat radio
communication failures where the existing Rule requires continuous communication
capability to be maintained.

Reference: The proposed § 73.55(i)(1) on Page 62711 states, "The licensee shall
establish and maintain an intrusion detection and assessment system that must provide, at
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all times, the capability for early detection and assessment of unauthorized persons and
activities."

Recommendation: Modify the proposed § 73.55(i)(1) to state, "The licensee shall
establish and maintain an a protected area intrusion detection and assessment system
that nmus provides, at all times& the capability for eaily detection and assessment of
unauthorized persons and activities in accordance with the Commission-approved
security plan."

75. Issue: § 73.55 (i)(4): Alarm Stations

Discussion: The proposed language under § 73.55 (i)(4), as worded, would require
extensive changes in equipment and the alarm station structures for existing licenseeo
facilities. In most configurations the primary alarm station also contains, in or nearby,
the security computer, which if the primary alarm station is taken out, then redundancy to
the other station may be jeopardized. Because of the location of the primary alarm
station, if it was taken out, the full, security protective strategy would have failed and the
plant would have more major concerns than redundancy of the alarm stations.

Reference: The Proposed § 73.55 (i)(4) on page 62712 states, " Both alarm stations must
be equipped with equivalent capabilities for detection and communication, and must be
equipped with functionally equivalent assessment monitoring, observation, and
surveillance capabilities to support the effective implementation of the approved security
plans and the licensee protective strategy in the event that either alarm station is
disabled."

Recommendation: Remove the phrase "and the licensee protective strategy in the event
that either alarm station is disabled" in the last sentence of the proposed § 73.55 (1)(4).
Security computers are housed in or near the central alarm station for security reasons.

76. Issue: § 73.55(i)(4)(i): Single Failure Criterion

Discussion: The proposed Rule wording in the new § 73.55(i)(4)(i), as worded, and and
associated Considerations section apply a new expectation for preventing single point
failure of security systems that were never designed to such standards. To comply with
the proposed Rule would require significant design changes before full compliance could
be achieved.

These proposed sections prescriptively require complete duplication of capabilities in the
two alarm stations, by separate and redundant detection and assessment systems having
no common equipment locations. Such duplication would require extensive backfitting at
many facilities despite being unnecessary to ensure an effective protective strategy. An
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effective protective strategy can be demonstrated without full duplication of capabilities
if the common equipment location is adequately protected (e.g., in the interior of a heavy
reinforced concrete vital structure protected by multiple rings of defense), or if less
capable backup systems would survive and are functionally adequate for implementing
the protective strategy.

The proposed language and considerations need to be revised to be performance-based
rather than prescriptive for robustness of security capabilities. Common equipment
locations are acceptable if adequately protected or if backup systems would survive that
are functionally adequate for implementing the protective strategy.

Reference: The proposed § 73.55(i)(4)(i) on Page 62712 states, "The licensee shall
ensure that a single act cannot remove the capability of both alarm stations to detect and
assess unauthorized activities, respond to an alarm, summon offsite assistance, implement
the protective strategy, provide command and control, or otherwise prevent significant
core damage and spent fuel sabotage."

Recommendation: Modify the proposed § 73.55(i)(4)(i) to state, "The licensee shall
ensure that a single act cannot remove the capability of beth ý,alm stations to dete, t an,4
assess unauthorized activities, e•Spond. to respond to an alarm, summon offsite
assistance, implement the protective strategy, provide command and control, or otherwise
prevent significant core damage and spent fuel sabotage."

77. Issue: § 73.55(i)(8)(v): Implementing Procedures

Discussion: The proposed Rule wording in the new § 73.55(i)(8)(v), as worded, implies
that implementing procedures will ensure that alarm station operators have the required
knowledge. However, this is not possible. As indicted in the proposed §73.55 (c)(6)(i),
implementing procedures simply describe the duties and responsibilities of the alarm
station operators. It is the security officers' initial training, OJT, and continuing training
that ensures their knowledge level is maintained.

Also, this proposed Rule needs to clarify that this applies to alarms for physical intrusion
detection only and does not include cyber intrusion detection.

Reference: The proposed § 73.55(i)(8)(v) on Page 62714 states, "The licensee
implementing procedures must ensure that both alarm station operators are
knowledgeable of all alarm annunciations, assessments, and final disposition of all
alarms, to include but not limited to a prohibition from changing the status of a detection
point or deactivating a locking or access control device at a protected or vital area portal,
without the knowledge and concurrence of the other alarm station operator."
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The proposed §73.55 (c)(6)(i) on Page 62692 states, "The licensee shall establish,
maintain, and implement written procedures that document the structure of the security
organization, detail the specific duties and responsibilities of each position, and
implement Commission requirements through the .approved security plans."

Recommendation: Reword the proposed § 73.55(i)(8)(v) to state, "The licensee
impleman.. ng ,.. .•..ues must ensure that both alarm station operators are
knowledgeable of all alarm annunciations, assessments, and final disposition of all
alarms, to include but not limited to a prohibition from changing the status of a detection
point or deactivating a locking or access control device at a protected or vital area portal,
without the knowledge and concurrence of the other alarm station operator."

Clarify that this applies to alarms for physical intrusion detection only and does not
include cyber intrusion detection.

78. Issue: §§ 73.55(i)(9)(i) and (ii): Vague Term

Discussion: The proposed Rule wording in the new §§ 73.55(i)(9)(i) and (ii), as worded,
implies that each licensee must have some form of early warning systems.

Reference: The proposed § 73.55(i)(9)(i) on Page 62714 states, "The onsite physical
protection program must include the capability for surveillance, observation, and
monitoring in a manner that provides early detection and assessment of unauthorized
activities."

The proposed § 73.55(i)(9)(ii) on Page 62715 states, "The licensee shall provide
continual surveillance, observation, and monitoring of all areas identified in the approved
security plans as requiring surveillance, observation, and monitoring to ensure early
detection of unauthorized activities and to ensure the integrity of physical barriers or
other components of the onsite physical protection program."

Recommendation: Remove the word "early" in both §§ 73.55(i)(9)(i) and (ii).

79. Issue: § 73.55(i)(9)(iii)(A): Armed Security Patrols

Discussion: The proposed Rule wording in the new § 73.55(i)(9)(iii)(A), as worded,
implies that only armed security officers can perform required patrols. There is no basis
for this new requirement. In some cases, unarmed security officers or properly trained
watchpersons can perform the required patrols; e.g., VA portal checks.
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Reference: The proposed § 73.55(i)(9)(iii)(A) on Page 62715 states, "Armed security
patrols shall periodically check designated areas and shall inspect vital area entrances,
portals, and external barriers."

Recommendation: Reword the proposed § 73.55(i)(9)(iii)(A) to state, "Arfed sSecurity
patrols shall periodically check designated areas and shall inspect vital area entrances,
portals, and external barriers in accordance with the Commission-approved security
plans."

80. Issue: § 73.55(i)(9)(iii)(B) and (C): Tamper Checks

Discussion: The proposed Rule wording in the new §§ 73.55(i)(9)(iii)(B) and (C), as
worded, is not consistent with the DBT guidance provided in the Roy P. Zimmerman
letter to NEI, dated April 5, 2004. That letter stated "Security personnel shall be trained
to recognize and respond to obvious indications of tampering."

Reference: The proposed § 73.55(i)(9)(iii)(B) on Page 62715 states, "Physical barriers
must be inspected at random intervals to identify tampering and degradation."

The proposed § 73.55(i)(9)(iii)(C) on Page 62715 states, "Security personnel shall be
trained to recognize indications of tampering as necessary to perform assigned duties and
responsibilities as they relate to safety and security systems and equipment."

Recommendation: Reword the proposed § 73.55(i)(9)(iii)(B) to state, "Physical barriers
must be inspected at random intervals to identify obvious indications of tampering afnd
Egfdeatief."

Reword the proposed § 73.55(i)(9)(iii)(C) to state, "Security personnel shall be trained to
recognize obvious indications of tampering as necessary to perform assigned duties and
responsibilities as described in the Commission-approved security plan the, .elate t•
safety and se.ur.ity systems and equipment."

81. Issue: § 73.55(i)(9)(iv): Unattended Opening

Discussion: The proposed Rule wording in the new § 73.55(i)(9)(iv), as worded, would
imply that opening in the OCA barriers, since no OCA IDS is required, must be
monitored at some undefined frequency to prevent exploitation. This is not a realistic
requirement. If such a proposed Rule is needed, then it should focus on the security
barriers of significance, which are PA barriers not covered by IDS; e.g., a seawall where
IDS technology is not appropriate due to ocean-spray conditions. In this case, security
officers in protected defensive positions and CCTV act as the IDS via periodic and/or
continuous monitoring.
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Reference: The proposed § 73.55(i)(9)(iv) on Page 62715 states, "Unattended openings
that are not monitored by intrusion detection equipment must be observed by security
personnel at a frequency that would prevent exploitation of that opening."

Recommendation: Reword the proposed § 73.55(i)(9)(iv) on Page 62715 states,
"Unattended PA barrier openings that are not monitored by intrusion detection
equipment must be observed by security personnel at a frequency that would prevent
exploitation of that opening."

82. Issue: § 73.55(i)(10)(i): Video Technology

Discussion: The proposed Rule wording in the new § 73.55(i)(10)(i), as worded, is
vague and should clarify that the video requirements are described in the PSP.

Reference: The proposed § 73.55(i)(10)(i) on Page 62716 states, "The licensee shall
maintain in operable condition all video technology used to satisfy the monitoring,
observation, surveillance, and assessment requirements of this section."

Recommendation: Reword the proposed § 73.55(i)(10)(i) to state, "The licensee shall
maintain in operable condition all video technology used to satisfy the monitoring,
observation, surveillance, and assessment requirements as described in the
Commission- approved security plan f, this .seeti.*

83. Issue: § 73.55(i)(10)(ii)(A): Video Display Requirement

Discussion: The proposedRule wording in the new § 73.55(i)(10)(ii)(A), as worded,
applies new requirements not prescribed by either the existing Rule or NRC Orders. For
example, OCA checkpoint over watch is only required from one alarm station. As
worded, the proposed Rule would now require both alarm stations to remotely monitor
the OCA checkpoint.

Reference: The proposed § 73.55(i)(10)(ii)(A) on Page 62716 states, "Displayed
concurrently at both alarm stations."

Recommendation: Reword the proposed § 73.55(i)(10)(ii)(A) to state, "Displayed
concurrently at both alarm stations as required in the Commission-approved security
plan." This would then require you to look at the security plan to understand what
CCTV systems are required to be monitored from both alarm stations versus just one.
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84. Issue: § 73.55(i)(11)(ii): Lighting Levels

Discussion: The proposed Rule wording in the new § 73.55(i)(11)(ii), as worded,
reinserts quantitative lighting levels which had been removed from all licensee's physical
security plans. The proposed new § 73.55(i)(1 1)(ii) should be worded to be consistent
with the existing Commission-approved PSP. As now worded, licensees would again
have to place temporary lighting underneath temporary structures; e.g., trailers and all
exterior areas that are not accessible.

Reference: The proposed § 73.55(i)(11)(ii) on Page 62717 states, "The licensee shall
provide a minimum illumination level of 0.2 footcandle measured horizontally at ground
level, in the isolation zones and all exterior areas within the protected area, or may
augment the facility illumination system, to include patrols, responders, and video
technology with low-light technology capable of meeting the detection, assessment,
surveillance, observation, monitoring, and response requirements of this section."

Recommendation: Reword the proposed § 73.55(i)(1 1)(ii) to state, "Isolation zones
and all exterior areas within the protected area shall be provided with illumination
sufficient to 1) permit observation or detection of abnormal presence or activity of
persons or vehicles within the isolation zone, a protected area, or a vital area; and 2)
enable detection of intrusion or penetration or attempted intrusion or penetration of
the isolation zone, a protected area, or a vital area, in a manner that assures
initiation of an adequate response by the security organization consistent with the
Commission-approved security plan performance objectives. The licensee sha,14
proevide a minimuma ilnaiolevel of 0.21 footeanidle measur-ed hor-izonitally at gr-ound
level, in the isolation zones and all exeiraeswithin the protected area, or may
augment the facility illumination system, to include patrols, responders, and video
technology with low-light technology capable of meeting the detection, assessment,
surveillance, observation, monitoring, and response requirements of this seetioef as
described in the Commission-approved security plan."

85. Issue: § 73.550)(3): Escorts and Radios

Discussion: The proposed Rule wording in the new § 73.55(j)(3), as worded, requires
each vehicle escort to have continuous communication with each alarm station.
Consistent with previous comment on the proposed § 73.55(g)(8)(iii), this should not be a
requirement.

The primary method of communication by on-duty field security officer to CAS and SAS
is via their handheld radios. Despite the fact that the licensee radio systems are designed
to have an excellent signal coverage throughout OCA and PA, and to a good measure
beyond the OCA, and the system's backbone is designed with many elements of
redundancy and failsafe, it is still conceivable that there may be a time or a location when
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a "dead zone" in radio coverage is encountered - either due to failure at a Simulcast
Remote Site, genuine lack of radio coverage, or a failed field radio used by a security
officer. In such case, the definition of "continuous" can not be met - meaning full radio
coverage at 100% of times and 100 % of locations will not be met. It is doubtful that
such system ever existed, or can exist within prudence of budget or consideration for
other human factors.

The language should allow for practical considerations associated with nature of field
communications; i.e., inability of field personnel being guaranteed full radio coverage at
100% times and 100% locations, using a single radio device, unless, of course, another
backup wireless system, such a microcellular phone system, is introduced, which may, or
may not, be a practical thing to implement.

Reference: The proposed § 73.55(j)(3) on Page 62718 states, "Each on-duty security
officer, watchperson, vehicle escort, and armed response force member shall be capable
of maintaining continuous communication with an individual in each alarm station."

Recommendation: Reword the proposed § 73.55(j)(3) to state, "Each on-duty security
officer, watchperson, vehile esee • t•, and armed response force member shall be capable
of maintaining eentin'eius communication with an individual in each alarm station."

86. Issue: § 73.55(j)(4)(iii): Escorts and LEA/Support Agency Communications

Discussion: The proposed Rule wording in the new § 73.55(j)(4)(iii), as worded, would
require continuous communication capability with ALL escorts, local, State and Federal
law enforcement agencies, and all other personnel necessary to coordinate both onsite
and offsite response from both alarm stations. Consistent with previous comment on the
proposed § 73.55(g)(8)(iii), this should not be a requirement for escorts. Also, licensee
communication systems were never designed to nor required to be as robust as required
by this proposed Rule. To do so would require significant modifications and funding;
neither of which were justified by the wording in the Consideration section.

Also, the proposed Rule needs to clarify if this applies to computer system intrusion
attempts. A reasonable response must be defined that allows for an initial assessment of
the problem. There are potentially many "false positives" that could create unnecessary
communication.

Reference: The proposed §§ 75.55(j)(4) and 73.55(j)(4)(iii) on Page 62718 states, in
part, "The following continuous communication capabilities must terminate in both alarm
stations required by this section: ... A system for communication with all control rooms,
on-duty operations personnel, escorts, local, State, and Federal law enforcement agencies,
and all other personnel necessary to coordinate both onsite and offsite responses."
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Recommendation: Rewordthe proposed § 73.55(j)(4)(iii) to state, "A system for
communication with all control rooms, on-duty operations personnel, and local law
enforcement authorities as described in the Commission-approved security plan
escoils, local, State, and~ Fedleral law enforcemen ag ,is, and all other personnel
necessary to coordinate both onsite and offs''te r Spne."9

Clarify if this applies to computer system intrusion attempts. A reasonable response must
be defined that allows for an initial assessment of the problem. There are potentially
many "false positives" that could create unnecessary communication.

87. Issue: § 73.55(k)(1)(i): Response Requirements Not Applicable

Discussion: The proposed Rule wording in the new § 73.55(k)(1)(i), as worded, would
require licensees to apply new protective resources/strategies towards the ISFSI
protection that are not required by existing Rules or NRC Orders. The proposed Rule
needs to point towards the security plan requirements.

Reference: The proposed § 73.55(k)(1)(i) on Page 62719 states, "The licensee shall
establish and maintain, at all times, the minimum number of properly trained and
equipped personnel required to intercept, challenge, delay, and neutralize threats up to
and including the design basis threat of radiological sabotage as defined in § 73.1, to
prevent significant core damage and spent fuel sabotage."

Recommendation: Reword the proposed § 73.55(k)(1)(i) to state, "The licensee shall
establish and maintain, at all times, the minimum number of properly trained and
equipped armed responders and armed security officers per,-sE,,,e1 required to
intercept, challenge, delay, and neutralize threats up to and including the design basis
threat of radiological sabotage as defined in § 73.1, to prevent significant core damage
and spent fuel sabotage as described in the Commission-approved security plan."

88. Issue: § 73.55(k)(1)(iii): Prescriptive PSP Requirements

Discussion: The proposed Rule wording in the new § 73.55(k)(1)(iii), as worded, would
now require us to describe in detail what firearms and equipment licensees utilize. This
now takes licensees back to the pre-NEI 03-12 (security plan template) days where as a
result of having prescriptive information in the security plans, licensees were forced to
make frequent security plan changes as they enhanced their protective strategies as
equipment aged and technology changed. Whereas, the Commission-endorsed NEI 03-
12 just requires documenting the minimum requirements that currently exist in 73.55,
Appendix B.
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Reference: The proposed § 73.55(k)(1)(ii) on Page 62719 states, "The licensee shall
provide and maintain firearms, ammunition, and equipment capable of performing
functions commensurate to the needs of each armed member of the security organization
to carry out their assigned duties and responsibilities in accordance with the approved
security plans, the licensee protective strategy, implementing procedures, and the site
specific conditions under which the firearms, ammunition, and equipment will be used."

The proposed § 73.55(k)(1)(iii) on Page 62719 states, "The licensee shall describe in the
approved security plans, all firearms and equipment to be possessed by and readily
available to, armed personnel to implement the protective strategy and carry out all
assigned duties and responsibilities. This description must include the general
distribution and assignment of firearms, ammunition, body armor, and other equipment
used."

Recommendation: Delete the proposed § 73.55(k)(1)(iii), and modify the proposed new
§ 73.55(k)(1)(ii) to state, "The licensee shall provide and maintain firearms, ammunition,
and equipment as described in Part 73 Appendix B, Section G that are capable of
performing functions commensurate to the needs of each armed member of the security
organization to carry out their assigned duties and responsibilities in accordance with the
approved security plans, the licensee protective strategy, implementing procedures, and
the site specific conditions under which the firearms, ammunition, and equipment will be
used."

89. Issue: § 73.55(k)(2): State Law

Discussion: The proposed Rule wording in the new § 73.55(k)(2), as worded, only
recognizes state law. However, some licensee facilities are located on a federal
reservation where federal law is also applicable.

Reference: The proposed § 73.55(k)(2) on Page 62720 states, "The licensee shall
instruct each armed response person to prevent or impede attempted acts of theft or
radiological sabotage by using force sufficient to counter the force directed at that person
including the use of deadly force when the armed response person has a reasonable belief
that the use of deadly force is necessary in self-defense or in the defense of others, or any
other circumstances as authorized by applicable state law."

Recommendation: Reword the proposed § 73.55(k)(2) to state, "The licensee shall
instruct each armed response person to prevent or impede attempted acts of theft or
radiological sabotage by using force sufficient to counter the force directed at that person
including the use of deadly force when the armed response person has a reasonable belief
that the use of deadly force is necessary in self-defense or in the defense of others, or any
other circumstances as authorized by applicable state law and/or federal law."
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90. Issue: § 73.55(k)(3)(iv): Redundant Requirement

Discussion: The proposed Rule wording in the new § 73.55(k)(3)(iv), as worded, is
redundant to the proposed § 73.55(k)(1)(iv), and should be deleted.

Reference: The proposed § 73.55(k)(3)(iv) on Page 62721 states, "The licensee shall
ensure that all firearms, ammunition, and equipment needed for completing the actions
described in the approved security plans and licensee protective strategy are readily
available and in working condition."

The proposed § 73.55(k)(1)(iv) on Page 62719 states, "The licensee shall ensure that all
firearms, ammunition, and equipment required by the protective strategy are in sufficient
supply, are in working condition, and are readily available for use in accordance with the
licensee protective strategy and predetermined time lines."

Recommendation: Delete the proposed § 73.55(k)(3)(iv) since it is redundant to the
proposed § 73.55(k)(3)(iv).

91. Issue: § 73.55(k)(6): Misleading Requirement

Discussion: The proposed Rule wording in the new § 73.55(k)(6), as worded, requires
all personnel with unescorted access to be trained on security incidents, to include
hostage and duress situations. First of all, without justification, this goes far beyond the
original NRC ICM Order requirements. In addition, the phrase "security incidents" is
undefined and confusing; e.g., parking in the wrong place or a failed IDS segment could
be considered "security incidents." Lastly, this is redundant, in some aspects, to
proposed § 73.55(c)(4)(ii).

Reference: The proposed § 73.55(k)(6) on Page 62721 states, "The licensee shall ensure
that all personnel authorized unescorted access to the protected area are trained and
understand their roles and responsibilities during security incidents, to include hostage
and duress situations."

The NRC ICM Order issued on February 25, 2002, only required licensees to "Develop
procedures and periodically train appropriate plant personnel to maintain an ability to
respond to a hostage or duress situation."

The proposed § 73.55(c)(4)(ii) on Page 62691 states, "The training and qualification plan
must describe the process by which armed and unarmed security personnel,
watchpersons, and other members of the security organization will be selected, trained,
equipped, tested, qualified, and re-qualified to ensure that these individuals possess and
maintain the knowledge, skills, and abilities required to carry out their assigned duties
and responsibilities effectively."
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Recommendation: Reword the proposed § 73.55(k)(6) to state, "The licensee shall
ensure that appropriate plant personnel maintain an ability to respond to a hostage
or duress situation all personnel authrized unes.orted access to the pro.tected area are
trained and under stand their- roales and r-esponsibilities dur-ing saeur-ity incidents, to includ-e
hostage anld dIureSS SituationS."

92. Issue: § 73.55(k)(8): LEA Liaison

Discussion: The proposed Rule wording in the new § 73.55(k)(8), as worded, should just
refer to the requirements in Part 73 Appendix C. The phrase "document and maintain
current agreements with local, state, and Federal law enforcement agencies" does not
work for all licensees. There are licensees who are under Federal authority (FBI) for
which the FBI no longer enters into memorandums of understanding with the licensee,
and who owns the law enforcement response plan, and themselves have entered into
agreements with all the responding law enforcement agencies to include; e.g., FAA,
Border Patrol, USMC, Naval Intelligence, etc. Therefore, since all offsite security
response is coordinated by the FBI, no agreements between the licensee and responding
agencies is required/needed

Reference: The proposed § 73.55(k)(8) on Page 62721 states, "Law enforcement liaison.
The licensee shall document and maintain current agreements with local, state, and
Federal law enforcement agencies, to include estimated response times and capabilities."

Recommendation: Reword the proposed § 73.55(k)(8) to state, "Law enforcement
liaison. The licensee shall maintain an integrated law enforcement response plan in
accordance with Part 73 Appendix C do..ument and maintain uenf.t agrments with
lecal, state, and Feder-al law enforc~ement agencies, to include estimated r~esponse times

93. Issue: § 73.55(m): Cyber Security

Discussion: The proposed Rule wording in the new §§ 73.55(m) through (m)(7)(ii), as
worded, places cyber security within the Rule requirements of the licensees' security
organizations. If such a Rule is needed, then the proposed § 73.55(m) would be more
appropriate under the proposed new § 73.58, or create a new Rule for cyber security,
since the security organization has nothing to do with cyber security.

Reference: The proposed § 73.55(m) starting on Page 62724 states, in part, "Digital
computer and communication networks. (m)(1) The licensee shall implement a cyber-
security program that provides high assurance that computer systems, which if
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compromised would likely adversely impact safety, security, and emergency
preparedness, are protected from cyber attacks...."

Recommendation: Relocate the proposed § 73.55(m) requirements to the proposed new
§ 73.58 or a new rule just for cyber security.

94. Issue: § 73.55(m)(1): Cyber Security Compensatory Measures

Discussion: The proposed Rule wording in the new §§ 73.55(m)(1), as worded, does not
allow for other compensating controls to satisfy the need for continued functionality.
Backup systems, incidence response plans, contingency plans, etc., can be used to
mitigate a system compromise. The phrase "high assurance that computer systems"
should be modified to "high assurance that the functionality provided by computer
systems."

Reference: The proposed § 73.55(m)(1) on Page 62724 states, "The licensee shall
implement a cyber-security program that provides high assurance that computer systems,
which if compromised would likely adversely impact safety, security, and emergency
preparedness, are protected from cyber attacks."

Recommendation: Reword the proposed § 73.55(m)(1) to state, "The licensee shall
implement a cyber-security program that provides h"gh reasonable assurance that the
functionality provided by computer systems, which if compromised would likely
adversely impact safety, security, and emergency preparedness, are protected from cyber
attacks."

95. Issue: § 73.55(m)(1)(i): Cyber Security Program Description

Discussion: The proposed Rule wording in the new §§ 73.55(m)(1)(i), as worded,
implies that much of the details of the cyber-security program shall be classified as
Safeguards Information (SGI). As such, a great, or possibly an impossible, burden will
be placed on the infrastructure of the cyber-security program. The current designation of
§ 10 CFR 2.390 for most of the details should be adequate. Otherwise a separate
classification may be necessary to account for the fact that computer systems are
networked by their very design.

Historically, Security Plans have always been considered security organization
documents controlled by the security organization. Having cyber security details in the
PSP, SCP, or T&Q is not appropriate as cyber security is not a regulatory function for
nuclear security organizations. As such, cyber security requirements should be relocated
to a separate Rule and associated implementing licensing document.
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Reference: The proposed § 73.55(m)(1)(i) on Page 62724 states, "The licensee shall
describe the cyber-security program requirements in the approved security plans."

Recommendation: Remove all cyber security requirement descriptions from the
Security Plans and relocate into another licensing document controlled by a new cyber-
security Rule as proposed under a previous comment. Otherwise, as indicated in an
earlier comment, the "Considerations" section needs to clarify that the details of the
cyber-security program are not considered SGI.

96. Issue: § 73.55(m)(1)(ii): Cyber Security Program Integration

Discussion: The proposed Rule wording in the new §§ 73.55(m)(1)(ii), as worded,
implies that cyber security is to be part of the site's physical security organization.
Historically, cyber security has not been integrated into the sites physical security
organization. Cyber security attacks have never been considered a threat that would
prevent implementation of the licensee's safeguards protective strategy. Cyber security
should remain outside the security organizations as it deals with a special technology
outside the capabilities of licensee security organizations.

Reference: The proposed § 73.55(m)(1)(ii) on Page 62724 states, "The licensee shall
incorporate the cyber-security program into the onsite physical protection program."

Recommendation: Delete the proposed § 73.55(m)(1)(ii) and relocate the remaining
*proposed § 73.55(m) requirements to the proposed new § 73.58 or a new rule and
associated licensing document just for cyber security.

97. Issue: § 73.55(m)(2): Cyber Security Assessment

Discussion: The proposed Rule wording in the new §§ 73.55(m)(2), as worded, needs
clarification. Licensees Will assume that the assessment process defined in NEI 04-04,
"Cyber Security Program for Power Reactors," will be sufficient, assuming that an
adequate configuration management program is implemented to monitor changing
conditions. Further clarification of what is meant by "assessment" is needed to ensure
that NEI 04-04 will meet the Rule requirements. The intent of the NEI 04-04 program
was to do an initial baseline assessment and then keep it updated through programmatic
integration into existing design change processes. Our understanding is that our existing
oversight and assessment processes are sufficient to systematically assess the cyber-
security program, provided that the cyber-security elements are incorporated into the
existing processes. We should not need an additional "assessment" process beyond this.
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Reference: The proposed § 73.55(m)(2) on Page 62724 states, "Cyber-security
assessment. The licensee shall implement a cyber-security assessment program to
systematically assess and manage cyber risks."

Recommendation: Clarify in the "Considerations" that compliance with NEI 04-04
meets the intent of the proposed Rule.

98. Issue: § 73.55(m)(3)(i): Cyber Security References

Discussion: The "Considerations" section for the proposed Rule wording in the new §§
73.55(m)(3)(i), as worded, refers to "computer security program" as opposed to a "cyber
security program." All references to "computer" security should be changed to "cyber"
security.

Reference: The "Considerations" section for the proposed § 73.55(m)(2) on Page 62725
states, "This requirement would be added to create a computer security program that
establishes specific goals and assigns responsibilities to employees to meet those goals."

Recommendation: All references to "computer" security should be changed to "cyber"
security.

99. Issue: § 73.55(m)(4)(ii): Integrated Response Plan & Cyber Security

Discussion: The proposed Rule wording in the new § 73.55(m)(4)(ii), as worded,
requires the cyber-security incident response and recover plan to be described in the LEA
integrated response plan. Such information does not belong in the integrated response
plan since the integrated response plan outlines offsite law enforcement response to
physical security events as defined in the Safeguards Contingency Plan. Cyber security is
not a physical security event. The Cyber-security incident response and recover plan
deals with how licensees' information technologies organization prevent and/or deal with
cyber attacks on various licensee computer systems. In turn, any confirmed criminal
activity would be turned over to the responsible law enforcement agencies information
technology organizations. This is not something that needs to be described in the LEA
integrated response plan.

In addition, should the cyber-security response plan be placed in the SCP, much of the
incidence response plan would need to be exempt from Safeguards Information (SGI)
designation. Otherwise, a great burden will be placed on the computer systems support
organizations.
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Reference: The proposed § 73.55(m)(4)(ii) on Page 62725 states, "The cyber-security
incident response and recovery plan must be described in the integrated response plan
required by appendix C to this part."

Recommendation: Delete the proposed new § 73.55(m)(4)(ii).

100. Issue: § 73.55(m)(6): Cyber Security Configuration & Control

Discussion: The proposed new §§ 73.55(m)(3)(i), as worded, needs clarification. The
phrase "emergency preparedness" is a much broader term than "emergency response."
Emergency response is the term preferred to replace any reference to the emergency
preparedness. Also, overall the statement is not well worded and may lead to confusion.

Reference: The proposed § 73.55(m)(6) on Page 62726 states, "Configuration and
control management program. The licensee shall implement a configuration and control
management program, to include cyber risk analysis, to ensure that modifications to
computer system designs, access control measures, configuration, operational integrity,
and management process do not adversely impact facility safety, security, and emergency
preparedness systems before implementation of those modifications."

Recommendation: Replace the phrase "emergency preparedness" with "emergency
re.sponse." As worded, a significant amount of NRC written guidance will be needed to
ensure this proposed rule is properly implemented.

101. Issue: § 73.55(n)(2): Program Review Audit Frequency

Discussion: The proposed Rule wording in the new § 73.55(n)(2) uses the phrase "as a
minimum," which should be removed "As a Minimum" is too open to interpretation.

Reference: The proposed § 73.55(n)(2) on Page 62726 states, "As a minimum, each
element of the onsite physical protection program must be reviewed at least every
twenty-four (24) months."

Recommendation: Reword the proposed § 73.55(n)(2) to state, "As a fmf.inim Each
element of the onsite physical protection program must be reviewed at least every
twenty-four (24) months."

102. Issue: § 73.55(n)(2)(ii): Program Review Audit Frequency

Discussion: The proposed Rule wording in the new § 73.55(n)(2)(ii), as worded uses
terms that are too open to interpretation and contains more restrictive requirements than
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those that current exist. The phrase "but not be limited to" is too open to interpretation.
Also, the phrase "safety/security interface," as written safety could be interpreted as plant
and/or personnel safety.

Reference: The proposed § 73.55(n)(2)(ii) on Page 62726 states, "Onsite physical
protection program reviews and audits must include, but not be limited to, an evaluation
of the effectiveness of the approved security plans, implementing procedures, response
commitments by local, State, and Federal law enforcement authorities, cyber-security
programs, safety/security interface, and the testing, maintenance, and calibration
program."

Recommendation: Reword the proposed § 73.55(n)(2)(ii) to state, "Onsite physical
protection program reviews and audits must include, but not be limited to, an evaluation
of the effectiveness of the approved security plans, implementing procedures, response
commitments by local, State, and Federal law enforcement authorities, cyber-security
programs, safer5 plant operations/security interface, and the testing, maintenance, and
calibration program."

103. Issue: § 73.55(n)(4): Cyber Security Evaluation

Discussion: The proposed Rule wording in the new § 73.55(n)(4), as worded, places
cyber security within the Rule requirements of the licensees' security organizations. If
such a Rule is needed, then the proposed § 73.55(n)(4) would be more appropriate under
the proposed new § 73.58, or create a new Rule for cyber security, since the security
organization has nothing to do with cyber security.

Reference: The proposed § 73.55(n)(4) on Page 62727 states, "The licensee shall
periodically evaluate the cyber-security program for effectiveness and shall update the
cyber-security program as needed to ensure protection against changes to internal and
external threats."

Recommendation: Relocate the proposed § 73.55(n)(4) requirements to the proposed
new § 73.58 or a new Rule just for cyber security.

104. Issue: § 73.55(n)(5): Drills/Excercises

Discussion: The proposed Rule wording in the new § 73.55(n)(5), as worded, would
require drills and exercises to be performed in accordance with the proposed new
requirements in Part 73 Appendix C. However, the proposed Part 73 Appendix C,
Section 11 (1) through (l)(6)(iv) does not belong in the SCP. Program requirements
related to drills and exercises should be specified in either the PSP or the T&Q.
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Reference: The proposed § 73.55(n)(5) on Page 62727 states, "The licensee shall
conduct quarterly drills and annual force-on-force exercises in accordance with appendix
C to part 73 and the licensee performance evaluation program."

Recommendation: Reword the proposed § 73.55(n)(5) to state, "The licensee shall
conduct quarterly drills and annual force-on-force exercises in accordance with appendi*
C to pa-t 73 and the licensee performance evaluation program as described in the
Commission-approved security plans."

105. Issue: § 73.55(o)(3): Performance Testing - Cyber Security

Discussion: The proposed Rule wording in the new § 73.55(o)(3) is unclear as to
whether or not this also applies to the cyber-security intrusion detection.

Reference: The proposed § 73.55(o)(3) on Page 62728 states, "Intrusion detection and
access control equipment must be performance tested in accordance with the approved
security plans."

Recommendation: Clarify if this section includes performance testing of cyber intrusion
detection equipment. Licensees understand that passwords are not considered a part of
"access control equipment." As such, we need clarification to better define when we are
talking about physical access controls as opposed to electronic access to digital assets.

106. Issue: § 73.55(q)(1)(i): Safeguards Suspension

Discussion: The proposed Rule wording in the new § 73.55(q)(1)(i), as worded, failed to
recognizethe ISFSI safeguards suspension allowances authorized under § 72.32(d).

Reference: The proposed § 73.55(q)(1)(i) on Page 62730 states, "In accordance with §§
50.54(x) and 50.54(y) of this chapter, the licensee may suspend any safeguards measures
pursuant to this section in an emergency when this action is immediately needed to
protect the public health and safety and no action consistent with license conditions and
technical specifications that can provide adequate or equivalent protection is immediately
apparent. This suspension must be approved as a minimum by a licensed senior operator
prior to taking the action."

The existing § 72.32(d) states, "A licensee with a license issued under this part may take
reasonable action that departs from a license condition or a technical specification
(contained in a license issued under this part) in an emergency when this action is
immediately needed to protect the public health and safety and no action consistent with
license conditions and technical specifications that can provide adequate or equivalent
protection is immediately apparent."
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Recommendation: Incorporate the suspension allowances authorized under § 72.32(d).

107. Issue: § 73.55(q)(1)(ii): Severe Weather Suspension

Discussion: The proposed Rule wording in the new § 73.55(q)(1)(ii), as worded,
requires suspension approval by a SRO. This goes beyond the current Commission-
approved security plan requirements as specified in NEI 03-12, "Template for the
Security Plan, Training and Qualification Plan, Safeguards Contingency Plan, [and
Independent Spent Fuel Storage Installation Security Program]."

Reference: The proposed § 73.55(q)(1)(ii) on Page 62730 states, "During severe
weather when the suspension is immediately needed to protect personnel whose assigned
duties and responsibilities in meeting the requirements of this section would otherwise
constitute a life threatening situation and no action consistent with the requirements of
this section that can provide equivalent protection is immediately apparent. Suspension
of safeguards due to severe weather must be initiated by the security supervisor and
approved by a licensed senior operator prior to taking this action."

NEI 03-12, Revision 4, dated March 2006, states, "The authority to approve temporary
suspension of affected security measures is given to the [Site Shift Operations Manager]
with input form the [Site] Senior Security Supervisor or Manager."

Recommendation: Reword the proposed § 73.55(q)(1)(ii) to state, "During severe
weather when the suspension is immediately needed to protect personnel whose assigned
duties and responsibilities in meeting the requirements of this section would otherwise
constitute a life threatening situation and no action consistent with the requirements of
this section that can provide equivalent protection is immediately apparent. Suspension
of safeguards due to severe weather must be initiated by the security superivisor and
approved by the on-shift operations manager a licensed senior operator prior to taking
this action."

108. Issue: § 73.55(r)(2): Record Retention

Discussion: The proposed Rule wording in the new § 73.55(r)(2), as worded, far exceeds
the existing Rule and security plan requirements.

Reference: The proposed § 73.55(r)(2) on Page 62730 states, "The licensee shall
maintain all records required to be kept by Commission regulations, orders, or license
conditions, as a record until the Commission terminates the license for which the records
were developed and shall maintain superceded portions of these records for at least three
(3) years after the record is superseded, unless otherwise specified by the Commission."
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The existing § 73.55(g)(4) only requires that "These reports must be maintained in an
auditable form, available for inspection, for a period of 3 years."

Recommendation: Reword the proposed § 73.55(r)(2) to state, "The licensee shall
maintain all records required to be kept by Commission regulations, orders, or license
conditions, as a record in accordance with the Commission-approved security plans
until the Commission ter.minates the license for whi' h the re.or.ds wer.e developed and
shall m~ainai preded portions of these ere orFd-S for -At- least three (3) years after-th
recordE iSSuper-Seded, unless other-wise specified by the Commission."

109. Issue: §§ 73.55(s): Safety/Security Interface

Discussion: The proposed §§ 73.55(s) and.73.58 and associated Consideration sections
add a requirement for a safety/security interface process. The Commission concern with
this issue is recognized by the industry, but it is unclear what, if anything is needed
beyond current processes (e.g., site program impact process).

Reference: The proposed § 73.55(s) on Page 62731 states, "Safety/security interface. In
accordance with the requirements of § 73.58, the licensee shall develop and implement a
process to inform and coordinate safety and security activities to ensure that these
activities do not adversely affect the capabilities of the security organization to satisfy the
requirements of this section, or overall plant safety."

Recommendation: The Considerations section should be expanded to explain the
expectations for such a process, including what specifically is needed beyond current
practices and procedures.
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1. Issue: § 73.56(a)(1): Implementation

Discussion: The proposed Rule wording in § 73.56(a)(1) describes requirements for
incorporating the revised requirements through amendments to its Commission-approved
access authorization program and submitting the amended program to the Commission
for review and approval.

Reference: The proposed § 73.56(a)(1) on Page 62733 states, "By [date - 180 days -
after the affected date of the final rule published in the FEDERAL REGISTER], each
nuclear power reactor licensee, licensed under 10 CFR part 50, shall incorporate the
revised requirements of this section through amendments to its Commission-approved
access authorization program and shall submit the amended program to the Commission
for review and approval."

Recommendation: Modify the proposed § 73.56(a)(1) to allow licensees to commit to
the requirements of the Commission-approved access authorization program via a single
statement (e.g., the licensee meets the requirements of Part 73.56).

2.' Issue: § 73.56(b)(1)(ii): Authorization Program - Cyber Security

Discussion: - The proposed new Rule wording in § 73.56(b)(1)(ii), as worded, implies all
personnel who work on computer systems must have a security-identification badge.
However, licensees would presume that defined permissions for supervised digital access
for designated vendors/consultants are allowed in the same spirit as escorted physical
access. It is not practical to submit all short-term computer support personnel to a
lengthy AA program. Rather, we need provisions for the ability to allow these
individuals to provide their expertise on a short-term supervised basis through some sort
of electronic escort.

Reference: The proposed §§ 73.56(b)(1) and 73.56(b)(1)(ii) on Pages 62736 and 62737
state, "Individuals who are subject to an authorization program... Any individual whose
assigned duties and responsibilities permit the individual to take actions by electronic
means, either onsite or remotely, that could adversely impact a licensee's or applicant's
operational safety, security, or emergency response capabilities; and. ..."

Recommendation: The proposed Rule needs provisions for the ability to allow these
individuals to provide their expertise on a short-term supervised basis through some sort
of electronic escort.
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3. Issue: § 73.56(i)(1)(v)(A): Maintaining Access

Discussion: The proposed Rule wording in § 73.56(i)(1)(v) describes a new requirement
for conducting a psychological reassessment for all workers with unescorted access
within five years of the date on which the element was last completed. There is no added
value for conducting this reassessment for workers outside of the critical group. Workers
are already subject to continual observation, as well as annual supervisory review.

Reference: The proposed Rule wording in § 73.56(i)(1)(v)(A) on page 62780 states,
"The licensee, applicant, or C/V shall complete a criminal history update, credit history
re-evaluation, and psychological reassessment of the individual within 5 years of the date
on which these elements were last completed, or more frequently, based on job
assignment."

Recommendation: Remove the proposed requirement for conducting the psychological
reassessment within 5 years for workers outside of the critical group, as there is no added
value. If the requirement is not removed, then add a grandfathering provision for the
psychological reassessment.
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1. Issue: § 73.58: General Comment

Discussion: The proposed Rule wording in § 73.58 appears to require the development
of a new program to "manage the potential for adverse affects on safety and security,
including the site emergency plan, before implementing changes to plant configurations,
facility conditions, or security." Based on the wording in the associated Considerations
section on Pages 62798 and 62799, and the Section-by-Section analysis wording on Page
62672, the basis for this new Rule appears to be due mainly to the NRC response to
isolated events that originated from the Union of Concerned Scientists and the San Luis
Obispo Mothers for Peace petition for rulemaking. None of which appear to be
appropriate justification for proposing such ambiguous requirement on the nuclear
industry.

First of all, the industry acknowledges that many, many changes to security posture and
makeup were required as a result of the September 11, 2001 terrorists' attacks and
associated NRC Orders. However, with few exceptions, the significant amount of plant
modifications that resulted, were implemented on schedule and with an amazing success
ratio even though licensees were under great pressure to meet the NRC Orders' timelines.

The industry does not expect a repeat in the pace, number, or complexity of these security
changes in the future. Therefore, the establishment of a more formal program to ensure
licensees properly assess the safety/security interface in implementing these changes is
not warranted.

Secondly, licensees currently have programs in place to ensure that either a change to
security systems does not impact others or changes to plant systems do not impact
security. Three main processes already exist to evaluate impacts of changes that impact
security, emergency planning, and plant operations (the safety/security interface). These
are the §§ 50.54(p), 50.54(q), and the 50.59 processes. As a result of these three main
processes, licensees have implemented various controls within these programs to ensure
safety/security interface is maintained; e.g., the procedure review process, the
maintenance order review process, the design change review process, etc. At a
minimum, the NRC should consider enhancing these regulations rather than creating a
new rule as these regulations are designed to achieve what § 73.58 appears intended to
achieve and therefore seems redundant.

§ 73.58(a)(2) provides general guidance on the scope of the regulation. Examples given,
if interpreted broadly, could require any change (procedures, activities, facility
modifications) onsite to have an "explicit" review for security and emergency plan impact
and one could easily envision a process so burdensome as to be meaningless. For
example, without a screening process in place and with the amount procedure changes
that occur daily, having to review each change, even though editorial in nature or having
no impact to other organizations, would be resource intensive and unproductive.
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In lieu of developing a new program, and due to a lack of guidance for the proposed new
§ 73.58, many licensees will attempt to comply with the Rule by pointing to other various
programs already in place. For example, most licensees' would believe their compliance
will be assured if they continue to make all changes to the security design and capabilities
under their existing design change control program which already ensures that plant
changes are evaluated for safety impact. In addition, licensees' procedural programs
require procedure changes impacting other organizations to be reviewed and approved by
the impacted organization(s).

Depending on the details of the final proposed rule this could result in many plants
developing a new process to implement it. Thus, the end product would result in an
inconsistent Rule application from licensee to licensee. Therefore, the NRC should
consider pursuing enhancements to the existing processes as an alternative or at least
ensure the rule acknowledges the acceptability of the regulations already in place.

Reference: The proposed new § 73.58 on Pages 62798 and 62799 states, "Each
operating nuclear power reactor licensee with a license issued under part 50 or 52 of this
chapter shall comply with the requirements of this section.

"(a)(1) The licensee shall assess and manage the potential for adverse affects on
safety and security, including the site emergency plan, before implementing changes
to plant configurations, facility conditions, or security.

"(a)(2) The scope of changes to be assessed and managed must include planned and
emergent activities (such as, but not limited to, physical modifications, procedural
changes, changes to operator actions or security assignments, maintenance activities,
system reconfiguration, access modification or restrictions, and changes to the
security plan and its implementation).

"(b) Where potential adverse interactions are identified, the licensee shall communicate
them to appropriate licensee personnel and take compensatory and/or mitigative actions
to maintain safety and security under applicable Commission regulations, requirements,
and license conditions."

Recommendation: The NRC should consider pursuing enhancements to the existing
processes as an alternative or at least ensure the rule acknowledges the acceptability of
the regulations already in place.
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1. Issue: § 73.71(a): Proposed 15-minute notification requirements

Discussion: The proposed Rule requirement goes beyond that required in NRC Bulletin
2005-02, "Emergency Preparedness and Response Actions for Security-Based Events,"
dated July 18, 2005. Bulletin 2005-02 states, the following:

"Licensees should consider changing their notification procedures to ensure the
NRC is notified of safeguards events immediately after notification of local law
enforcement agencies (LLEAs), or within about 15 minutes of the recognition
of the security-based threat. For a safeguards event that presents an imminent
threat to the facility (e.g., an event that requires initiation of a security response
consistent with a licensee's physical safeguards plan for defending against an
attack by a hostile force), the staff wants licensees to notify the NRC
immediately after notifying the appropriate LLEAs. This means that
immediately after or concurrent with the notification to LLEAs in accordance
with 10 CFR 73.55 by the licensee's security organization, the NRC Operations
Center should be notified, if possible, using the emergency notification system
(ENS).

"The information in this attachment should not be misconstrued to imply that
immediate notifications to local law enforcement will be affected by the prompt
NRC notification. In addition, the NRC required notification to State and local
governmental agencies within 15 minutes after declaring an emergency will not
be changed by any information in this bulletin."

Contrary to the above, the proposed § 73.7 1(a) neither addresses LLEA notification, nor
does it provide allowance for NRC notification following LLEA notification.

Reference: The proposed § 73.7 1(a) on Page 62799 states, "Each licensee subject to the
provisions of § 73.55 shall notify the NRC Operations Center,' as soon as possible but
not later than 15 minutes after discovery of an imminent or actual safeguards threat
against the facility and other safeguards events described in paragraph I of appendix G to
this part 2.,,

Recommendation: The proposed Rule should be reworded to be consistent with NRC
Bulletin 2005-02 requirements. The Licensee's first priority must be to seek LLEA
assistance prior to NRC notification.

2. Issue: § 73.71(d) & (e)(5): New 4-hour reporting requirements

Discussion: Following the September 11, 2001 attacks on the World Trade Center in
New York City and the Pentagon in Washington, D.C., various NRC Advisories
requested licensees to immediately notify the NRC.of 'threats or suspicious activities.'
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The NRC maintains a database of such reports from their licensees and after screening
makes them available for licensee use through a security website. Access to the website
.is authorized based on a 'need-to-know' basis through a licensee single point of contact.
Licensees will typically report within 1-hour of discovery. In some cases more time is
requires to properly assess the situation. This voluntary reporting has been working very
well, and there appears to be no regulatory justification for codifying this voluntary
reporting process.

Reference: The proposed § 73.71(d) on Page 62801 states, "Each licensee subject to the
provisions of § 73.55 shall notify the NRC Operations Center, as soon as possible but not
later than four (4) hours after discovery of the safeguards events described in paragraph
III of appendix G to this part. Notifications must be made according to paragraph (e) of
this section, as applicable."

Recommendation: The proposed §§ 73.71(d), 73.71(e)(5), and associated 10 CFR 73
Appendix G, 4-hour reporting requirements should be removed.

3. Issue: § 73.71(e)(2): Exception of § 73.21(g)(3)

Discussion: The proposed Rule wording does not agree with proposed changes to
§ 73.2.1 submitted for review in the Federal Register on October 31, 2006 (RIN: 3150-
AH57). The existing § 73.71(e)(2) has been split out into the proposed § 73.22(f)(3) and
§ 73.23(f)(3).

Reference: The pr~oposed § 73.71(e)(2) on Page 62801 states, "The exception of
§ 73.21(g)(3) for emergency or extraordinary conditions applies to all telephonic reports
required by this section."

Recommendation: Ensure the final Rule reflects the correct SGI Rule section(s), as the
proposed SGI Rule will most likely be approved prior to the proposed § 73.71 changes.

4. Issue: § 73.71(e)(3): Maintaining an open communication line

Discussion: The proposed Rule requirement goes beyond that required in NRC Bulletin
2005-02, "Emergency Preparedness and Response Actions for Security-Based Events,"
dated July 18, 2005. Bulletin 2005-02 states, the following:

"It is understood that for declared emergencies many licensees currently await
the arrival of augmenting staff to support follow-up NRC information requests.
The purpose of this notification will allow the NRC to warn other licensees and
initiate Federal response in accordance with the National Response Plan. In
support of this notification process, the NRC Operations Center will not request
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an "open communication line." Additionally, the questions will be limited to
information needed to understand which facility is involved and the nature of
the event. If the licensee has classified the event before this notification, then
the initial notification to the NRC per 10 CFR 50.72(a)(1)(i) will be considered
met by the accelerated notification. Licensees' are expected to provide
additional information to the NRC during such an event in accordance with the
reporting requirements of 10 CFR 50.72(c)."

Contrary to the above, the proposed Rule indicates that the NRC may require that an
''open communication line" be maintained.

Reference: The proposed § 73.71(e)(3) on Page 62802 states, "For events reported
under paragraph (a) of this section, the licensee may be requested by the NRC to maintain
an open, continuous communication channel with the NRC Operations Center, once the
licensee has completed other required notifications under this section, § 50.72 of this
chapter, or appendix E of part 50 of this chapter and any immediate actions to stabilize
the plant. When established, the continuous communications channel shall be staffed by
a knowledgeable individual in the licensee's security or operations organizations (e.g., a
security supervisor, an alarm station operator, operations personnel, etc.) from a location
deemed appropriate by the licensee.

"The continuous communications channel may be established via the Emergency
Notification System or other dedicated telephonic system that may be designated by the
Commission, if the licensee has access to that system, or a commercial telephonic
system.'

Recommendation: To be consistent with BL 2005-02, remove the proposed
§ 73.71(e)(3). The existing § 73.71(a)(3) should not be applied to the immediate
notifications required in the proposed § 73.71(a).

5. Issue: § 73.71(f): Maintaining a current safeguards event log

Discussion: It is not clear what adding the word "current" was intended to accomplish.
The existing and proposed Rule requires us to log applicable events within 24 hours. Is
there now some new time restriction being added?

Reference: The proposed 73.71(f) on Page 62802 states, "Each licensee subject to the
provisions of §§ 73.20, 73.37, 73.50, 73.51, 73.55, 73.60, or each licensee possessing
SSNM and subject to the provisions of § 73.67(d) shall maintain a current safeguards
event log.

Recommendation: Remove the proposed new added word "current."
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6. Issue: §§ 73.71(g)(1) and (2): Written reports

Discussion: The proposed requirement to submit written reports for all immediate
notifications made under § 73.71(a) does not appear to be appropriate. There is no
exception (i.e., back out clause) to the requirement to submit a written report should the
immediate telephonic report later be retracted or for situations where the reported event
never advances to the level required to be reported in the proposed 10 CFR 73, Appendix
G.I1. For example, a licensee reports a bomb threat, which is later invalidated by the FBI.
As proposed, the Rule would have us generate a written report which is of little value.
As you know, licensees often get such reports which are later not substantiated.

Reference: The proposed § 73.71 (g) on Page 62803 states, "Written reports. (1) Each
licensee making an initial telephonic notification under paragraphs (a), (b), and (c) of this
section shall also submit a written report to the NRC within a period of 60 days by an
appropriate method listed in § 73.4."

Recommendation: Remove the requirement to submit written reports for § 73.7 1(a)
events. Add another exception to § 73.71(g)(2) for § 73.71(a) notifications. Should such
events be substantiated, they would most likely progress into §§ 73.71(b) or (c) type
reportable events, which would then be followed by written reports.
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1. Issue: Part 73 Appendix B, A.1: General Requirements

Discussion: The proposed Part 73 Appendix B, A. 1 and associated Considerations
section, as worded, implies that "any individual who is assigned to perform a security
function" is now expected to "meet minimum training and qualification requirements."
This could be very broadly interpreted to apply to many and varied licensee positions,
including access authorization, FFD, computer technicians, contractors, plant operators,
etc. Additional definition/clarification may help ward off regulatory interpretation. This
consideration is more expansive, either by mistake or intent, than Page 62805 A.3 which
clearly limits some requirements to the "security organization."

Reference: The proposed Part 73 Appendix B, A. 1 on Page 62804 states, "The licensee
shall ensure that all individuals who are assigned duties and responsibilities required to
prevent significant core damage and spent fuel sabotage, implement the Commission-
approved security plans, licensee response strategy, and implementing procedures, meet
minimum training and qualification requirements to ensure each individual possesses the
knowledge, skills, and abilities required to effectively perform the assigned duties and
responsibilities."

Recommendations: Reword the proposed Part 73 Appendix B, A. 1 to state "The
licensee shall ensure that all security personnel indi-,idu:als who are assigned duties and
responsibilities required to prevent significant core damage and spent fuel sabotage,
implement the Commission-approved security plans, licensee response strategy, and
implementing procedures, meet minimum training and qualification requirements to
ensure each individual possesses the knowledge, skills, and abilities required to
effectively perform the assigned duties and responsibilities."

2. Issue: Part 73 Appendix B, A.1: Considerations Clarification

Discussion: The proposed Part 73 Appendix B, A.1 associated Considerations section,
states that the phrase "implementation of the Commission-approved security plans,
licensee response strategy, and implementing procedures" would provide a detailed list of
programmatic areas for which the licensee must provide effective training and
qualification to satisfy the performance objective for protection against radiological
sabotage. In this text, the "detailed list of programmatic areas" is undefined. Is this the
listing of Critical Tasks? Is this the Task List proposed by NEI?

Reference: The proposed Part 73 Appendix B, A.1 Considerations section on Page
62804 states, "The phrase 'implementation of the Commission-approved security plans,
licensee response strategy, and implementing procedures' would provide a detailed list of
programmatic areas for which the licensee must provide effective training and
qualification to satisfy the performance objective for protection against radiological
sabotage."
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Recommendations: Recommend that the proposed Part 73 Appendix B, A. 1 associated
Considerations section should be cleared up as follows: "The programmatic areas are
listed in the Commission approved Training and Qualification plan for each licensee.
Specific training and qualification requirements to support these areas are derived by the
licensee during the use of the graded Systematic Approach to Training process. Training
elements and Qualification criteria are specific to each licensee."

3. Issue: Part 73 Appendix B, A.2: Training Clarification

Discussion: The proposed Part 73 Appendix B, A.2 and associated Considerations
section do not, but should, recognize the Systematic Approach to Training process.

Reference: The proposed Part 73 Appendix B, A.2 on Page 62804 states, "To ensure
that those individuals who are assigned to perform duties and responsibilities required for
the implementation of the Commission-approved security plans, licensee response
strategy, and implementing procedures are properly suited, trained, equipped, and
qualified to perform their assigned duties and responsibilities, the Commission has
developed minimum training and qualification requirements that must be implemented
through a Commission-approved training and qualification plan."

Recommendations: Reword the proposed Part 73 Appendix B, A.2 to state, "To ensure
that those individuals who are assigned to perform duties and responsibilities required for
the implementation of the Commission-approved security plans, licensee response
strategy, and implementing procedures are properly suited, trained, equipped, and
qualified to perform their assigned duties and responsibilities, the Commission has
developed minimum training and qualification requirements that must be implemented
through a Commission-approved training and qualification plan. The minimum
training and qualification areas are listed in the Commission-approved Training
and Qualification plan for each licensee. Training and qualification requirements to
support these areas are derived by the licensee during the use of the graded
Systematic Approach to Training process. Training elements and qualification
criteria are specific to each Licensee."

4. Issue: Part 73 Appendix B, A.7: Training Scheduling

Discussion: The proposed Part 73 Appendix B, A.7, as worded, does not recognize the
changes proposed in Security Frequently Asked Questions (SFAQ) 05-17, "Scheduling of
Annual Training." This SFAQ describes a proposed change to NEI 03-09, "Security
Officer Training Program," Section 8.2, "Training Periodicity," as follows: "The licensee
may schedule training at an earlier date which may then be used as the basis for
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scheduling the next training requirement. This 'short-cycled' training will always result
in more training than the minimum required by requirements. This new scheduled date is
the basis for the next scheduled date."

Reference: The proposed Part 73 Appendix B, A.7 on Page 62806 states, "Annual
requirements must be scheduled at a nominal twelve (12) month periodicity. Annual
requirements may be completed up to three (3) months before or three (3) months after
the scheduled date. However, the next annual training must be scheduled twelve (12)
months from the previously scheduled date rather than the date the training was actually
completed."

Recommendations: Reword the proposed Part 73 Appendix B, A.7 to state, "Annual
requirements must be scheduled at a nominal twelve (12) month periodicity. Annual
requirements may be completed up to three (3) months before or three (3) months after
the scheduled date. However, the next annual training must be scheduled twelve (12)
months from the previously scheduled date rather than the date the training was actually
completed. The licensee may schedule training at an earlier date which may then be
used as the basis for scheduling the next training requirement. This 'short-cycled'
training will always result in more training than the minimum required by the
Commission-approved Training and Qualification plan. This new scheduled date
shall be the basis for the next scheduled date."

5. Issue: Part 73 Appendix B, B.l.b: Qualified Trainer

Discussion: The proposed Part 73 Appendix B, B.I.b and associated Considerations
section adds the phrase "by a qualified training instructor." This blanket addition located
throughout the proposed changes to Appendix B will create a huge administrative burden
and add additional cost as processes overseen by otherorganizations (such as Medical)
will now require administration by a qualified training instructor. The change is
apparently an attempt to add value/margin to the training/qualification process, but the
gain is not apparent.

One problem is that there is no definition of "qualified training instructor" to be found,
which will lead to confusion regarding compliance. A response a licensee may take is to
"qualify" personnel in certain areas to accommodate the new burden. This may result in
technical compliance, but the intent was to add value to the process, which this would
most likely not accomplish.

The current basis for the change does not identify a performance or regulatory gap, so
alternate proposals cannot be generated other than to restore the wording to that in the
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existing Appendix B, II.C. The proposed change actually creates a regulatory gap where
none existed before.

Reference: The proposed Part 73 Appendix B, B. 1.b on Page 62807 states, "The
qualification of each individual to perform assigned duties and responsibilities must be
documented by a qualified training instructor and attested to by a security supervisor."

The proposed Part 73 Appendix B, B.L.b Considerations section on Page 62807 states,
"The phrase 'by a qualified training instructor' would be added to require that the
security supervisor must attest to the fact that the required training for each individual
was administered by a qualified instructor and documentation was obtained and properly
completed."

Recommendations: Restore the proposed wording to that in the existing Appendix B, as
follows, "The qualifications of each individual must be documented and attested by a
licensee security supervisor."

6. Issue: Part 73 Appendix B, B.2.a.(4): Medical Physicals

Discussion: The proposed Part 73 Appendix B, B.2.a.(4) would now require physical
examinations for unarmed uniformed security personnel or any other security personnel
that implement the security plans. This is a new requirement that goes far beyond
existing requirements. All personnel that have roles and responsibilities in the day to day
security operations of the facility but little or no responsibility in actual response to
contingency events should not be required to meet an increased physical standard. Only
the armed officers (x + y) are credited by the NRC as implementing the licensee's
protective strategy.

Reference: The proposed Part 73 Appendix B, B.2.a.(4) on Page 62808 states, "Armed
and unarmed members of the security organization shall be subject to a physical
examination designed to measure the individual's physical ability to perform assigned
duties and responsibilities as identified in the Commission-approved security plans,
licensee protective strategy, and implementing procedures."

Recommendations: Reword the proposed Part 73 Appendix B, B.2.a.(4) to state
"Armed anid • maiied members of the security organization shall be subject to a physical
examination designed to measure the individual's physical ability to perform assigned
duties and responsibilities as identified in the Commission-approved security plans,
licensee protective strategy, and implementing procedures."

7. Issue: Part 73 Appendix B, B.4.b.(4): Physical Fitness Test (PFT)
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Discussion: The proposed Part 73 Appendix B, B.4.b.(4) does not allow the use of a
trained medical professional or licensed physician to attest to the physical fitness
qualification of armed officers who may actually be performing the PFT in a controlled
environment.

Reference: The proposed Part 73 Appendix B, B.4.b.(4) on Page 62813 states, "The
physical fitness qualification of each armed member of the security organization must be
documented by a qualified training instructor and attested to by a security supervisor."

Recommendations: Reword the proposed Part 73 Appendix B, B.4.b.(4) to state, "The
physical fitness qualification of each armed member of the security organization must be
documented by a licensed medical person, licensed physician, or qualified training
instructor, and attested to by a licensed medical person, licensed physician, or security
supervisor."

8. Issue: Part 73 Appendix B, B.5.b: Physical Documentation

Discussion: Same concerns as in Part 73, App. B., B.4.b(4) above.

Reference: The proposed Part 73 Appendix B, B.5.b on Page 62813 states, "The
physical requalification of each armed and unarmed member of the security organization
must be documented by a qualified training instructor and attested to by a security
supervisor."

Recommendations: Reword the proposed Part 73 Appendix B, B.5.b to state, "The
physical requalification of each armed and unarmed member of the security organization
must be documented by a licensed medical person, licensed physician, or qualified
training instructor and attested to by a licensed medical person, licensed physician, or
security supervisor."

9. Issue: Part 73 Appendix B, D.L.b: Training Demonstration

Discussion: The proposed Part 73 Appendix B, D.1.b, as worded, needs additional
clarification to be consistent with current regulatory requirements.

Reference: The proposed Part 73 Appendix B, D.l.b on Page 62817 states, "This
demonstration must include an annual written exam and hands-on performance
demonstration."

Recommendations: Reword the proposed Part 73 Appendix B, D.l.b to state, "This
demonstration must include an annual written exam and hands-on performance
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demonstration. The annual written exam content is described in the Commission-
approved Training and Qualification plan. The performance demonstration is
dependent on the skill/ability being evaluated, and will be at the periodicity defined
by the licensee as determined using the Systematic Approach to Training model. In
no case shall requalification periods exceed 3 years."

10. Issue: Part 73 Appendix B, D.2.a: Annual Requalification

Discussion: The proposed Part 73 Appendix B, D.2.a, as worded, would be a significant
problem and conflicts with the T&Q allowance of a 3-year training cycle. The "shall be
requalified at least annually" would preclude the use of the SAT process in determining
training program implementation. This needs to be changed to credit the proper
application of the SAT process by each licensee.

Reference: The proposed Part 73 Appendix B, D.2.a on Page 62818 states, "Armed and
unarmed members of the security organization shall be requalified at least annually in
accordance with the requirements of this appendix and the Commission-approved
training and qualification plan."

Recommendations: Reword the proposed Part 73 Appendix B, D.2.a to state, "Armed
and unarmed members of the security organization shall be requalified at-lea anu4y
in accordance with the requirements of this appendix and the Commission-approved
training and qualification plan."

11. Issue: Part 73 Appendix B, D.2.b: Qualified Trainer

Discussion: The proposed Part 73 Appendix B, D.2.b and associated Considerations
section adds the phrase "by a qualified training instructor." This blanket addition located
throughout the proposed changes to Appendix B will create a huge administrative burden
and add additional cost as processes overseen by other organizations (such as Medical)
will now require administration by a qualified training instructor. The change is
apparently an attempt to add value/margin to the training/qualification process, but the
gain is not apparent.

One problem is that there is no definition of "qualified training instructor" to be found,
which will lead to confusion regarding compliance. A response a licensee may take is to
"qualify" personnel in certain areas to accommodate the new burden. This may result in
technical compliance, but the intent was to add value to the process, which this would
most likely not accomplish.
The current basis for the change does not identify a performance or regulatory gap, so
alternate proposals cannot be generated other than to restore the wording to that in the
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existing Appendix B, II.E. The proposed change actually creates a regulatory gap where
none existed before.

Reference: The proposed Part 73 Appendix B, D.2.b on Page 62818 states, "The results
of requalification must be documented by a qualified training instructor and attested by a
security supervisor."

The proposed Part 73 Appendix B, D.2.b Considerations section on Page 62818 states,
"The phrase 'by a qualified training instructor' would be added to require that the
security supervisor must attest to the fact that the required training for each individual
was administered by a qualified instructor and documentation was obtained and properly
completed."

Recommendations: Restore the proposed wording to that in the existing Appendix B, as
follows, "The results of requalification must be documented and attested by a licensee
security supervisor."

12. Issue: Part 73 Appendix B, E.l.b.(2): Instructor Certification

Discussion: The proposed Part 73 Appendix B, E. 1.b.(2), as worded, is too restrictive.
Firearms instructor certifications acceptable to law enforcement should be acceptable to
the NRC. The intent is that instructor certification which is adequate for State Highway
Patrol, City Police or County Sheriffs, etc. should be acceptable as assurance that licensee
firearms instructors will possess the requisite skills to be effective.

Reference: The proposed Part 73 Appendix B, E.l.b.(2) on Page 62819 states, "Firearms
instructors shall be certified from a national or State recognized entity."

Recommendations: Reword the proposed Part 73 Appendix B, E. L.b.(2) to state,
"Firearms instructors shall be certified from a national or State recognized entity.
Certification is acceptable from Colleges and Academies which provide training and
certification which is accepted by local/regional law enforcement personnel."

13. Issue: Part 73 Appendix B, E.l.d.(8): Editorial Correction

Discussion: The proposed Part 73 Appendix B, E.1.d.(8), as worded, contains a
typographical error. The word "closed" should be "close."

Reference: The proposed Part 73 Appendix B, B, E.l.d.(8) on Page 62820 states,
"Closed quarter firing."
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Recommendations: Reword the proposed Part 73 Appendix B, E.l.d.(8) to state,
"Closed quarter firing."

14. Issue: Part 73 Appendix B, E.l.f: Weapons Training

Discussion: The proposed Part 73 Appendix B, E. 1.f, as worded, is too prescriptive.
This requirement exists to ensure that the perishable weapons skills are not lost over time,
which is an understandable concern. Since there is regulatory impact to not complying
with this activity/time span, licensees need clarification to help ensure compliance.

The easiest approach would be to have a range activity each trimester, which would be
one of the three qualification courses of fire, which is most likely the genesis of the
trimester approach. That performance schedule would affirm not only skill performance,
but also skill assessment (at a nominal 4-month frequency). At odds with that approach
are that each qualification is required annually, with a different time deviation allowed
for those. Also, licensee scheduling is typically around the business needs, which can be
easily disrupted in this case by weather, employee schedules or outages.

For some licensees, range activities occur every quarter, and so if a qualification activity
is not being performed, the "range activity" that is required by this proposed Rule would
be met by familiarization fire, which can be undefined from a regulatory basis in activity
scope and firing time. Also, if this portion of the CFR has consequences due to failing to
meet the requisite schedule, then those consequences are not clear. For example, does it
result in disqualification from being an armed responder until range activity occurs? Is it
a reportable event? As a result, this point needs clarification.

As related to a time span, the four months does not appear to have a firm basis, although
it is a good "rule of thumb." However, the problem is the non-compliance that comes up
simply due to a time span that does not clearly relate to a demonstrated performance gap.
Obviously the intent is good; however, tracking to this level of detail adds little real value
while creating significant administrative and personal burden as related to range
activities. The "trimester" (4-month period) is not in common use in the nuclear industry
as an interval for other qualification or surveillance activities, and so poses an off normal
situation to schedule around.

Reference: The proposed Part 73 Appendix B, E. .f on Page 62820 states, "Armed
members of the security organization shall participate in weapons range activities on a
nominal four (4) month periodicity. Performance may be conducted up to five (5) weeks
before to five (5) weeks after the scheduled date. The next scheduled date must be four
(4) months from the originally scheduled date."
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Recommendations: Reword the proposed Part 73 Appendix B, E. 1.f to state, "Armed
members of the security organization shall participate in weapons range activities to
demonstrate that their individual performance continues to support their ability to
effectively perform the duties associated with the licensees committed weapon(s).
Efforts should be made to have these range activities occur on a nominal 4 month
periodicity. An armed responder shall not be considered qualified if they have not
fired a licensee approved course of fire within 180 days on a nominal four (4) mo. n
periodiity. Performa.nce may be .onducted up to five (5) weeks before to fi•e (5) weeks
after- the scheduled Eat. The next seheduled atte eust be four- (4) m t.h-S fr....M.. th

originallY s,-heduld date."

15. Issue: Part 73 Appendix B, G.2.b: Protective Equipment List

Discussion: The proposed Part 73 Appendix B, G.2.b, as worded, provides a list of
required personal protective equipment items for all armed officers, which represents a
significant increase in costs to the licensee, and goes beyond current NRC Order
requirements. For example, body armor is not required to be toted; just readily available
should the security officer choose to wear it. Therefore, body armor can be pre-staged at
assigned response positions; thus, not every security officer is currently required to have
their own body armor as would be required under the proposed rule. In addition, "duress
alarms" are not considered personal equipment required for security officers and should
not be listed as such.

Reference: The proposed Part 73 Appendix B, G.2.b on Page 62825 states, "The
licensee shall provide armed security personnel, at a minimum, but is not limited to, the
following.

(1) Gas mask, full face.
(2) Body armor (bullet-resistant vest).
(3) Ammunition/equipment belt.
(4) Duress alarms.
(5) Two-way portable radios (handi-talkie) 2 channels minimum, 1 operating and 1
emergency.

Recommendations: The list of required equipment for response to contingency events
should be limited to those personnel that the licensee has listed as responders. The
licensee should not be required to provide contingency response equipment for those
officers not credited with that type of response.

Reword the proposed Part 73 Appendix B, G.2.b to state, "The licensee shall provide
armed security personnel with the Commission-approved security plan personal
protective equipment. ,at a m .inim.,umfl, but is not limited to, the following.-

(1) Gas mask, full face.
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(2) Bed), aRRO (bulvxI letAI' res01istant vest-)-.

(3) Ammunition/equipment belt.
(4) Duress alam•m.
(5) Two way portable r-adios (handi talkie) 2 ehannels mninimumf, 1 oper-atinig anld 1
effegefey7

16. Issue: Part 73 Appendix B, G.2.c: Personal Equipment List

Discussion: The proposed Part 73 Appendix B, G.2.c, as worded, provides a listing of
personal equipment that should be described as optional and required only based on
individual licensee protective strategy requirements. This list should be strictly based
upon the licensee's specific site protective strategy and this equipment should be
provided only if required to successfully implement that protective strategy. In addition,
the proposed Item #7 is redundant to Item #2, and the punctuation should be removed
from the listing.

Reference: The proposed Part 73 Appendix B, G.2.c on Page 62826 states, "Based upon
the licensee protective strategy and the specific duties and responsibilities assigned to
each individual, the licensee should provide, but is not limited to, the following.

"(1) Flashlights and batteries.
"(2) Baton or other non-lethal weapons.
"(3) Handcuffs.
"(4) Binoculars.
"(5) Night vision aids (e.g. goggles, weapons sights).
"(6) Hand-fired illumination flares or equivalent.
"(7) Tear gas or other non-lethal gas."

Recommendations: Reword the proposed Part 73 Appendix B, G.2.c to state, "Based
upon the licensee protective strategy and the specific duties and responsibilities assigned
to each individual, as described in the Commission-approved security plans, the
licensee should provide, as appropriate, but is not limited to, the following.

"(1) Flashlights and batteries-
"(2) Baton or other non-lethal weapons-
"(3) Handcuffs-
"(4) Binoculars-
"(5) Night vision aids (e.g. goggles, weapons sights)-.
"(6) Hand-fired illumination flares or equivalent-
"(7) Tear- gas of-thef nn lethal gas."
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1. Issue: Part 73 Appendix C, Section Ih: New Requirements

Discussion: The proposed Appendix C, Section II and associated Considerations section
add a requirement to include additional detailed information in the Safeguards
Contingency Plan (SCP), exceeding what was required for the post-DBT SCP. It is
unclear, after moving detail from the PSP and SCP to site procedures as part of DBT,
why it is now necessary to not only restore but expand detail and move it into the SCP.
This is unnecessary duplication that provides no benefit and will hinder upgrades.

Reference: The proposed Appendix C, Section II (f)(4) on Page 62832, for example
states, "Licensees shall address safety/security interface issues in accordance with the
requirements of § 73.58 to ensure activities by the security organization, maintenance,
operations, and other onsite entities are coordinated in a manner that precludes conflict
during both normal and emergency conditions."

Recommendation: The proposed additional requirements for the SCP should be deleted.

2. Issue: Part 73 Appendix C, Section II 0j)(2)(ii): B.5.b Requirements

Discussion: The proposed Appendix C, Section II (j)(2)(ii) and associated
Considerations section require addition of B.5.b procedures, guidance and strategiesfor
core cooling, containment and the spent fitel pool, to the integrated response plan. The
proposed requirement does not appear to be coordinated with current NRC actions by
NRR for conclusion of B.5.b. It is unclear what useful purpose is served by including
operations actions and strategies for B.5.b events within the integrated response portion
of the SCP. Current Licensee and NRR plans are to include these actions in operating
procedures and SAM-Gs, not security documents, and to close the issue with a License
Condition requiring a Licensee B.5.b program.

Reference: The proposed Appendix C, Section II (j)(2)(ii) on Page 62835 states,
"Include specific procedures, guidance, and strategies to maintain or restore core cooling,
containment, and spent fuel pool cooling capabilities using existing or readily available
resources (equipment and personnel) that can be effectively implemented under the
circumstances associated with loss of large areas of the plant due to explosions or fires."

The associated Considerations section states, "This requirement would be added to ensure
the design of an integrated response plan that addresses a myriad of postulated events
within the design basis threat environment and to develop mitigating strategies for events
that may exceed the design basis threat."

Recommendation: The proposed requirement should be deleted consistent with other
NRC actions underway to close out B.5.b.
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3. Issue: Part 73 Appendix C, Sections II (h)(1): Editorial Correction

Discussion: The proposed Appendix C, Sections II (h)(l), as worded, needs to correct
the phrase "...up to and up to and including...."

Reference: The proposed Appendix C, Sections II (h)(1) on Page 62833 states,
"Licensees shall establish and maintain at all times the capability to intercept, challenge,
delay, and neutralize threats up to and up to and including the design basis threat."

Recommendation: Reword the proposed Appendix C, Sections II (h)(1) to state,
"Licensees shall establish and maintain at all times the capability to intercept, challenge,
delay, and neutralize threats up to and up to and including the design basis threat."

4. Issue: Part 73 Appendix C, Sections II (h)(4), (h)(5), (h)(6): Redundant Rules

Discussion: The proposed Appendix C, Sections II (h)(4), (h)(5), & (h)(6), as worded,
are redundant to the proposed § 73.55(k).

Reference: The proposed Appendix C, Sections II (h)(4) through (h)(6) on Page 62833
state the following:

"(h)(4) Licensees shall provide at all times an armed response team comprised of
trained and qualified personnel who possess the knowledge, skills, abilities, and
equipment required to implement the Commission-approved safeguards contingency
plan and site protective strategy. The plan must include a description of the armed
response team including the following:

"(h)(4)(i) The authorized minimum number of armed responders, available at all
times inside the protected area.

"(h)(4)(ii) The authorized minimum number of armed security officers, available
onsite at all times.

"(h)(5) The total number of armed responders and armed security officers must be
documented in the approved security plans and documented as a component of the
protective strategy.

(h)(6) Licensees shall ensure that individuals assigned duties and responsibilities to
implement the Safeguards Contingency Plan are trained and qualified in accordance
with appendix B of this part and the Commission-approved security plans."

The proposed § 73.55(k) on Pages 62719 through 62721 states, in part, the following:

81



Enclosure

Comments on Proposed Part 73 Appendix C
Table 7 - Federal register Pages 62828 through 62839

"(k)(1)(i) The licensee shall establish and maintain, at all times, the minimum
number of properly trained and equipped personnel required to intercept, challenge,
delay, and neutralize threats up to and including the design basis threat of
radiological sabotage as defined in § 73.1, to prevent significant core damage and
spent fuel sabotage.

"(k)(1)(v) The licensee shall ensure that all armed members of the security
organization are trained in the proper use and maintenance of assigned weapons and
equipment in accordance with appendix B to part 73.

"(k)(3)(i) Armed responders .............

"(k)(3)(i)(A) The licensee shall determine the minimum number of armed
responders necessary to protect against the design basis threat described in § 73. 1(a),
subject to
Commission approval, and shall document this number in the approved security
plans.

"(k)(3)(i)(B) Armed responders shall be available at all times inside the protected
area and may not be assigned any other duties or responsibilities that could interfere
with assigned response duties.

"(k)(3)(ii) Armed security officers .............

"(k)(3)(ii)(A) Armed security officers designated to strengthen response capabilities
shall be onsite and available at all times to carry out assigned response duties.

"(k)(3)(ii)(B) The minimum number of armed security officers must be documented
in the approved security plans.

"(k)(3)((iii) The licensee shall ensure that training and qualification requirements
accurately reflect the duties and responsibilities to be performed."

Recommendation: Delete all the proposed SCP requirements that are redundant to the
proposed PSP requirements.

5. Issue: Part 73 Appendix C, Section II (i)(2): Prescriptive Requirements

Discussion: The proposed Appendix C, Section II (i)(2), as worded, contains
prescriptive information that would be more appropriate in an NRC guidance document.
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Reference: The proposed Appendix C, Section II (i)(2) through (i)(2)(v) on Pages 62833

through 62834 states the following:

"(i)(2) The protective strategy must:

"(i)(2)(i) Be designed to prevent significant core damage and spent fuel sabotage
through the coordinated implementation of specific actions and strategies required to
intercept, challenge, delay, and neutralize threats up to and including the design
basis threat of radiological sabotage.

"(i)(2)(ii) Describe and consider site specific conditions, to include but not limited
to, facility layout, the location of target set equipment and elements, target set
equipment that is in maintenance or out of service, and the potential effects that
unauthorized electronic access to safety and security systems may have on the
protective strategy capability to prevent significant core damage and spent fuel
sabotage.

"(i)(2)(iii) Identify predetermined actions and time lines for the deployment of
armed personnel.

"(i)(2)(iv) Provide bullet resisting protected positions with appropriate fields of fire.

"(i)(2)(v) Limit exposure of security personnel to possible attack."

Recommendation: Delete all the proposed SCP requirements and relocate to an NRC
guidance document.

6. Issue: Part 73 Appendix C, Section II (i)(2)(iv): BREs

Discussion: The proposed Appendix C, Section II (i)(2)(iv), as worded, seems to imply
that each position in the protective strategy would require a bullet resistant rated
enclosure (BRE) or shielding. If this is the intent, the costs to the licensee could be
prohibitive at many facilities. This requirement should be based upon the impact in
successfully implementing the licensee's site protective strategy, and should be clearly
defined as such.

Reference: The proposed Appendix C, Section II (i)(2)(iv), as worded, on Pages 62834
states, "Provide bullet resisting protected positions with appropriate fields of fire."

Recommendation: Reword the proposed Appendix C, Section II (i)(2)(iv) to state,
"Provide bullet resisting protected positions with appropriate fields of fire, as described
in the Commission-approved security plan."
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7. Issue: Part 73 Appendix C, Section II (j)(2)(v): Cyber Security

Discussion: The proposed Appendix C, Section 1I (j)(2)(v), as worded, requires the LEA
Integrated Response Plan to contain procedures, guidance, and strategies describing cyber
incident response and recovery. However, this is not something the LEA would be
concerned with and should not be in the Integrated Response Plan.

Reference: The proposed Appendix C, Section 11 (j)(2)(v), as worded, on Pages 62835
states that the Integrated Response Plan shall "Include specific procedures, guidance, and
strategies describing cyber incident response and recovery."

Recommendation: Delete the proposed Appendix C, Section 11 0)(2)(v).

8. Issue: Part 73 Appendix C, Section II (j)(3)(iii): Redundant and Misleading
Requirement

Discussion: The proposed Part 73 Appendix C, Section II (j)(3)(iii) wording is
redundant to the proposed new § 73.55(k)(6) wording which is misleading and should be
deleted (refer to previous comment on the proposed § 73.55(k)(6)).

Reference: The proposed Part 73 Appendix C, Section II (j)(3)(iii) states, "Periodically
train personnel in accordance with site procedures to respond to a hostage or duress
situation."

Recommendation: Delete the proposed Part 73 Appendix C, Section II (j)(3)(iii) since it
is redundant to the proposed § 73.55(k)(6) which needs to be reworded.

9. Issue: Part 73 Appendix C, Section 11 (1): Drill/Exercise Program

Discussion: The proposed Part 73 Appendix C, Sections 11 (1) through (1)(6)(iv) do not
belong in either Appendix C or the SCP. Program requirements related to drills and
exercises should be specified in § 73.55 as PSP and T&Q requirements.

Reference: The proposed Part 73 Appendix C, Section 11 (1) beginning on Page 62836
states, in part, "Performance Evaluation Program ............... (1)(1) Licensees shall
document and maintain a Performance Evaluation Program that describes how the
licensee will demonstrate and assess the effectiveness of the onsite physical protection
program to prevent significant core damage and spent fuel sabotage, and to include the
capability of armed personnel to carry out their assigned duties and responsibilities...."

Recommendation: Relocate the proposed Performance Evaluation Program
requirements from Appendix C to § 73.55 as PSP and T&Q requirements.
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10. Issue: Part 73 Appendix C, Section II (1)(2)(v): Corrective Action Findings

Discussion: The proposed Part 73 Appendix C, Section II (l)(2)(v), as worded, implies
that all findings (good and bad) are required to be entered in the licensee's corrective
action program (CAP). This section should be amended to ensure that only findings that
impact the execution or successful implementation of the protective strategy are entered
into the CAP, not all findings.

Reference: The proposed Part 73 Appendix C, Section II (1)(2)(v) on Page 62836 states,
"Licensees shall enter all findings, deficiencies, and failures identified by each
performance evaluation into the corrective action program to ensure that timely
corrections are made to the onsite physical protection program and necessary changes are
made to the approved security plans, licensee protective strategy, and implementing
procedures."

Recommendation: Reword the proposed Part 73 Appendix C, Section II'(1)(2)(v) to
state, "Licensees shall enter all fi.ndi-ngs, deficiencies; and failures that impact the
execution or successful implementation of the protective strategy, identified by each
performance evaluation, into the corrective action program to ensure that timely
corrections are made to the onsite physical protection program and necessary changes are
made to the approved security plans, licensee protective strategy, and implementing
procedures."

11. Issue: Part 73 Appendix C, Section II (l)(2)(vi): Drill/Exercise Findings

Discussion: The proposed Part 73 Appendix C, Section II (1)(2)(vi), as worded, would
require all findings, deficiencies, and failures identified during drills and exercises to be
protected as SGI. This is an unnecessary requirement since no all meets the definition for
SGI. For example, "findings" can be positive versus negative, and identified
"deficiencies" are typically immediately corrected/compensated, and thus are not treated
as SGI. In addition, the reference to § 73.21 is not consistent with the new SGI rule
number published in the Federal Register, dated October 31, 2006.

Reference: The proposed Part 73 Appendix C, Section II (1)(2)(vi) on Page 62836 states,
"Licensees shall protect all findings, deficiencies, and failures relative to the
effectiveness of the onsite physical protection program in accordance with the
requirements of § 73.21."

Recommendation: Reword the proposed Part 73 Appendix C, Section II (I)(2)(vi) to
state, "Licensees shall protect allfin.dings, as safeguards information any uncorrected
deficiencies; and failures identified during drills and exercises relative te the
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effeetiveness of the ansite physioal pr-oteetion progam-- in accrdance with h
reuReents of § 73-.21."

12. Issue: Part 73 Appendix C, Section II (1)(4)(i): Drill/Exercise Participation

Discussion: The proposed Part 73 Appendix C, Section II (1)(4)(i), as worded, would
require all shift personnel to participate in drills and exercises. With the existing shift
makeup and work-hour restrictions, it would not be possible to comply with this proposed
rule as worded. Quarterly drills and annual exercises are defined as team training in NEI
03-09, and these events are performed independent of individual participation.

Reference: The proposed Part 73 Appendix C, Section II (l)(4)(i) on Page 62836 states,
"Each member of each shift who is assigned duties and responsibilities required to
implement the approved safeguards contingency plan and licensee protective strategy
participates in at least one (1) drill on a quarterly basis and one (1) force on force exercise
on an annual basis."

Recommendation: Reword the proposed Part 73 Appendix C, Section II (1)(4)(i) to
state, "To the extent practicable each member of each shift who is assigned duties and
responsibilities required to implement the approved safeguards contingency plan and
licensee protective strategy participates in at least one (1) drill on a quarterly basis and
one (1) force on force exercise on an annual basis."

As an alternative, the proposed Part 73 Appendix C, Section II (1)(4)(1) should read that
each member of each shift should participate in a minimum of one quarterly or one
annual exercise, on an annual basis. This ensures that each officer would participate in at
least three drills within the three-year training cycle.

13. Issue: Part 73 Appendix C, Section II (I)(6)(iv): Drill/Exercise Participation

Discussion: The proposed Part 73 Appendix C, Section II (1)(6)(iv), as worded, places
prescriptive requirements on how drill/exercise scenarios are to be used. There is no
basis for the proposed 12-month or 3-year restrictions. These non-performance based
restrictions should be deleted. Scenarios should be allowed to be performed on different
shifts/teams to validate observed performance of another group. This cross evaluation is
important to ensure that each of the shifts/teams performs at similar levels.

Reference: The proposed Part 73 Appendix C, Section II (1)(6)(iv) on Page 62838 states,
"Licensees shall ensure that scenarios used for required drills and exercises are not
repeated within any twelve (12) month period for drills and three years (3) for exercises."
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Recommendation: Delete the proposed Part 73 Appendix C, Section II (1)(6)(iv).

14. Issue: Part 73 Appendix C, Section II (m): Redundant Rule

Discussion: The proposed Part 73 Appendix C, Section 11 (m) though (m)(4), as worded,
is redundant to the proposed §§ 73.55(n) and (r) requirements and should be deleted.

Reference: The proposed Part 73 Appendix C, Section 11 (m) on Pages 62838 through
62839 states, "Records, audits, and reviews ....................

"'(m)(1) Licensees shall review and audit the Commission-approved safeguards
contingency plan in accordance with the requirements § 73.55(n) of this part.

"(m)(2) The licensee shall make necessary adjustments to the Commission-approved
safeguards contingency plan to ensure successful implementation of Commission
regulations and the site protective strategy.

"(m)(3) The safeguards contingency plan review must include an audit of
implementing procedures and practices, the site protective strategy, and response
agreements made by local, State, and Federal law enforcement authorities.

"(m)(4) Licensees shall retain all reports, records, or other documentation required
by this appendix in accordance with the requirements of § 73.55(r)."

Recommendation: Delete the proposed Part 73 Appendix C, Section 11 (m).

15. Issue: Part 73 Appendix C, Section 11 (n): Redundant Rule

Discussion: The proposed Part 73 Appendix C, Section 11 (n), as worded, is redundant to
the proposed §§ 73.55(a)(4), (b)(4) and (c)(6) requirements and should be deleted.

Reference: The proposed Part 73 Appendix C, Section 11 (m) on Pages 62839 states,"
(n) Implementing procedures ...........................

"(n)(1) Licensees shall establish and maintain written implementing procedures that
provide specific guidance and operating details that identify the actions to be taken
and decisions to be made by each member of the security organization who is
assigned duties and responsibilities required for the effective implementation of the
Commission-approved security plans and the site protective strategy.
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"(n)(2) Licensees shall ensure that implementing procedures accurately reflect the
information contained in the Responsibility Matrix required by this appendix, the
Commission-approved security plans, the Integrated Response Plan, and other site
plans.

"(n)(3) Implementing procedures need not be submitted to the Commission for
approval but are subject to inspection."

The proposed §§ 73.55 (a)(4) states, "The licensee is responsible for maintaining the
onsite physical protection program in accordance with Commission regulations and
related Commission-directed orders through the implementation of the approved security
plans and site implementing procedures."

The proposed §§ 73.55 (b)(4) states, "The physical protection program must include
diverse and redundant equipment, systems, technology, programs, supporting processes,
and implementing procedures."

The proposed §§ 73.55(c)(6) states, "Implementing procedures .......................

"(c)(6)(i) The licensee shall establish, maintain, and implement written procedures
that document the structure of the security organization, detail the specific duties and
responsibilities of each position, and implement Commission requirements through
the approved security plans.

"(c)(6)(ii) Implementing procedures need not be submitted to the Commission for
prior approval, but are subject to inspection by the Commission.

"(c)(6)(iii) Implementing procedures must detail the specific actions to be taken and
decisions to be made by each position of the security organization to implement the
approved security plans.

"(c)(6)(iv) The licensee shall: This requirement would be retained and would
separate the two current requirements of § 73.55(b)(3) with minor revisions.

"(c)(6)(iv)(A) Develop, maintain, enforce, review, and revise security implementing
procedures.

"(c)(6)(iv)(B) Provide a process for the written approval of implementing procedures
and revisions by the individual with overall responsibility for the security functions.

"(c)(6)(iv)(C) Ensure that changes made to implementing procedures do not
decrease the effectiveness of any procedure to implement and satisfy Commission
requirements."
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Recommendation: Delete the proposed Part 73 Appendix C, Section II (n).
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1. Issue: Appendix G: Safeguards Reporting Guidance

Discussion: Licensees will require updated reporting guidance prior to the proposed
Rule's issuance to ensure appropriate reporting is accomplished. The referenced
guidance documentes noted below are outdated.

Reference: The following current NRC guidance documents are outdated:

a) NRC Generic Letter 91-03, Reporting of Safeguards Events, Dated March 6, 1991

b) Memorandum, Lemoine Cunningham (NRC) to James C. Joyner (NRC), Douglas M.
Collins (NRC), James R. Creed (NRC), and Blaine Murray (NRC), dated
May 19, 1995; Subject: Access Authorization Reportability and
Enforcement Issues

c) Regulatory Guide 5.62, Revision 1, Reporting of Safeguards Events, dated
November 1987

d) NUREG-1304, Reporting of Safeguards Events, dated February 1988

Recommendation: Issue updated reporting guidance prior to the proposed Rule's
issuance to ensure appropriate reporting is accomplished.

2. Issue: Appendix G: Reporting sequence

Discussion: Throughout the proposed Appendix G and § 73.71, as well as the existing
Appendix G and § 73.71, the phrase "notify [report] within [time] after [of] discovery" is
utilized. It should be noted that in many cases, some time is required to determine
whether or not the event is actually recordable or reportable once a situation is
identified/discovered as having potential notification/reporting requirements. Therefore,
it is important to note that the clock starts at the time reportability is determined. This
can be inferred as an acceptable process based on other NRC guidance; e.g., as noted in
the NUREG-1304 reference below.

Reference: NUREG-1304, Reporting of Safeguards Events, dated February 1988, states,
in part, in response to Question 2.1.4, "The clock begins when there is reasonable
suspicion that the incident is the result of unauthorized use of or tampering with
equipment, controls, etc."

Recommendation: Either clarify in the Rule language or in the promised guidance that
in some cases, some time may be required to determine whether or not the event is
actually recordable or reportable to minimize submission of unnecessary
notifications/reports.
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3. Issue: Appendix G, Section I: Immediate notifications

Discussion: The immediate notification type events specified in the proposed Appendix
G appear to be significantly different than those specified in the proposed § 73.71(a).
Appendix G, Section I implies that licensees will only have to immediately report the
entry into any of the Security Events outlined in the Safeguards Contingency Plan (SCP)
as further emphasized in the Physical Security Plan and documented in the licensee's
protective strategy. Other threat situations which do not rise to the level of a formal
declaration of a SCP Security Event; e.g., unsubstantiated threats, would not be fall
within the scope of Appendix G, Section I.

Reference:' The proposed Appendix G, Section I on Page 62840 states, "Events to be
reported as soon as possible, but no later than 15 minutes after discovery, followed by a
written report within sixty (60) days.

(a) The initiation of a security response consistent with a licensee's physical security
plan, safeguards contingency plan, or defensive strategy based on actual or imminent
threat against a nuclear power plant.

Whereas, the proposed § 73.7 1(a) on Pages 62799 and 62800 states, "Each licensee
subject to the provisions of § 73.55 shall notify the NRC Operations
Center,' as soon as possible but not later than 15 minutes after discovery of an imminent
or actual safeguards threat against the facility and other safeguards events described
in paragraph I of appendix G to this part 2

(a)(1) When making a report under paragraph (a) of this section, the licensees shall:

(a)(1)(i) Identify the facility name; and

(a)(1)(ii) Briefly describe the nature of the threat or event, including:

(a)(1)(ii)(A) Type of threat or event (e.g., armed assault, vehicle bomb, credible bomb
threat, etc.); and

(a)(1)(ii)(B) Threat or event status (i.e., imminent, in progress, or neutralized).

Recommendation: The key phrase used in § 73.7 1(a) in describing what the report shall
contain is "threat or event." Removal of the word "threat" in § 73.71(a) would then make
§ 73.7 1(a) more consistent with the proposed Appendix G, Section I.

91



Enclosure

Comments on Proposed Part 73 Appendix G
Table 8 - Federal Register Pages 62839 through 62842

4. Issue: Appendix G, Section 11 (a): Credible threats

Discussion: The proposed wording in Section 11 (a) removed the word "credible" from
the existing Rule wording; i.e., "..... credible threat to commit or cause...." The
Considerations section states, "The Commission's view is that a determination of the
'credibility' of a threat is not a licensee responsibility, but rests with the Commission and
the intelligence community." For over 20 years now, licensees have first worked within
the law enforcement community, and within their own expertise, to first determine
credibility of a threat prior to making the 1-hour notification. The proposed wording
change would no longer allow this practice to continue. As worded, licensees would now
have to make a 1-hour notification for all threats regardless of their. nature, reliability, or
credibility. This would lead to unnecessary expenditure of Commission resources in
everyday event occurrences; i.e., getting unnecessarily spun up over events which have
no credibility.

Reference: The proposed Appendix G, Section I1 (a) on Page 62840 states, "Any event
in which there is reason to believe that a person has committed or caused, or attempted to
commit or cause, or has made a threat to commit or cause:...."

Recommendation: Reinsert the originally wording as currently exists in Appendix G to
include the phrase "...credible threat to commit or cause...."

5. Issue: Appendix G, Section 11 (b): The phrase "attempted entry"

Discussion: For this proposed 1-hour reporting requirement, the NRC has added the
phrase "or attempted" to the existing reporting requirements. As proposed, this would
require licensees to make unnecessary 1-hour notifications. Licensees daily deal with
events were Security Officers respond to portal alarms due to plant workers inadvertently
attempting to gain into to vital areas for which they were not authorized. These type
events have nothing to do with security threat situations, yet the proposed Rule wording
would require 1-hour reports.

Reference: The proposed Appendix G, Section 11 (b) on Page 62840 states, "An actual
or attempted entry of an unauthorized person into any area or transport for which the
licensee is required by Commission regulations to control access."

Recommendation: Reword the proposed Appendix G, Section 11 (b) on Page 62840 to
state, "An actual or- attept- entry of an unauthorized person with malevolent intent
into any area or transport for which the licensee is required by Commission regulations to
control access."
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6. Issue: Appendix G, Section III (a): 4-hour event reporting

Discussion: As noted in an earlier comment, following the September 11, 2001 attacks
on the World Trade Center in New York City and the Pentagon in Washington, D.C.,
various NRC Advisories requested licensees to immediately notify the NRC of 'threats or
suspicious activities.' The NRC maintains a database of such reports from their licensees
and after screening makes them available for licensee use through a security website.
Access to the website is authorized based on a 'need-to-know' basis through a licensee
single point of contact. Licensees will typically report within 1-hours of discovery. In
some cases more time is requires to properly assess the situation. This voluntary
reporting has been working very well, and there appears to be no regulatory justification
for codifying this voluntary reporting process.

The Considerations section itself has flagged one of the many problems the industry will
have in implementing this proposed Rule. For example, it states, "Paragraphs III (a)(1)
and (2) provide broad examples of events that should be reported, or need not be
reported. Additional information regarding identification of events to be reported will be
provided in guidance." Here the NRC uses the phrase "should be reported." However,
the proposed Rule wording implies a "shall" versus "should." Therefore, licensees will
continually be second guessed regarding compliance with this proposed Rule.

Lastly, the NRC notes that guidance will follow issuance of the Rule. Experience has
shown that this may or may not occur, especially in a timely fashion, dependent on
Commission priorities and resources.

Reference: The proposed Appendix G, Section III (a) on Pages 62841 and 62842 states,
"Events to be reported within four (4) hours of discovery. No written followup report is
required.
(a) Any other information received by the licensee of suspicious surveillance activities or
attempts at access, including:

(1) Any security-related incident involving suspicious activity that may
be indicative of potential pre-operational surveillance, reconnaissance, or
intelligence-gathering activities directed against the facility. Such
activity may include, but is not limited to, attempted surveillance or
reconnaissance activity, elicitation of information from" security or other
site personnel relating to the security or safe operation of the plant, or
challenges to security systems (e.g., failure to stop for security
checkpoints, possible tests of security response and security screening
equipment, or suspicious entry of watercraft into posted off-limits areas).
(2) Any security-related incident involving suspicious aircraft overflight
activity. Commercial or military aircraft activity considered routine by
the licensee is not required to be reported.
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(3) Incidents resulting in the notification of local, State or national law
enforcement, or law enforcement response to the site not included in
paragraphs I or II of this appendix;

(b) The unauthorized use of or tampering with the components or controls, including the
security system, of nuclear power reactors.

Recommendation: The proposed §§ 73.71(d), 73.71(e)(5), and associated 10 CFR 73
Appendix G, 4-hour reporting requirements should be removed.

7. Issue: Appendix G, Section III (a)(3): LEA notifications

Discussion: The proposed wording in Section III (a)(3) is very problematic, since its
scope is not defined. This is confirmed in the Considerations, which states, "Additional
information regarding identification of events to be reported will be provided in
guidance." This means that the NRC would be regulating by guidance not subject to the
same controls as the Rule itself. As a result, licensee's reporting will always be subject to
challenges and potential enforcement action.

Reference: The proposed Appendix G, Section III (a)(3), on Pages 62842 states, we are
to notify the NRC within 1- hour of "Incidents resulting in the notification of local, State
or national law enforcement, or law enforcement response to the site not included in
paragraphs I or II of this appendix...."

Recommendation: Remove Appendix G, Section III (a)(3) from the proposed Rule
change.

8. Issue: Appendix G, Section III (b): The phrase "unauthorized use"

Discussion: The proposed wording in Section III (b), will result in many minimal value
and unnecessary 1-hour reports. The use of the phrase "unauthorized use of' is very
problematic. For example, licensees often have to deal with inadvertent actuations of the
wrong components. Based on this proposed Rule's wording, these "unauthorized"
actuations would require 1-hour notification to the NRC.

Reference: The proposed Appendix G, Section III (b) on Pages 62842 states, "The
unauthorized use of or tampering with the components or controls, including the security
system, of nuclear power reactors."

Recommendation: Remove the phrase "unauthorized use of" from the proposed Rule
language.
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9. Issue: Appendix G, Section IV (b): The phrase "that described"

Discussion: The proposed change in wording from "that committed" to "that described"
will be very problematic for licensees, resulting in many needless 24-hour event log
entries. For example, there are many, many things "described" in the Security Plans that
are not necessarily considered as "commitments." Yet the proposed change would have
licensees generate a 24-hour log entry for things that give the appearance of differing
from how it is described in the Security Plans. For example, in a licensee's Physical
Security Plan site description, one may describe how close a railroad track runs to the
site. Should the railroad company now decide to change the rail's location from that
described in the Security Plan, then the licensees should just have to submit a Security
Plan change in accordance with § 50.54(p), and not have to log the event.

Reference: The proposed Appendix G, Section IV (b) on Pages 62842 states, "Any other
threatened, attempted, or committed act not previously defined in this appendix with the
potential for reducing the effectiveness of the physical protection program below that
described in a licensee physical security or safeguards contingency plan, or the actual
condition of such a reduction in effectiveness.

Recommendation: Reinsert the original Rule wording "that committed" in lieu of the
proposed phrase "that described."
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