
  

 
 
 

March 21, 2007 
 
 
MEMORANDUM TO:       W. E. Kemper, Chief 
         Instrumentation and Electrical Engineering Branch 
         Division of Engineering, Fuel, and Radiological Research 
         Office of Nuclear Regulatory Research 
 
FROM:         Gabriel Taylor, Project Manager /RA/ 
         Instrumentation and Control Branch 
         Division of Engineering 
         Office of Nuclear Reactor Regulation 
 
SUBJECT: TASK WORKING GROUP MEETING WITH THE NUCLEAR                            

REGULATORY COMMISSION AND NUCLEAR INDUSTRY 
CONCERNING HIGHLY INTEGRATED CONTROL  

                                           ROOM – COMMUNICATION ISSUES 
 
 
On March 8, 2007, the Nuclear Regulatory Commission (NRC) staff met with Nuclear Energy 
Institute (NEI) and other nuclear industry shareholders as a Task Working Group (TWG) on 
Highly Integrated Control Room – Communications (HICR - Communications) to finalize the 
project plan and discuss technical issues related to HICR - Communications.  The meeting took 
place at NEI headquarters located at 1776 I Street NW, Washington, DC 20006.  Attachment 1 
lists the meeting attendees. 
 
A public meeting notice was issued on February 26, 2007, and was posted on the NRC external 
(public) web page (Agencywide Document Access Management System (ADAMS) Accession 
No. ML070570151).  The notice included the meeting agenda, which was also available as a 
handout at the meeting.  The discussions included (1) finalization of the draft HICR - 
Communications project plan, (2) detailed discussion of several HICR - Communications 
technical issues, and (3) scheduling of future TWG meetings. 
 
Following introductions, William Kemper (NRC) discussed the importance of having an industry 
representative from the fuel cycle arena to attend these meetings, such that insights from the 
fuel cycle arena can be considered and incorporated into the final products of this working 
group. 
 
Finalization of Draft HICR - Communications Project Plan 
 
The TWG reviewed the draft project plan developed in previous meetings and made several 
changes.  (The project plan was provided at this meeting as a handout, ADAMS Accession No. 
ML070650393, Attachment 3).  The TWG made changes to section 3.3 “Critical Path and Steps 
to Success” and section 6.3 “Milestones, Assignments, and Deliverables.”  In section 3.3, an 
additional step was added to identify consensus standards applicable to this issue.  The addition 
of this step allows the TWG to explore possible solutions that may already exist and use such 
documents for resolution of specific issues or as input to guidance being developed.  In section 
6.3, due dates for two milestones were changed to accurately reflect the amount of time needed 
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to develop the deliverable.  This included changing the “identify communication design 
concepts” milestone to March 22, which in turn changed the related deliverable of “final 
prioritization” to March 29.  These two changes were the only ones made to section 6.3 during 
this meeting.  Two minor editorial changes were also made to the draft project plan. 
 
After completion of these changes, the TWG confirmed that there was no other additional 
information to include in the project plan and the group accepted the draft in its current version.  
This TWG finalized draft HICR - Communications project plan will be presented to the Digital 
I&C Steering Committee for its approval. 
 
Digital I&C Technical Issues 
 
Some of the current regulatory requirements relating to the digital systems communication 
issues were presented to the TWG.  These regulations included IEEE Std. 603-1991, currently 
endorsed by the NRC in RG 1.153; and General Design Criteria (GDC) 22 and 24 from Part 50 
to Title 10 of the Code of Federal Regulations Appendix A.  These regulations detail regulatory 
requirements for protection system separation, isolation and classification. 
 
Using the regulations as a baseline, the TWG then reviewed and discussed fundamental design 
guidelines for digital instrumentation and control (I&C), which were prepared by the NRC for this 
meeting.  These guidelines discussed isolation and independence of safety channels, including 
physical and electrical separation, influences from outside a division, and the functions of a 
safety channel.  All guidelines discussed can be found in the presentation handouts 
(Attachment 4). 
 
The TWG reviewed a draft of IEEE Standard 7.4.3.2 Section 5.6.3, “Communication,” to gather 
information that the TWG could use for future guidance (e.g., a proposed Regulatory 
Information Summary (RIS)).  The group found most of the current draft useful and proposed 
some changes to the information, which TWG member W. Bowers of Exelon plans to take back 
to the IEEE Std 7-4.3.2 working group for consideration.  
 
The final technical discussion for the day was an NRC presentation of an AREVA design 
concept on inter-divisional and safety to non-safety communication methods.1  The last two 
presentation slides in the handout (Attachment 4) shows a comparison of the current IEEE Std 
7-4.3.2 to the AREVA implementation for the U.S. EPR reactor design.2,3  This discussion was 
meant to be an exercise to take a proposed method and compare it against the draft 
communications independence criteria/guidance that the TWG has developed (see Attachment 
5), to see if (1) the criteria/guidance is appropriate and (2) to try to identify if any other criteria or 
guidance needs to be added to cover certain aspects of potential designs.  The AREVA 
communication independence approach was discussed at length by the TWG with respect to 
                                                           
1   AREVA presented this approach to the NRC during its March 1, 2007, meeting with the NRC. 

2    AREVA was contacted prior to the presentation of their design concepts and had no objection to the 
use of their presentation slides.  The information presented had already been made publicly available 
during the March 1, 2007, meeting with the NRC. 

3    It is not the responsibility or intent of presenting the AREVA implementation to the TWG for review of 
the AREVA design concept for it regulatory adequacy, but to be used as a design example to develop 
generic regulatory guidance. 
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the draft design guidelines/criteria.  Following this discussion, the TWG asked other digital 
platform vendors who attended this meeting to consider providing non-proprietary design 
information for communication independence strategies used in their digital systems.  Industry 
was also requested to communicate with other vendors not present at the meeting for this 
design information for discussion during the next meeting.  Also, industry was asked to provide 
a list of all communication design concepts for discussion and evaluation by the TWG.  These 
design concepts will be reviewed and prioritized at the March 29, 2007, TWG meeting. 
 
A letter from Invensys (Attachment 6) was provided to the TWG that provides considerable 
information pertaining to credible communications errors within digital systems, including 
remedial measures used to detect errors.  The TWG was asked to review this information and 
be prepared to discuss how the draft communications independence criteria/guidance 
addresses these communication errors. 
 
Future Meeting Schedule for the HICR - Communications TWG 
 
The final half hour of the meeting was used to develop a HICR - Communications TWG meeting 
schedule to meet the milestones documented in the HICR - Communications Project Plan.  The 
tentative schedule is provided below.  For actual meeting dates, please check the NRC external 
(public) website.  These meetings will be documented on the NRC external (public) website at 
least 10 days in advance of the actual meeting. 
 
Tentative Meeting Date                         Tentative Topic(s)________________                                

March 29  Video Display Unit Communication Design Concepts; 
   Prioritize Communication Design Concepts & Review 
April 24  Priority Modules 
May 15  All Remaining Topics 
June 5   NRC & Industry Research Results; 
   Finalize Draft Guidance Outline & Acceptance Criteria 
June 28  Finalize Guidance Outline & Acceptance Criteria (Review industry 

comments); Review draft RIS 
 

 
 
Attachments:  
1.   Meeting Attendees 
2. Meeting Notice 
3. Handout – Draft Project Plan – HICR - Communications 
4. Meeting Slides/Presentation 
5. Communications Independence Design Criteria/Guidance (draft) 
6. January 19, 2007 Invensys Letter from J. Murray to W. Kemper 
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ATTACHMENT 1 

LIST OF ATTENDEES 
 

MEETING REGARDING TASK WORKING GROUP ON 
 

HIGHLY INTEGRATED CONTROL ROOM – COMMUNICATION ISSUES 
 

THURSDAY, MARCH 8, 2007
 
 

NAME    ORGANIZATION
 

G. Taylor   NRC/NRR 
R. Jarrett   TVA 

   M. Burzynski   Areva NP 
   R. Kisner   ORNL 
   D. Chase   Scientech 
   R. Wood   ORNL 
   D. Herrell   MPR Assoc. 
   P. Rebstock   NRC/RES 
   M. Waterman   NRC/RES 
   W. Smith   NRC/NMSS 
   W. Kemper   NRC/RES 
   T. Hayes   Westinghouse 
   G. Singh   NRC/NRR 
   P. Lobner   DS&S 
   K. Keithline   NEI 
   W. Bowers   Exelon 
 

JOINING MEETING VIA TELECONFERENCE BRIDGE LINE 
 
   NAME    ORGANIZATION
 
   M. Stofko   Westinghouse 
   T. Wilson   Westinghouse 
   D. Theriault   Westhighouse 

S. Small   Areva NP 
R. Beacom   NRC/NRR 

   J. Murray   Invensys 
D. Blanchard   AREI 

 
 
 
 
NRR = Office of Nuclear Reactor Regulation 
NRC = Nuclear Regulatory Commission 
RES = Office of Nuclear Regulatory Research 
NEI = Nuclear Energy Institute 
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February 26, 2007 
    
MEMORANDUM TO: William Kemper, Chief 
   Instrumentation and Electrical Engineering Branch 
   Division of Fuel, Engineering, and Radiological Research 
   Office of Nuclear Regulatory Research 
 
FROM:   John M. Smith, Project Manager  /RA/ 
   EPR Projects Branch 1 
   Division of New Reactor Licensing 
   Office of New Reactors 
 
SUBJECT:  CATEGORY 2 PUBLIC MEETING WITH THE NUCLEAR ENERGY            

INSTITUTE (NEI) AND NUCLEAR POWER INDUSTRIES REGARDING 
HIGHLY-INTEGRATED CONTROL ROOM—COMMUNICATION ISSUES 
(TASK WORKING GROUP MEETING) 

 
DATE, TIME:   Thursday, March 8, 2007 
 
LOCATION:  9:00 a.m. - 4:00 p.m 
   Nuclear Energy Institute (NEI) 
   Conference Room 3D (Check-in at 4th Floor Front Desk) 
   1776 I Street NW    
   Washington, DC 20006 
 
PURPOSE:   NRC staff and industry representatives will discuss current Digital I&C 
issues and address problems and planning relevant to highly-integrated control room—
communications. 
 
CATEGORY 2:*  This is a Category 2 public meeting. Arrangements have been made to 
allow participation in this meeting via a toll-free teleconference.  Interested members of the 
public are strongly encouraged to take advantage of the teleconferencing accommodations.  
Contact the meeting contact at least 3 business days prior to the meeting to obtain the 
teleconference number and passcode."   
 
PARTICIPANTS:  Refer To The Enclosure For A List of Participants 
 
Project No. 689 
  
Enclosure: 
 Agenda 
 
cc w/encl: See next page 
 
CONTACT: John M. Smith, NRO,  
  301-415-1320 
 
*  Commission's Policy Statement on “Enhancing Public Participation in NRC Meetings," 67 
Federal Register 36920, May 28, 2002 
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AGENDA FOR THE MARCH 8, 2007, PUBLIC MEETING 

BETWEEN NUCLEAR POWER INDUSTRIES AND 
THE NRC REGARDING HIGHLY-INTEGRATED 

CONTROL ROOM—COMMUNICATIONS 
 
 
 
Time   Topic         Lead  
(approx)     
             
9:00   Introductory Remarks       NRC 
 
9:15   Review Objectives of meeting      NRC/NEI 
 
9:30   Finalize the Draft Highly Integrated Control     ALL 
  Room-Communications Project Plan 
      a) Review Industry Comments of Critical Path and Steps to  
   Success, 3.3 (2). 
      b) Finalize language in section 3.3 (2) 
      c) Finalize Section 6.3, Milestones, Assignments, and  
   Deliverables. 
      d) Consensus on remainder of Project Plan 
 
11:30   Lunch 
 
12:30   Discussion of technical issues related to HICR Communications ALL 
 
3:00   Summarize Action Items      ALL 
   
3:30   Schedule for Future HICR TWG Meetings    NRC/NEI 
 
3:50   Public Questions and Comments      NRC 
 
4:00   Closing and Adjournment       NRC  
 
Participants: 
 
  NRC    NEI 
       
  William Kemper  Kimberly Keithline 
  Paul Rebstock   Wes Bowers 
  Gursharan Singh  Ron Jarrett 
  Deanna Zhang 
 
 
         



 

NRC DIGITAL I&C PROJECT PLAN 

Task Working Group # 4: 
Highly-Integrated Control Rooms: Communications Issues (HICRc) 

1 PLAN OBJECTIVES 
(generic) 

2 DESCRIPTION 
(detail input for this issue only) 
 

This Task Working Group (TWG) will address Highly-Integrated Control Room (HICR) 
design issues, focusing, in particular, upon communications involving digital equipment 
in nuclear safety service and needed to support the specification and design of 
simulators for new plants or the design and implementation of digital retrofits at existing 
plants.  Specifically, this TWG will address all communications and influences which 
involve any safety channel1 and anything outside the electrical division of which that 
safety channel is a member.  In this context, “communication” means any transmittal or 
reception of data, information, or commands, and “influence” means to affect the 
operation of a safety channel in any way (including both effects involving safety functions 
and effects involving functions not related to safety).  For example, the following will be 
addressed: 

1. communication among redundant electrical divisions 
2. communication between any safety channel and anything external to that 

channel’s electrical division 
3. control of safety equipment from a workstation in a different electrical safety 

division 
4. control of safety equipment from a nonsafety workstation 
5. commingling of safety and nonsafety controls or indications on a single 

workstation 
6. connection and operation of programming, maintenance, and test equipment 

The following are explicitly excluded from the scope of this task: 

7. communication within a single safety division, even if physically dispersed 
8. communication which do not involve a safety channel 
9. cyber-security 
10. Diversity and Defense-in-Depth (D3) considerations 
11. Human Factors (HF) considerations 

                                                           
1 The terms “channel” and “division” are used herein in accordance with the definitions of 
those terms in IEEE 603-1991. 
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Cyber-security, D3, and HF considerations are all closely related to the general concept 
of cross-divisional interactions, and coordination with the associated Task Working 
Groups will be necessary.  However, those concepts are related more to the application 
of cross-divisional interactions than to the means of implementation of such interactions.  
The HICRc TWG will address the means of implementation, rather than the manner in 
which the provisions for such interactions are used.  The objective of anticipated 
interactions with other TWG is to ensure that HICRc TWG activities are consistent with, 
and supportive of, the solutions that the other TWG will provide. 
Except as specifically addressed in the resolution of the issues identified above, physical 
separation and electrical isolation requirements for digital equipment are the same as for 
non-digital equipment.  Physical separation and electrical isolation will not be addressed 
separately in this task.  Similarly, seismic and environmental qualification requirements 
are not included in this task. 

3 PROJECT PLAN 
(detail input for this issue only) 

3.1 Problem Statement 
There are clear potential advantages to the implementation of some types of 
cross-divisional influences, but the abandonment of established independence criteria 
would be difficult to justify and could require modification of regulations.  The objective of 
this task is to evaluate cross-divisional interactions and to establish specific design and 
licensing criteria by which beneficial interactions may be accomplished. 
The following specific problem areas are noted: 

• Industry Standards (e.g. IEEE 7-4.3.2) do not provide sufficient guidance 
regarding communication independence for digital systems. 

• NRC Regulatory guidance (e.g. RG 1.152) does not explicitly address 
inter-divisional communications. 

• The protection system division separation and isolation requirements in existing 
regulations (10CFR50.55a(h), which incorporates IEEE603-1991 among other 
things)  do not define for digital systems “the degree [of independence] 
necessary to retain the capability to accomplish the safety function during and 
following any design basis event requiring that safety function.” 

• SRP Chapter 7 includes conflicting guidance regarding communication 
independence. 

3.2 Goals & Criteria for Success 
The goal of this TWG is to:  

1. Establish criteria permitting a safety channel to accept information and 
commands from sources outside its electrical safety division while retaining 
separation, isolation, and functional independence in accordance with existing 
requirements. 
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2. Develop a document describing the design and licensing guidance needed to 
implement the criteria developed in goal #1. 

3. Produce recommendations for alteration of existing regulations if necessary.  
Include consideration of timing issues relative to anticipated licensing submittals 
vs time required to accomplish the recommended rulemaking. 

4. Produce recommendations for alteration of existing regulatory guidance, if 
appropriate, for clarification of particular provisions applicable to digital systems. 

5. Prepare one or more Regulatory Information Summaries (RIS) (or other vehicle 
as designated by the Digital I&C Steering Committee) to disseminate and 
facilitate the implementation of the TWG recommendations. 

6. Make recommendations for modification of industry standards as needed. 
 
The TWG will consider the possibility that the needs of new and existing facilities are 
different, and will include accommodation of such differences in the final documentation 
if necessary.  It is initially anticipated that there will be no difference in the guidance for 
new and existing facilities. 
 
Final guidance relating to control room design is needed to support final specification 
and design of the simulators for new plants.  It is anticipated that the first simulators will 
need to be ordered in mid-2009, and that about 18 months will be required between the 
time the guidance is issued and the first simulators are ordered.  The guidance is 
therefore needed by early 2008.  To allow for a reasonable amount of schedule float, the 
TWG anticipates completing its work by mid-2007. 
 
It is noted that support of simulator procurement requires only that the conceptual design 
of the control room be completed.  It does not require that the details of the internal 
workings of the operator interfaces be fully developed.  The efforts of this TWG will 
influence the nature and layout of the control room in that requirements relating to the 
disposition and application of operator interface workstations could be affected, but 
those influences will be limited to whether various operator-interface design provisions 
will or will not be considered acceptable (for example, whether or under what design 
constraints it might be acceptable for a single control station to include both safety and 
nonsafety functions).  The efforts of other TWG will have greater influence upon control 
room design and layout, such as the TWG working on Diversity and Defense-in-Depth 
(D3) requirements, and the TWG working on details of Human-Machine Interfaces (HMI) 
from a Human Factors (HF) standpoint. 
 
The HICRc TWG will focus on issues related to the technical aspects of 
communications.  It will not specifically address the application of such communications 
provisions in regard to D3 or HF considerations, and will not specifically address 
cyber-security concerns.  HICRc TWG will interact with the TWG that are addressing 
those issues. 
 
In the near term (defined as in support of simulator procurement for the first of the 
anticipated new plants), the TWG will produce guidelines describing appropriate design 
provisions and limitations.  These guidelines will include a statement of the fundamental 
requirements and specific regulatory criteria that must be observed.  The HICRc TWG 
will also provide recommendations for revisions to RG1.152, IEEE 7-4.3.2, applicable 
Standard Review plan sections, and other regulatory guidance and industry standards 
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as deemed necessary.  These recommendations will be considered “long-term” and will 
be addressed by the NRC independently of the TWG and probably at a time following 
the disbandment of the TWG. 
 
The TWG will give due consideration to the burdens that might be imposed upon both 
applicants and NRC staff as a result of specific guidance.  For example, acceptance of a 
certain provision might require detailed staff review in an area not presently subject to 
such review.  This would impose a burden upon an applicant in that additional materials 
must be assembled for inclusion in the application package, some of which may be 
proprietary and thus require the development of a redacted version as well as the full 
version, and upon the NRC in the actual review of the subject details.  The cost of such 
a provision in terms of resources, review effort, and review time extension should be 
considered in relation to the potential benefits of such an approach relative to an 
approach that is simpler from regulatory point of view. 
 
In addition, it is anticipated that the TWG will make all reasonable efforts to provide 
guidance that will not involve significant changes in NRC policy and will not require 
rulemaking.  It is anticipated that industry objectives can be met within the existing 
regulations. 

3.3 Critical Path and Steps to Success 
In order to accomplish its mission, the HICRc TWG will need to have timely access to 
detailed information concerning each proposed reactor design.  The TWG will make 
every reasonable effort to obtain specific design information needed to support its work, 
however, if extended correspondence with reactor vendors is required in an effort to 
obtain the needed information, or if information availability is restricted by intellectual 
property rights issues or other issues, the TWG may decide to suspend consideration of 
design details related to the associated supplier or may decide to recommend other 
compensatory action to the NRC Digital I&C Steering Committee.  In such a case, the 
TWG would proceed on the basis of generic considerations.  The NRC Digital I&C 
Steering Committee should be advised promptly if such a situation occurs. 
The primary efforts of the TWG will include the following: 

1. Develop a statement describing the existing regulatory requirements and 
regulatory guidance associated with cross-divisional interactions, without 
consideration of specific proposed designs.  This statement will establish the 
recommended boundaries for the ultimate products of the HICRc TWG. 
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2. Develop a detailed and prioritized listing of the types of interactions to be 
considered by the TWG. The TWG will address the associated design and 
licensing issues in accordance with this prioritization. To support the 
development and prioritization of this listing, the industry members will advise the 
TWG as a whole as to their best estimate of the types of cross-channel 
interactions that have actually been proposed or planned, with indication of the 
level of interest in the use of each type. The industry members may obtain this 
information through informal polling of selected vendors and facilities, or by 
whatever means they determine to be appropriate. Consideration should include 
new plants, existing plants, and fuel cycle facilities. The objective of this advice is 
to ensure that the TWG addresses the types of interactions that are of greatest 
interest to industry. For example, perhaps many system designers plan to use 
scratchpad-based data exchange and some but very few plan to use ethernet-
based direct communication between safety processors: then the TWG would 
address the more widespread practice first and the less widespread practice 
later. If it determines that some type of interaction is planned for use by only a 
very few suppliers but that that type of interaction is highly desirable or 
problematical, the TWG may choose to address that issue early in order to get 
the word out that that type of interaction may be easy or difficult to license.2 The 
industry member advice should consider such issues as, for example: 

• sharing a control station associated with one safety division by other safety or 
non-safety divisions  

• provision of hard controls and indicators (physical switches, indicating lights, 
analog indicators, etc.) on computer-based control consoles or on panels 
dedicated to the support of manual actuations  

• use of, and licensing credit taken for, manual actuation systems  

• intended flow of data and commands into and out of each safety division from 
external sources  

• commingling of safety and non-safety functions or processes in a single 
processor or software package, and commingling of safety functions from 
different divisions 

3. Develop licensing guidance and associated bases for each specific type of 
interaction that is included in the TWG scope of consideration. 

4. Develop one or more RIS (or other vehicle as directed by the NRC Digital I&C 
Steering Committee) to document the regulatory and design guidance developed 
by the TWG.  This RIS is to include specific acceptance criteria for types of 
interactions found to be acceptable, and is also to include descriptions of types of 
interactions found to be unacceptable. 

                                                           

2 This prioritization will not preclude or affect NRC consideration of interactions proposed 
in license requests that have already been submitted or that are submitted in the future. 
License requests that fall outside the recommendations of the TWG or that are contrary to 
them will be considered by the NRC on a case-by-case basis. 
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4 REFERENCES 
(detail input for this issue only) 

1. NEI whitepaper 
● comments by Invensys 
● comments by MikeW 
● comments by Gary Johnson (via HL Dec11) 

2. RG 1.152 

3. SRP7.1-D 
● latest draft 
● comments by NEI (Feb7) 
● comments by Wes Bowers 
● also consider associated SRP sections 

4. IEEE 7-4.3.2 
● draft from late January IEEE meeting 

5. IEEE 603 

6. Dec12 meeting 
● NRC slides 
● NEI slides 
● action items list 

7. Feb2 meeting (HICRc portion only) 
● NRC slides 
● NEI slides 
● action items list 

5 TASK WORKING GROUP (TWG) MEMBERSHIP 
(detail input for this issue only) 

NRC representatives: 
William Kemper (RES, TWG manager) 
Paul Rebstock (RES, TWG technical lead) 
Gush Singh (NRR) 
Royce Beacom (NRO) 
Will Smith (NMSS) 

Industry representatives: 
Wes Bowers (Exelon) 
Ron Jarrett (TVA) 
Kimberly Keithline (NEI) 
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6 RESPONSIBILITIES AND MILESTONES 
(detail input for this issue only) 

6.1 NRC Representatives 
The NRC representatives are responsible for the development of this Project Plan. 
The NRC representatives will draft all TWG deliverables except as explicitly agreed by 
the TWG as a whole. 

6.2 Industry Representatives 
The industry representatives are responsible for advising the NRC as to: 

• whether the scope of this TWG and the activities described in the draft Project 
Plan address all of the industry concerns relating to safety system 
communications that must be addressed to support ordering new  plant 
simulators by mid 2009 

• whether the deliverables described in the draft Project Plan will support an 
efficient regulatory process 

• whether the schedule expressed in the draft Project Plan and the industry 
schedules for associated activities are compatible with one another 

In addition, it is the responsibility of the industry representatives to interact as necessary 
with reactor vendors and others to obtain design information needed to support the work 
of the TWG as described herein 
The industry representatives are invited to provide comment and discussion concerning 
the items within the purview of this TWG, and to offer comments and other input on all 
TWG deliverables, in the interest of ensuring that industry’s needs are appropriately 
addressed. 
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6.3 Milestones, Assignments, and Deliverables 
Milestones and Deliverables 

de
liv

er
ab

le
 

Due Date
(2007 or as-

noted) 

Fc
st

 / 
A

ct
ua

l 

Lead Support 

Near-Term      

initial TWG meeting  Feb 23 A NRC NEI 

statement of fundamental restrictions & requirements - draft  March 8 F NRC NEI 

statement of fundamental restrictions & requirements - final  March 15    
submit final draft of HICRc Project Plan for integration into 
DI&C plan  March 9 F NRC NEI 

DI&C-SC endorsement of HICRc Project Plan   F   

identify communication design concepts  March 6 F NEI NRC 

final prioritization  March 8 F NRC NEI 

NRC RES Project results available (not final report)  June 1 F NRC n/a 
regulatory & design requirements with basis for each type 
of interaction  June 1 F NRC NEI 

      

guidance outline & acceptance criteria  June 15 F NRC NEI 

industry review & comment  June 22  NEI n/a 

initial draft of guidance document (RIS)  June 29 F NRC NEI 
final draft of guidance document submitted for issue 
process  July 31 F NRC NEI 

DI&C-SC endorses guidance document (RIS)  Sept 14 F NRC NEI 

issue guidance document (RIS)  
Sept 28 

(tentative 
projection) 

F NRC NEI 

      

      

      

Long-Term      
work with IEEE on modifications to 7-4.3.2 – anticipate 
issue by:  2Q08  NEI n/a 

revise RG 1.152  2Q09  NRC n/a 

revise SRP  3Q09  NRC n/a 
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3/12/2007 8:00 AM

Digital Instrumentation and Controls

Task Working Group on

Highly-Integrated Control Rooms:
Communication Issues

(HICRc)
Public Meeting of March 8, 2007
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Review of the Project Plan
• revised in accordance with Feb23 discussions

– simplified process for establishing priorities
– modified language regarding “channel” and “division”

• added milestone for industry acceptance of 
guidance outline and acceptance criteria (prior to 
initial draft of the guidance document)

• Miscellaneous editorial changes & clarifications
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Follow-up on Old Business
• NEI Comments on SRP 7.1D (KK Feb7 EMail)

– general discussion
– recommendation for guidance

• Networking of Safety System I/O
– concern is system design & reliability, not 

communications per se
– should be addressed case-by-case in consideration 

of design details
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Regulatory Requirements

• IEEE 603
– Redundant channels must be independent.
– Safety systems must be independent of nonsafety systems and 

components. 
– Equipment used for both safety and nonsafety functions (including 

isolation devices) must be classifies as “safety.”
– No credible failure on the nonsafety side of an isolation device may 

prevent any safety system from meeting its minimum safety function. 
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Regulatory Requirements (Cont.)

• GDC22: Protection system independence
The protection system shall be designed to assure that the effects of natural 
phenomena, and of normal operating, maintenance, testing, and postulated 
accident conditions on redundant channels do not result in loss of the 
protection function, or shall be demonstrated to be acceptable on some other 
defined basis. Design techniques, such as functional diversity or diversity in 
component design and principles of operation, shall be used to the extent 
practical to prevent loss of the protection function.
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Regulatory Requirements (Cont.)
• GDC24: Separation of protection & control 

systems
The protection system shall be separated from control systems to the extent 
that failure of any single control system component or channel, or failure or 
removal from service of any single protection system component or channel 
which is common to the control and protection systems leaves intact a 
system satisfying all reliability, redundancy, and independence requirements 
of the protection system. Interconnection of the protection and control 
systems shall be limited so as to assure that safety is not significantly 
impaired.
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Fundamental Guidelines

• Isolation and Independence
– Nothing outside a safety channel can adversely affect the channel’s safety 

function.
• normal operation of the external system
• faulted operation of the external system
• external fault propagation

– Plant design basis physical separation and electrical isolation 
requirements must be met.
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Fundamental Guidelines (Cont.)
• Influences from outside the division

– An external device can change a safety channel operating 
characteristic, setpoint, etc. only when the channel is in 
maintenance bypass.

• No external device can change a safety channel operating 
characteristic, setpoint, etc. while the channel is credited with 
performing its safety function.

– An external device can provide information or requests for 
operation to a safety processor, provided the safety processor 
responds only within the context of its safety function.

– The safety function processor should be isolated, and thus not 
vulnerable to communication problems or failures.
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Fundamental Guidelines (Cont.)

• Functions of the Safety Channel

– The execution of the safety function shall be independent of the operation 
of the communications function.

– The safety function processor shall operate independently of 
communications processes.

 
 

ATTACHMENT 4 



 

 

3/12/2007 8:00 AM
Public M

eeting of the D
igital I&C

 TW
G

 on C
om

m
unications Issues related to H

ighly-Integrated C
ontrol R

oom
s, M

arch 8, 2000
10

This sketch is extracted from
 slide 32 of 

the M
arch 1, 2007  presentation to the 

N
R

C
 by A

R
EV

A N
P IN

C
. concerning the 

U
.S. EP

R
 D

igital P
rotection System

ATTACHMENT 4 



 

 

3/12/2007 8:00 AM
Public M

eeting of the D
igital I&C

 TW
G

 on C
om

m
unications Issues related to H

ighly-Integrated C
ontrol R

oom
s, M

arch 8, 2000
11

This sketch is extracted from
 slide 38 of 

the M
arch 1, 2007  presentation to the 

N
R

C
 by A

R
EV

A N
P IN

C
. concerning the 

U
.S. EP

R
 D

igital P
rotection System

ATTACHMENT 4 



 

Communications Independence Design Criteria / Guidance (Draft) 
 
The following criterion applies to digital communications between redundant safety 
divisions and between safety and non-safety systems to ensure high-quality: 
 
a) The safety system shall perform no communication handshaking or interrupts 

that could disrupt deterministic safety function processing. 
 
b) Only predefined data sets shall be processed by the receiving system.  

Unrecognized data shall be identified and processed by the receiving system in 
accordance with the defined design requirements (e.g., the message format and 
protocol is pre-determined, that is, the same information is found in each section 
of every message). 

 
c) Data exchanged between redundant safety system channels shall be processed 

in a manner that does not adversely affect the safety function of other 
independent channels.  

 
d) The receipt and storage of the data is pre-determined, stored in the same 

memory locations each time, and these memory locations are not used for any 
other purpose. The memory locations shall be allocated such that input data and 
output data are segregated from each other.  

 
e) Data communication shall not alter safety system software while the safety 

system’s channel is in operation (e.g., hardwired interlocks that prevent on-line 
changes to safety system software). 

 
f) A communication fault (e.g., sleeping/frozen interface communications, 

erroneous data sets, and spurious data sets) shall not prevent performance of 
required safety functions. 
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Joseph G. Murray  
Nuclear Program Manager  
Invensys Process Systems  
15345 Barranca Parkway  
Irvine, CA 92618  
U.S.A  
 
19 January 2007  
 
William E. Kemper, Chief  
Instrumentation and Electrical Engineering  
Office of Nuclear Regulatory Research  
NRC  
 
Re: Review and response to NEI submitted draft on Communications  
 
Mr. Kemper:  
 
On behalf of Invensys Process Systems, I have reviewed the NEI draft document dated 
12/6/2006 entitled:  
 
“White Paper, Communication Between Redundant Safety Divisions and Between Safety 
and Non-Safety Systems”  
 
Invensys would like to submit the following comments on this document and also give 
our recommendations as to a course of action towards moving to completion on the topic 
of safety communications.  
 
First, we would like to say that Invensys agrees with NEI in their summary statements:  
 

“With digital I&C technology, judicious communication between redundant safety 
divisions and between safety and non-safety systems can provide reliability and safety 
enhancements that were not achievable when currently-operating plants were designed, 
using the analog technology of the day. Advanced plant designs include varying degrees 
of communications between redundant safety divisions and between safety and non-
safety systems to validate signals and ensure high reliability. To enable nuclear plants to 
capture these benefits, NRC-approved guidance is needed to establish clear requirements 
and acceptance criteria whereby such communications can be designed and utilized, 
while maintaining reasonable assurance that they will not degrade safety functions 
through unintended behaviors or inadequately managed failure modes.”  

                                 Avantis       Foxboro               SimSci-Esscor              Triconex  

 Page 1 of 8 ATTACHMENT 6 



 

Invensys believes that the benefits from cross divisional safety to safety communications and 
non-safety to safety communications are great and can add overall reliability to, and 
availability of, the digital safety systems. Invensys also believes that there are acceptable 
ways to ensure the quality and safety of the communications while maintaining the integrity 
of the safety division independence as required by the GDC and IEEE-603.  
 
Invensys has no comments on the NEI White Paper sections on “Background”, “Definitions”, 
“Detailed Requirements in IEEE std. 603-1998”, and “Applicable Regulatory Documents” 
and treats them as statements of fact.  

Invensys has only a single comment on the section entitled “Precedence for Communications 
Between Redundant Safety Divisions and Between Safety and Non-Safety Systems”. Our 
comment is that the only examples of precedence that should be accounted for are ones that 
deal in digital systems communications as understood today. These examples should not 
include relay logic “communication”.  

Within the section entitled “Benefits of Communications Between Redundant Safety 
Divisions and Between Safety and Non-Safety Systems”, Invensys agrees with the stated 
benefits as they are related only in terms of modern definitions of digital communications. 
However, the listed benefit as pertaining to the charging pump controls does offer 
demonstration of the benefits that are attainable using non-safety controls to operate safety 
equipment.  

Within the section entitled “Design Criteria”, Invensys agrees with the information provided 
with the following exceptions.  

Invensys believes strongly that IEEE Std. 7-4.3.2-2003, Annex E is inadequate in providing 
guidance to safely design and establish safe communications. In this we agree with the 
statement in Reg. Guide 1.152, Revision 2, section B, subparagraph (e), which states that 
Annex E provides insufficient guidance.  

NEI offers four additional design practices made by subject matter experts and suggests their 
addition to Annex E to help ensure high quality communications. Invensys agrees that these 
suggestions would help to ensure high-quality communications, however we still believe that 
the standard would give insufficient guidance and would allow for the prospect of approval 
of designs that have no mitigation for certain credible communications failures.  

NEI next discusses and suggests a series of steps that should apply if the “non-safety related 
workstation” approach is used. These items are as follows:  

“• All safety functions must be able to be performed solely by safety-related structures, 
systems, and components.  

 
• Isolation provisions must provide both electrical and data isolation as required by IEEE Std. 
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7-4.3.2-2003 and Regulatory Guide 1.152, Revision 2.  
 
•Safety-related accident monitoring instrumentation must be provided per the requirements 
of IEEE Std. 497-2002 and Regulatory Guide 1.97, revision 4.  
 
•Additional non-safety-related accident monitoring instrumentation must be provided per the 
requirements of IEEE Std. 497-2002 and Regulatory Guide 1.97, revision 4. If the design and 
qualification requirements applicable to this portion of the accident monitoring 
instrumentation are met by the non-safety-related workstation, the workstation can be the 
sole indication for these additional non-safety-related parameters.”  

Invensys agrees with the first two items and has no comments on the final two items. 
Invensys would add the following statements as applicable to non-safety related workstation 
communications to safety systems purposes of control of safety equipment:  

• All non-safety system communications to safety systems must be on physically separate 
communication links so that there is no mixing of safety and non-safety messages on the 
same physical link. (In this, Invensys deviates from the discussions of IEC 61784-3 further 
on in this document, in that Invensys feels that the risks posed by cyber-security issues are 
too great and separating communication links would add a layer of protection from outside 
interference through the non-safety system.)  

• All credible failures of the non-safety system communication link to the safety system shall 
be analyzed for to ensure that there can be no interference to the safety system safety 
functionality.  

• Non-safety inputs into safety system shall not be able to disrupt or in any way prevent a 
safety function from going to completion when called upon, either through failure modes or 
through deliberate action (i.e., no ability to stop a safety pump from a non-safety workstation 
communication link when it has been started as a result of a safety system action.)  

• Non-safety inputs into a safety system change the SR/NSR protocol from a read-only to a 
read/write in the safety processor. This adds great importance to the application of cyber-
security issue within the confines of the safety system and must be taken into account.  

NEI then makes the following statement:  

“The requirements of IEEE Std. 7-4.3.2 (subject to the enhancements suggested above) are 
judged sufficient to ensure that all safety functions can be performed when a design includes 
a workstation that controls both safety-related and non-safety-related systems and 
components.”  

Invensys disagrees with this position. A stated above, we still find that IEEE Std. 7-4.3.2, 
even with the NEI suggested enhancements, is insufficient. Invensys believes that the 
existing guidance, and the existing guidance enhancements, as recommended by the NEI 
working group would not mitigate the existing confusion on the subject matter and could lead 
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to confusion by licensees and regulators during regulatory review. This then leads to the 
prospect of the approval of designs that do not account for credible failures, or rejections of 
designs that that are per the guidance yet may or may not have designed in methods for 
mitigation of credible failures.  

Invensys would like to call to your attention the slide presented by Mr. Mike Waterman 
during the 12/12/2006 meeting. In it there is a graph of a guideline which shows the methods 
to developing guidance and procedures. As a part of the process, the staff looks for input 
from other industries, other U.S. regulations, and Foreign Regulations,  

Within that context Invensys would like to offer as guidance for safety related 
communications the work that has been performed on this topic by the International 
Electrotechnical Commission, (IEC). IEC has generated guidance on this topic through the 
issuance of subject related documents, and most recently by the issuance of a draft document 
that is now finishing the review and comment cycle.  

The original documents that discussed safety communications was developed for the Rail 
industry. An example is IEC 62280-2, Railway applications – Communication, signaling and 
processing systems – Part 2: Safety-related communication in open transmission system. The 
document that Invensys feels has the most applicable guidance to the nuclear industry in the 
realm of safety communications is IEC 61784-3 (Draft) Digital Data Communications for 
Measurement and Control – Part 3: Profiles for Functional Safety Communications in 
Industrial Networks.  

This document is the culmination of some years of work by a working group consisting of 
member of academia, governmental association and regulators, vendors, safety network 
organizations and end-users. Invensys has a member on this working group, along with other 
vendors such as Toshiba, Mitsubishi, Rockwell and Siemens. Within this draft document are 
discussions of credible failures and recommended mitigating methodologies. These 
mitigating technologies effectively become part of a “safety communication layer” on top of 
the bus structures. Within the listing of credible failures are types of concerns that would not 
be addressed within the confines of either the existing Annex E of IEEE 7-4.3.2 or the NEI 
recommended enhancements.  

An example of the credible failures and possible mitigating methodologies that are presented 
by IEC are listed below:  
_______________________________________________________________  
Communication errors  
Corruption  
Messages may be corrupted due to errors within a bus participant, due to errors on the transmission 
medium, or due to message interference.  

NOTE 1 Message error during transfer is a normal event for any standard communication system, such events are detected at 
receivers with high probability by CRC frame check sequence calculations and the frame is ignored. 
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NOTE 2 Most communication systems include protocols for recovery from message errors, so these messages should not be 
classed as 'Loss' until recovery or repetition procedures have failed or are not used.  

NOTE 3  If the recovery or repetition procedures take longer than a specified deadline, a message is classed as 
'Unacceptable delay'.  

NOTE 4  In the very low probability event that multiple errors result in a new message with correct frame structure 
(addressing, length, CRC, etc…), the message will be accepted and processed further. Evaluations based on a message 
sequence number or a time stamp may result in fault classifications such as Unintended repetition, Incorrect sequence, 
Unacceptable delay, Insertion.  

1.1.1 Unintended repetition  
Due to an error, fault or interference, old not updated messages are repeated at an incorrect point in 
time.  

NOTE 1  Repetition by the sender is a normal procedure when an expected acknowledgment/response is not received from a 
target station, or when a receiver station detects a missing message and asks for it to be re-sent.  

In some cases, the lack of response can be detected and the message repeated with minimal delay and no loss of sequence, 
in other cases the repetition occurs at a later time and arrives out of sequence with other messages.  

NOTE 2  Some fieldbuses use redundancy to send the same message multiple times or via multiple alternate routes to 
increase the probability of good reception.  

1.1.2 Incorrect sequence  
Due to an error, fault or interference, the predefined sequence (e.g. natural numbers, time 
references) associated with messages from a particular source is incorrect.  

NOTE 1 Fieldbus systems may contain elements that store messages (e.g. FIFOs in switches, bridges, routers) or may use 
protocols that may alter the sequence (e.g. by allowing messages with high priority to overtake those with lower priority).  

NOTE 2 When multiple sequences are active, such as messages from different source entities or reports relating to different 
object types, these sequences are monitored separately and errors may be reported for each sequence.  

1.1.3 Loss  
Due to an error, fault or interference, a message is not received or not acknowledged.  

1.1.4 Unacceptable delay  
Messages may be delayed beyond their permitted arrival time window, e.g. due to errors in the 
transmission medium, congested transmission lines, interference, or due to bus participants sending 
messages in such a manner that services are delayed or denied (e.g. FIFOs in switches, bridges, 
routers).  

NOTE In underlying fieldbuses using scheduled or cyclic scans, message errors may be recovered in several ways,  

a) immediate repetition  

b) repetition using spare time at the end of the cycle  

c) treat the message as lost and wait for the next cycle to receive the next value  

In case a) all the following messages in that cycle are slightly delayed,  

in case b) only the re-sent message gets a delay.  

Cases a) and b) are not normally classed as an Unacceptable delay.  

Case c) would be classed as an Unacceptable delay unless the cycle repetition interval is short enough to ensure that delays 
between cycles are not significant and the next cyclic value can be accepted as a replacement for the missed previous value.  

1.1.5 Insertion  
Due to a fault or interference, a message is inserted that relates to an unexpected or unknown source 
entity.
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NOTE  These messages are additional to the expected message stream, and because they do not have expected 
sources, they cannot be classified as Correct, Unintended repetition, or Incorrect sequence.  

1.1.6 Masquerade  
Due to a fault or interference (most likely intentional), a message is inserted that relates to an 
apparently valid source entity, so a non-safety relevant message may be received by a safety 
relevant participant, which then treats them as safety relevant.  

NOTE  Communication systems used for safety-related applications may use additional checks to detect Masquerade, 
such as authorised source identities and pass-phrases or cryptography.  

1.1.7 Addressing  
Due to a fault or interference, a safety relevant message is sent to the wrong safety relevant 
participant, which then treats reception as correct.  

1.2 Deterministic remedial measures  
1.2.1 General  
This subclause lists measures commonly used to detect deterministic errors and failures of a 
communication system, as contrasted to stochastic errors like message corruption due to 
electromagnetic interference.  

1.2.2 Sequence number  
A sequence number is integrated into messages exchanged between message source and 
message sink. It may be realised as an additional data field with a number that changes from one 
message to the next in a predetermined way.  

1.2.3 Time stamp  
In most cases the content of a message is only valid at a particular point in time. The time stamp 
may be a time, or time and date, included in a message by the sender.  

NOTE 1 Relative time stamps and absolute time stamps may be used.  

NOTE 2 Time stamping implicitly requires the time base to be synchronized. For safety applications, synchronization needs 
to be monitored.  

1.2.4 Time expectation  
During the transmission of a message, the message sink checks whether the delay between two 
consecutively received messages exceeds a predetermined value. In this case, an error has to be 
assumed.  

EXAMPLE  

Time-slot-oriented access method:  

The exchange of messages takes place within fixed cycles and predetermined time slots for every participant.  

Optionally: Every participant shall send his data within its time slot even if there is no value change (this is an example of 
cyclic communication).  

To identify a participant who did not transmit within its associated time slot, a source identification is added.  

1.2.5 Connection authentication  
Messages may have a unique source and/or destination identifier that describes the logical       
address of the safety relevant participant. 
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1.2.6 Feedback message  
The message sink returns a feedback message to the source to confirm reception of the 
original message. This feedback message has to be processed by the safety communication 
layers. 

NOTE  Some fieldbus specifications use the term “echo” or "receipt" as a synonym.  

EXAMPLE  

This returned feedback message may contain only a short acknowledge, or may also contain the original data, thus enabling 
the source to check the correct reception by comparing sent and received data.  

1.2.7 Data integrity assurance  
The safety-related application process shall not trust the data integrity assurance methods if they are 
not designed from the point of view of functional safety. Therefore, redundant data is included in a 
message to permit data corruptions to be detected by redundancy checks.  

NOTE Communication systems used for safety-related applications may use methods such as cryptography to ensure data 
integrity, as an alternative to typical methods such as CRCs.  

1.2.8 Redundancy with cross checking  
In safety-related fieldbus applications, the safety data may be sent twice, within one or two separate 
messages, using identical or different integrity measures, independent from the underlying fieldbus.  

In addition to this, the transmitted safety data is cross-checked for validity over the fieldbus or over a 
separate connection source/sink unit. If a difference is detected, an error shall have taken place 
during the transmission, in the processing unit of the source or the processing unit of the sink.  

When redundant media are used, then common mode protection should be considered using suitable 
measures (e.g. diversity, time skewed transmission)  

1.2.9 Different data integrity assurance systems  
If safety relevant (SR) and non-safety relevant (NSR) data are transmitted via the same bus, different 
data integrity assurance systems or encoding principles may be used (different CRC algorithms, 
different generator polynomials), to make sure that NSR messages cannot influence any safety 
function in an SR receiver.  

NOTE  Having an additional data integrity assurance system for SR messages and none for NSR messages is acceptable.  

_____________________________________________________________________________  

_ 

Invensys feels that this document can be of great use by the NRC in developing guidance for 
safe communication in safety to safety and non-safety to safety communication regulation. 
Invensys would like to see the NRC use applicable portions of the work performed by the 
IEC in NRC revisions and generation of new regulatory documents.  

In summary, the Invensys position in the question of digital communications in safety related 
systems is that there are no insurmountable issues. Invensys feels that the regulations need to 
be enhanced to take into consideration the information and methodologies provided by IEC 
in their work on Safety Communications. The regulations as they are today and the NEI
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suggested enhancements do not raise the level of guidance high enough to prevent the 
possible approval of designs that have not taken into account credible failure modes nor 
will they prevent the continuation of the present confusion on acceptability or 
unacceptability of communications design.  

In addition to this, Invensys believes that in the area of NSR to SR communications, the 
enhancements offered above by Invensys, in addition to the use of the IEC 61784-3 
information should be used. Also, NSR to SR communications introduces new pathways 
for cyber-security intrusion concerns, so this issue must be adequately addressed in NSR 
to SR communications.  

Regards,  
Joseph G. Murray  
Nuclear Program Manager  
Invensys Process Systems  
15345 Barranca Parkway  
Irvine, CA 92618, U.S.A  
+1.949.885.0854 Desk  
+1.949.374.1858 Cell  
+1.949.753.9101 Fax  
www.InvensysNuclear.com  
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