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Comments on Proposed Revisions to 
10 CFR 73.55 and Conforming Regulations 

 
Reference: Federal Register Notice, October 26, 2006 

 
NOTE: The following comments were submitted by USProtect  
to the U.S. Nuclear Regulatory Commission in the context of 
the proposed revisions to the subject regulation. The comments  
below remain the property of USProtect and all use of them  
outside the context of the NRC rulemaking is prohibited. 

 
Section Reference Comment 
General  
(re: core damage 
versus spent fuel 
damage) 

There are many references to “significant core damage” and “spent 
fuel sabotage,” but these phrases are sometimes linked by an “and” 
and sometimes by an “or.” The two connectors can create very 
different results. For example, the two phrases are connected by 
“and” in 73.55(b)(3), (c)(1)(i), (f)(4), (g)(4)(ii)(C), (i)(4)(i), (k)(1)(i). 
On the other hand, the two phrases are connected by “or” in 
73.55(b)(7)(ii) and (t)(1)(ii) [re: MOX]. 

General  
(re: receipt of 
guidance before 
comment period 
ends on rule) 

It appears that the NRC intends to issue guidance to support this 
revised regulation after the comment period ends. Since past 
experience proves that guidance can alter the impact of the 
requirement for the licensee (financial, operational, and otherwise), 
it is unrealistic for the NRC to expect that there will be no 
subsequent comments on the revised regulation after the guidance is 
issued. 

General  
(re: alternative 
measures 

Sections 73.55(a)(4), (c)(1), and (t)(2) all discuss the approval of 
alternative measures. This is a key legal component of the revised 
rule. Since 1982, licensees have been required to comply with their 
approved security plans, but have not been subject to the 
requirements in 73.55(b) through (h), instead using the approved 
security plans as the controlling document as substitutes for 
paragraphs (b) through (h). 
In the proposed rule, the first reference states that licensees will 
implement the physical protection program in accordance with 
Commission regulations, etc., and the second reference appears to 
support that. However, the second reference acknowledges that 
alternative measures could be submitted in accordance with 10 CFR 
50.4 and 50.90 and, therefore, might be approved by the 
Commission. What is the legally controlling document, the 
regulations or the licensees’ NRC-approved physical security plans? 

73.19(d)(2) Does this section allow licensees to begin firearms background 



checks as soon as they have applied for preemption authority, but 
before the authority has been granted? If so, what would be their 
authority to command the information as part of the background 
check? 

73.55(a)(4), 
73.55(c)(1), and 
73.55(t)(2) 

The first reference states that licensees will implement the physical 
protection program in accordance with Commission regulations, etc., 
and the second reference appears to support that. However, the 
second reference acknowledges that alternative measures could be 
submitted in accordance with 10 CFR 50.4 and 50.90 and, therefore, 
might be approved by the Commission. What is the legally 
controlling document, the regulations or the licensees’ NRC-
approved physical security plans? 

73.55(a)(6)(i) This section requires that CAS and SAS comply with 
73.55(e)(7)(iii), which specifically references the CAS, but is 
specifically silent on the SAS. How can this requirement hold for the 
SAS if the paragraph included by reference specifically omits the 
SAS? 

73.55(b) Later references to this critical section sometimes say “performance 
objectives and requirements” and sometimes say just “requirements 
in paragraph (b).” Is there some intentional distinction being made 
when performance objectives is being deleted and only 
“requirements” is retained in the reference? 

73.55(b)(4) What are the limits to the required redundancy? Must everything be 
redundant, as the wording in this section suggests, e.g., must the 
licensee have two officers for every post, two IDS heads in every 
zone, or two ammo clips for every officer? 

73.55(c) The broad definition of this section “Security plans” should be 
changed to embrace all the plans that are included in it (i.e., 
“physical security plan, training and qualification plan, and 
safeguards contingency plan”). A possible solution is to simply 
name the section “Plans.”  

73.55(c)(6)(iv)(C) This section imposes on licensee procedures the same requirement 
that is currently only imposed on approved security plans, i.e., that 
no change would decrease the effectiveness of the procedure. While 
this is admittedly a wise course, it imposes a similar standard for 
something that is not NRC-approved as that which is required for 
something that is NRC-approved. 

73.55(d)(1) Requiring the licensee to detect, assess, and respond to unauthorized 
activities in “any area of the facility” is too broad. That goes beyond 
the legislative intent of the Atomic Energy Act by requiring the 
licensee to protect even the non-radiological areas of the plant. “Any 
area” of the plant could include training facilities, administration 
buildings, and equipment sheds, for which “unauthorized activities” 
would be quite different from those within the operational areas of 
the plant itself.  

73.55(d)(5)(ii) What is the difference between this and 73.55(r)(1)? If they are the 



same, suggest one of the requirements be deleted to avoid confusion 
over purpose and scope. 

73.55(e) and 
73.55(e)(3)(ii) 

This section requires that barriers be designed and constructed to 
“deter, delay .....” Since the requirement refers to design, if the NRC 
approves the plan yet the barrier later fails, can the licensee still 
conclude that NRC’s approval acknowledged that the barrier was, in 
fact, designed properly? 

73.55(e)(4) These standards to “deter, delay, prevent...” for the OCA are as 
rigorous as the standards for the PA barrier and will, in a sense, 
require that the entire barrier/border concept built into the PA be 
moved out to the OCA. This would be a tremendous additional 
expense for the licensees. 

73.55(e)(5)(i)(B) This requires IDS equipment capable of evaluation of unauthorized 
activities “before completed penetration.” NRC’s own tests and 
research acknowledge that penetrations of the PA barrier can be 
accomplished by skilled adversaries in less than 2 seconds, and also 
acknowledge that a skilled CAS operator would take longer than 2 
seconds to locate the appropriate monitor that is alarming, much less 
perform the evaluation. Therefore, according to NRC’s own 
research, it is impossible to meet this standard. 

73.55(3)(5)(ii) This appears to refer to video capture, but doesn’t specifically 
mention it. 

73.55(e)(6)(i) PA barriers are required to be “designed and constructed to meet 
Commission requirements.” What are these specific requirements? Is 
this something that is going to be detailed in guidance? If so, given 
the wide range of possible outcomes, how can the industry and 
public comment on this section without knowing what those specific 
requirements are? 

73.55(e)(6)(iv) The list of barrier components includes walls and roofs, but the 
inclusion of penetrations seems incorrect here. A penetration is 
typically thought of as an engineering, operational, or construction 
necessity (e.g., a drainage pipe). If penetration, in this requirement, 
is meant to refer to personnel and vehicle portals, it should say so. 
Otherwise, the traditional protections for penetrations (i.e., drainage 
pipes, etc.) - - locks and alarms - - would not be consistent with the 
current requirement. 

73.55(e)(6)(vi) Can the exterior areas within the PA that must be periodically 
checked for unauthorized activities be checked by CCTV? How 
about IDS? If not, the wording of this requirement needs to be 
changed. 

73.55(e)(7)(i) This requires that VA barriers be designed and constructed to 
perform their required function, except according to paragraph 
(f)(2). But (f)(2) refers to cyber attacks, which have little or nothing 
to do with VA barriers (except at the personnel portals). 

73.55(e)(8)(i) and 
73.55(e)(9)(i) 

These paragraphs require that licensee have land and waterborne 
vehicles capable of prevent access that would disable personnel, 



equipment, or systems necessary to meet performance objectives of 
73.55(b). Paragraph 73.55(b) requires diversity and redundancy of 
equipment. Must the licensee prevent land and waterborne vehicle 
access to all redundant sets of equipment also, or simply ensure that 
both sets are not disabled? 

73.55(e)(8)(iii) This paragraph establishes the standoff distance to accomplish 
73.55(e)(8)(i). The requirement doesn’t specify which personnel 
(administrative, training, response, operational, etc.) and doesn’t 
refer to whether the redundancy standard fits here. Is the standoff 
distance required to protect all personnel? 

73.55(g)(4)(i) This requires that the access control system is designed to handle 
emergency conditions. This is very broad and could conceivably 
allow the licensee to drop all access controls in an emergency, while 
limiting access to authorized individuals. Is there a phrase missing 
here, perhaps “without compromising the intended function of the 
access control” or “including posting of security officers to monitor 
personnel access?” Some detail is provided in 73.55(g)(4)(ii), but 
that section should at least be referenced here. 

73.55(g)(4)(ii)(B) By “authorized,” does NRC mean access that would be unauthorized 
under non-emergency situations, or unauthorized even under the 
more lax conditions of an emergency? 

73.55(g)(5)(ii) This paragraph refers to training, qualification, and equipment 
necessary to perform escort duties. What type of equipment is 
intended? 

73.55(g)(6)(i)(A) This paragraph allows ID badges to be removed from the PA when 
measures exist to confirm the identity of the person returning with 
the badge. Does facial recognition by access control officers suffice? 

73.55(g)(6)(ii)(E) In recent years, NRC has relaxed the requirement to change-out all 
access control devices when the individual departed voluntarily or 
was terminated not-for-cause. This section re-instates the more strict 
requirement of changing-out all devices regardless of reason for 
employee’s departure. Was this intended? 

73.55(g)(7)(ii) This paragraph requires photo ID badges for individuals requiring 
frequent and extended access. Although this is the same as the 
current rule, it omits corporate employees who may require frequent 
but not extended access. Therefore, corporate employees would not 
be required to have a photo ID badge, unless “extended access” also 
implies frequent access over an extended period of employment. 
Please comment. 

73.55(h)(1) This paragraph requires search at the OCA and PA. Searching 
personnel, vehicles and packages at the OCA is useless unless a 
means is established to ensure that – after the search – the individual 
cannot acquire something that would have been subject to 
confiscation at the search point. Traveling through the OCA (an area 
that is so far not required to have a 100% denial barrier and intrusion 
monitoring system) would allow the searched individual to acquire 



contraband, making the search at the OCA checkpoint useless, but 
expensive. 

73.55(h)(1)(i) The search requirement in this paragraph is designed to prevent the 
introduction of contraband that could disable personnel, equipment, 
and systems necessary to accomplish the performance objective and 
requirements in paragraph (b). Paragraph (b) requires diversity and 
redundancy. Therefore, is the search requirement intended to protect 
all components of a redundant set, or ensure that both (or more) are 
not disabled? (This goes to the location and placement of the 
redundant sets.) 

73.55(h)(1)(iii) Are the qualifications of search personnel spelled out somewhere? 
73.55(h)(5) Is either security officer at the vehicle search point required to have 

a weapon? It doesn’t say so here. 
73.55(h)(8) This paragraph notes that exceptions to the search requirements 

“must be submitted to the Commission for prior review.” Does this 
apply only to exceptions in the initial plan submitted to the NRC 
pursuant to the revised 73.55, or to all subsequent changes? If the 
latter, why are search requirements held to a higher standard of 
Federal regulatory review (i.e., requiring prior approval) than other 
requirements in 73.55? 

73.55(i)(2) This paragraph, while requiring that both CAS and SAS have alarm 
and video equipment, allows that “at least one” (i.e., not both) must 
be protected in accordance with (e)(6)(v), (e)(7)(iii), and (i)(8)(ii). 
The phrase “at least one” appears to offer some relief from the 
requirement in 73.55(a)(6) that CAS and SAS be equipped to 
equivalent standards, and to 73.55(a)(6)(ii) requiring equivalent 
capabilities of detection. Is this paragraph regulatory relief from 
those sections? 

73.55(i)(8)(v) This paragraph appears to be unusually prescriptive for a 
performance-based regulation. Please comment. 

73.55(i)(9)(ii) This paragraph requires “continual surveillance, observation, and 
monitoring of all areas identified in the approved security plans as 
requiring surveillance, observation, and monitoring.” What is the 
licensee doesn’t identify any such areas? There doesn’t appear to be 
a requirement to do so. 

73.55(i)(9)(iii) This paragraph requires random patrols of all areas containing target 
set equipment. In the context of earlier comments, does this require 
patrols of all redundant sets of equipment? 

73.55(i)(9)(iii)(A) In defining “designated areas,” refer to comment in 73.55(i)(9)(ii) 
73.55(i)(9)(iii)(B) This paragraph requires inspection of physical barriers at random 

intervals. Who determines the metrics for randomness here, 
including the length of the interval overall and whether the random 
interval is on a per shift, per day, or per week basis? 

73.55(i)(9)(iv) This paragraph discusses unmonitored and unattended openings, but 
does not impose the 96-square-inch standard. Should it? 

73.55(i)(10)(ii)(C) This paragraph requires video technology capable of making 



positive recognition of activity. What standards exist for judging the 
positive recognition? Will the NRC be satisfied with the video 
operator’s judgment? 

73.55(i)(10)iii) Why does this paragraph impose an alertness standard for video 
operators but not for other alarm system operators or response 
personnel? Is there a standard for alertness? 

73.55(j)(4)(i) “Conventional telephone service” appears to refer to landlines, 
however cell phone is now so conventional that it could qualify. If 
the NRC intends to refer to landlines, the rule should say so. 

73.55(k)(1)(iii) In requiring the licensee to describe the distribution of firearms and 
equipment, is the rule referring to how the firearms and equipment 
will be distributed to individuals during response, or to how the 
firearms and equipment are distributed in locked cabinets on a 
routine basis? 

73.55(k)(2) This is a key section of the rule and one that allows the use of deadly 
force against adversaries. However, it is based on threats to 
individuals and not to the safety systems of the plant. Under the 
Energy Policy Act of 2005, are security officers permitted to use 
deadly force against intruders who appear determined to disable or 
destroy safety systems and/or target sets? If not, does the “defense of 
others” phrase refer to others throughout society? 

73.55(k)(3)(iv) This appears to repeat the requirement in 73.55(k)(1)(iv). 
73.55(k)(4) In the event of a strike, would work hours limitations be waived? 
73.55(k)(5) Is the protective strategy subject to NRC review/approval? Is it 

incorporated by reference into some licensing document? 
73.55(k)(6) This requires training for all personnel on their roles and 

responsibilities during security incidents. Does this require training 
for all personnel on site (including administrative, clerical, 
janitorial), or should the phrase be “trained in their roles and 
responsibilities relating to response to security incidents.” 

73.55(m)(1)(iii) This paragraph requires that cyber security program prevent cyber 
attacks “on protected computer systems.” Are these “protected 
computer systems” defined or identified somewhere? In the 
regulations? In the security plans? Are all computers onsite affected 
by this rule? If not, more specific language is necessary. 

73.55(m)(2) Is the cyber security assessment program intended to be real-time (as 
computer systems are capable of), during initial assessment, or with 
periodic updates? If the latter, what is the periodicity required? 

73.55(m)(5) Does defense-in-depth in computer terms mean real-time backup 
data? How does this requirement impact the video capture system, 
which is a computer system? 

73.55(o)(1)(i) Testing and maintenance are required “at predetermined intervals.” 
Who determines the intervals? Does the NRC plan to put this in 
guidance and, if so, how can the industry/public comment on this 
requirement until the guidance is issued? 
If a piece of equipment is found to have failed, but was not called 



upon to work (see “when needed” words), is that a violation? 
73.55(o)(1)(iv) Who defines/determines what is “security-related components or 

equipment?” 
73.55(q)(4) The broader section, 73.55(q), refers to the suspension of safeguards 

measures. Therefore, this section, 73.55(q)(4), appears to waive the 
requirement for duplicate reports under 50.72 only with respect to 
suspension of safeguard measures. Is that what was intended? If, 
instead, the waiver of requirement to file duplicate reports is 
intended to refer to all duplicate reports, this should be moved to 
73.71. 

73.55(r)(1) Other than its appearance in a section called “Records,” what is the 
difference between this and 73.55(d)(5)(ii)? If there is no difference, 
experience has shown that repetition of requirements within the 
same regulation can cause unintended legal complications and it 
should be removed. 

73.55(t)(2) If a specific measure outlined in an approved security plan is later 
found to be an alternative to the intent of the rule, yet the security 
plan has been approved by the Commission, does this mean that the 
Commission has already approved the alternative measure, 
according to this section? 

73.55(t)(4)(i) “Vehicle bomb” seems too limiting in this context, especially when 
compared to 73.55(e)(8) which just says vehicle and even refers to 
“proximity” without ever mentioning the bomb itself. What if 
instead of a bomb, the vehicle itself is used to cause the damage? Is 
this the only place in the proposed rule where “vehicle bomb” is 
substituted for the more generic “vehicle?” If so, “bomb” should be 
deleted. 

73.55 Definitions Why is this called just 73.55 Definitions? Should it have a more 
distinct reference, e.g., 73.55(u)? 
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Subject:  Comments on Proposed Rule - 10 CFR 73.55 
 
Attached are the comments submitted by me and USProtect for the subject 
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Richard Rosano 
Senior Director, Critical Infrastructure Protection 
USProtect. . . It's What We Do 
801 Roeder Road, Suite 1000 
Silver Spring, MD 20910 
240-247-5073 direct 
301-587-8001 main ext. 273 
240-888-8877 cell 
240-247-5090 fax 
www.USProtect.com <http://www.usprotect.com/>  
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