
March 8, 2007

EA-07-050 and EA-07-051

TO: Materials Licensees Identified in Attachment 1 to Order EA-07-050 and All Other
Persons Who Seek or Obtain Access to Safeguards Information Described Herein

SUBJECT: ISSUANCE OF ORDERS IMPOSING REQUIREMENTS FOR PROTECTING
CERTAIN SAFEGUARDS INFORMATION, AND IMPOSING REQUIREMENTS
FOR FINGERPRINTING AND CRIMINAL HISTORY CHECK REQUIREMENTS
FOR ACCESS TO SAFEGUARDS INFORMATION

The U.S. Nuclear Regulatory Commission (NRC or Commission) has issued the enclosed
Orders (Enclosures 1 and 3 with attachments) requiring you to implement specific requirements
to ensure proper handling and protection of Safeguards Information (SGI), to avoid
unauthorized disclosure.  Orders contain requirements that licensees or certificate holders must
implement.  You must respond to these Orders by filing a written answer, under oath or
affirmation, consenting to the Orders, or providing the reasons why you believe the Orders
should not have been issued.

NRC issued Orders to both NRC and Agreement State Licensees or certificate holders under its
authority to protect the common defense and security, which has not been relinquished to the
Agreement States.  Under Section 147 of the Atomic Energy Act of 1954, as amended, the
Commission has authority to “....issue such orders, as necessary, to prohibit the unauthorized
disclosure of safeguards information....”  Unauthorized disclosure of SGI may result in civil and
criminal penalties.  Enclosure 1 to this letter directs you to protect this kind of information from
unauthorized disclosure, in accordance with “Modified Handling Requirements for Protection of
Certain Safeguards Information (SGI-M)” (Attachment 2 to Enclosure 1).  Also provided is the
“Designation Guide for Safeguards Information” (Enclosure 2), a guidance document to help
you determine what information needs to be protected as SGI.  

NRC has been notified or has determined that you will need to implement additional security
measures (ASMs) or compensatory measures (CMs) in the near future.  The ASMs or CMs
contain SGI and must be protected in accordance with the enclosed Orders.  The Energy Policy
Act of 2005 imposed new requirements for access to SGI, which require individuals to go
through a Federal Bureau of Investigation (FBI) identification and criminal records history
check, based on fingerprints, before anyone is given access, by anyone, to SGI.  To implement
the fingerprinting requirements (Enclosure 3 with attachments, and Enclosure 4), the Licensee
must designate an individual who will review the results of the FBI criminal history check, in
conjunction with a trustworthy and reliability determination (Attachment 3 to Enclosure 1),
before making SGI access determinations for others.  This individual, referred to hereafter as
the “reviewing official,” must be someone who seeks access to SGI.  Based on this individual’s
fingerprints and FBI criminal history check, the NRC staff will determine whether this individual
may have access to SGI.  If NRC determines that the individual may not be granted access to
SGI, Order EA-07-051 (Enclosure 3) prohibits that individual from obtaining access to any SGI. 
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If the initial reviewing official is not approved by NRC to have access to SGI, the Licensee may
appeal this decision by following the procedures in Enclosure 5 to this letter, or the Licensee
may nominate a different individual to be the reviewing official.  The rights of the individual
nominated to be the reviewing official are also described in Enclosure 5 to this letter.  Once a
reviewing official is approved by NRC, the reviewing official and only the reviewing official can
make SGI access determinations for other Licensee employees who have a need-to-know the
information, have been determined to be trustworthy and reliable, and have been fingerprinted
and criminal history checked.  The reviewing official can only make SGI access determinations
for other individuals but cannot approve other individuals to act as reviewing officials.  Only
NRC can approve a reviewing official; therefore, if a Licensee wished to have a new or
additional reviewing official, NRC must approve that individual before he/she can act as a
reviewing official.

The enclosed Orders are effective immediately.  These requirements will remain in effect until
the Commission determines otherwise.

Licensees are required to submit fingerprints in accordance with Order EA-07-051
(Enclosure 3).  The current processing fee is $27.00 per submission and payment must
accompany the request. 

The enclosed Orders require that all Licensees respond within twenty (20) days of the date of
the Orders and implement the requirements before providing access to SGI to any individual. 
Please contact Ernesto Quiñones, (301) 415-0271, eqp@nrc.gov, or Nima Ashkeboussi, 
(301) 415-7637, naa@nrc.gov, to facilitate resolution of any issues or questions related to
compliance with the requirements in the enclosed Orders.  

Licensee responses to the Orders (not fingerprint cards) are required to be submitted to the
Director, Office of Federal and State Materials and Environmental Management Programs, and
should be addressed to the attention of Ernesto Quiñones, Mail Stop T8F3.  The following
mailing addresses should be used:

For normal postal delivery, mail to:
Director
Office of Federal and State Materials 
   and Environmental Management Programs
U.S. NRC
Washington, D.C.  20555-0001
ATTN:  Ernesto Quiñones, Mail Stop T8F3

For delivery services requiring a street address, mail to:
Director
Office of Federal and State Materials 
   and Environmental Management Programs
U.S. NRC
Two White Flint North
11545 Rockville Pike
Rockville, MD  20852-2738
ATTN:  Ernesto Quiñones, Mail Stop T8F3
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Fingerprint cards, along with payment (payable to U.S. NRC), are required to be submitted to
the Director, Division of Facilities and Security, and should be addressed to the attention of the
Criminal History Program, Mail Stop T-6E46.  A short cover letter should be included listing the
nominated reviewing official(s) and the docket number(s).  The following mailing addresses
should be used:

For normal postal delivery, mail to:
Director, Division of Facilities and Security
U.S. NRC
Washington, D.C.  20555-0001
ATTN:  Criminal History Program, Mail Stop T-6E46

For delivery services requiring a street address, mail to:
Director, Division of Facilities and Security
U.S. NRC
Two White Flint North
11545 Rockville Pike
Rockville, MD  20852-2738
ATTN:  Criminal History Program, Mail Stop T-6E46

The enclosed Orders have been forwarded to the Office of the Federal Register for publication.

Sincerely,

/RA/

Charles L. Miller, Director
Office of Federal and State Materials
  and Environmental Management Programs

Enclosures:  
1.  Order Imposing Requirements for the
       Protection of Certain Safeguards Information
2.  Designation Guide for Safeguards Information
3.  Order Imposing Fingerprinting and
       Criminal History Records Check Requirements for
       Access to Safeguards Information
4.  Guidance for Licensee’s Evaluation of Access to
       Safeguards Information with the Inclusion of
       Criminal History Records (Fingerprint) Checks
5.  Process to Challenge NRC Denials or
       Revocations of Access to Safeguards
       Information



3

Fingerprint cards, along with payment (payable to U.S. NRC), are required to be submitted to the Director,
Division of Facilities and Security, and should be addressed to the attention of the Criminal History
Program, Mail Stop T-6E46. A short cover letter should be included listing the nominated reviewing
official(s) and the docket number(s).   The following mailing addresses should be used:

For normal postal delivery, mail to:
Director, Division of Facilities and Security
U.S. NRC
Washington, D.C.  20555-0001
ATTN:  Criminal History Program, Mail Stop T-6E46

For delivery services requiring a street address, mail to:
Director, Division of Facilities and Security
U.S. NRC
Two White Flint North
11545 Rockville Pike
Rockville, MD  20852-2738
ATTN:  Criminal History Program, Mail Stop T-6E46

The enclosed Orders have been forwarded to the Office of the Federal Register for publication.

Sincerely,

/RA/

Charles L. Miller, Director
Office of Federal and State Materials
  and Environmental Management Programs

Enclosures:  
1.  Order Imposing Requirements for the
       Protection of Certain Safeguards Information
2.  Designation Guide for Safeguards Information
3.  Order Imposing Fingerprinting and
       Criminal History Records Check Requirements for
       Access to Safeguards Information
4.  Guidance for Licensee’s Evaluation of Access to
       Safeguards Information with the Inclusion of
       Criminal History Records (Fingerprint) Checks
5.  Process to Challenge NRC Denials or
       Revocations of Access to Safeguards
       Information

DISTRIBUTION:
FSME r/f DMSSA r/f RidsOgcMailCenter RidsOeMailCenter
RidsNsirOd RidsFsmeOd

                                                                   ML070640157

OFFICE FSME/DMSSA FSME/DMSSA FSME/DMSS
A

ADM/DFS/SE
C

OE:OD

NAME NAshkeboussi THarris JSchlueter APretzello MBurrell for
CCarpenter

DATE    2/7/07    2/7/07      3/ 07 /07  2/16/07    2/13 /07

OFFICE NSIR:OD OGC     NLO TechEd FSME:OD 

NAME RZimmerman DReddick for
JGoldberg

CPoland CMiller

DATE 3/1/07    2/21/07 03/ 08  /07  3/ 08 /07

                                              OFFICIAL RECORD COPY



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


