
Attachment 9

Licensee Coordination with Offsite Response Organizations
during Security-Based Events

A. Definition of the Regulatory Problem.

Based upon lessons learned from post September 11, 2001 reviews, licensees may not be
coordinating with offsite response organizations (OROs) to ensure that supplemental resources
are available to respond to a hostile action at a nuclear power plant and implement expected
offsite activities.  Licensees are not currently explicitly required to coordinate with OROs to
ensure that ORO personnel are available to carry out preplanned actions, such as traffic control
and route alerting, as necessary, when the emergency declared is the result of a security-
initiated event or hostile action directed at a facility.  Expressly requiring licensee coordination
with the OROs to ensure that there are adequate resources available to respond to security
emergencies would strengthen the capability to implement adequate protective actions to
maintain public health and safety.  

B. Existing Regulatory Framework.

Title 10, Section 50.47(b)(1), of the Code of Federal Regulations (10 CFR 50.47(b)(1)) and
Section IV of Appendix E, “Emergency Planning and Preparedness for Production and
Utilization Facilities,” to 10 CFR Part 50, “Domestic Licensing of Production and Utilization
Facilities,” provide the regulatory requirements for emergency response organizations.  The
planning standards in 10 CFR 50.47(b) identify requirements that onsite and offsite emergency
response plans must meet.  In particular, 10 CFR 50.47(b)(1) states that, “Primary
responsibilities for emergency response by nuclear facility licensee and by State and Local
organizations within the Emergency Planning Zones have been assigned, and the emergency
responsibilities of the various supporting organizations have been specifically established, and
each principal response organization has staff to respond and to augment its initial response on
a continuous basis.”

Following the terrorist attacks of September 11, 2001, the U.S. Nuclear Regulatory Commission
(NRC) issued to all licensees, “Commission Order Modifying Licenses,” EA-02-26, dated
February 25, 2002, which included interim compensatory measures (ICMs) for nuclear security
and emergency preparedness (EP).  These measures included the requirement to review
security and emergency plans and to ensure that robust barriers were in place to mitigate
security-initiated events.  As a result, all licensees incorporated security or emergency plan
changes into their existing plans to address the ICMs.  The staff recognizes that security events
and hostile actions differ from other accident-initiated events reflected in current regulations and
guidance.  Emergency plans are designed to address a wide range of events involving varied
technological and natural hazards.  Response to a security event-based emergency can
present unique challenges.

Licensees incorporated security-based events into their emergency response programs to
maintain reasonable assurance that emergency plans can and will be implemented to protect
public health and safety during a radiological emergency initiated by a security event.  In 2005,
the Federal Emergency Management Agency (FEMA), with NRC support, began performing
comprehensive reviews of the ability of fixed nuclear facilities to cope with security-based
events.  During the course of the recently conducted comprehensive reviews, it was observed
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that several licensees had not evaluated whether ORO resources were sufficient to ensure
emergency plan implementation and whether offsite protective actions could be implemented
when hostile action scenarios occur.

Therefore, the staff has determined that licensees should evaluate and determine whether
ORO emergency plans can and will be implemented to protect public health and safety during a
security-event initiated emergency.  The staff has worked with industry to begin a voluntary
program to integrate security events into EP programs.  The NRC endorsed an industry white
paper developed by the Nuclear Energy Institute (NEI) entitled “Enhancements to Emergency
Preparedness Programs for Hostile Action,” dated November 18, 2005 in Regulatory
Information Summary (RIS) 2006-12, “Endorsement of Nuclear Energy Institute Guidance
‘Enhancements to Emergency Preparedness Programs for Hostile Actions,’” dated July 19,
2006.  The white paper also outlined a voluntary industry initiative that included the integration
of security event-based scenarios into a biennial EP exercise once every exercise cycle (6
years).  Although these initiatives enhance EP for security-related events, they may not ensure
that sufficient coordination exists for OROs to carry out the preplanned actions required by the
approved emergency plans. 

C. Preliminary Options Considered to Resolve the Problem.

1. Take no action.

This option would maintain the current regulatory basis and there would continue
to be no explicit regulatory requirement regarding the incorporation of security-
related events in the determination of adequate offsite response or licensee
coordination with OROs.  The NRC would continue to rely on the voluntary
industry guidance and the agency’s regulatory guidance.  The need to enhance
licensee coordination with OROs to ensure adequate response capabilities in the
post September 11, 2001 threat environment has not diminished.  The staff
considered this option to be unacceptable because the existing voluntary
program does not address the offsite resource coordination necessary to
implement preplanned emergency actions and respond to security-related
events.    

2. Use voluntary programs.

There is no industry voluntary effort to evaluate the sufficiency of licensee and
ORO coordination during hostile actions during the implementation of EP
programs.  If a voluntary industry effort was initiated, there would be no explicit
regulatory requirement for licensees to maintain the offsite coordination at a
minimum level of implementation that the NRC had determined was adequate.
For this reason the staff believes that while a voluntary effort can improve
emergency response, it will not achieve the regulatory certainty and level of
response capability necessary in the post September 11, 2001 threat
environment.  
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3. Implement proposed regulation.

The staff believes that the best course of action would be to amend the NRC’s
EP regulations to explicitly require licensees to coordinate with offsite emergency
response organizations to provide an adequate response to security-initiated
events.  By establishing a consistent level, the NRC and other stakeholders
would have reasonable assurance, for both security-initiated and plant
operational events, that the correct resources would be in place to enable the
necessary emergency response personnel to be notified, respond, and
implement protective measures to adequately protect public health and safety.

During this rulemaking, the staff expects to make revisions to existing guidance
for codifying a security-event-based criterion, and could develop new guidance.

4. Implement some other regulatory scheme.

It is possible that some other regulatory scheme would be more effective and
efficient than the one proposed.  The staff has examined several alternate
designs in the development of the proposed scheme.  For example, there was a
concern that the regulations would be too specific and that more details should
be left to guidance.  This scheme was rejected because the staff believes that it
is necessary to develop a regulatory basis to ensure licensees coordinate with
OROs.

A strength of the NRC rulemaking process is that it offers the opportunity for
public comment on the proposed regulations.  If another viable scheme is
proposed during that process, the staff will review it and if it can adequately
protect public health and safety, propose its implementation to the Commission
for consideration. 

D. Technical References and Supporting Documents.

• “Commission Order Modifying Licenses,” EA-02-26, February 25, 2002.

• “Developing Mitigating Strategies IAW B.5.b of 2/25/02 Order,” February 24,
2005. 

• Bulletin 2005-02, “Emergency Preparedness and Response Actions for Security-
Based Events,” July 18, 2005.

• NEI WP, “Enhancements to Emergency Preparedness for Hostile Action,”
November 18, 2005.

• RIS 2006-02, “Good Practices for Licensees during EP Part of FOF Exercises,”
February 23, 2006.

• RIS 2006-12, “Endorsement of Nuclear Energy Institute Guidance
‘Enhancements to Emergency Preparedness Programs for Hostile Action,’”
July 19, 2006.
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• NEI 06-04, “Guideline for the Development of EP Drill and Exercise
Threat-Based Scenarios,” Draft, June 2006.

• Staff Requirements Memorandum, “Briefing on EP (Top-to-Bottom) Initiatives,”
December 20, 2004.

• Staff Response to December 20, 2004, Staff Requirements Memorandum,
“Schedule for Top-to-Bottom Review,” February 25, 2005.

E. Potential Response from Stakeholders.

ORO and advocacy groups have in general been supportive of enhancements to the EP
program for security events.  Licensees may not be supportive of the proposed changes to the
EP regulations for security-based events because they are currently implementing voluntary
actions.  

Although licensees have developed through the NEI the guidance document titled,
“Enhancements to Emergency Preparedness Programs for Hostile Action,” this document
continues the voluntary nature of critical elements considered necessary by the staff.  Because
licensees are currently voluntarily implementing these enhancements, they may resist
codification.  The response of FEMA is unknown at this time.
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