Protection for Onsite Personnel

A. Definition of the Regulatory Problem.

Nuclear plant licensees are not currently required to include provisions in emergency plans to
protect onsite emergency responders (and other onsite personnel) during hostile-action
emergencies. In analyses performed after the terrorist attacks of September 11, 2001, the staff
of the U.S. Nuclear Regulatory Commission (NRC) determined that a lack of protection for
emergency responders who are expected to implement the emergency plan could result in the
plan not being implemented effectively to adequately protect public health and safety.
Emergency preparedness (EP) elements need to be codified to ensure that all licensees’ EP
plans provide adequate protection to onsite emergency responders during hostile action.

B. Existing Regulatory Framework.

Title 10, Section 50.47(b)(10), of the Code of Federal Regulations (10 CFR 50.47(b)(10))
provides protection of emergency workers by requiring licensees to develop a range of
protective actions for emergency workers. However, the original regulations and guidance used
for the approval of nuclear plant emergency plans, did not envision post-September 11, 2001,
hostile action threats. Onsite protective actions are intended to ensure site personnel safety
during emergency conditions. An Alert or higher emergency declaration is generally
accompanied by personnel protective actions such as site assembly, accountability measures,
site evacuation, activation of emergency response facilities, and other actions. Although these
actions are appropriate for some emergencies, they may not be effective for hostile action (e.g.,
armed attack or aircraft attack).

Following the terrorist attacks of September 11, 2001, the NRC issued orders requiring
compensatory measures for nuclear security and EP, evaluated the EP planning basis and
observed licensee performance during hostile action based EP drills and exercises and security
force-on-force exercise evaluations. The staff also discussed security based EP issues with
licensees and Federal, State and local government officials and advocacy groups. Based on
the information obtained, the staff determined that the EP planning basis remains valid, but
recognized that security events differ from accident-initiated events. As a means to address
this issue, the NRC issued Bulletin 2005-02, “Emergency Preparedness and Response Actions
for Security-Based Events” (BL-05-02) dated July 18, 2005, to collect information on the type of
EP enhancements licensees had implemented to address this hostile action contingency.

All nuclear plant licensees responded that the types of enhancement examples provided in
BL-05-02 had been or would be implemented to protect onsite emergency responders during
security-based events. Further, industry developed a guidance document which NRC endorsed
in Regulatory Issue Summary (RIS) 2006-12, “Endorsement of Nuclear Energy Institute
Guidance ‘Enhancements to Emergency Preparedness Programs for Hostile Action,” dated
July 19, 2006. However, implementation of these enhancements is voluntary and the agency
cannot require licensees to maintain these enhancements. Therefore, these enhancements
should be codified to provide reasonable assurance of adequate protection to onsite emergency
responders during hostile action.
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C. Preliminary Options Considered to Resolve the Problem.

1. Take no action.

This option would maintain the status quo, contrary to direction from the
Commission in the staff requirements memorandum associated with SECY-06-
0200, “Results of the Review of Emergency Preparedness Regulations and
Guidance,” dated September 20, 2006, and the need to enhance licensee
capabilities in the current threat environment. For these reasons, the staff
considered this option to be unacceptable.

2. Use voluntary programs.

In the response to BL-05-02, licensees affirmed in writing that they would
develop and implement onsite protective actions appropriate for hostile action
and there was a voluntary industry effort to develop further guidance on this
issue. The voluntary programs may be successful in enhancing capabilities,
based on the responses of licensees. However, if a licensee were to retract
implementation of these enhancements, the NRC could not enforce their
maintenance. Licensee plans have been recognized as providing reasonable
assurance in accordance with 10 CFR 50.47(a)(1) without the addition of these
enhancements. Therefore, without regulatory change, the NRC could lack a
basis for challenging licensee changes to implementation of the enhancements.
The use of voluntary programs is not a long term solution because it does not
reasonably ensure compliance and, therefore, adequate protection of onsite
emergency responders during hostile action. The implementation of voluntary
actions at the existing plants does not ensure that these measures would be
incorporated into emergency plans at new plant sites.

3. Implement proposed regulation.

The staff believes that implementation of the proposed regulation is the best
course of action. Alternative protective action schemes as well as site-specific
solutions would be allowed without preapproval by NRC under 10 CFR 50.54(q).
Guidance would be promulgated based on the elements of BL-05-02 and the
changes to the regulation would ensure that these elements remain in place.
The proposed regulation would provide flexibility while requiring the appropriate
level of protection to reasonably ensure adequate protection of onsite
emergency responders during hostile action. The guidance would provide
additional information necessary for licensees to appropriately implement the
regulations.

4. Implement some other regulatory scheme.

It is possible that some other regulatory scheme would be more effective and
efficient than the one proposed. For example, another proposed scheme would
consist of a minimal addition to regulations and the use of guidance to outline the
details. The NRC would expect that emergency plan changes would be made to
establish compliance with the new regulation and the already endorsed guidance
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would be used as the review standard. Any change thereafter that failed to meet
the guidance intent would be considered a decrease in effectiveness and could
be denied under 10 CFR 50.54(q). This scheme was rejected because the
enhancements should be readily incorporated in implementing procedures.

The NRC held public meetings with key stakeholders, including industry, in 2005.
The stakeholders did not identify other regulatory schemes. Furthermore, the
staff is not currently aware of other regulatory schemes that can ensure that this
enhancement is maintained in emergency plans and implementing procedures.
However, the NRC rulemaking process offers the opportunity for public comment
on the proposed regulations. If another viable scheme is proposed during this
process, the staff will review it and, if it can adequately protect public health and
safety, propose its implementation to the Commission for consideration.

Technical References and Supporting Documents.

EA-02-26, “Commission Order Modifying Licenses,” February 25, 2002.

SECY-03-0165, “Evaluation of EP Planning Basis Post-9/11,” September 22,
2003.

RIS 2004-15, “EP Issues Post-9/11,” October 18, 2004.

SECY-04-0213, “Status of Actions Identified in SECY-03-0165,” November 12,
2004.

SECY-05-0010, “Recommended Enhancements of EP Post-9/11,” January 10,
2005.

“Developing Mitigating Strategies IAW B.5.b of 2/25/02 Order,” February 24,
2005.

BL 2005-02, “EP and Response Actions for Security-Based Events,” July 18,
2005.

NEI WP, “Enhancements to EP for Hostile Action,” November 18, 2005.

RIS 2006-02, “Good Practices for Licensees During EP Part of FOF Exercises,”
February 23, 2006.

RIS 2006-12, “Endorsement of Nuclear Energy Institute Guidance
‘Enhancements to Emergency Preparedness Programs for Hostile Action,”
July 19, 2006.

NEI 06-04, Draft, “Guideline for EP Drill and Exercise Threat Based Scenarios,”
June 2006.

Staff Requirements Memorandum, “Briefing on EP (Top-to-Bottom) Initiatives,”
December 20, 2004.



. Staff Response to December 20, 2004, Staff Requirements Memorandum,
“Schedule for Top-to-Bottom Review,” February 25, 2005.

E. Potential Response from Stakeholders.

Licensees may not be supportive of the proposed enhancements to the EP regulations for on-
site protective actions. Although licensees have developed a guidance document, through NEI
which the NRC endorsed, codification of the enhancements would place additional
requirements upon licensee programs.

Offsite response organizations and advocacy groups have in general been supportive of
enhancements to the EP program for security events, although advocacy groups have also
expressed support for additional changes to EP regulations and guidance.

The response of the Federal Emergency Management Agency is not certain, but because this
enhancement only affects onsite issues, agency staff may not offer a response.
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