
From: Brian Smith
To: internet:minerp@usec.com
Date: 02/01/2007 4:32:51 PM
Subject: FYI: Guidance on SGI vs Classified

Here's the guidance document that I mentioned to you earlier this week. We would like to meet
with you to discuss this as well as the issues you raised concerning CG-SS-4. Please give me
a call to discuss further.

Brian Smith, Chief
Enrichment and Conversion Branch
301-415-7457

CC: James Downs; Stan Echols
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Is it SGI or Classified?

Question:
Security measures/procedures are being developed (transportation or fixed site, doesn't
matter) that contains details useful to an adversary. Are the measures/procedures SGI
or classified?

Answer:
The easiest way to determine the designation/classification of the measures/procedures
is to determine what is the asset being protected? If the asset is radioactive material
then SGI is appropriate. If it's a classified design or shape warranting RD classification,
then classification is appropriate at the NSI category.

Question:
What is the difference between SGI and 2.390 (Government equivalent is OUO)?

Answer:
Certain types of information are listed in the regulation as warranting SGI protection
(composite security plans, details of vital equipment and protection systems, detailed
security assessments, etc.). Otherwise, the level of detail and how useful the
information would be to a potential adversary is what drives the determination. If the
information "would" be useful to an adversary, it's SGI; if the information "could" be
useful to an adversary, it's likely to be 2.390 information. The NRC has developed a
"Designation Guide for Safeguards Information" which also addresses the designation
issue.

Question:
What is the difference between Classified and 2.390 (Government equivalent is OUO)?

Answer:
Similar to the SGI issue, classification guides have been established to assist in
determining whether information should be classified or otherwise. Assets warranting
classification have a direct link to the nation's security. Otherwise, the level of detail and
how useful the information would be to a potential adversary is what drives the
determination from a national security perspective. If the information "would" be useful
to an adversary, it's classified; if the information "could" be useful to an adversary, it's
likely to be 2.390 information.

Question:
What is the difference between 2.390 and OUO-SRI?

Answer:
The basic difference is that 2.390 is a designation used by licensees/applicants to
identify proprietary information related to security issues and Official Use Only-Security
Related Information (OUO-SRI) is the designation used by the government for similar
issues. In both cases, the information does not rise to the level defined by SGI or
classification guides. Additional information on OUO-SRI can be found in Regulatory



Issue Summary 2005-31, "Control of Security-Related Sensitive Unclassified Non-
Safeguards Information Handled by Individuals, Firms, and Entities Subject to NRC
Regulation of the Use of Source, Byproduct, and Special Nuclear Material."

Question:
Is it possible to have both SGI and classified in the same document?

Answer:
Yes. If a facility is licensed for commercial use of significant quantities of radioactive
material, the protection measures may be SGI. Likewise, the facility may also have
classified technology that merits classification of protection measures. If the descriptions
of the two protection systems are in the same document, the document would be portion
marked to show where the SGI and NSI sections are located. The overall classification
of the document would be classified. Once the classified section(s) are removed, the
document would become SGI.

Question:
Can SGI be used to describe the protection measures for a classified interest?

Answer:
No. SGI cannot be used to protect classified interests or technology. SGI is not a lower
level of classification.



Simplified Explanation of SGI vs Classified

10 CFR Part 95 - 2.390 or classified

10 CFR Part 73- 2.390 or SGI

Additional Security Measures (ASMs) for protection of radioactive material - SGI

ASMs for protection of classified information/matter - 2.390 or classified, dependent
upon level of detail

What is the asset being protected?
- classified matter - 2.390 or classified NSI, dependent upon level of detail
- radioactive material - 2.390 or SGI, dependent upon level of detail

Transportation Security Plans
- classified matter - 2.390 or classified NSI, dependent upon level of detail
- radioactive material - 2.390 or SGI, dependent upon level of detail

New 10 CFR Part 73
- Composite Security Plan - SGI
- Portions of plan - 2.390 or SGI dependent upon level of detail

Note: Typically, the more detailed the information, the higher the level of control and
markings.


