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MEETING (Open and Closed Session)WITH NEW PLANTS SECURITY
TASK FORCE (NPSTF) ON SECURITY ISSUES ASSOCIATED WITH
NEW REACTORS — JANUARY 31, 2007

Activity i Status/Action
Items
OPEN/PUBLIC SESSION
1:00 - 1:10 Introduction/Agenda Overview - NRC
ITAAC - (NRC/NPSTF)
1:10 - 1:40 A ¢ NRC presentation and discussion of Security Systems
Hardware ITAAC to NPSTF

) ) FSAR — (NRC/NPSTF)
1:40 - 1:55 B e NRC comments to NPSTF
1:55 -2:10 PUBLIC COMMENT PERIOD
2:10-2:15 BREAK — Open Meeting Ends — Closed Meeting Begins

CLOSED SESSION

2:15 — 3-00 c NEI 03-12 - (NRC/NPSTF)

' ' o Appendix E — NRC discussion of Appendix E — NRC/NPSTF
3-00 — 3:30 D NEI 03-12 - (NRC/NPSTF)

' ' o Appendix F — NRC comment on Appendix F — NRC/NPSTF
3:30 — 3:50 £ Topical Reports - (NRC/NPSTF)

' ' e Topical Reports discussion with NPSTF — NRC/NPSTF
3:50 - 4:00 Closing comments and topics for next meeting — NRC/NPSTF

Enclosure (a)




DRAFT

Security Systems Hardware—Equipment and/or features used for the physical security attributes of detection, delay, and response
and to protect against the design basis threat of radiological sabotage as stated in 10 CFR 73.1(a). Examples of security system
hardware include, but are not limited to, communication systems, annunciating alarms, locks, personnel access control, physical
equipment barriers, and surveillance devices.

Requirements Design Description | Inspections, Tests, Analysis Acceptance Criteria ITAAC
(c) Physical barriers. (1) The licensee Vital equipment Inspections of the as-built A report exists and
shall locate vital equipment only within a shall be located systems will be performed so | concludes that all
vital area, which in turn, shall be located within a vital area. | that all vital equipment as intended vital equipment
within a protected area such that access designed is located within a as specified in the as-built
to vital equipment requires passage vital area. Access to vital drawings is located only
through at least two physical barriers of equipment requires passage | within a vital area, which
sufficient strength to meet the through at least two physical | in turn, is located within a 1
performance requirements of paragraph barriers meeting protected area such that
(a) of this section. More than one vital performance requirements. access to the as-built vital
area may be located within a single equipment requires
protected area. passage through at least
two physical barriers
meeting performance
requirements.
(2) The physical barriers at the perimeter | Physical barriers An inspection of the A report exists and
of the protected area shall be separated for protected area | protected area perimeter concludes that as-built
from any other barrier designated as a perimeter. barrier will be performed to physical barriers at the
physical barrier for a vital area within the verify that physical barriers at | perimeter of the protected
protected area. the perimeter of the area are separated from 2
protected area are separated | any other barrier
from any other barrier designated as a physical
designated as a physical barrier.
barrier.
(3) Isolation zones shall be maintained in | Isolation zones An inspection of the as-built | A report exists and
outdoor areas adjacent to the physical isolation zone will be concludes that verifies
barrier at the perimeter of the protected performed to verify that the as-built isolation zones 3

area and shall be of sufficient size to
permit observation of the activities of

isolation zones exist in
outdoor areas adjacent to the

exist in outdoor areas
adjacent to the physical




people on either side of that barrier in the
event of its penetration. If parking facilities
are provided for employees or visitors,
they shall be located outside the isolation
zone and exterior to the protected area
barrier.

physical barrier at the
perimeter of the protected
area and are at least as large
as specified in the design
and allow observation of the
activities of people on either
side of the barrier in the
event of its penetration or
attempted penetration.

barrier at the perimeter of
the protected area and
are at least as large as
specified in the design to
permit observation of the
activities of people on
either side of the barrier
in the event of its
penetration or attempted
penetration.

(4) Detection of penetration or attempted
penetration of the protected area or the
isolation zone adjacent to the protected
area barrier shall assure that adequate
response by the security organization can
be initiated.

An intrusion
detection system
detects penetration
or attempted
penetration of the
Protected Area
(PA) Barrier.

Inspections of the as-built PA
detection systems will be
performed to verify systems
are installed as designed and
penetration or attempted
penetration of the protected
area barrier is detected and
annunciated in both the
Central Alarm Station (CAS)
and Secondary Alarm Station
(SAS).

A report exists and
concludes that the
intrusion detection
system detects
penetration or attempted
penetration of the PA
barrier and annunciates
in the Central and
Secondary Alarm
Stations.

(5) Isolation zones and all exterior areas
within the protected area shall be
provided with illumination sufficient for the
monitoring and observation requirements
of paragraphs (c)(3), (¢)(4), and (h)(4) of
this section, but not less than 0.2
footcandle measured horizontally at
ground level.

All exterior areas
within the
protected area are
illuminated.

Inspection of the as-built
illumination in the isolation
zones of the PA and all
external area within the PA is
not less than 0.2 footcandle
measured horizontally at
ground level.

A report exists and
concludes that as-built
illumination in isolation
zones and all exterior
areas within the protected
area is not less than 0.2
footcandle measured
horizontally at ground
level.

(6) The walls, doors, ceiling, floor, and
any windows in the walls and in the doors
of the reactor control room shall be bullet-

The walls, doors,
ceiling and floors in
the main control

Type test, analysis or a
combination of type test and
analysis of the as-built

A report exists and
concludes that the reactor
control room, the central




resisting.

room, central
alarm station,
bullet-resistant
enclosures, and
the last access
control function for
access to the
protected area are
bullet resistant.

systems of the walls, doors,
ceilings, floors, and any
windows in the walls, for the
enclosure that houses the
individual that has the last
access control function for
access into the PA are
installed as designed.

alarm station, and the
location within which the
last access control
function for access to the
protected area is
performed are installed
as designed.

(7) Vehicle control measures, including
vehicle barrier systems, must be
established to protect against use of a
land vehicle, as specified by the
Commission, as a means of
transportation to gain unauthorized
proximity to vital areas.

(8) Each licensee shall compare the
vehicle control measures established in
accordance with 10 CFR 73.55 (c)(7) to
the Commission's design goals (i.e., to
protect equipment, systems, devices, or
material, the failure of which could directly
or indirectly endanger public health and
safety by exposure to radiation) and
criteria for protection against a land
vehicle bomb. Each licensee shall either:
(i) Confirm to the Commission that the
vehicle control measures meet the design
goals and criteria specified; or

(ii) Propose alternative measures, in
addition to the measures established in
accordance with 10 CFR 73.55 (c)(7),
describe the level of protection that these
measures would provide against a land

Vehicle control
measures which
include vehicle
barrier systems

Inspections, analysis or a
combination of inspections
and analysis of the as-built
systems will be performed for
vehicle control measures,
including vehicle barrier
systems, to ensure they have
been constructed in
accordance with their design.

A report exists and
concludes that as-built
vehicle control measures,
including vehicle barrier
systems, have been
constructed in
accordance with their
design.




vehicle bomb, and compare the costs of
the alternative measures with the costs of
measures necessary to fully meet the
design goals and criteria. The
Commission will approve the proposed
alternative measures if they provide
substantial protection against a land
vehicle bomb, and it is determined by an
analysis, using the essential elements of
10 CFR 50.109, that the costs of fully
meeting the design goals and criteria are
not justified by the added protection that
would be provided.

(d) Access Requirements. (1) The
licensee shall control all points of

(i) Personnel and
vehicle access

Inspections of the as-built
systems will be performed to

A report exists and
concludes that:

personnel and vehicle access into a points. verify that: (i) All access points are
protected area. Identification and search (i) Firearms and (i) All personnel and vehicle | configured as designed.
of all individuals unless otherwise Explosive access into the protected (ii) Equipment used for
provided in this section must be made detection area is controlled. detection of firearms,
and authorization must be checked at equipment. (i) Detection equipment is explosives functions as
these points. The search function for capable of detecting designed.

detection of firearms, explosives, and explosives, incendiary

incendiary devices must be accomplished devices, and firearms.

through the use of both firearms and

explosive detection equipment capable of

detecting those devices.

(5)(i) A numbered picture badge A numbered An inspection of the A report exists and
identification system must be used for all | picture badge numbered picture badge concludes that a
individuals who are authorized access to | identification identification system is numbered picture badge
protected areas without escort. system performed to verify that identification system is

unescorted access to
protected areas is granted
only to personnel possessing

used for authorized
access to protected areas
without escort.




a numbered picture badge.

(7) The licensee shall:

(D) Lock and protect by an activated
intrusion alarm system all unoccupied
vital areas.

Unoccupied vital
areas are locked
and alarmed with
activated intrusion
detection systems

A test, inspection, or a
combination of tests or
inspections to verify that the
as-built unoccupied vital
areas are locked and that

A report exists and

concludes that the as-
built unoccupied vital
areas are locked and that
intrusion will be detected

that annunciate in | intrusion will be detected and | and annunciated in both 10
the Central and annunciated in both the CAS | the CAS and SAS.
Secondary Alarm and SAS.
Stations upon
intrusion into a vital
area.
(e) Detection aids. (1) All alarms required | Alarm annunciation | Type test, analysis or a A report exists and
pursuant to this part must annunciate in a | occurs in the combination of type test and | concludes that all alarms
continuously manned central alarm central alarm analysis of the as-built required pursuant to this
station located within the protected area station and in at systems will be performed to | part annunciate in a
and in at least one other continuously least one other ensure that all alarms continuously manned
manned station not necessarily onsite, so | continuously annunciate in the central central alarm station
that a single act cannot remove the manned station not | alarm station. located within the
capability of calling for assistance or necessarily onsite. protected area and in at
otherwise responding to an alarm. The The central alarm least one other
onsite central alarm station must be station is continuously manned
considered a vital area and its walls, considered a vital station. 11

doors, ceiling, floor, and any windows in
the walls and in the doors must be bullet-
resisting. The onsite central alarm station
must be located within a building in such
a manner that the interior of the central
alarm station is not visible from the
perimeter of the protected area. This
station must not contain any operational
activities that would interfere with the
execution of the alarm response function.

area and its walls,
doors, ceiling,
floor, and any
windows in the
walls and in the
doors is bullet-
resisting.

The central alarm
station is located
within a building in




such a manner that
the interior of the
central alarm
station is not
visible from the
perimeter of the
protected area.

(e)(1) Onsite secondary power supply
systems for alarm annunciator equipment
and non-portable communications

Secondary security
power supply
system for alarm

Inspections, type test,
analysis or a combination of
inspections, type test and

A report exists and
concludes that (1) onsite
secondary power supply

equipment as required in paragraph (f) of | annunciator analysis of the as-built systems for alarm
this section must be located within vital equipment and systems will be performed to | annunciator equipment
areas. non-portable ensure that onsite secondary | and non-portable
communications power supply systems for communications
equipment is alarm annunciator equipment | equipment meet system 12
located within a and non-portable design capacity and
vital area. communications equipment capability and, (2)
system capacity and equipment is located
capability is verified to meet | within a vital area.
design by testing. Location of
equipment within a vital area
is verified by inspection.
(2) All alarm devices including All alarm devices An test is performed to verify | A report exists and
transmission lines to annunciators shall including that all alarms including concludes that all alarm
be tamper indicating and self-checking transmission lines | transmission lines are devices including
e.g., an automatic indication is provided to annunciators are | tamper indicating and self- transmission lines to
when failure of the alarm system or a tamper indicating checking, e.g. an automatic annunciators provide
component occurs, or when the system is | and self-checking, | indication, is provided when | tamper indicating and 13

on standby power. The annunciation of an
alarm at the alarm stations shall indicate
the type of alarm (e.g., intrusion alarms,
emergency exit alarm, etc.) and location.

(e.g. an automatic
indication is
provided when
failure of the alarm
system or a

failure of the alarm system or
a component occurs, or
when on standby power.

self-checking e.g., an
automatic indication is
provided when failure of
the alarm system or a
component occurs, or




component occurs,
or when on
standby power.)
Alarm annunciation
shall indicate the
type of alarm,

(e.g., intrusion
alarms, emergency
exit alarm, etc.)
and location.

when the system is on
standby power.

73.70(f) A record at each onsite alarm
annunciation location of each alarm, false
alarm, alarm check, and tamper indication
that identifies the type of alarm, location,
alarm circuit, date, and time. In addition,
details of response by facility guards and
watchmen to each alarm, intrusion, or
other security incident shall be recorded.
The license shall retain each record for
three years after the record is made.

Record onsite
alarm annunciation
location of each
alarm, false alarm,
alarm check, and
tamper indication
that identifies the
type of alarm,
location, alarm
circuit, date, and
time.

Type test, analysis or a
combination of type test and
analysis of the as-built
systems will be performed to
ensure that each onsite
alarm annunciation location
of each alarm, false alarm,
alarm check, and tamper
indication records and
identifies the type of alarm,
location, alarm circuit, date,
and time.

A report exists and
concludes that a record of
each onsite alarm
annunciation identifies
the location of each
alarm, false alarm, alarm
check, and tamper
indication to include the
type of alarm, location,
alarm circuit, date, and
time.

(3) All emergency exits in each protected
area and each vital area shall be alarmed.

All emergency
exits in each
protected area and

An inspection, analysis or a
combination of inspection
and analysis is performed to

A report exists and
concludes that all
emergency exits in all

each vital area verify that all emergency protected areas and all 14
shall be alarmed. exits in each protected area | vital area are alarmed.
and each vital area are
alarmed.
(f) Communication requirements. (1) Each | Communication An inspection will be A report exists and
security officer, watchman or armed requirements. performed to verify that the concludes that the alarm 15

response individual on duty shall be
capable of maintaining continuous

alarm stations: (1) have
conventional telephone

stations: (1) have
conventional telephone




communication with an individual in each
continuously manned alarm station
required by paragraph (e)(1) of this
section, who shall be capable of calling
for assistance from other security officers,
watchmen, and armed response
personnel and from local law enforcement
authorities.

(2) The alarm stations required by
paragraph (e)(1) of this section shall have
conventional telephone service for
communication with the law enforcement
authorities as described in paragraph
(f)(1) of this section.

(3) To provide the capability of continuous
communication, radio or microwave
transmitted two-way voice
communication, either directly or through
an intermediary, shall be established, in
addition to conventional telephone
service, between local law enforcement
authorities and the facility and shall
terminate in each continuously manned
alarm station required by paragraph (e)(1)
of this section.

service and other means for
communication with the law
enforcement authorities and
(2) are capable of
continuous communication
with each security officer,
watchman or armed
response individual, or any
security personnel that have
responsibilities during a
contingency event.

service and other means
for communication with
the law enforcement
authorities and (2) are
capable of continuous
communication with each
security officer,
watchman or armed
response individual, or
any security personnel
that have responsibilities
during a contingency
event.

DRAFT
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Dareczor

Office of MNuclear Secunity and Incidens Fezsponzs
U5, MNuclesr Regulatory Commmesion

Washington, DNT 20553-0001

SUBJECT: Techwical Feports on Template for FEAR Section 12,6, Physieal
Security; smd the Genenc Secunicy Inspections, Tests, Analvses snd

Acceprsnce Cnitenna for MNew Plancs
PROJECT NUMBER: 630
Desr Mr Zimwmermmarn-

In suppor: of combined licenze spplhcanon preparsoons, the MNuaclear Energy
Imstiture (ED 18 submuitting two vechnical reports for MEC review and
endorsemen:

» A template for Section 12.6 of a Final Safeiy Analyses Report (FEAR) for a
combimed heenss spplicanon (Enclosure 13, and

¢ Creneric Imspections, Tests, Amalvaes and Acceprance Corenna (ITAAC) for
Phyrzical Security ( Enclosure ).

The F2AR section for Pryeical Secumcy snd the Genene Securigy ITAAC are
inportant documente for the design, hcensing and constraction of new planis. The
mdastry has discuseed these two mew plant topics with the NRC stsf. The Section
13.6 template amd the Genenc Securingr [TAAC have been developed kbased on imsizhis
fromm these mestings.

Thess genenc documents sre bemng used by combined license applicants a= gadance
n preparing combined hoense a.pp]:l-:s:l:mna and technicsl reporis that wull be
submitred ma 2007, As a result, we reguest WHEC endorsement by the end of
MNovemlper 2005, We understand that, followms the NEC rewview, the INEC wall
excher issue 5 Safery Evaluation Feport (2ER) or a letter docurmenting the NEC 2
conclusions. Thos will enable the template smd ITAAC report to be mcorporsted by
reference mto a mew plant combined hcenze sapphcanon
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Enclosure 1

FSAR 13.6

13.8 PHYSICAL SECURITY

The physical secuncy program consists of the Secunity Plan, Traimng and
Chaslificanion Plan and Ssfegasrds Contungency Plan sand will ke immplemernted prior
to mitial fuel armving on-site. The program satisfies the regulatory regquirsments
for fixed comnmercial muclesr power plants set forth 1 10 CEE 30.34 ic) and «dp, 10
CFE 2279, 10 CFR 26 and 10 CFR 732. Dezauls of the program sre mncluded 1n the
plame and are classified a2 Safeguards Information in accordance with 10 CEE

T3.21. The program meludes descriprions of and provisions for the followrae:

Security orSErITATION

Pryeical barmers for vekicles and personnel

Bullst resisting barmers

Access control for vehicles and persormel

Fitmeae for Duty Program

Searches of personnel, vehicles s;md packages
Intruzon alarm syetems and detecnns unauthormzed tRTaEons
Secunty power supply system

Prowvimons for momitoring the accesa to vitsl eguipment
Selection of security personnel

Securty CoOMMmMUNICATIONS Systensa

Testing sand meinrenance

Law enforcement assistsmce

Training of security perzonns]

Feagpomse 1o contmsencies

Securnty assessment

13.8.1 Security Organization

The security organization provides s manssement INfTastraciure o protect the
facilicy against radiclogical sabotaze. The crgamzsnon mmcludess 5 manazement
sreEtem o supeort the development and maintensnce of securty plans snd
procedures for the efective implementanon of the ghyaical secunty program. The
organization 12 bazed on a commsand stractare with imelesmenting procedurss and 12
staffed by aperopriately trained and egqupped sscunity personmnel for the protection
agmimet threats s described m the Desipn Basis Threas (DET).

13.8.2 Physical Barriers for Vehicles and Personnel

Phyzical barmiers are mesalled and desizned 1o protecs s;md comrrol access 1o the
facilicy. Vekicle barmer syvstems are metalled to prevent the encry of vehicles
carryving explosves as defimed 1 the DET bayond the ssfe stamdoff. A protected area
hermer 1s installed o prevent access of unauthornzed personnel nto the protected
ares. Persormel access of autkornized individusls to the protected sres 1= permotted
through designated personnel access porzals through the barmer sfrer positive
identificanion 15 verthed Vital ares scoess 1z controlled by allowing only suthorized
perzormel and by requinng passage throuzgh st lesst two phyeicsl barmers. Access




Eolnts to vital aress are locked and slaymed writh sctivated intrasion detection
sFETems.

12.8.3 Bullet Resisting Barriers

The doors, walls, floor smd cerlimg of the main control room and the conunuously
marmed central alarm station sre designed to be bullet resizons 1n accordance with
apelicable desigm cotenia.

13.8.4 Acces= Control for Vehicles and Perzonnel

A seceas suthorizanon program provides high assurance that mdnndusls who are
permitted unsscorted access o the provected ares sre wastworthy and reliable, All
mdividuals sllowred umescorted access to the protected area are issued a photo
identificanion badgze, whick 12 displayed while 1nzids the grotected ares. Access to
the provected ares 12 controlled through desizwmared portals to ensure only
authorzed vehicles, personmel smd packsges are allowsd entxry. Vitsl area access is
conrrolled o permit sccess to autkorized personnel. Velkocle passage through the
vekicle barmer system iz controlled through designared sccess points to ensure only
autkorzed vehicles are sllowed encry.

12.8.5 Fitness for Duty Program

A firneas for duty program in accordance with 10 CFR 28 provides reasonahle
azsursmce that personne] permotted unescorted sccess 1o protected and vital areas
are not mentally or phyeically impsored to perform their assipned duties.

13.8.8 Searches of Personnel, Vehicles and Paclkages

Prior to entry into the protected srea perzonnsl, vehicles, packazes and materals
are sesrched for firearms, explosmves and mcendiary devices. Thas may be
accomplizhed by phyeical searches snd'or the use of detection devices such az mezal
detectors, explosive detectors and x-ray machines. A secomdary physical searck 12
conducted if there 12 reaszon o belisve an mndrmdus] 1z arempting to mmarodace
firesrmea explosmves or imcendiary devices 1mnto the protected srea or whenever
search eguipmment 15 out of service.

13.8.7 Intrusion Alarm Systems and Detecting Unauthorized Intrusions
Izclation zomes and exterior areas of the protected srea are provided with sufficient
Mlaminsnon to permit the cheservanon of these aress during hours of darkness.
Surveillance 15 sccomplished by secunity personnel or surveillance tecknology.
Imtrasion slarm egupment detects penetration or attempted penstranon of the
protected ares snd vital arsa beoriers. Imrusion detection alarms annunclsates 1Im 5
conrmuacusly manned cenrral alsrm staton and in smother conmmmucusly manned
station =0 that a single act can mot remmove the capshility of callimg for assistance or
responding to an inrrusion slarm.




13.8.8 Security Power Supply Syatemn

Site security svaremns are powered from a reliable power supply mesting the
reguitements of IEEE-G92 “Erandsard Crveris for Secunty Systems for Muaclear
Power Generaming Stanons.” Securnty sguipoent that supports criticsal monitoring
functions, suchk ss mrrasion detection, slarm sssessment and the security
COIMMUMICATION EFSeln, Teceives power from the secumty power supply svetem. The
secunity power supply syatem 1= capakle of sustsoming operation for a mimmuam of

24 houra.

12.8.9 Provisions for Monitoring the Access to Vital Eguipment

Aom meceas authorizanion sysrem 12 escablished to hmit access to vital areas to only
thosze individusls who require access to perform their duties. The access list 1z
validated at lesst omce every thorry-onme days to confirm a contimued need for access
o vital areas.

13.8.10 Selection of Security Personnel

Prior to employment or assignioent to the SeCUTITy OrZsmizanion, personnel mast
mest mMirmmam requiremsents with regard to age and educstion and have no felony
comvictions that involve the wuse of a weapon or that would reflect adversely on the
mdividual’s rehability. Persconnel sssnigmed to the secunty crgsmuzanon are screensd
o emsure they have mo phyeical weakmesses or abnormalimies that would adversely
affect therr performance of secunty duties.

12.8.11 Security Commmnications Syatems

Comrmerucations syatems are establizhed within the sscurnity crganization 1o ensure
the akilicy of secunty persormel 1o comroumicsate with an mmdividual m sack
contmuously manned alsrm stanon. The alsrm stations have the shility o
commuracats with law enforcement agpenciss o swmmon assistsncs. Non-portable
COLMUNICATIoNS squipment can be powered from the securnity power supely system
g0 thar 1t remsime operable in the event of the loss of normal power.

12.8.12 Teating and Maintemance

Security systems are maintsined by trained persommnel to ensure proper
functionslry and opershility. Intrusion detection alsrmes smd commurEcations
equipment are tested at an appropriate frequency to vernfy contmued operaklicy
and performance effectveness.

13.8.13 Law Enforcement Assistance
Liszsom 1= establizhed and maincamed wath local law enforcement agencies to
provide asslstance to the siation when required durnng & securlty moident.

12.8.14 Training of Security Perzonnel

Prior to puarsl fusl arrmnng on-site sy sssigpement to sscurlity duties, sscurity
personmel are traansd snd guabified m accordsmcs wicth the Training and
Crushification Plan. Tee Traiming and Qualhficstoion Plawn identifies crmeal tasks
applicakls to each secunty position. Through gqualification in the apglicsbkle cxitical
taslks, securnty personmel demonstrare the reguired knowledse, skills and skilities
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o perform their asmipned position. There 1z sleo s svmasl regualificarion on
selected cromcal =kalls.

12.8.15 Response to Contingencies

The Safeguards Connngency Plan provides guldsnce on responding to contmeencies
and threats as defined 1n the DEBT. The plan prowides a framework of predetermined
TeSponEes To VENows safeguards conmnsencies with the objective of crzarazing
resources to facihrare a coordmsred response. A protectve stratesy that imregrates
regponees of the security force, plant operations persormel and law enforcement
agencies 12 extsblished o prevent radholomeal sshotage.

12.8.18 Security Assessmment

A Secuniny Assessment feport covers target 2ot analyeis, the plant protecuve
meszures and strategy to address the elemente of the DET and evslustion of the
saferyizecumicy mrerface This report 1= categorized as Safeguards Informsnon i
accordsmce with 10 CFR 73.21.
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