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SUMMARY

Packaging conventional explosives with radioactive material and detonating a
radiological dispersal device (RDD) to kill and terrorize people—the “dirty bomb”
scenario—is, unfortunately, readily within the means of some terrorist groups. The
International Atomic Energy Agency (IAEA) reports that radioactive materials needed to
build an RDD can be found in almost any country in the world, and more than 100
countries may have inadequate control and monitoring programs necessary to prevent or
even detect the theft of these materials. The agency also reports numerous incidents of
illicit trafficking in radioactive materials, including ionizing radiation sources (IRSs)
used in medical, agricultural, and industrial applications. Potential links of such
trafficking with international criminal organizations heighten the concern about these
materials falling into the hands of terrorists, who could use them in RDDs or in other
ways to threaten populations. These concerns are sufficiently serious that they have been
a focus of several initiatives announced by the leaders of the G8 governments at recent
summit meetings.

Given these developments, the U.S. Department of Energy (DOE) requested the
National Research Council (NRC) to carry out an assessment of the threats posed by
inadequately protected IRSs in Russia. The assessment was to lead to recommended steps
that could enhance the effectiveness of DOE’s current cooperative program with Russia
to reduce the threat posed by inadequately secured IRSs in Russia. This program began in
2003 in recognition that after the United States, Russia has the world’s largest inventory
of IRSs and that a number of aspects of security of IRSs throughout the country should be
promptly upgraded. This report presents the findings and recommendations of the
committee of specialists assembled by the NRC in response to DOE’s request.

*xk

The challenges in preventing detonations of RDDs are immense, and they will
persist for many years. Hundreds and perhaps thousands of inadequately protected IRSs
that are considered dangerous by safety standards adopted by the IAEA are present in
many countries. Some are in use, some are in storage, and some are awaiting permanent
disposal. Also, some IRSs have been simply abandoned by their legal custodians since
there were no financially affordable disposal pathways for those that had exceeded their
useful lifetimes or were no longer needed. Poorly protected IRSs, and particularly those
that have been abandoned, can become easy prey for terrorist groups.

Detonating an RDD cannot trigger a nuclear explosion with its familiar
mushroom cloud. Unlike nuclear weapons, RDDs cannot instantly kill tens to hundreds of
thousands of people and obliterate a city. However, the disruption attendant to an RDD
detonation could be widespread, particularly if it occurs outdoors in a densely populated
urban area and the RDD is well designed to maximize the dispersal of radionuclides.
Although the number of victims resulting from the effects of radiation will most likely
not be great, the psychological impact of a radiological attack may lead to widespread
fear, serious social disruption, and potentially catastrophic economic consequences.
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From the U.S. perspective, the primary concern is the prevention of detonations of
RDDs within the United States or against U.S. interests abroad. A related concern is
illicit spreading of radioactive material from IRSs or other sources in populated areas
through water routes and other pathways. To guard against attacks in the United States,
preventive measures are focused on securing inadequately controlled IRSs currently in
the United States. Unfortunately, hundreds of unwanted IRSs have not been under
adequate control; but DOE, with the assistance of other federal and state agencies, has
mounted an aggressive program to find, collect, and secure these orphan sources, and
many have been brought under much better control.

Terrorist groups might also try to smuggle IRSs or radioactive material in other
forms into the United States. A variety of homeland security programs are in place to
help prevent penetration of U.S. borders. However, this is a most difficult task, and the
prevention of smuggling of nuclear materials across U.S. borders must receive continued
vigilance.

The U.S. government is also concerned about the targeting of dirty bombs against
U.S. assets abroad. Such assets include embassies, military bases, privately owned
establishments, and other facilities of importance to the U.S. government or private
sector. Disruption of activities at some of these facilities, particularly those that serve as
governmental centers or as transportation or communication hubs, would have profound
security implications.

The IAEA is leading international efforts to enhance security of IRSs. The agency
has prepared the Code of Conduct on the Safety and Security of Radioactive Sources.,'
2004, and supporting documents that provide guidance for ensuring both the safety and
security of IRSs. It has developed recommended approaches for member states to control
their imports and exports of IRSs.” Also, it has long had a technical assistance program to
assist member states improve the security of IRSs. These efforts are a good beginning,
but worldwide implementation remains a major challenge. DOE, in close cooperation
with the IAEA, has undertaken a limited but important set of cooperative activities with a
number of countries in enhancing security of IRSs in these countries. Programs in Russia
have been an important component of this global effort.

*kk

This report focuses on IRSs in Russia. Based on site visits by committee
members, consultations with dozens of Russian and U.S. specialists, and reports prepared
by our Russian collaborators, the committee concludes that shortcomings in the security
and life-cycle management of IRSs in Russia present a serious problem.

Hence, the special attention directed to security of IRSs in Russia within DOE’s
global programs is very appropriate. The Soviet Union had many potent IRSs throughout
the country, probably numbering in the tens of thousands. Most of them were located in
the Russian Republic of the USSR and remain in the Russian Federation today.

"TAEA. 2004. Code of Conduct on the Safety and Security of Radioactive Sources. Vienna: IAEA.
2TAEA. 2005. Guidance on the Import and Export of Radioactive Sources. Vienna: IAEA. Available
online at http://www-pub.iaea.org/MTCD/publications/PDF/Imp-Exp_web.pdf. Accessed November 14,
2006.
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Additional IRSs are being manufactured at the Mayak Production Association and
elsewhere in Russia for use in the country and for export.

The task of adequately securing even the most dangerous IRSs in Russia is
daunting. For example, hundreds of radioisotope thermal generators (RTGs) are located
in northern reaches of the country, and the logistics to recover those that are no longer
needed or could be replaced with other energy sources are formidable. Reports of
criminals having stripped the metal off some of these RTGs indicate the vulnerability to
theft of the radioactive components as well.

In addition to the problem of securing RTGs, the committee observed security
deficiencies in protecting other types of IRSs of concern. IRSs that could provide
material for RDDs are located in hundreds of institutes, enterprises, hospitals, and other
locations, which are within easy reach of criminals or terrorists. Also, the committee
heard reports from Russian officials in Yekaterinburg of unwanted IRSs being frequently
discovered in abandoned facilities and in open fields.

If IRSs are stolen or diverted in Russia or any country, they might enter the
international black market and possibly fall into the hands of terrorist groups that could
target U.S. assets in the United States or abroad. Significant portions of the IRSs that
have been intercepted at border crossing points and elsewhere have been of Russian
origin. The likelihood of stolen Russian IRSs being smuggled into the United States
seems relatively low since a terrorist group would probably try to obtain an IRS that is
already located in the United States rather than risk detection at a point of entry into the
country. However, the use of Russian-origin IRSs against U.S. assets in Russia itself
(e.g., U.S. Embassy, facilities of U.S. companies), Central Asia (e.g., U.S. military
bases), the Middle East (e.g., U.S. military or private facilities), or elsewhere could have
a dramatic impact on U.S. national security interests.

Thus, a successful RDD detonation in Russia, or indeed in any country, poses
serious problems for the United States. Such attacks could provide a “proof of principle”
for terrorists who to date have not yet used radiological weapons, possibly encouraging
copy-cat attacks by terrorists in the United States or against U.S. interests abroad. A
major radiological attack in any major capital or financial hub would likely adversely
affect the global economy, including the U.S. economy. It could have global
repercussions as to the safety and public acceptance of nuclear technologies, just as the
Chernobyl accident affected acceptance of nuclear power. An RDD attack in Russia or
elsewhere could also undermine the credibility of the IAEA as an effective international
organization for ensuring nuclear safety and security, just at a time when the United
States is firmly committed to strengthening this organization to deal with nuclear security
and nonproliferation issues worldwide. The United States has considerable interest in
helping to ensure that the security of IRSs in Russia meets an international level of
acceptability and that Russia improves the full life-cycle management of its IRSs.

*kk

DOE has made a very good start in working with Russian organizations to
upgrade security of IRSs. Even with the limited funds available to date, this program is
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improving the security of IRSs in Russia. Also, DOE has gained considerable experience
in developing and carrying out significant on-the-ground activities in Russia.

Linkages have been made with key Russian organizations. Important problems
were selected for initial program “quick fixes”—improved regional and ministry
inventories of IRSs, accelerated timelines to reduce the number of vulnerable RTGs,
collection and disposal of unwanted IRSs, and enhanced security at some of its storage
and disposal facilities. Initial projects in each of these areas have been successfully
completed.

Of particular importance, the modest U.S. financial contributions to the
cooperative program to date have helped focus Russian attention on critical aspects of
security of IRSs. The joint efforts have most likely stimulated Russian efforts in addition
to those associated with the cooperative program. Continued encouragement of the
Russian government to address the security of IRSs more aggressively in these areas is
important. Also, new opportunities for collaboration that build on early successes have
emerged (for example, involvement of more Russian ministries in the collaboration and
demonstration of low cost approaches at model facilities).

Thus, the program of quick security fixes is very important and should be
continued; and the DOE leadership should expedite its implementation. The
committee encourages the DOE to continually evaluate the effectiveness of the quick
fixes from a risk reduction point of view. Of particular concern to the committee is the
end-of-life-cycle management of IRSs that are no longer wanted, including many that
have been simply abandoned. Of course, counterpart Russian organizations should be
involved in evaluation efforts as well as in planning and prioritizing future activities.

*kk

The committee is deeply concerned over the continuing decline in the level of
DOE resources being allocated to the cooperative program in Russia. However, the
committee is not in a position to recommend expansion of current activities or initiation
of new activities in the absence of an overall DOE Plan that clarifies how the cooperative
program can be most effective in reducing risks attendant to inadequately protected IRSs.
Thus, a primary recommendation of the committee is that DOE develop a
comprehensive plan to work with Russian counterparts to reduce the overall risk
and consequences of radiological terrorism. This Plan should become an important
basis for budget requests to support the program.

The Plan for the cooperative program should be developed within the context
of a comprehensive Russian program for ensuring adequate life-cycle management
of IRSs throughout the country and should take into account activities of other
external partners. However, because a comprehensive Russian program may take years
to fully develop, the DOE should move forward promptly to work with Russian
counterparts to address the most urgent problems and help them develop and implement
their program. Of special relevance to development of a comprehensive Russian program
for addressing the security of IRSs is the approach of the Federal Agency for Atomic
Energy (Rosatom) in the area of “safety” of IRSs and radioactive waste. Rosatom has
developed and regularly articulates a comprehensive overview of safety-related actions
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that are needed and are underway. According to Rosatom officials, this overview is very
helpful in guiding the national effort. These officials informed the committee that a
comparable program strategy to help guide the approach to “security” of IRSs has not
been developed, although its importance appears to be recognized in the Russian
government.

In summary, only the Russian government can strengthen the many weaknesses in
the security system for IRSs and in dealing with the overall threat of radiological
terrorism in Russia. However, the committee believes that technical cooperation by DOE
and other external partners, along with carefully selected financial investments in such
cooperation, will help the Russian government focus on developing a more
comprehensive approach to ensure adequate life-cycle management of IRSs than
currently exists. Such cooperation will lower the risk of radiological terrorism to both
Russia and to the United States.

*kk

The United States is not the only country vitally concerned with IRS-related
developments in Russia. Other countries are also contributing financial resources and
expertise for selected activities. The Scandinavian countries have long had interests in
replacing the RTGs in the Far North of Russia. Japan carefully watches developments in
the Far East. Ukraine is concerned about radionuclides of Russian origin being smuggled
into its territory. As apprehensions about radiological terrorism increase in Europe, many
G-8 governments recognize risks posed by inadequate security and control of radioactive
materials, and particularly IRSs, in Russia.

Thus, the international community will probably embrace a number of program
approaches advocated by the committee. They include development of financially
affordable pathways for unwanted IRSs; upgrading security facilities that house highly
active IRSs; plans for managing the consequences of IRS incidents; expanded risk
analysis capabilities to help establish priorities; and, of course, a comprehensive Russian
program which is crucial to long-term success in combating radiological terrorism.

In conclusion, the committee firmly believes that the United States has played and
should continue to play an important leadership role in catalyzing this widespread interest
in enhancing security of IRSs in Russia. Such leadership is highly significant in reducing
the likelihood of radioactive materials in Russia finding their way into RDDs that are
detonated in Russia or elsewhere.

Expeditious implementation of the current cooperative program of quick security
fixes, strong encouragement of the Russian government to carry out a comprehensive
program for enhancing the security of IRSs, and development and implementation of an
overall plan for U.S.-Russian cooperation that supports critical aspects of a
comprehensive Russian program should be the hallmarks of U.S leadership.
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INTRODUCTION

During the past several years, and particularly since 9/11, international concern
over the use by terrorists of radioactive material as a radiological weapon has increased
considerably. The possibility of the detonation of a Radiological Dispersal Device
(RDD), often referred to as a “dirty bomb,” which has radioactive material packed in or
around conventional explosives has been the focus of much of this apprehension. Press
reports of illicit trafficking in radioactive material, web-chat attributed to terrorist groups,
and discovery of primitive drawings of dirty bombs in the possession of international
terrorist groups have heightened the concern.

International experts believe that crude devices could be easily constructed. Of
course, depending on the technical skills of terrorists, the radioactivity and dispersion of
particles could vary considerably. In any event, public statements of experts increasingly
warn of a growing threat of radiological terrorism that needs urgent attention.

In response, the U. S. government has intensified its efforts to improve control
over radioactive material in situations where the loss of control could constitute a threat
to U.S. national security interests. U.S.-financed programs established during the past
several years have been designed to improve security at facilities where radioactive
material is located in a number of countries and to intercept radioactive material that has
entered the international black market. At the same time, an international consensus—
reflected at meetings of the International Atomic Energy Agency (IAEA) and in other
national and international forums—has emerged that such efforts by the United States
and by other governments are not adequate given the severity of the problem.

Against this background, in FY 2003 the U.S. Congress explicitly authorized the
Department of Energy (DOE) to develop cooperative programs in Russia and other
regions of the world to “protect, control, and account for radiological dispersal device
materials.” Information on the budgetary support for this initiative is set forth in
Appendix E. The difficult transition from a tightly guarded and difficult-to-access Soviet
nuclear complex to a Russian nuclear complex operating in a more open society has
severely stressed security efforts to control fissile and radioactive material. In recent
years, numerous reports of radioactive material of Russian origin falling into the hands of
unauthorized individuals, such as those that are noted in this report, have raised
international concern. Therefore, DOE has begun collaborative efforts with Russian
organizations to upgrade the protection of radioactive material of concern, and
specifically inadequately protected ionizing radiation sources (IRSs). IRSs are generally
considered to be the most likely source of radioactive material that could be dispersed
when dirty bombs are detonated.

In 2003, DOE commissioned the study that led to this report. The report addresses
nuclear security issues in Russia where large quantities of radioactive material are
located. The importance of helping to upgrade the security of IRSs in Russia was the
primary theme during the negotiation of the contract between DOE and the National
Research Council (NRC) that provided the basis for this report. The statement of task that
was included in the contract, however, was somewhat broader in scope. At the time, both
DOE and the NRC considered that a wide-ranging assessment of the radiological threat
would be helpful in putting into context the issues associated with protecting IRSs in
Russia. Appendix A provides the original task statement for this report.
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As the study evolved, DOE’s concern over the security of IRSs in Russia
intensified. Therefore, the NRC committee responsible for this report, with the
concurrence of DOE and Pacific Northwest National Laboratory, which served as the
contract manager, decided to concentrate its efforts on the radiological terrorism threat
posed by inadequately protected IRSs in Russia and on feasible approaches to upgrading
the security of IRSs in Russia. The new statement of task is as follows:

An ad hoc committee will be established by the National Academies to develop recommendations
for priorities for U.S.-Russian cooperation to be considered by the Department of Energy (DOE)
as it develops its program for countering the threats of radiological terrorism. The committee will
consider threats posed by radiological dispersion devices (RDDs) which consist of radioactive
material embedded with conventional explosives in configurations that enable the detonation of
the explosives to disperse radioactivity over significant areas.

The committee will concentrate its effort on activities that support Russian efforts to upgrade the
security of ionizing radiation sources (IRSs) in Russia which could be used in RDDs. The
committee will consider U.S.-Russian cooperation in the broader context of global efforts to
improve the security of IRSs, and particularly efforts under the auspices of the International
Atomic Energy Agency. In addition, it will identify the benefits to the United States in preventing
radiological terrorism incidents in Russia.

After reviewing ongoing cooperative efforts in consultation with American and Russian
specialists, the committee will prepare a report concerning the extent of the problems associated
with protection and control of IRSs, progress being made in addressing these problems, and
additional steps that should be considered. Interim briefings will be provided to DOE at
appropriate times during the project.

As to the timeline for this study, the initial 18-month projection for the study was
extended by 18 months. Considerable time was required to resolve administrative
difficulties in gaining access to facilities in Russia for first-hand observations, to consult
with appropriate Russian officials and specialists given the dozens of government bodies
and hundreds of important facilities involved in IRS-related activities, and to obtain
authoritative documentation about security conditions in Russia in an area that is
considered quite sensitive in Russia and elsewhere.

sk sk s ok sk ke sk skosk ok

In addition to misuse of radiological sources considered in this study, radiological
terrorism could be carried out by sabotage of a nuclear facility, waste site, or transport
container. Terrorists might attempt to detonate, set fire to, or otherwise cause serious
dispersion of radioactive material that is located within the target area.

However, this report focuses primarily on dispersion of radioactive material.
Terrorists might acquire by theft or other means non-fissile radioactive material and
disperse such material with conventional explosives in a Radiological Dispersal Device
(RDD) — the dirty bomb scenario noted previously. Other forms of radiological terrorism
include the dispersion of radioactive material through public pathways, such as water
supplies, roadways, or indoor heating or ventilation ducts. Another form of radiological
terrorism is posed by Radiological Exposure Devices, which are radiation sources placed
in public places and simply irradiate nearby persons rather than dispersing the radioactive
material. Funding and time limitations led the committee to concentrate on RDDs, the
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main focus of the task statement. However, the Nuclear Safety Institute (IBRAE) report’
commissioned for this study does discuss several scenarios for REDs.

The potential sabotage of nuclear facilities (especially nuclear power reactors) has
received increased attention in the United States following 9/11 and in Russia since the
Chernobyl accident. The cooperative efforts in this area have focused on enhancing the
safety of power plants although there is clear overlap with security concerns. The
committee did not address this area which is beyond the scope of this study.

As discussed in Chapter 1, international experts consider radiological dispersal
from a dirty bomb as the most likely form of nuclear terrorism. Radioactive materials are
ubiquitous around the globe — not only are they directly associated with civilian and
military nuclear programs, but IRSs are also widely used in medicine (e.g., cancer
therapy units), agriculture (e.g. food sterilization), and industry (e.g. oil well logging,
gauging of metal thickness). Radioactive material from IRSs or other sources could be
packed together with conventional explosives and detonated in public places. Depending
on the characteristics of the material and the extent of the dispersion, radioactive material
could threaten significant populations and might cause widespread fear and social
disruption, along with potentially large economic damage.

As noted above, building effective cooperation between Russia and the United
States to reduce the threat of radiological dispersal from IRSs is the principal focus of
this report. Such sources often contain radionuclides with deeply penetrating radiation,
they are sealed (encapsulated typically doubly in metal), and they are usually used with
proper safety precautions during their useful lifetimes.

Unfortunately, few if any countries have given sufficient attention to the security
of IRSs during their entire life cycle (from fabrication to final disposal), particularly after
they have exceeded their useful lifetime or are no longer needed. In recognition of the
security importance of ensuring that unwanted IRSs are not left unattended, in 2002,
DOE moved its Orphan Source Recovery Program to its threat reduction organization.
Similarly, the IAEA greatly expanded its Code of Conduct on the Safety and Security of
Radioactive Sources and associated IRS programs to go beyond safety concerns and
focus as well on security, including orphan source recovery.

The committee did not address other potentially dangerous radioactive material,
such as spent reactor fuel or radioactive waste. However, some of the information
presented in this report should be useful in dealing with such material that could be used
in radiological dispersal devices.

>k ok o ok o sk sk ook sk sk ks skok sk

In surveying the work of many organizations concerned with IRSs, the committee
gave special attention to the activities of the IAEA which has included IRS security on its
agenda for a number of years. Much of the Agency’s early work culminated in the Code
of Conduct on the Safety and Security of Radioactive Sources, which was revised in
January 2004.> Other highly relevant documents of the Agency are IAEA Safety Guide

"IBRAE. 2005. Opportunities for U.S.-Russian Cooperation in Combating Radiological Terrorism.
Prepared for the NRC Committee on Opportunities for U.S.-Russian Cooperation in Combating
Radiological Terrorism.

2TAEA. 2004. Code of Conduct on the Safety and Security of Radioactive Sources. Vienna: IAEA.
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RS-G-1.9, Categorization of Radioactive Sources, 2005, IAEA Vienna® and Guidance on
the Import and Export of Radioactive Sources, 2005, IAEA Vienna. In addition, the
ITAEA maintains a database on illicit trafficking in radioactive material that includes
many entries concerning IRSs that have been discovered. Of course, reports on some
incidents are considered to be classified documents and are only available in closed
databases of enforcement organizations such as Interpol. Finally, radiological terrorism is
regularly discussed by government representatives at intergovernmental meetings of the
IAEA and by specialists during agency-sponsored workshops and consultations on a
variety of specialized topics. As this report underscores, the IAEA is not the only
international organization interested in the topic of radiological terrorism; but it has been
the focal point of most of the international attention devoted to IRSs in recent years and
therefore was an excellent source of information in preparing this report.

Many other organizations and dozens of scholars and analysts in the United States
and abroad have published hundreds of books, reports, and articles on radiological
terrorism. A number of these writings have also been important in preparing this report.
Three of the many examples of publications relevant to the observations in this report are:

e Making the Nation Safer: The Role of Science and Technology in Countering
Terrorism, National Academy Press, 2002, pp 39-64*

e Management of Terrorist Events Involving Radioactive Material, National
Counscil on Radiation Protection and Measurements, NCRP Report No. 138, October 24,
2001

e Charles D. Ferguson and William C. Potter, The Four Faces of Nuclear
Terrorism, Center for Nonproliferation Studies, Monterey Institute of International
Studies, Rutledge, 2004, pp 259-317.°

Turning specifically to security of IRSs in Russia, the Federal Agency for Atomic
Energy (Rosatom) published Report on Safety in March 2004,” which describes the
government’s policy and program framework for all aspects of nuclear safety, including
safety in handling IRSs. The committee is unaware of a similarly comprehensive,
publicly available report from Rosatom or other Russian organization on the closely
related topic of security of IRSs which is the theme of this report.

Several Russian research organizations have been analyzing on a broad basis
developments in Russia relevant to this study. For example, IBRAE of the Russian
Academy of Sciences has published a number of articles on radiological terrorism

*TAEA 2005. Categorization of Radioactive Sources. Safety Guide RS-G-1.9. IAEA Safety Standard
Series. Vienna: IAEA. Available online at http://www-
pub.iaea.org/MTCD/publications/PDF/Pub1227 web.pdf. Accessed November 9, 2006.

* NRC Committee on Science and Technology for Countering Terrorism. 2002. Pp. 39-64 in Making the
Nation Safer: The Role of Science and Technology in Countering Terrorism. Washington, D.C.: The
National Academies Press.

> National Council on Radiation Protection and Measurements. 2001. Management of Terrorist Events
Involving Radioactive Material. NCRP Report No. 138. Bethesda: National Council on Radiation
Protection and Measurements.

6 Ferguson, C. D., W. C. Potter, A. Sands, L. S. Spector, and F. L. Wehling. 2005. Pp. 259-317 in The
Four Faces of Nuclear Terrorism. New York: Routledge/Taylor & Francis, LLC.

" Federal Agency for Atomic Energy. 2004. Report on Safety. Moscow: Komtekhprint.
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concerns in Russia and other countries, including security of IRSs. The Institute of
Chemical Technology of Rosatom, in cooperation with several other Russian institutes,
has prepared a series of reports on distribution of radioactive material and radioactive
contamination in Russia, under a broadly based program entitled The Radiation Legacy of
the Soviet Union. Reports of this program are available through the International Science
and Technology Center (ISTC)® in Moscow, an intergovernmental organization that
supports projects to redirect former weapons scientiest to peaceful pursuits. Member
governments of the ISTC have provided financial support for this assessment program for
almost a decade. The Rosatom enterprise 1zotop, which has for decades been a key
facility in the distribution of IRSs, plays a special role in keeping track of IRSs and in
assisting regulatory bodies in proscribing measures for appropriate handling of them.

Three particularly important sets of documents for the preparation of the report
were the following:

e Papers presented by officials and specialists from a number of Russian
organizations at the Workshop on Safety and Security of Ionizing Radiation Sources
hosted by the Russian Academy of Sciences and the National Academies in Moscow in
2005. Presentation material from this workshop can be obtained from the NRC.’

e A study commissioned by the NRC and carried out by IBRAE to provide a
Russian perspective on many aspects of the topic of this report. Findings of the study are
included in this report as appropriate.

e Background documents provided by the Office of Global Radiological Threat
Reduction of DOE. Extracts from these documents are included in this report, and the
complete documents are available in the NRC’s public access file."

¥ See http://www.istc.ru. Accessed November 27, 2006.

? Please contact the National Academies Public Access Records Office for this information.

1 See the following:

Tittemore, G. W. 2004. Nuclear and Radiological Threat Reduction Task Force. Presentation at the first
meeting of the NRC Committee on Opportunities for U.S.-Russian Collaboration in Combating
Radiological Terrorism, Washington, D.C., May 7, 2004.

For Task Force/RDD Threat Reduction Legislation, see:

National Defense Authorization Act for Fiscal Year 2003. Pub. L. No. 107-314, §3156. 2002. H.R. CONF.
REP. NoO. 107-772 at pp. 790-791 (2002).

Consolidated Appropriations Resolution, 2003. Pub. L. No. 108-7, 2003. H.R. CONF. REP. NO. 108-10 at
p- 906 (2003).

Emergency Wartime Supplemental Appropriations Act, 2003. Pub. L. No. 108-11,2003. H.R. CONF. REP.
No. 108-76 at p. 68 (2003).

Tittemore, G. W. 2004. Nuclear and Radiological Threat Reduction Task Force. Presentation at the
second meeting of the NRC Committee on Opportunities for U.S.-Russian Collaboration in Combating
Radiological Terrorism, Washington, D.C., August 24, 2004.

Sandia National Laboratories. 2004. A Basic Guide to Physical Protection of Radioactive Sources.
SAND2004-2222P. Albuquerque: Sandia National Laboratories.

Sandia National Laboratories. 2004. A Basic Guide to RTR Radioactive Materials. Revision 3: 8 July
2004. Albuquerque: Sandia National Laboratories.

Tittemore, G. W., B. Waud, and P. D. Moskowitz. 2004. Nuclear Security Studies in Russia. Presentation
at the second meeting of the NRC Committee on Opportunities for U.S.-Russian Collaboration in
Combating Radiological Terrorism, Washington, D.C., August 24-25, 2004.

Soo Hoo, M. 2004. TAEA Documents on Source Security and Russia-Specific Activities. Presentation at
the second meeting of the NRC Committee on Opportunities for U.S.-Russian Collaboration in Combating
Radiological Terrorism, Washington, D.C., August 24-25, 2006.
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Also of importance in preparing this report were briefings provided to the
committee by specialists from DOE and other U.S. organizations and visits by committee
members and staff to a number of Russian organizations and research facilities. A list of
these briefings and visits is included in Appendix B.

sk st st sk s o ok ok ok ok sk sk sk s skoskoskokosk ko ok

The report is structured as follows:

e Chapter 1 provides a global context of radiological terrorism as it is currently
perceived and understood from the political and technical points of view in order to put
the Russian situation in proper context.

e Chapter 2 describes the situation in Russia with regards to the presence of
radioactive materials, security of these materials, the potential threat of terrorism posed
by these materials, and the relevance of radiological threats emanating from Russia to
U.S. national security interests.

e Chapter 3 describes and assesses past and current U.S.-Russian cooperative
activities associated with managing and controlling radioactive materials and IRSs, and
how these efforts affect the threat of radiological terrorism.

e Chapter 4 presents the conclusions and recommendations of the committee
concerning steps that should be considered by DOE in supporting Russian efforts to
combat radiological terrorism and secure IRSs in Russia.

Mustin, T. 2004. Office of Second Line of Defense Russia Program Overview. Presentation at the second
meeting of the NRC Committee on Opportunities for U.S.-Russian Collaboration in Combating
Radiological Terrorism, Washington, D.C., August 24-25, 2006.
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Chapter 1

THE GLOBAL CONTEXT FOR PREVENTING RADIOLOGICAL TERRORISM

Packaging a conventional explosive with radioactive material and detonating the
device to kill and terrorize people—the “dirty bomb” scenario—is, unfortunately, readily
within the means of some terrorist groups.' As pointed out by the International Atomic
Energy Agency (IAEA) in Box 1-1, the necessary radioactive material is readily available
internationally and in many cases is poorly secured.

Box 1-1

“The radioactive materials needed to build a ‘dirty bomb’ can be found in almost any country
in the world, and more than 100 countries may have inadequate control and monitoring
programs necessary to prevent or even detect the theft of these materials... ‘What is needed
is cradle-to-grave control of powerful radioactive sources to protect them against...theft’.”

SOURCE: IAEA. 2002. P. 1 is Inadequate Control of the World’s Radioactive Sources.
IAEA Press Release, September 2002. Vienna: IAEA. Available online at
www.iaea.org/NewsCenter/Features/RadSources/rads_factsheet.pdf. Accessed November
27, 2006.

The IAEA report underscores the importance of governments actively
“managing” the entire life cycles of many classes of radioactive material contained in
ionizing radiation sources (IRSs). IRSs contain radioactive materials which are the most
likely ingredients for dirty bombs, technically known as radiological dispersion devices
(RDDs). Because IRSs have beneficial uses inextricably integrated into medicinal,
agricultural, industrial, and research activities, and because their use will increase as the
world becomes more industrialized, they cannot simply be locked up or eliminated. The
challenge for governments is to expand their efforts to keep IRSs out of the hands of
terrorists through life-cycle management while at the same time preparing to manage the
consequences if dirty bomb events occur.

As underscored by the IAEA, the threat of detonation of a dirty bomb is global
since the necessary radioactive material and conventional explosives can be found in
many countries. This chapter provides a brief overview of the risks posed by RDDs and
discusses global approaches to deal with these risks. The focus is on inadequately secured
IRSs that could provide radioactive material. The discussion provides a context for
subsequent consideration of developments in Russia and of U.S.-Russian cooperative

' Cameron, G. 1999. Nuclear Terrorism: A Threat Assessment for the Twenty-First Century. New York:
Palgrave Macmillan.
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programs to reduce the threat of radiological terrorism with roots in Russia. Also, other
publications that address important global issues in greater detail are identified.

The Radiological Risk

The committee concurs with the conclusions in the report Making the Nation
Safer: The Role of Science and Technology in Countering Terrorism, published in 2002
by the National Research Council, that detonation of an RDD would most likely result in
only a few deaths but could have the potential for causing substantial economic damage
and/or social disruption.’

Of course RDDs cannot trigger a nuclear explosion with its familiar mushroom
cloud. Unlike nuclear weapons, they cannot instantly kill tens to hundreds of thousands
of people and obliterate a city. Thus, the concept of radiological terrorism is quite
different from the possible use of nuclear weapons, and linking the two threats can hinder
efforts to properly define the risks and to prevent events.

In principle, it is necessary for first responders to be prepared to deal effectively
with each type of event. But first responders must be prepared to address so many types
of events that it is likely that the procedures for responding to both RDD attacks and
detonation of nuclear devices will be bundled within single guidelines. Should an event
involving fissile or radioactive material occur, appropriately trained specialists that
understand in detail the differences between nuclear and radiation attacks should
promptly become involved in response and consequence management activities.

Radioactive material dispersed by an RDD may cause serious radiation health
effects for a limited number of exposed people, and indeed may result in some deaths.
But the gravest consequences of detonation of an RDD are more likely to be the spread of
contamination requiring evacuation of large numbers of inhabitants of the affected area;
short and long-term economic disruption that could extend well beyond the contaminated
area by impacts on transportation, financial, and other sprawling infrastructure systems;
incitement of psychological trauma among individuals and groups that are exposed to
radiation or believe they have been exposed; and attendant social or political instability.
Quite appropriately, RDDs have been called “weapons of mass disruption.”

* NRC Committee on Science and Technology for Countering Terrorism. 2002. Pp. 49 in Making the
Nation Safer: The Role of Science and Technology in Countering Terrorism. Washington, D.C.: The
National Academies Press.

3 Henry C. Kelly, president of the Federation of American Scientists, and Steven Koonin, a physics
professor and provost of the California Institute of Technology, were among the first analysts after
September 11, 2001 to draw attention to the massively disruptive effects of RDDs.

See: Kelly, H. C. 2002. Testimony before the U.S. Senate Foreign Relations Committee, March 6, 2002,
available at http://www.fas.org/ssp/docs/kelly testimony 030602.pdf. Accessed on April 23, 2004.
Koonin, S. E. 2002. Radiological Terrorism. Physics and Society 31(2):12-13. Available online at
http://www.aps.org/units/fps/newsletters/2002/april/toc.cfm. Accessed on November 8, 2006.

Levi, M. A. and H. C. Kelly. 2002. Weapons of Mass Disruption. Scientific American (November):76-
81.
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Thus, an RDD may have considerable value as a terrorist weapon. The mere fact
of an explosion being characterized as “nuclear” would almost certainly ensure that it had
an impact on the public’s apprehensions.

Returning to health risks, the radioactive material contained in various types and
configurations of IRSs can pose very different risks, depending on the type of radiation
emitted and on how effectively the material can be dispersed. Radionuclides such as
cobalt-60, cesium-137, and iridium-192 used in many types of industrial irradiators and
medical devices can result in acute health effects from penetrating radiation, including
death when there are significant levels of exposure. At the other extreme, the amount of
americium-241 used in domestic smoke detectors is benign. All of these radionuclides are
used in commercial IRSs.

In addition to half-life (that is, the time it takes for one-half of the isotope to
decay into its products), other characteristics of IRSs determine their relative security
risk, namely the total amount of radioactivity, the portability of the IRS, and the chemical
form that affects the ease of dispersibility. For example, Cs-137 in large IRSs is often in
the form of powdered cesium chloride, which could be easily dispersed. In contrast, many
IRSs contain Ir-192 or Co-60 in the form of solid metal pellets, which do not disperse
easily. From a technical standpoint, the aerosolization potential depends on the material
properties and the device geometry.

In short, when properly packaged, adequately shielded, and appropriately handled
for their intended use, IRSs are safe, even when they contain the most lethal
radionculides. However, if the shielding is removed and the containers breached either
intentionally or unintentionally, the radioactive material in many IRSs can injure or
perhaps even kill exposed persons and could seriously contaminate large areas. Such
incidents have occurred as a result of accidents or theft.

“[E]ven without malevolent intent, the loss of control of radioactive sources has
resulted in death or serious injury. The well known incident in Goiania, Brazil, in 1987,
is frequently cited as an example—a case in which the inadvertent dismantling of a
radiotherapy source, and the dispersal of Cesium-137, resulted in a number of fatalities
and significant social and economic disruption.” In this case, scavengers of scrap metal
sold remnants of the source assembly to a junkyard owner who distributed material that
glowed blue in the dark to relatives and friends. Soon twenty persons were hospitalized
and four of them died. A total of 112,000 people were monitored for radiation and 249
had been contaminated either internally or externally. Approximately 6 months were
required to clean up an area of about one square kilometer. As to the psychological
impact, the IAEA reported as follows:

The accident in Goidnia had a great psychological impact on the Brazilian population owing to its
association with the accident at the Chernobyl nuclear power station in the USSR in 1986. Many

* ElBaradei, M. 2003. Statement to the International Conference on Security of Radioactive Sources.
March 11, 2003. Vienna: IAEA. Available online at
http://www.iaea.org/NewsCenter/Statements/2003/ebsp2003n007.shtml. Accessed on November 9, 2006.
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people feared contamination, irradiation, and damage to health; worse still, they feared incurable
and fatal diseases. °

The wider the dispersion of radioactive material by explosive devices or by other
means such as injection of material into ventilation systems or water ways, the larger the
footprint of the contaminated area. But at the same time, spreading the material can result
in dilution that lowers the immediate health risk. In the case of broad dispersion, the near-
term deaths resulting from an RDD attack might be limited largely to the effects of the
chemical explosion, not from radiation. However, there may also be long-term health
effects due to increased risk of cancer within the population exposed to significant
amounts of radiation. At the same time, estimates of long-term health effects due to
exposure of low levels of ionizing radiation are difficult to make even if the radiation
exposure is reasonably well known.® One analysis of some of the important dimensions
of environmental releases of radiation is as follows:

It is clear that even the major catastrophe of Chernobyl had a minor impact on the health of the
average inhabitant of the northern hemisphere. But on the psychological and political level, it had
an extraordinary effect, whose consequences on the economy, and even on public health, can be
considerable. The problem is serious when people find themselves in a highly contaminated region
where there is a severe short-term risk to their health or to their lives. It means little to them to
know that epidemiologists consider that if the radioactivity with which they are afflicted were
uniformly distributed, at very low dose, over the entire population of the globe, there would be the
same number of victims in total, but the effect would be imperceptible because of other cancers,
much more numerous.’

There are no publicly reported cases of RDDs being used or even fully
constructed as terrorist weapons. Examples of intentional misuse of IRSs are noted later
in this report. Thus, the possible consequences of an RDD incident can only be predicted
from analysis of the impacts of major radiation accidents and other types of relevant
events and from hypothetical scenarios. The IBRAE report noted in the Introduction can
be helpful in this regard. It postulates several scenarios and discusses possible health,
economic, and disruption impacts. Of particular concern are cleanup problems associated
with different radionuclides.

Nevertheless, as already emphasized, it seems clear that the shock of the
conventional explosive used in an RDD will most likely be the primary cause of any

> International Atomic Energy Agency. 1988. P. 115 in The Radiological Accident in Goiania. Vienna:
International Atomic Energy Agency. See http://www-

pub.iaea.org/MTCD/publications/PDF/Pub815 web.pdf. Accessed on November 9, 2006.

® See, for example: NRC Committee to Assess Health Risks from Exposure to Low Levels of Ionizing
Radiation. 2006. Health Risks from Exposure to Low Levels of lonizing Radiation. BEIR VII Phase 2.
Washington, D.C.: The National Academies Press. Available online at
http://newton.nap.edu/catalog/11340.html. Accessed November 9, 2006.

Garwin, R. L. and G. Charpak. 2001. Megawatts and Megatons: A Turning Point in the Nuclear Age?
New York: Alfred A. Knopf.

National Council on Radiation Protection and Measurements. 2001. Pp. 27-53 in Management of Terrorist
Events Involving Radioactive Material. NCRP Report No. 138. Bethesda: National Council on Radiation
Protection and Measurements.

" Garwin, R. L. and G. Charpak, op. cit. p. 192.
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immediate deaths or serious injuries. While there is the potential for long-term radiation
health effects, the most significant effect of radiation releases on individuals is likely to
be the psychological impact on exposed populations. Of course the consequences of
denial of access to important facilities and the need to relocate people due to
contamination that could take weeks or months to clean up might be very large indeed.

In addition, persons not in the impacted area may believe that they might have
been exposed to radiation or that they will be exposed in the future from such incidents.
Many people recoil with great anxiety at the thought of encountering any level of nuclear
radiation or any level of a toxic material that is invisible and cannot be felt. Even
reassurances from government authorities or well-informed specialists that the risk to
human health of radiation exposure is minimal, some residents in or near the path of
radiation will surely seek to escape as quickly as possible from any level of exposure.
Effective risk communication among government officials, recognized experts in
radiation medicine, and the general public—while not always successful in quelling
anxieties—is nevertheless a key element in reducing the likelihood of harmful
psychological responses to an incident.®

In addition, even a reasonably minor RDD attack could serve as an effective
multiplier to a conventional terrorist attack, such as a subway bombing, in the same
geographical area. Access by first responders to contaminated areas might be denied by
police, or contaminated emergency response centers might be closed during the crucial
period of initial response.

Finally, with regard to developing methodologies for estimating the harm from
dirty bombs, the Goiania incident has been used as the basis for estimates that some types
of radiological attacks could kill tens or hundreds of people and sicken hundreds to
thousands and the economic impact could be great.” Expanded interdisciplinary research
would help in providing a framework to extrapolate accident data to theoretical RDD
events.

Coping with Millions of Sources

The committee is unaware of any authoritative estimates of the total number of
IRSs that are in use or storage throughout the world. Worldwide inventories up to ten

¥ For a discussion of psychological impacts of a dirty bomb explosion and of risk communication, see
National Council on Radiation Protection and Measurements, op. cit., pp. 54-73.

Fischhoff, B. 2006. Pp. 463-492 in The McGraw-Hill Homeland Security Handbook, D. G. Kamien, ed.
New York: The McGraw-Hill Companies, Inc. In particular Fischhoff uses actual event examples to
demonstrate that people react without panic in some cases of severe emergencies.

Also see Bennett, B., M. Repacholi, and Z. Carr, eds. 2006. Health Effects of the Chernobyl Accident and
Special Care Programmes. Geneva: World Health Organization. Available online at
http://www.who.int/ionizing_radiation/chernobyl/. Accessed on November 9, 2006.

? Zimmerman, P. D. and C. Loeb. 2004. Dirty Bombs: The Threat Revisited. Defense Horizons
38(January): 1-10.
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million have been reported. The committee believes that the number is in the millions but
cannot be more precise using available data.'”

Concerns over terrorism focus primarily on IRSs of sufficient activity, either
individually or when bundled, to create an RDD with considerable radioactivity potential.
When considering radioactivity levels, half-life, portability, and dispersibility potential of
IRSs known to be in use or in storage, only a small fraction of the millions of existing
IRSs pose a high radiation risk. Still, there are estimates that tens of thousands of high-
risk IRSs exist throughout the world; and as previously noted, even low-risk IRSs have
the potential of frightening populations.'’

A number of countries including the United States are beginning to develop
comprehensive national IRS inventories. In Argentina, for example, maintaining a
complete inventory has been a part of the established regulatory process, but this has
been rare. Unfortunately, detailed inventories of existing IRSs are very difficult to
compile in many countries because the licensing processes do not require complete
reporting.

Countries which have produced and distributed IRSs should attempt to calculate
the quantity of radionuclides produced and distributed to date to help establish an upper
bound on an overall estimate of inventories. This information would assist in determining
the level of resources that should be devoted by governments to combating radiological
terrorism. Such work is currently being sponsored in the United States by the Department
of Energy.'?

As indicated in Box 1-2, the IAEA has developed the accepted international
standard for categorizing IRSs with respect to the safety aspects of each type of IRS.

12 See for example U.S. General Accounting Office. 2003. P. 7 in Nuclear Nonproliferation: U.S. and
International Assistance Efforts to Control Sealed Radioactive Sources Need Strengthening. GAO-03-638.
Washington, D.C.: U.S. General Accounting Office.
11 -

Ibid.
'2 Communication with DOE NNSA Office of Global Threat Reduction’s U.S. Radiological Threat
Reduction Program, October 2005.
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Box 1-2
Categorization of Radioactive Sources

Category 1 sources, “if not safely managed or securely protected would be likely to cause
permanent injury to a person who handled [them], or were otherwise in contact with [them],
for more than a few minutes. It would probably be fatal to be close to this amount of
unshielded material for a period of a few minutes to an hour.” These sources are typically
used in practices such as radioisotope thermoelectric generators, irradiators and radiation
teletherapy.

Category 2 sources, “if not safely managed or securely protected, could cause permanent
injury to a person who handled [them], or were otherwise in contact with [them], for a short
time (minutes to hours). It could possibly be fatal to be close to this amount of unshielded
radioactive material for a period of hours to days.” These sources are typically used in
practices such as industrial gamma radiography, high dose rate brachytherapy and medium
dose rate brachytherapy.

Category 3 sources, “if not safely managed or securely protected, could cause permanent
injury to a person who handled [them], or were otherwise in contact with [them], for some
hours. It could possibly—although it is unlikely—be fatal to be close to this amount of
unshielded radioactive material for a period of days to weeks.” These sources are typically
used in practices such as fixed industrial gauges involving high activity sources (for
example, level gauges, dredger gauges, conveyor gauges, and spinning pipe gauges) and
well logging.

Two additional categories, 4 and 5, are also described. These contain smaller
quantities of radioactive material and are generally not considered dangerous in the context
of an RDD. However, when large numbers of low activity IRSs are aggregated together and
produce a total activity similar to the higher categories, a danger can exist.

SOURCE: IAEA. 2003. Pp. 27-29 in Categorization of Radioactive Sources. IAEA-
TECDOC-1344. Vienna: IAEA. Available online at http://www-
pub.iaea.org/MTCD/publications/pdf/te_1344 web.pdf. Accessed November 9, 2006.

Meanwhile, DOE has developed its own prioritization of radionuclides for IRSs based
principally on the potential risk to life and the related health consequences of the
radionuclides. The approach gives particular attention to the following general provision
in the IAEA Code of Conduct on the Safety and Security of Radioactive Sources which is
discussed in later sections of this chapter.

In addition to the IAEA categories, states should give appropriate attention to radioactive sources
considered by them to have the potential to cause unacceptable consequences if employed for
malicious purposes, and to aggregations of lower activity sources...which require management under
the principles of this Code."

B IAEA. 2004. P. 15 in Code of Conduct on the Safety and Security of Radioactive Sources. Vienna:
IAEA.
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Table 1-1 identifies some of the most important applications of high-risk IRSs. Table
1-2 presents the Department of Energy’s listing of the most important sources that it uses
for establishing priorities for its international efforts to improve the security of IRSs.

TABLE 1-1  Applications of High-Risk Radioactive Sources

Practice or Application [Radionuclide] [Typical Activity] (Ci)*
Radioisotope thermoelectric Strontium-90 20,000
generators (RTGs) Plutonium-238 280
Sterilization and food irradiation Cobalt-60 Up to 4,000,000

Cesium-137 Up to 3,000,000
Self-contained and blood Cobalt-60 2,400-25,000
irradiators Cesium-137 7,000-15,000
Single-beam teletherapy Cobalt-60 4,000
Cesium-137 500
Multi-beam teletherapy Cobalt-60 7,000
Industrial radiography Cobalt-60 60
Iridium-192 100
Calibration Cobalt-60 20
Cesium-137 60
Americium-241 10
High-and medium-dose-rate Cobalt-60 10
brachytherapy Cesium-137 3
Iridium-192 6
Well logging Cesium-137 2
Americium-241/beryllium 20
Californium-252 0.03
Level and conveyor gauges Cobalt-60 5
Cesium-137 3-5

Copyright 2005 from The Four Faces of Nuclear Terrorism by C. D. Ferguson, W. C. Potter, A. Sands, L.
S. Spector, F. L. Wehling. Reproduced by permission of Routledge/Taylor & Francis Group, LLC. P. 266.
Another source that is helpful is: IAEA. 2005. Categorization of Radioactive Sources. Safety Guide No.
RS-G-1.9. TAEA Safety Standard Series. Vienna: IAEA. Available online at http://www-
pub.iaea.org/MTCD/publications/PDF/Pub1227 web.pdf. Accessed November 9, 2006.

* The curie (Ci) was based originally on the measurement of the activity of 1 gram of radium as 3.70 x 10"
disintegrations per second, but since the half-life of radium has been re-evaluated several times since then,
the value of the curie has now been pegged at exactly 3.70 x 10'° disintegrations per second. This avoids
changing the value to reflect new measurements or evaluations of the half-life of radium. The activity of a
radioactive source can be expressed in terms of curies, which is a convenient unit, but the approved SI unit
for activity is the becquerel (Bq), defined as one disintegration per second. Thus one curie=3.7 x 10'° Bq.

TABLE 1-2  Radionuclides of Primary Concern to DOE

Action Level (Ci)* Assessment Level (Ci)*
Americium-241 10 1
Californium-252 10 1
Cesium-137 1000 100
Cobalt-60 1000 100
Curium-244 N/A N/A
Iradium-192 1000 100
Plutonium-238 10 1
Plutonium-239 N/A N/A
Radium-226 100 10
Strontium-90 1000 100

PREPUBLICATION COPY 19

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/11801.html

ating Radiological Terrorism

* “Assessment level” means that a prompt evaluation of the security and safety aspects of a source with
activity above the indicated level should be undertaken; and, if determined to be necessary, additional
physical protection of the source should be provided. “Action level”” means that an appropriate level of
protection is essential.

SOURCE: Sandia National Laboratories. 2004. A Basic Guide to RTR Radioactive Materials. SAND
2004-4155P. Revision 3: 8 July 2004. Albuquerque: Sandia National Laboratories.

The committee considers DOE’s selection of radionuclides of particular concern
to be a reasonable basis for considering the effectiveness of international cooperation.
Originally these values differed slightly from IAEA values but have since been made
consistent with the IAEA values when applied in DOE’s international programs to
upgrade security of IRSs. DOE’s Guidelines also address many aspects of assessing the
adequacy of security conditions at facilities where IRSs are located. The guidelines
provide a good starting point for improving protection of IRSs, but DOE should remain
flexible in its approach as new information is developed.

Other organizations, such as the DOE laboratories, have prepared lists with other
radionuclides identified for priority as well as most of the DOE-identified radionuclides.
While DOE should consider these alternative approaches, the committee did not consider
them as leading to conclusions that are different from those presented in this report.

Shortly after 9/11, DOE developed an approach to prioritize its efforts for
improving security of IRSs worldwide by calculating relative risk based on combining (a)
the probability that an undesired event will occur, taking into account the threat and the
vulnerability of the IRS of concern, and (b) the consequences if that event occurs. To this
end, the threat is an estimate of the likelihood that a te