December 26, 2006

MEMORANDUM TO: Luis A. Reyes
Executive Director for Operations

FROM: Stephen D. Dingbaum /RA/
Assistant Inspector General for Audits

SUBJECT: STATUS OF RECOMMENDATIONS: INDEPENDENT
EVALUATION OF NRC’S IMPLEMENTATION OF
THE FEDERAL INFORMATION SECURITY
MANAGEMENT ACT (FISMA) FOR FISCAL
YEAR 2006 (OIG-06-A-26)

REFERENCE: DEPUTY EXECUTIVE DIRECTOR FOR
INFORMATION SERVICES AND ADMINISTRATION
AND CHIEF INFORMATION OFFICER OFFICE OF
THE EXECUTIVE DIRECTOR FOR OPERATIONS,
MEMORANDUM DATED NOVEMBER 17, 2006

Attached is the Office of the Inspector General’s analysis of the status of the
referenced report from OIS dated November 17, 2006. Recommendations 1, 2
and 3 are resolved. Please provide an updated status of the resolved
recommendations by April 1, 2007.

If you have any questions or concerns, please call me on 415-5915.
Attachments: As stated
cc: M. Johnson, OEDO

M. Malloy, OEDO
P. Tressler, OEDO



Audit Report

Independent Evaluation of NRC’s Implementation of the Federal
Information Act (FISMA) for Fiscal Year 2006

Recommendation 1:

Response Dated

November 17, 2006:

OIG Analysis:

Status:

OIG-06-A-26

Status of Recommendations

Clearly identify the additional controls that are the
responsibility of a high-impact system when a general
support system (GSS) categorized as having
moderate-impact supports a high-impact system.

Agree. NRC will identify the additional controls
required in cases where a GSS has sensitivity lower
than the supported high-impact systems. These
additional controls will be communicated to the
high-impact system owners. Completion date:
December 29, 2006.

The proposed corrective action addresses the intent
of OIG’s recommendation. This recommendation will
be closed when OIG verifies that the agency has
identified in its guidance, the additional controls that
are the responsibility of a high-impact system when a
general support system categorized as having
moderate-impact supports a high-impact system.

Resolved.



Audit Report

Independent Evaluation of NRC’s Implementation of the Federal
Information Act (FISMA) for Fiscal Year 2006

OIG-06-A-26

Status of Recommendations

Recommendation 2: Re-categorize the Network Continuity of Operations
listed system as a general support system.

Response Dated

November 17, 2006: Agree. NRC will develop a specification identifying
how the Network Continuity of Operations system will
be merged into the general support system (GSSs)
and will complete the merger. Completion date
December 29, 2006.

OIG Analysis: The proposed corrective action addresses the intent
of OIG’s recommendation. This recommendation will
be closed when OIG verifies that the Network
Continuity of Operations listed system has been
re-categorized as a general support system.

Status: Resolved.



Audit Report

Independent Evaluation of NRC’s Implementation of the Federal
Information Act (FISMA) for Fiscal Year 2006

Recommendation 3:

Response Dated

November 17, 2006:

OIG Analysis:

Status:

OIG-06-A-26

Status of Recommendations

Re-evaluate the procedures developed for identifying
weaknesses to be tracked to ensure all known
security weaknesses are reported on the plan of
action and milestones (POA&MSs).

Agree. Based on periodic meetings with system
points of contact, NRC will re-evaluate the procedures
developed for identifying weaknesses to be tracked to
ensure all known security weaknesses are reported
on the POA&Ms. NRC will update or develop new
procedures as necessary. Completion date:

March 30, 2007.

The proposed corrective action addresses the intent
of this recommendation. This recommendation will be
closed when OIG verifies that the agency re-
evaluated its procedures for identifying weaknesses it
reports on the POA&MSs.

Resolved.
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