
December 22, 2006

Mr. Larry W. Clark
Assistant Manager for Nuclear Fuel Supply
U.S. Department of Energy
Oak Ridge Office
P.O. Box 2001
Oak Ridge, TN 37831

Dear Mr. Clark,

USEC Inc. (USEC), a licensee of the Nuclear Regulatory Commission (NRC), recently
met with NRC staff and discussed plans for establishing classified computer networks at
the Lead Cascade facility in Piketon, OH.  In addition, USEC plans to place into
operation a classified information computer network to communicate securely with its
offices in Oak Ridge, TN.  It is expected that additional classified computer networks and
network connections will be added in the future.

In accordance with the March 24, 2004, Memorandum of Understanding between the
Department of Energy (DOE) and the NRC regarding the Lead Cascade, regulatory
oversight for the Lead Cascade transitioned from DOE to NRC on August 25, 2006.  As
such the NRC assumed responsibility of the Cognizant Security Authority for the Lead
Cascade facility.  The establishment of these proposed classified computer networks
now falls under the purview of NRC. 

In order to put in place classified networks, USEC needs a sponsoring federal agency to
act as the Designating Approval Authority (DAA).  Given NRC’s overall responsibility for
regulating USEC, including the evaluation and approval of USEC’s classified computer
network systems security plan, serving also as the sponsoring federal agency/DAA has
the potential for an apparent or actual conflict of interest that could undermine NRC’s
independent regulatory role.

Several meetings were recently conducted in which this issue was discussed with
members of your staff and NRC staff.  In those meetings, a review and approval process
was preliminarily developed that would facilitate DOE Oak Ridge serving as the DAA
(see Enclosure).  In order for these discussions to continue, NRC is formally requesting
that DOE agree to serve as the DAA with responsibilities for reviewing and approving the
classified computer networks associated with USEC’s centrifuge activities that are
regulated by NRC.  

Because of USEC’s aggressive schedule for implementation of its planned classified
computer networks, we would appreciate a response from your office within 30 days of
the date of this letter.
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Mr. Brian Smith of my staff is the point of contact for this endeavor.  He may be reached
at 301-415-7457.

Sincerely,

   /RA/

Robert C. Pierson, Director
Division of Fuel Cycle Safety
   and Safeguards
Office of Nuclear Material
  Safety and Safeguards

Docket:  70-7003

Enclosure: Classified Computer Network Approval Process

cc:
William Szymanski/DOE           Michael Marriotte/NIRS       Dan Minter/SODI
Carol O’Claire/Ohio EMA          James Curtiss/W&S             Randall DeVault/DOE
Lindsay Lovejoy/NIRS               Karl Gross/LES       Peter Miner/USEC Inc.
Rocky Brown/Mayor of Beaver  Jim Brushart/Pike Co. Comm.  Geoffrey Sea
David Bowe/SPFPA/USEC       Teddy West/Scioto Twp. Trust. Robert Owen/Ohio DoH
Billy Spencer/Mayor of Piketon Vina Colley/PRESS                   Donald Silverman/Morgan Lewis
Harry Rioer/Pike Co. Comm     Larry Scaggs/Seal Twp.Trust.   Carrie Mytinger/Cong. Ney
Robert Huff/Portsmouth CoC    Ted Wheeler/Pike County Aud. Marvin Jones/Chillicothe CoC
Kara Willis/Gov. Taft’s Reg. 7   Ewan Todd/PRESS                   Dwight Massie/Pike CoC
Joyce Weeth/Pike Co. Rec       Blaine Beekman/Pike CoC        MarJean Kennedy/Gov. Taft
Joe Crombie/OH DoH
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Enclosure

Classified Computer Network Approval Process

The following review and approval process has been preliminarily developed that would
facilitate DOE Oak Ridge serving as the Designating Approval Authority with responsibilities
for reviewing and approving the classified computer networks associated with USEC’s
centrifuge activities that are regulated by NRC.

Process

1.  USEC will submit to NRC an implementation plan for the proposed network

2.  NRC will send DOE Oak Ridge a letter requesting their assistance on this specific network
- interaction with USEC will be through NRC, including any RAIs
- DOE will provide the necessary Subject Matter Experts to the NRC
- NRC will assist in any on-site reviews

3.  Certification process
- USEC will develop the appropriate classified computing safeguards
- USEC will certify to the NRC that the system is ready

4.  Accreditation process
- DOE will evaluate the network and issue findings to the NRC
- DOE will certify that TEMPEST requirements of DOE M 205.1-3 are met
- DOE will register the system as the DAA upon determining that criteria for registration have 
been met
- DOE will formally recommend approval of the system to the NRC

5.  NRC issues letter to USEC permitting operation of the network
- DOE will provide continued assistance to the NRC throughout this agreement

6.  USEC will submit an interconnection plan

7.  NRC will send to DOE Oak Ridge a letter requesting DOE assistance on this specific
network interconnection (following the process defined in steps 2-5 above)
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