
 

 
 

September 22, 2006 
 
 
 
 
 
MEMORANDUM TO: Luis A. Reyes 
    Executive Director for Operations 
 
 
 
FROM:   Stephen D. Dingbaum /RA/ 
    Assistant Inspector General for Audits 
 
 
SUBJECT: STATUS OF RECOMMENDATIONS: AUDIT OF 

NRC’S IMPLEMENTATION OF HOMELAND 
SECURITY PRESIDENTIAL DIRECTIVE-12 (HSPD-
12) (OIG-06-A-20) 

 
REFERENCE:  DEPUTY EXECUTIVE DIRECTOR FOR 

INFORMATION SERVICES AND ADMINISTRATION, 
AND CHIEF INFORMATION OFFICER 
MEMORANDUM DATED SEPTEMBER 1, 2006 

 
 
Attached is the Office of the Inspector General analysis of recommendations as 
discussed in the agency’s response dated September 1, 2006.  Based on these 
responses, recommendation 4 is closed and recommendations 1, 2,3, 5, and 6 
are resolved.  Please provide an update on the status of these recommendations 
by October 31, 2006. 
 
If you have questions or concerns, please call me at 415-5915. 
 
Attachment: As stated 
 
cc: M. Johnson, OEDO 

M. Malloy, OEDO 
P. Tressler, OEDO 

 
 
 
 



Audit Report 
 

AUDIT OF NRC’S IMPLEMENTATION OF HOMELAND  
SECURITY PRESIDENTIAL DIRECTIVE-12 (HSPD-12) 

(OIG-06-A-20) 
 

Status of Recommendations 

 

 
 
Recommendation 1:  Assign an individual or individuals to ensure that all 

PIV-I requirements are met prior to initiating a request 
to the issuer to produce and issue a badge. 

 
 
Response dated  
September 1, 2006: Agree.  Personnel Security Branch registrars are 

assigned the responsibility to ensure that all PIV-I 
requirements are met prior to initiating a request to 
the issuer to produce and issue a badge.  This was 
reinforced through a meeting with all registrars on 
May 10, 2006. 

 
 
OIG Response: The corrective action taken addresses the intent of 

this recommendation but does not assure that the 
registrars currently have and will continue to have a 
consistent understanding of this duty.  OIG will close 
this recommendation after reviewing documentation 
(such as  written instructions to registrars) indicating 
that registrars have a consistent basis for 
understanding of requirements and a tool (such as the 
Personal Identity Verification Sheet or Case Summary 
Sheets mentioned in Recommendation 2) for noting 
that requirements are met for each individual who 
undergoes the PIV-I process. 

 
 
Status:   Resolved.  
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(OIG-06-A-20) 
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Recommendation 2:  Require completion of the Personal Identity 

Verification Sheet to track the PIV-I process and use 
this form to initiate the badge request. 

 
 
Response dated  
September 1, 2006: Agree. The Case Summary Sheets used for each 

Personnel Security File will be revised to include 
tracking information for the PIV-I process.  Once 
revisions are made, a training session will be 
conducted with the Personnel Security staff and 
contractors to ensure uniformity in the completion of 
the forms used to initiate a badge request.  

 
 
OIG Response: The proposed corrective action addresses the intent 

of this recommendation.  OIG will close this 
recommendation after reviewing (1) the revised Case 
Summary Sheets and determining that it includes 
each of the required steps in the PIV-I process, and 
(2) written guidance provided to Security Branch staff 
on how to use this tracking information to ensure that 
all necessary steps have been completed prior to 
initiation of the badge request.  

 
 
Status:  Resolved. 
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AUDIT OF NRC’S IMPLEMENTATION OF HOMELAND  
SECURITY PRESIDENTIAL DIRECTIVE-12 (HSPD-12) 

(OIG-06-A-20) 
 

Status of Recommendations 

 

 
Recommendation 3:  Provide NRC-specific HSPD-12 training to all 

individuals with roles in the process to ensure they 
understand their responsibilities and the process 
overall.  This training should include the provision of 
written guidance, such as checklists of 
responsibilities, to all individuals with roles in the 
process. 

 
Response dated  
September 1, 2006: Agree. Individual with roles in the PVI-I process 

received NRC-specific training and written guidance 
on their roles prior to implementation of the PIV-I 
process.  Questions have been addressed as they 
arise.  Additionally, the Division of Facilities and 
Security (DFS) conducted meetings with registrars 
and badge issuers on March 29, 2006, and May 10, 
2006, to discuss problems and issues they have 
encountered. 

 
OIG Response: The corrective actions taken address the intent of the 

recommendation.  This recommendation will be 
closed after OIG reviews the written guidance 
provided to staff and determines that it includes 
sufficient specifics to facilitate staff’s clear 
understanding of their roles and responsibilities within 
the PIV-I process. 

 
Status:  Resolved. 
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(OIG-06-A-20) 
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Recommendation 4:  Implement rules for separation-of-duty with regard to 

badge photographs. 
 
 
Response dated  
September 1, 2006: On April 3, 2006, measures were taken to implement 

the rules contained in NRC’s PIV-I plan by moving the 
photo capturing station to a location separate from the 
badge issuance station.  Personnel responsible for 
capturing photos are independent of those issuing 
badges.  Photos are now captured in Room T6-E28 
by Personnel Security Branch registrars.  This 
complies with the separation-of-duty requirements. 

 
OIG Response: The corrective action addresses the intent of this 

recommendation.  Therefore, this recommendation is 
closed. 

 
 
Status:  Closed. 
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Recommendation 5:  Expand the HSPD-12 working group by including 

representation from all offices needed to facilitate a 
cost-effective PIV-II solution. 

 
 
Response dated  
September 1, 2006: Agree.  The working group will expand office 

representation as the HSPD-12 initiative becomes 
more defined, including designating contract or legal 
support representatives as needed.  A charter will be 
developed to define the expansion of office 
representation and how new members would be 
added to address emergent needs. 

 
OIG Response: The proposed corrective action addresses the intent 

of this recommendation.  This recommendation will be 
closed after OIG reviews the charter and determines it 
assures representation from all offices needed to 
facilitate a cost-effective HSPD-12 solution. 

 
 
Status:  Resolved. 
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Recommendation 6:  Formalize the HSPD-12 working group by developing 

a charter that defines the membership and 
expectations. 

 
 
Response dated  
September 1, 2006: Agree.  A charter defining the membership and 

expectations of the working group is being developed. 
 
OIG Response: The proposed corrective action addresses the intent 

of this recommendation.  This recommendation will be 
closed after OIG reviews the charter and determines 
that it defines the group’s membership and 
expectations. 

 
 
Status:  Resolved. 
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