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DR-33-06-360 — Identity Management Plan
Modification 3 Statement of Work

A. Objective.

To validate and update as required the Product Anaiysis and Recommendation submitted by Verisign as a
deliverable to the 2003/2004 Enterprise Directory Services Project after reviewing the current product offerings and
the requirements compiled by the Identity Management Roadmap Project.

B. Background.

The NRC has an interest in aggressively following the Identity Management (1dM) Roadmap expected to be
completed by the end of July. The Roadmap will guide ICOD in the tasks that are required to build an infrastructure
that will support the agency’s |dM initiatives. These Initiatives include Singie/Reduced Sign-on (SSO/RSO0), user
provisioning, development of policies and procedures for LDAP development and support, providing support for
application 3 and 4 assurance levels, and compliance with HSPD-12.

IdM is comprised of policies, procedures, and technologies to allow for authorized access to system resources and
to prevent the unauthorized access to system resources. The technology required to build an idM infrastructure
starts with an Enterprise Directory System (EDS). An EDS is typically a Metatdirectory along with IdM software that
supports the synchronization of data across disparate databases and directory services. There are several sofiware
products offered in the market today that are designed to provide these services. Among them are Microsoft's
Identity Integration Server, Novell's Identity Manager, and IBM’s Tivoli Identity Manager.

in 2004, Verisign submitted to the NRC recommendations for implementing an EDS. Since that time, there has
been an explosion of new software and new features added to existing products that a review of the market would
be prudent before the agency commits money toward the purchase and implementation of any EDS solution.

The current “Identity Management Roadrhap Project” is a derivative and an expansion of the 2003/2004 NRC
Enterprise Directory Services Project. Verisign is familiar with the NRC’s IdM needs.

C. Requirements.

The Contractor shall survey the market to determine if any new products have emerged that may be considered as
a candidate for an NRC EDS solution. Specifically, the Contractor shall review and make modifications as required
to update Chapter 3 with current information. This includes any new features and functionality of previously
identified products that would be helpful in supporting a product recommendation.

Deliverables.

The Contractor shall deliver to the NRC documentation that includes the following items:

. an update to the Product Analysis (Chapter 3, “NRC Enterprise Directory Services project Design
Report®) provided in 2004;

. a recommendation of an EDS solution that includes a MetaDirectory and the IdM software and
hardware requirements to implement it including cost (based on product specifications);

s a table of features and other supporting details that can be used to compare candidate products to

help justify an EDS recommendation.

Draft document due: )
60 working days from award of modification.

Final document due:
8 working days from dratft delivery.



