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(Notation Vote)

September 28, 2006 SECY-06-0204

FOR: The Commissioners

FROM: Luis A. Reyes
Executive Director for Operations /RA/

SUBJECT: PROPOSED RULEMAKING —SECURITY ASSESSMENT
REQUIREMENTS FOR NEW NUCLEAR POWER REACTOR DESIGNS
(RIN 3150-AH92)

PURPOSE:

To obtain Commission approval to publish for public comment a proposed rule that would add
security assessment requirements for new nuclear power reactor designs.

SUMMARY:

The staff has prepared a proposed rule (Enclosure 1) that would amend the current regulations
for nuclear power reactors by adding security design assessment requirements for future
applicants for a construction permit, operating license, standard design approval, design
certification, manufacturing license, or combined license.  The proposed amendments would
require applicants to assess specific security design features that would be incorporated into 
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the facility design (including site layout) to support enhanced security effectiveness.  The
proposed amendments are needed to ensure that security design features are assessed early
in the design and regulatory review process, and not later, when it could be more difficult to
incorporate the features.  Resolution of security design issues at the early stage of the
regulatory review process would result in a more robust security posture requiring less reliance
on operational security programs.

 BACKGROUND:

Since the events of September 11, 2001, the U.S. Nuclear Regulatory Commission (NRC) has
assessed potential threats and their possible impacts to nuclear power reactors and has
required upgrades of physical security measures and mitigative strategies at the Nation’s fleet
of operating power reactors.  For new nuclear power reactors, the staff concludes that
applicants for a construction permit, operating license, standard design approval, design
certification, manufacturing license, or combined license should be required to assess the
design and incorporate specific security design features to enhance security effectiveness.  The
staff views resolution of security design issues at the early stage of the design and regulatory
review process as an activity that would result in a design that inherently provides a more
robust security posture and requires less reliance on security operational programs.  Experience
has shown that a specific design feature that might be advantageous for security could be
difficult to incorporate into the facility design once the design is completed or the facility is built.

In 2003, the staff presented the Commission with various options for establishing security
requirements for new power reactors and recommended requirements to incorporate security
into the design at the design certification and combined license phases.  Subsequently, in
SECY-05-0120, “Security Design Expectations for New Reactor Licensing Activities,” dated
July 6, 2005 (ADAMS No. ML051100233), the staff proposed to initiate rulemaking to
Title 10, Part 50, “Domestic Licensing of Production and Utilization Facilities,” of the Code of
Federal Regulations (10 CFR Part 50) and 10 CFR Part 52, “Early Site Permits; Standard
Design Certifications; and Combined Licenses for Nuclear Power Plants,” requiring applicants
for new reactor licensing activities to submit a security assessment and target set analysis.  In
response to SECY-05-0120, on September 9, 2005, the Commission issued a staff
requirements memorandum (SRM) (ADAMS No. ML052520334), directing the staff, in part, to
conduct a rulemaking to require new light water reactor applicants to submit a security
assessment with their application.  Later, on February 8, 2006, in the SRM for
COMSECY-05-0058, “Schedules and Resources for Security Rulemaking,” the Commission
directed the staff to expedite the delivery of the proposed rule.  The corresponding due date for
the final rule was changed from September 23, 2009, to September 29, 2007.

The proposed rule would be published as a supplement to the proposed rulemaking, “Power
Reactor Security Requirements” (RIN 3150-AG63), that would amend the current security
regulations and add new security requirements pertaining to existing and new nuclear power
reactors (this proposed rule was approved by the Commission on June 30, 2006).  As a result,
the enclosed notice contains the entire text for the rule related to 10 CFR 73.55, Requirements
for Physical Protection of Licensed Activities in Nuclear Power Reactors against Radiological
Sabotage,” as it is being proposed in the Federal Register (in XX XX, 2006), with the proposed
addition of paragraph (a)(7) for security assessments.  No other changes are being proposed to
10 CFR 73.55 in this supplemental proposed rule.  Additionally, the Commission previously
published a proposed rule (71 FR 12782; March 13, 2006) that would substantially revise and
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reformat 10 CFR Part 52 and other parts.  The new security assessment requirement is being
proposed with respect to the existing 10 CFR Parts 50 and 52 requirements.  It is the staff’s
intent that when the 10 CFR Part 52 rule is final, the appropriate conforming changes would be
made to the security assessment rule.  The proposed rule would require applicants to identify
security design features that provide or enhance the capability of the plant to protect the target
sets against an adversary possessing the characteristics of the design basis threat, or to
mitigate the effects of circumstances associated with loss of large areas of the facility due to
explosions or fires.  The staff plans to provide a separate paper to the Commission regarding
the assessment of aircraft impacts.

In developing this proposed rule, the staff conducted a public meeting on March 6, 2006, to
obtain stakeholder input on the structure and scope of the security assessments for new
nuclear power reactors.  Stakeholder participants discussed their related activities and
willingness to participate in the rulemaking process.  On July 17, 2006, the NRC posted the
draft rule language on the NRC’s interactive rulemaking Web site to facilitate public input on the
proposed rule.  The NRC held an additional public meeting on July 25, 2006, to obtain
stakeholder input on the draft rule language.

DISCUSSION:

The proposed amendments to require a security assessment for new nuclear power reactors
would result in changes to 10 CFR 50.34, “Contents of Applications; Technical Information”;
Appendices M, “Standardization of Design; Manufacture of Nuclear Power Reactors;
Construction and Operation of Nuclear Power Reactors Manufactured Pursuant to Commission
License,” and O, “Standardization of Design:  Staff Review of Standard Designs,” to
10 CFR Part 50; 10 CFR 52.3, “Definitions”; 10 CFR 52.47, “Contents of Applications”;
10 CFR 52.54, “Issuance of Standard Design Certification”; 10 CFR 52.79, “Contents of
Applications; Technical Information”; Appendices M, “Standardization of Design; Manufacture of
Nuclear Power Reactors; Construction and Operation of Nuclear Power Reactors Manufactured
Pursuant to Commission License,” and O, “Standardization of Design:  Staff Review of
Standard Designs,” to 10 CFR Part 52; 10 CFR 73.8, “Information Collection Requirements;
OMB Approval”; and 10 CFR 73.55.  In addition, a new 10 CFR 73.62, “Security Assessment
for Nuclear Power Plants,” would be added to 10 CFR Part 73, “Physical Protection of Plants
and Materials,” to provide the requirements for the conduct and content of a security
assessment.

Key Features of the Proposed Rule

The proposed rule would require applicants for a construction permit, operating license, or
standard design approval under 10 CFR Part 50 and applicants for a design certification,
manufacturing license, or combined license under 10 CFR Part 52 to conduct a security
assessment and include it with their applications.  The proposed security assessment
requirements have been tailored to each application stage and the proposed rule explains how
the assessment would be done at each stage.  The security assessment would be based on
threat situations identified by the NRC and the physical protection objectives defined in the
proposed 10 CFR 73.62(a).  The staff’s intent is that security be examined in a holistic manner
considering the facility design, the site, and the operational security programs.  The staff
recognizes that future power reactors could be made more secure through security design
features that reduce the need for operational security programs and that could prevent the loss
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of safety systems and functions, perhaps reducing the need for mitigating strategies.  Because
this type of consideration for security needs to occur while the design itself is being developed,
requirements are proposed for applicants in the design phase.  Furthermore, other parts of the
security assessment would be deferred until a site or a licensee is identified.  Accordingly,
under the proposed 10 CFR 73.62, applicants would have to assess (within the scope of design
being addressed at the particular stage of the regulatory process) security design features for
the protection of structures, systems, and components by:  (1) identifying target sets,
(2) applying a risk evaluation methodology, (3) using security assessment parameters to
evaluate candidate security design features, and (4) using a systematic screening process to
determine the practicability of these candidate security design features.  The systematic
screening process would consider the impact on plant operations and security program
implementation, while also considering the cost-effectiveness of the security design features.

Furthermore, applicants would need to explain how the security design features incorporated
into the facility and site design provide or enhance the capability to protect the target sets
against an adversary possessing the characteristics of the design basis threat (DBT), mitigate
the effects of such an attack, or mitigate the effects of circumstances associated with loss of
large areas of the facility due to explosions or fires.  The staff does not expect applicants to
demonstrate that design features alone are sufficient to mitigate all such circumstances.

The staff notes that an applicant may determine that certain scenarios may necessitate
consideration of features that are outside the scope of the assessment being performed.  Thus,
the process includes provisions for the use of security assessment parameters to assess
design features and, as needed, certain aspects to be recorded as unresolved and addressed
by a future applicant who references the design and the assessment.  These provisions would
also apply when a feature is within the scope of the assessment being performed but its design
is deferred to a future applicant who would have additional information to improve the security
design feature.  Ultimately, any security design issue identified by an assessment but not
addressed by a security design feature at any application stage would be identified by a security
assessment parameter and required to be addressed during the development of the security
operational programs under the provisions of 10 CFR Part 73.

Lastly, applicants would need to demonstrate that the practicable security design features that
were identified under the proposed 10 CFR 73.62 were included in the security plans required
by the proposed 10 CFR 73.55 and associated appendices.  The security assessment
submitted by the applicant will serve as one of the technical bases for evaluating the applicant's
security program during the licensing phase.  The staff would require the applicant to
incorporate the security design features identified in the assessment into the licensee's security
plans.  As a result, security design features and functions that were identified in the completed
assessment and incorporated in the security plans will be subject to the formal change process
as described in 10 CFR 50.54(p) and 10 CFR 50.90, “Application for Amendment of License or
Construction Permit.”

Regardless of whether a security assessment was conducted, any licensee must still comply
with the requirements under 10 CFR 73.55, to (1) detect, delay, assess, and respond to an
attack against target sets of a nuclear power plant by an adversary possessing the
characteristics of the DBT; (2) mitigate the effects of such an attack; and (3) mitigate the effects
of circumstances associated with loss of large areas of the facility due to explosions or fires. 
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The additional requirement that an application include a security assessment would ensure that
the provisions under 10 CFR 73.55 are met.

Consistent with Commission direction in the September 9, 2005 SRM, the staff does not
propose to require applicants to provide a security assessment if their reactor designs are in the
design certification review process before the final rule is effective.  However, these applicants
would be encouraged to conduct and submit a security assessment to the NRC.  If an applicant,
under review at the effective date of the rule, voluntarily submits this assessment, the NRC
would review it to ensure that the security design features identified and described are
consistent with the Commission’s security requirements.  The staff does not intend to require a
security assessment for the existing design certifications approved in Appendices A through D
in 10 CFR Part 52, nor would applicants who reference any of these already certified designs
be required to enhance features of those portions of the design that have been certified. 
However, provisions exist in 10 CFR 52.63 for making generic changes to any already certified
design, under specified circumstances, such as if determined necessary for adequate
protection.  In the notice for the Part 52 proposed rule (published in March 2006), the
Commission sought comment on whether to amend 10 CFR 52.63 to allow generic
amendments to design certification information without meeting the special backfit provisions. 
The staff will address this issue in its final Part 52 rulemaking package.  Thus, if a vendor were
to identify desirable enhancements to their certified design (as a result of any security
assessment they may choose to undertake), a change to 10 CFR 52.63 would facilitate revision
of the certified design.

As was the case in the staff<s development of the DBT rule, the staff<s presentation in the
Federal Register document proposing requirements for security assessments was prepared in a
manner to provide as much information as possible without compromising safeguards
information.  The staff believes that the proposed rule provides sufficient information about the
intended purpose, expected evaluation process and submittal content for stakeholders to
provide informed comment on this proposed rule, even if they cannot review the planned
implementation guidance.

Implementation of the Proposed Rule

As noted below, the final rule is not expected to be effective until late 2007.  Several combined
license applications are expected to be submitted around that time.  The staff is taking steps to
keep potential applicants aware of the development of this proposed rule and its associated
implementation guidance, including planned meetings (with cleared individuals) and a pilot
effort to evaluate draft implementing guidance.  Additionally, potential near-term applicants
(i.e., applications filed up to 6 months after the effective date of the rule) would have had the
opportunity to review the proposed Federal Register document and the draft rule language on
the NRC’s rulemaking web site.  For combined license applications filed no later than 6 months
after the effective date of the final rule, the security assessment would not be required to be
included with the application.  However, the applicant would be required to file the security
assessment no later than 12 months after the effective date of the rule.  Normally, an
incomplete application would not be accepted for docketing.  In this instance, because of the
timing of the final security assessment rulemaking, the staff believes it reasonable to provide
some time for the conduct of a security assessment and the filing of the security assessment
portion of the application.  This process would allow the staff to begin reviewing the application,
while the applicant continues to prepare the security assessment.  For these near-term
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applicants, a later filing of a completed security assessment will not delay the licensing review
schedule for issuing the combined license.  Thus, a filed application that the Commission
determines is complete except for the lack of the security assessment would be considered
complete and acceptable for docketing under 10 CFR 2.101, “Filing of Applications.”

The staff is soliciting public comment on this matter in the proposed rule and is also requesting
stakeholder feedback on other approaches for implementation (see Section VI of the Federal
Register notice.)  Depending upon the public comments, and the staff’s recommendations for
addressing the comments, the proposed rule may have to be renoticed for an additional
comment period.

Implementing Guidance

The staff is preparing a new regulatory guide that provides examples of acceptable
methodologies for developing and submitting a security assessment at the design certification,
standard design approval, manufacturing license, construction permit, and operating license
stages.  In addition, a NUREG report is being prepared to provide guidance on concepts for
security protection that might be applied at each stage.  Development of these documents is
ongoing and their final publication is planned after publication of the final rule.  Because these
documents contain sensitive information, they would only be available to those individuals who
are authorized and have a need-to-know.

Also, the staff is working with the Nuclear Energy Institute (NEI) to solicit volunteers from the
industry to participate in a pilot, which will assess the effectiveness of the security assessment
process at the design certification and combined operating license stage.  The pilot will follow
the format and content described in the draft security assessment guidance.  This will allow
staff to evaluate and improve the implementing guidance before the publication of the final rule.

COMMITMENTS:

(1) The staff plans to provide a final rule to the Commission by the end of September 2007.

(2) The staff plans to conduct an additional public meeting to facilitate stakeholder
comments during the public comment period.

(3) The staff plans to provide a separate paper to the Commission regarding the
assessment of aircraft impacts.

RESOURCES:

The resources needed to complete the proposed rulemaking and guidance are 2.0 full-time
equivalents (FTE) and $300K in fiscal year (FY) 2006 and 4.1 FTE and $400K in FY 2007.  The
FY 2006 enacted budget includes 1.0 FTE and $300K for the Office of Nuclear Security and
Incident Response (NSIR) and 1.0 FTE for the Office of Nuclear Reactor Regulation (NRR). 
The FY 2007 budget includes 2.8 FTE for NSIR, 1.2 FTE for NRR and 0.1 FTE for the Office of
the General Counsel.  However, the $400K is not currently budgeted in FY 2007 and will be
reallocated from reactor rulemaking associated with Part 73.  No contract resources are
currently required for the Part 73 rulemaking in FY 2007.
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RECOMMENDATIONS:

The staff recommends that the Commission take the following three steps:

(1) Approve for publication in the Federal Register the proposed amendments to
10 CFR Parts 50, 52, and 73 (Enclosure 1).

(2) Certify that this rule, if promulgated, will not have a negative economic impact on a
substantial number of small entities in order to satisfy requirements of the Regulatory
Flexibility Act, 5 U.S.C. (605(b)).

(3) Take note of the following:

a.  The proposed rule will be published in the Federal Register for a 75-day comment
 period (Enclosure 1).

b.  A draft regulatory analysis has been prepared (Enclosure 2).

c.  A draft environmental assessment and finding of no significant impact has been
 prepared (Enclosure 3).

d.  This proposed rule creates new information collection requirements that are subject to
 the Paperwork Reduction Act of 1995 (44 U.S.C. 3501 et seq.).  This rule will be
 submitted to the Office of Management and Budget for review and approval of the
 paperwork requirements (Section XV of Enclosure 1).

e.  The Chief Counsel for Advocacy of the Small Business Administration will be informed
 of the certification regarding the economic impact on small entities and the reasons for
 it as required by the Regulatory Flexibility Act (Section XVII of Enclosure 1).

f.  The appropriate Congressional committees will be informed.

g.  The Office of Public Affairs will issue a press release.

COORDINATION:

The Office of the General Counsel has no legal objection concerning this paper.  The Office of
the Chief Financial Officer has reviewed this paper for resource implications and has no
objections.  Review by the Advisory Committee on Reactor Safeguards (ACRS) and Committee
to Review Generic Requirements (CRGR) has been waived at the proposed rule stage in
accordance with the SRM for COMNJD-06-0004/COMEXM-06-0006 - “Streamlining the NRR
Rulemaking Process.”  ACRS and CRGR will review this rulemaking at the final rule stage.

/RA/

Luis A. Reyes
Executive Director 
   for Operations

Enclosures:
1. Federal Register Notice (ML062300176)
2 Draft Regulatory Analysis (ML062300184)
3. Draft Environmental Assessment (ML062300227)
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