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ABSTRACT

Oak Ridge National Laboratory (ORNL) has been engaged by the U.S. Nuclear Regulatory Commission
(NRC) Office of Nuclear Regulatory Research (RES) to identify and assess the safety-related issues that
may be posed by the implementation of wireless systems in nuclear facilities. This work is being
performed in response to the Office of Nuclear Reactor Regulation (NRR) User Need Request NRR-
2002-017 for investigating emerging technologies and their application in nuclear facilities. Currently,
wireless technology is not used as an integral element of safety-related systems in nuclear facilities. The
most prevalent introductory use is for in-facility communications among personnel and for supplemental
information transmission. However, further system upgrades and implementations at new facilities may
introduce wireless communication into safety-significant applications.

This report documents the technology considerations, deployment issues, and implementation
considerations that could contribute to the technical basis for comprehensive guidance on wireless
systems. It is expected to help future instrumentation and controls designers select compatible wireless
systems for nuclear facilities. The report also provides considerations regarding wireless system
deployments.
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FOREWORD

Wireless technology is not currently used as an integral element of safety-related systems in nuclear
facilities. The most prevalent emerging uses at this time are in-facility communications among personnel
and supplemental information transmission. However, future system upgrades and implementations at
nuclear facilities may introduce wireless technology into safety-significant communication-related
applications. Three primary regulatory issues that may result include (1) electromagnetic interference
with safety-related systems, (2) dependability and reliability of system-level communications; and (3)
security of information and functions. Moreover, no available consensus standards fully address these
issues. As a result, comprehensive regulatory guidance regarding the application of wireless technology
requires development of regulatory practices and criteria for the design, implementation, operation, and
maintenance of such systems.

This report discusses research, sponsored by the U.S. Nuclear Regulatory Commission (NRC) and
conducted by Oak Ridge National Laboratory, to document the technology considerations, deployment
issues, and implementation considerations associated with introducing wireless technology into nuclear
facilities. The significant findings from this research include (1) a description of the state of the
technology and current/expected applications in nuclear facilities; (2) a discussion of deployment issues
related to increasing use of wireless technology within nuclear facilities and, in particular, its impact on
safety-related systems; and (3) suggestions regarding the potential resolution of those deployment issues.
This report does recognize that there are security issues associated with the deployment of wireless
technology, but does not provide a comprehensive discussion on wireless or cyber security issues. A
follow-on project is anticipated that will provide a more comprehensive treatment of the security of
wireless technology, as well as address guidance on cyber security issues. This report has potential
regulatory value as it relates to how proposed wireless solutions can be evaluated during regulatory
reviews. It may also contribute to the technical basis for comprehensive regulatory guidance regarding
the use of wireless technology in nuclear facilities.
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EXECUTIVE SUMMARY

Oak Ridge National Laboratory (ORNL) has been engaged by the U.S. Nuclear Regulatory Commission
(NRC) Office of Nuclear Regulatory Research (RES) to identify and assess the safety-related issues that
may be posed by the implementation of wireless systems in nuclear facilities. This work is being ‘
performed in response to the Office of Nuclear Reactor Regulation (NRR) User Need Request NRR-
2002-017 for investigating emerging technologies and their application in nuclear facilities. Currently,
wireless technology is not used as an integral element of safety-related systems in nuclear facilities. The
most prevalent introductory use is for in-facility communications among personnel and for supplemental
information transmission. However, further system upgrades and implementations at new facilities may
introduce wireless communication into safety-significant applications. The purpose of this report is to
document the technology considerations, deployment issues, and implementation considerations that can
contribute to the technical basis for comprehensive guidance on wireless systems. '

The new technology of robust wireless communication has become available, and it is having a
significant impact on how industrial operations are conducted. Wireless technology has already affected
the business sector by introducing inexpensive wireless products (e.g., cell phones, personal digital
assistants, and wireless network routers) into the marketplace. These products provide untethered
(wire-free) access to computing in the workplace and at home and generally provide an adequate level of
performance for the intended function. Industrial environments, and especially nuclear environments, are
not as benign as business and home environments and present some unique issues for wireless devices
that must be properly addressed to avoid operational problems. Industrial environments are characterized
by extreme temperature and humidity changes; high noise levels (both electromagnetic and acoustic); and
potential exposure to various chemicals, fumes, and dust. The nuclear environment also adds potential
exposure to sources of ionizing radiation. In addition to the challenges that industrial environments
present wireless devices, some industrial sensors and instruments may be sensitive to the electromagnetic
emanations from wireless signals.

This study identifies and assesses wireless technologies, both current and emerging, that have the
potential for deployment in nuclear facilities. The study explores the technology differentiators that need
to be considered before deploying a wireless system. In addition, deployment issues are investigated and
current wireless deployments in nuclear facilities are examined. Several security issues are briefly
explored. (A more comprehensive treatment of wireless security is anticipated in a follow-on study. Tlns
study concludes by evaluating implementation considerations and offering suggested practices.

Stringent safety considerations in the nuclear environment will warrant stringent wireless-related security
measures. In particular, (1) sensor data must be guarded against unauthorized snooping; (2) unauthorized
sensors must be prevented from inserting data into the system,; (3) the facility network must be guarded
against infiltration through sensor networks; and (4) the facility network must be guarded against
spoofing devices. To defend against attackers, wireless networks will need a robust and layered protection
mechanism. These considerations should be reviewed in conjunction with the following documents that
address cyber security in nuclear facilities: NUREG/CR-68476, Cyber Security Self-Assessment Method
Jor U.S. Nuclear Power Plants, and NEI 04-04, Cyber Security Program for Power Reactors.

Wireless-based systems have the potential for interference with facility systems. To put the probability of
interference in perspective, it is important to realize that spread-spectrum technologies reduce the
transmission distance, increase the quality of the signal, and transmit at lower power levels. The
introduction of spread-spectrum wireless systems will likely have minimal impact on other facility
equipment. Regarding the interference issue related to the coexistence of wireless devices, the potential
for problems is still unknown. ORNL staff is conducting experimental studies to confirm the coexistence
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issues, as well as developing coexistence simulation models. The results are expected to be reported in a
future NUREG/CR report.

The locations of wireless transmitters must be given adequate thought and planning. The desired coverage
area needs to be defined and a site analysis developed. If possible, a propagation analysis should be
conducted; at a minimum, field tests should be conducted once the wireless equipment is identified.

User acceptance by facility personnel is a consideration that is often overlooked when implementing
wireless systems. Most implementations will be centered around cost savings, efficiency, and remote
operations, and the importance of these should not be underestimated. However, safety and security must
always be considered with wireless applications at nuclear facilities and should be addressed early in the
process. The users need to embrace the technology, yet remain receptive to the safety implications. User
awareness of safety and security concerns is paramount, as both will be important to the implementation
of wireless systems.

An important parameter for wireless networks is the ability to predict and/or guarantee performance. In
the case of nuclear facilities, the probability that a message will get through, the probability that it will get
through in a certain amount of time, and/or the probability that the system will know when a message did
not get through are paramount. In safety-related systems, performance should be the most important
parameter. Because absolute control of the transmission medium (the spectrum) is not possible, wireless
systems by their very nature are not deterministic. Measures will have to be applied to increase the
probability. The system must take into account the probabilities of success at each intervening node
between the originator of the message and the final user. Prudent use of redundancy should be considered
when deploying wireless systems.

This report documents the state of the technology from the perspective of possible use in nuclear facilities
and the wireless standards presently in use, as well as new standards under development. It identifies
present applications of wireless systems in nuclear facilities and describes deployment issues that could
impact regulatory policy. The report also discusses the safety implications of implementing wireless
systems and the lessons learned from recent deployments.

Suggested uses of the report include:

e An introduction to wireless systems for NRC staff,

e Background technical information on wireless technology and potential deployment issues for its
implementation into nuclear facilities,

e Assistance in assessing wireless systems proposed for nuclear facilities that may require NRC review,
and

e A knowledge base for operating simulation tools that can assess the performance of wireless devices
in nuclear facilities.
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GLOSSARY

AC—Alternating current.

Ad-hoc—Self-configuring. An ad-hoc network is one that self-configures based on the nodes that present
themselves as members of the network. The result is a dynamic network; for example, static routing tables
are not used.

Bandwidth—A range within a band of frequencies. In a digital communications system, the bandwidth is
the amount of data that can be transmitted in a fixed amount of time. :

Baseband—A bit stream which has not been modulated; i.e., its spectral content extends from DC to
some finite value.

Beamform—A technique for increasing the directional gain of a system by introducing phase delay in
each of several channels so that the signals in the direction of interest add constructively, while signals in
other directions will suffer destructive interference and therefore be attenuated.

Bit—The finest breakdown of information in a digital computer. In binary, the value of a single bit is
either zero (off) or one (on).

BER—Bit Error Rate—A measure of the likelihood that data transmitted will be successfully received.
Bit error rate is usually expressed as a ratio such as 1 in 1000, meaning that 1 bit in 1000 will likely be in

error; or as a probability like 10-3, meaning that each bit has a 1 in a 1000 chance of getting through
successfully.

BFSK—Binary Frequency Shift Keying—aA technique for modulating a radio frequency carrier wave
where the frequency of the carrier signal is switched between two possible message states corresponding
to a “zero” and a “one.”

BPSK—Binary Phase Shift Keying—a technique for modulating a radio frequency carrier wave where
the carrier is transmitted with a certain phase for a “zero” and a phase difference of 180° for a “one.”

Broadband—A type of transmission in which a single medium can carry several channels at once.

CCK—Complementary Code Keying—A modulation technique where data are transmitted by
modulating a single carrier.

CDMA—Code Division Multiple Access—A transmission protocol used to transmit data on a shared
line. It can be wired or wireless but is most often used in wireless communication, including cell phones.
CDMA is one of the only communication technologies that allows multiple transmitters to be “on” at'the
same time and not interfere with each other.

Chip—The finest breakdown of information as transmitted in a digital communications system.

Chipping—The process of high-speed sampling of individual bits in the data stream for transmission
over the channel to accomplish the spreading in a spread spectrum radio—as in “IEEE 802.11 uses
11 chips per bit in its spreading code.” '

Chip Rate—The number of subsamples taken on each bit in the transmission.
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DC—Direct current.
Diffraction—The phenomenon whereby waves traveling in straight paths bend around an obstacle.

Diversity—a technique where information is transmitted using multiple modalities, thus increasing the
likelihood of error-free reception. Spread spectrum signals are inherently spectrally diverse since the
information is spread over a range of frequencies. Other techniques are used to make the signal
temporally (spread over time), spatially (spread in space), and polarity (polarization of the carrier wave)
diverse. ,

DSSS—Direct-Sequence Spread Spectrum—A communication technology where each bit in the
transmitted signal is combined with a higher-speed chipping pattern using a modulo-2 adder before being
modulated onto an RF carrier for transmission. The resulting RF signal has significantly wider bandwidth
than the original “baseband” signal had. This has some advantages in high-interference environments.
The DSSS “process gain” is equal to 10 dB log (chip rate).

FCC—The Federal Communications Commission regulates the radio transmissions in the United States.
It authorizes specific types of transmissions in specific radio bands for the overall welfare of the nation as
well as international treaties.

FDMA—Frequency Division Multiple Access—A technique for allocating channels in a particular space
by assigning a specific frequency to each transmitter so that they can all transmit at the same time.

FEC—Forward Error Correction—A technique whereby additional information is transmitted with the
signal so bits that are received in error can be corrected without requiring a retransmission.

FHSS—Frequency Hopping Spread Spectrum—A communication technology where the transmitter and
receiver change frequencies every so often so that the entire bit stream is not on a single frequency. The
transmitter and receiver are synchronized so that they can stay locked and the bit stream is retrieved. This
technology has some advantages in a high multipath environment.

ft—Feet, unit of length.

GFSK—Gaussian Frequency Shift Keying—A frequency shift keying modulation technique where the
baseband pulses are first passed through a gaussian filter to make the pulses smoother to limit their
spectral width.

GHz—Gigahertz, 10° Hertz or cycles per second, a unit of frequency. For example, a 2.4-GHz radio
transmission is an electromagnetic signal that oscillates at 2.4 x 10° cycles per second. These ultra-high-
frequency (UHF) signals have very good noise immunity but are useful for line-of-sight transmissions
only. In general, the higher the frequency, the more the radio signal is like visible light—line of sight,
sensitive to fog, immune to most electrical interferers.

GMSK—Gaussian Minimum Shift Keying—derivative of MSK that is most attractive for its power
efficiency and spectral efficiency. '

IEEE—The Institute of Electrical and Electronic Engineers‘is a professional society involved in
establishing standards for various technical areas (www.ieee.org).
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IEEE 1451—This smart sensor standard defines the electrical and logical interfaces for communicating
between industrial sensors and computers.

IEEE 802—This is the standard for computer local area networks (LANSs). “Regular” Ethernet (802.3) is

included in this standard, as well as 802.11, the wireless Ethernet standard. Bluetooth and Zigbee wireless
communications are defined under 802.15.

ISM—The FCC has allocated a collection of frequencies in the radio spectrum for use by “industry,
science, and medicine.” Radios in these bands don’t require licenses but are “type accepted” under FCC
regulations so that individual transmitter licenses are not required. The 900-MHz, 2.4-GHz, and 5.8-GHz
bands are the most commonly used in wireless sensor networks. :

kb/s—XKilobits per second-10® bits/second, unit of data rate.

km—XKilometers—1000 (or 10°) meters, unit of length. 1 km = 0.6214 mile.

km/h—Kilometers per hour—10° meters/hour, unit of speed.

LAN—A Local Area Network (as opposed to a Wide Area Network—WAN) usually comprises a

collection of computers tied together over some network technology (like Ethernet) and managed by a
single organization to provide computing services to a community of users such as ata umversxty or

company.

Line-of-sight—In radio, line of sight refers to the need for transmission between transmitter and receiver

to occur without intervening structures or obscurers. Lower-frequency radio transmissions (like

commercial AM broadcasts) can “bend” around buildings and even the horizon or bounce off the

1onosphere, but higher-frequency transmissions (hke TV) require that the transmitter tower be able to
“see” the receiver antenna.

m—Meter, unit of length.

M-ary—A signaling scheme where two or more bits are grouped together to form symbols. One of M
possible signals, where M is a multiple of 2, is transmitted for each symbol.

Mb/s—Megabits per second-10° bits/second, unit of data rate.

MFSK—M-ary Frequency Shift Keying—a modulation technique where M transmitted signals are of
equal energy and equal duration and signal frequencies are orthogonal to one another.

MHz—Megahertz, 10° Hertz or cycles per second, a unit of frequency. For example, a 900-MHz radio

transmission is an electromagnetic signal that oscillates at 900 x 109 cycles per second. These ultra-high- .

frequency (UHF) signals have very good noise immunity but are useful for line-of-sight transmissions
only. In general, the higher the frequency, the more the radio signal is like visible light—line of sight,
sensitive to fog, immune to most electrical interferers.

Mobile, Ad Hoc Networking—A technique for ensuring a robust connection in a local area network by

allowing a dynamic routing table (i.e., a routing table in network routers that changes as the possible
routes change) that can be updated when nodes enter and leave the network.
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MPSK—M-ary Phase Shift Keying—A modulation technique where the carrier phase takes on one of M
possible values and the amplitude of the transmitted signal remains constant. Example: If M=4, it is called
QPSK.

MSK—Minimum Shift Keying—A special type of continuous phase frequency shift keying where the
peak frequency deviation is ¥ the bit rate.

Multipath—Multiple radio signals arriving at the receiver along a trajectory that includes reflections are
said to exhibit multi-path.

mW—Milliwatts—10~? watts, a unit of power.

Noise—A term used to signify extraneous signals that do not convey any useful information for the
problem at hand, and which can be described only by their statistical properties.

n-QAM—multilevel Quadrature Amplitude Modulation—A modulation technique where both the
amplitude and phase vary to form a unique constellation of 2" possible signal states, where n=1,2,3...

0-QPSK—Offset Quadrature Phase Shift Keying—A modified form of QPSK where even and odd bit
streams are offset in their relative alignment by one bit period.

Packet—Packet radio implies that the data are being transmitted into bundles before being transmitted.
This allows multiple users to access the physical media simultaneously. Traditional phone lines have been
line switched, implying that the line is allocated to the connection until the connection is broken. Packet
switched networks (as are now used for phone service) actually break the data up for transmission and
then reassemble it for delivery.

PBCC—Packet Binary Convolutional Coding—A method of forward error correcting that reduces the bit
error rate without increasing transmission power.

Process Gain—A signal-to-noise advantage gained by the modulation and demodulation process.

QPSK—Quadrature Phase Shift Keying—An update to the older RF modulation technique known as
binary phase shift keying. Phase shift keying varies the phase of the RF carrier to represent the
information desired. In binary, phase shift keying one phase would represent a zero and another phase a
one. In quadrature phase shift keying, each sine wave in the carrier can be shifted to four different phases
representing the data to be transmitted.

Refraction—The change in direction of propagation of a wave front due to its passing obliquely from one
~ medium to another in which its speed is different.

Reflection—The phenomenon in which a wave that strikes a medium of different characteristics is
returned to the original medium with angles of incidence and reflection equal and lying in the same plane.

Repeater—This type of radio receives a signal and retransmits it in such a way as to extend the range of
the transmission. '

RF—Radio Frequency—Usually considered to be any electromagnetic signal above 30 kHz.
Electromagnetic signals under 30 kHz are considered acoustic (i.e., sound waves).



RFID—Radio Frequency Identification—A device used to locate and identify objects by transmitting a
radio signal containing hard-coded information (like a bar code).

Rx—The abbreviation sometimes used to represent the receiver in a radio.
Scatter—A disordered change in the direction when radio waves encounter matter.

Signal-to-noise—A ratio, usually expressed in dB, representing the relative strength of the desired signal
to the undesired noise. The expression for signal to noise ratio (SNR) is signal/(signal+noise).

Spread Spectrum—Telecommunication techniques in which a signal is transmitted with a bandwidth
considerably greater than the frequency content of the original information and then collected onto the
original frequency at the receiver. This frequency spreading can improve the signal-to-noise properties of
the transmission. Common spread spectrum systems are of the “direct sequence” (see DSSS) or
“frequency hopping” (see FHSS) type, or some combination of these two types (called a “hybrid”).

Symbol—A pair of data bits representing a particular waveform.

Symbol period—A fixed number of output samples that can be transmitted across the communication
channel. ‘ ‘

TDMA—Time Division Multiple Access—A technique for allocating channels in a particular frequency
band by assigning a specific time slot to each transmitter so that they can all use the same frequency.

Transceiver—A transceiver is a single unit that combines the functions of transmitter and receiver.
Tx—The abbreviation sometimes used to represent the transmitter in a radio.
UWB—Ultra-wideband—A relatively new term to describe a technology that has been known since the
early 1960s as “carrier-free, “baseband”, or “impulse” technology. The basic concept is to develop,
transmit, and receive an extremely short-duration pulse of RF energy—typically a few tens of

picoseconds to a few nanoseconds in duration. The resultant waveforms are extremely broadband,
typically on the order of a few GHz.
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1. INTRODUCTION

Oak Ridge National Laboratory (ORNL) has been engaged by the U.S. Nuclear Regulatory Commission
(NRC) Office of Nuclear Regulatory Research (RES) to identify and assess the safety-related issues that
may be posed by the implementation of wireless systems in nuclear facilities. This work is being
performed in response to the Office of Nuclear Reactor Regulation (NRR) User Need Request NRR-
2002-017 for investigating emerging technologies and their application in nuclear facilities. Currently,
wireless technology is not used as an integral element of safety-related systems in nuclear facilities. The
most prevalent introductory use is for in-facility communications among personnel and for supplemental
information transmission. However, further system upgrades and implementations at new facilities may
introduce wireless communication into safety-significant applications.

The JCN Y6475 project is intended to encompass a systematic evaluation of the prospective role of
wireless systems in nuclear facilities and is divided into two phases. The objective of Phase 1 is to
identify and assess the state of wireless systems and investigate potential deployment issues. The Phase 2
objective is to conduct confirmatory research to validate the Phase 1 findings. The purpose of this report
is to document the Phase 1 effort. Technology considerations, deployment issues, and implementation
considerations that can contribute to the technical basis for comprehensive guidance on wireless systems
are discussed. The Phase 2 effort has commenced with the development of simulation models for wireless
systems and experimental measurements are expected to follow. Results of the Phase 2 effort will be
reported in a future NUREG/CR.

The new technology of robust wireless communication has become available, and it is having a
significant impact on how industrial operations are conducted. Wireless technology has already affected
the business sector by introducing inexpensive wireless products (e.g., cell phones, personal digital
assistants, and wireless network routers) into the marketplace. These products provide untethered (wire-
free) access to computing in the workplace and at home and generally provide an adequate level of
performance for the intended function. Based on the promulgation of wireless technology in the business
sector and in users’ personal lives, one can easily imagine the increase in productivity that is possible by
providing users of computer-based products with wire-free capabilities. However, convenience almost
always comes with a cost, and wireless access is no exception. Entire hacking communities and Web sites
have sprung up with tips and tools for exploiting wireless technology, especially poorly configured
wireless networks. In spite of this fact, the deployment of wireless devices in businesses and homes has
been phenomenal.

Industrial environments, and especially nuclear environments, are not as benign as business and home
environments and present some unique issues for wireless devices that must be properly addressed to
avoid operational problems. Industrial environments are characterized by extreme temperature and
humidity changes; high noise levels (both electromagnetic and acoustic); and potential exposure to
various chemicals, fumes, and dust. The nuclear environment also adds potential exposure to sources of
ionizing radiation. In addition to the challenges that industrial environments present wireless devices, -
some industrial sensors and instruments may be sensitive to the electromagnetic emanations from wireless
signals. Many industrial organizations, like the Instrumentation Systems and Automation Society (ISA)
(www.isa.org), the Electric Power Research Institute (EPRI) (www.epri.org), and the Wireless Industrial
Networking Alliance (WINA) (www.wina.org), are working to advance wireless solutions for industrial
environments.

As the nuclear power industry moves to upgrade many of its older electronic systems, wireless technology
may become an attractive alternative to wired systems. One of the largest costs in upgrading systems at
nuclear facilities is the cost of running cables in this environment. When cost is considered, the perceived
benefit of deploying wireless technology becomes clear. However, there could also be safety benefits.




The benefits of using wireless systems in nuclear facilities could expand the argument for cost savings to
include the possibility of ubiquitous (ever-present) sensing. To deploy an extensive number of sensors in
the current nuclear environment would be cost-prohibitive because of cabling costs. However with
wireless technology, additional types of sensors could be deployed to provide a more in-depth
understanding of the area or process being monitored. In addition, the number of sensors of any given
type could be increased, thereby improving redundancy. Also, with wireless technology, diversity in the
types of sensors could be used to improve reliability.

The first goal of this study is to identify and assess wireless technologies that have the potential for
deployment in nuclear facilities. The second goal is to consider the numerous applications in the nuclear
environment where wireless systems could be applied without risking safety. This report begins with a
brief overview of the wireless technologies, both current and emerging, that may be appropriate for the
nuclear environment. The overview is intended to be somewhat tutorial, in an attempt to orient the reader
to the germane technology. The report then explores technology differentiators that need to be considered
before deploying a wireless system. Deployment issues are discussed, and current wireless deployments
in nuclear facilities are examined. The report concludes with a discussion of implementation
considerations and subsequent conclusions.



2. WIRELESS TECHNOLOGY OVERVIEW

2.1 Elements of a Wireless System

The essential elements of a wireless communications system are shown in Fig. 2.1. They are the
transmitter, a transmission path, and the receiver. The transmitter processes the input signal or message
being sent to produce a transmitted signal suitable for transmission. Signal processing is applied involving
modulation and coding. Modulation is invoked at the transmitter and entails a modulating signal that
represents the message being sent and a carrier wave. Demodulation is invoked at the receiver to strip off
the carrier wave and present the original message. Coding is a processing operation that makes the
communications between the transmitter and receiver more robust. The message is encoded into a new
sequence of symbols for the transmission and then decoded back to the original message in the receiver.
Modulation and coding techniques help the desired signal to maintain its integrity or fidelity when
exposed to noise (random and unpredictable signals produced by natural processes) and interference
(man-made exogenous signals). Along with demodulating and decoding the received signal, the receiver
might also amplify and filter it in preparation for delivery to the intended recipient.

Transmitted Received
Sianal  Transmission Signal
Input [ Medium
Signal |7 RS
——| “Transmitter . Z
5 (Free Space)

Figure 2.1, Elements of a wireless system.
2.2 Technology Description

The w1reless technology thought to be best suited to be applied in nuclear facilities is the digital wireless
data network because of the data types encountered. Wireless networks are now prevalent in industrial
environments and are typically defined by their nominal transmission distances. Wireless personal area
networks (PANSs) operate over a coverage area (or range) of a few tens of meters, wireless local area
networks (LANSs) operate over a coverage area of hundreds of meters, and metropolitan area networks
(MANSs) operate over a coverage area of several kilometers. Characteristics of the different types of
networks will vary based on their specific applications, but many wireless networks share commonly
distinguishable attributes. These attributes could include spectrally ¢ efficient modulation techniques,
multiple access techniques, and geographxcally distributed access pomts (APs) Detailed discussions of
apphcable techmques can be found in engineering textbooks;'™ the intent in this report is to succinctly
summarize the current techniques of wireless technology. :

Bandwidth is typically a major issue for wireless networks, and efficient use of the available frequency
spectrum is directly related to network capacity. Hence, spectrally efficient modulation techniques are
essential. Additional factors that influence the selection of modulation techniques include bit error rate




(BER), signal-to-noise ratio, multipath and fading conditions, and cost to implement. The selection of a
modulation technique will depend on the desired fidelity (i.e., an acceptable BER), the available
bandwidth in a particular frequency band, the desired data rate, the multipath environment (i.e.,
conditions where the wireless signal travels via multiple paths), and the complexity of the network
hardware. Tradeoffs are made depending on the specific application.

Digital modulation techniques fall into several classifications: linear, constant envelope, combined linear
and constant envelope, and spread spectrum. Linear modulation techniques vary the amplitude of the
transmitted signal linearly with the modulating signal and are bandwidth-efficient. They are used in
applications where there is a high demand for multiple users within a limited bandwidth. These
techniques include binary phase shift keying (BPSK), quadrature phase shift keying (QPSK), and offset
quadrature phase shift keying (O-QPSK).

Constant envelope modulation techniques keep the amplitude of the carrier constant despite variations in
the modulating signal. They are not as bandwidth efficient as linear techniques, but they are power
efficient. These techniques include binary frequency shift keying (BFSK), minimum shift keying (MSK),
and Gaussian minimum shift keying (GMSK).

Combined linear and constant envelope techniques generate multiple carrier signals by varying both the
envelope and phase and are called M-ary modulation. They are particularly useful in bandwidth-limited
applications. These techniques include M-ary phase shift keying (MPSK), M-ary frequency shift keying
(MFSK), and multilevel quadrature amplitude modulation (n-QAM). Descriptions of the individual
modulation techniques are provided in the Glossary.

Spread spectrum modulation techniques occupy a large bandwidth by spreading the data transmission
over the entire band. This spreading allows the transmitted signal to be more resistant to cancellation
problems in multipath environments and enables many users to employ the same bandwidth without
interfering with each other. Spread spectrum modulation includes direct sequence spread spectrum
(DSSS) and frequency-hopping spread spectrum (FHSS). DSSS spreads the baseband signal in the
transmitter by multiplying its data pulses with a pseudo-noise (PN) sequence and then despreads it on the
receiver side. FHSS involves hopping a series of modulated data bursts over a sequence of carrier
frequencies chosen pseudo-randomly.

Multiple access techniques are used to allow a number of users to simultaneously share the same
frequency spectrum. The three major types of access techniques are frequency division multiple access
(FDMA), time division multiple access (TDMA), and code division multiple access (CDMA). FDMA
assigns a user to an unshared frequency channel for a particular transmission, while TDMA allows users
to transmit over the same frequency channel in allocated time slots. CDMA allows all users to transmit
simultaneously in the same frequency channel by assigning each user a unique pseudorandom codeword.
The receiver is set to detect only the desired codeword, and all other codewords appear as noise.

Another technique of interest for expanding the number of users is orthogonal frequency division
multiplexing (OFDM). OFDM is not strictly a modulation technique, because modulation is added to
each of its carriers; and it is not strictly a spectrum-spreading technique, because it is a combination of
narrowband channels. OFDM uses a group of n closely spaced, orthogonal carrier frequencies, each of
which carries 1/n of the total bits in a message. In FHSS, the carrier hops to each of these frequencies one
at a time; in OFDM, all carriers are used simultaneously. OFDM systems adapt to the channel by
avoiding the specific frequencies that exhibit a BER.

Geographically distributed APs allow wireless devices to communicate with other parts of the network,
both wireless and wired. The topology of the wireless network is usually determined by the capabilities of



the network components. Figure 2.2 shows common topologies for wireless networks. The most common
wireless network topology is the star cluster, where the AP is at the center of the wireless devices and all
of the devices communicate only with the AP. The AP then communicates with the wired network. Two
other wireless network topologies are the tree and the mesh. In the tree topology, each wireless device is
assigned to a specific AP, and that AP is connected to another AP closer to the wired network. This setup,
presented graphically, looks similar to branches on a tree. In the mesh topology, each wireless device is
both an end device and a network forwarding component and is responsible for forwarding any network
transmissions not intended for itself to other wireless devices in transmission range. This wireless device
is essentially a network router, and the mesh network is inherently redundant and self-healing. The star
and mesh topologies appear to be best suited for industrial applications.

Star network Mesh network Tree network

Figure 2.2. Wireless network topologies.

2.3 Components of a Network

Several types of components (e.g., servers with bridges, wireless LAN cards, gateways, routers, sensors,
and actuators) can be used in setting up a network infrastructure for an industrial application. Figure 2.3
shows some representative components for a diverse network that includes wireless and wired
components. These components provide generic data access, sensor-specific communications, and asset
visibility.* Radio frequency identification (RFID) equipment is also included in the figure, showing
operations at the levels of pallet, container, and individual item (commonly called “eaches,” as shown in
the figure).

2.4 Wireless Standards

Much of the success of wireless networks can be directly attributed to the successful development and
adoption of the Institute of Electrical and Electronics Engineers (IEEE) 802 standards. Wireless LANs are
covered by the IEEE 802.11 series of standards. These are typically called the Wireless Fidelity (WiFi)
standards. Wireless PANs are covered by the IEEE 802.15 series of standards and include the Zigbee and
Bluetooth technologies. IEEE 802.16 discusses the development of wireless MANS and incorporates
broadband wireless access technology, typically referred to as Worldwide Interoperability for Microwave
Access (WiMAX). Figure 2.4 illustrates the relationship of the IEEE 802 wireless standards and their
associated technologies. Table 2.1 summarizes the characteristics of the standards. These include the
modulation/multiplexing technique, frequency of operation, size, and data rate. Overviews of the
individual standards are provided below.
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Figure 2.4. Network layouts and applications,

Table 2.1 Overview of wireless standards

Standard OFDM FHSS DSSS GHz  Size Range Mm“/‘s“m
802.15 X 245 PAN 10s of meters 0.7
802.16b X . 5 MAN kilometers 54
802.11 X X 245 LAN 100s of meters 1,2
802.11a X 5 LAN 100s of meters 54
802.11b X X 245 LAN 100s of meters 11
802.11g X X 245 LAN 100s of meters 54




In keeping with the growth of the field, new wireless standards are under development. IEEE 802.15.3 is
a wireless PAN standard incorporating ultra-wideband technology for streamlining video over short
distances and is also known as the Wireless Media (Wi-Media) standard. The recently formed IEEE
802.20 working group is tasked with developing standards for mobile broadband wireless systems
designed to be used in wireless wide area networks (WANs) covering hundreds of kilometers. Emerging
developments in wireless standards are discussed in Sect. 3.

2.4.1 Wireless LANs — WiFi

It is becoming harder to find a place where wireless Internet access is unavailable. The surge in laptop
computers and personal data assistants (PDAs) has prompted the need for wireless APs to the Internet.
The rise of wireless LAN deployments has largely been due to the work of the IEEE 802 subcommittee
responsible for the family of 802.11 standards. These standards are typically referred to as the WiFi
standards and are supported by the WiFi Alliance (www.wi-fi.org). The motivation for this activity was to
develop a “wireless Ethemet” to provide connectivity where wiring was inadequate to support the high
data rates of wired Ethernet LANS.

The International Organization for Standardization (ISO) Open Systems Interconnect (OSI) model and its
seven layers are shown in Fig. 2.5. The standard OSI model is shown on the left, and the IEEE 802
interpretation of the seven layers is on the right. The original IEEE 802.11 standard was developed to
address collision avoidance at the medium access control (MAC) layer so that devices could roam freely
throughout a wireless LAN and appear to be stationary to the protocol layers above the MAC. The MAC
protocol developed was carrier-sense multiple access with collision avoidance. Modulation and coding
functions were part of the physical layer (PHY) and three PHYs were developed (DSSS, FHSS, and
infrared), with each capable of operation at 1 and 2 Mb/s. The subcommittee realized that the data rate
had to be higher to succeed in the marketplace, and work began to develop new protocols that could
support higher data rates. The result was the development of three standards that have found prominence
today: JEEE 802.11a° IEEE 802.11b%, and IEEE 802.11g.” IEEE 802.11a and IEEE 802.11b are distinct
protocols, and IEEE 802.11g is a fusion of the other two.
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Figure 2.5 Mapping of ISO OSI to IEEE 802.

. IEEE 802.11b

The most prominent of the thrée IEEE 802.11 protocols is IEEE 802.11b, which has been successfully
deployed in business offices, university buildings, and homes around the world. IEEE 802.11b expands
on the original IEEE 802.11 data rates and can operate over four different data rates (1 Mb/s, 2 Mb/s,




5.5 Mb/s, and 11 Mb/s). All four data rates can be used in DSSS systems, while only the two slower data
rates can be used in FHSS and infrared systems. It should be noted that the FHSS and infrared techniques
have not been implemented in any commercially available products. The 1 Mb/s data rate is modulated
with differential BPSK (DBPSK), and the 2 Mb/s data rate is modulated with differential QPSK
(DQPSK). The modulation technique for the 5 Mb/s and 11 Mb/s data rates is called complementary code
keying (CCK) and was implemented to make the data transmission more efficient and robust. The
efficiency comes from the increase in data rate within the same signal bandwidth, and the robustness
comes from the improved coding ability of having multiple sets of possible transmitted code words. An
optional modulation technique for IEEE 802.11b is packet binary convolutional coding (PBCC), a
technique developed to carry more data. The operating frequency of IEEE 802.11b devices is in the
Industrial, Scientific, and Medical (ISM) band from 2.4 to 2.4835 GHz.

IEEE 802.11a

IEEE 802.11a offers a 5-fold increase in data rate over IEEE 802.11b and can support eight different data
rates: 6,9, 12, 18, 24, 36, 48, and 54 Mb/s. The standard rates are 6, 12, and 24 Mb/s. These rates are
realized through the use of 52 different sub-carriers, as required by the OFDM system used by 802.11a.-
The sub-carriers are modulated using BPSK, QPSK, 16-QAM, or 64-QAM, depending on the desired
data rate. To increase its output bit rate, IEEE 802.11a takes advantage of the 5-GHz Unlicensed National
Information Infrastructure (UNII) band. Within the 5-GHz UNII band, IEEE 802.11a is subdivided into
three different channels of 100 MHz each, resulting in a total of 300 MHz. The three channels for IEEE
802.11a are located in the lower UNII band (5.150 to 5.250 GHz), the middle UNII middle band (5.250 to
5.350 GHz), and the upper UNII band (5.725 to 5.825 GHz). An important reason for distinguishing the
three channels over the UNII band is to specify a different transmission output power level for each
channel. A maximum of 40 mW is allowed in the lower UNII band. This band is mainly for indoor use,
where the lower power can be used because it does not have to span a long distance. The upper UNII
band, which allows for a maximum output power of 800 mW, can be used outdoors where distances
typically are greater than they would be indoors. The middle UNII band, which allows for a maximum
output power of 200 mW, is typically used for in-between distances such as large industrial buildings or
to span short distances between indoor and outdoor transceivers. It is not a requirement for IEEE 802.11a
compliant devices to be able to transmit and receive in all of the three bands.

IEEE 802.11¢g

IEEE 802.11g stems from the need for higher data rates in the ISM band. IEEE 802.11g is the most recent
standard and products have been appearing in the marketplace for the last couple of years. It is capable of
maintaining IEEE 802.11a type data rates up to 54 Mb/s. It is essentially another version of 802.11a
simply placed in the ISM band, with a few slight differences. IEEE 802.11a uses 300 MHz of bandwidth
in the 5-GHz UNII band, and IEEE 802.11b occupies 300 MHz of bandwidth in the ISM band. It appears
to be a feasible task to translate one to the other. The IEEE 802.11g protocol specifically does this by
incorporating the same OFDM carrier modulation as IEEE 802.11a and, in turn, obtaining the same data
rates. One difference that IEEE 802.11g must account for is that it must also be backward- compatible
with 802.11b devices, meaning that it must be able to operate at the same data rates as IEEE 802.11b,
using the same modulation schemes. This restriction was put in place so that existing IEEE 802.11b
networks, mainly wireless devices placed in laptops and PDAs, would still operate in the new IEEE
802.11g environment. This alleviates the problem of having to switch from one protocol to the other and
allows network routers within a building to be switched to IEEE 802.11g, while the devices connected
through the wireless network could be operated using either of the two protocols. As time goes by, the old
802.11b devices are expected to be replaced with the newer and faster 802.11g devices.



2.4.2 Wireless PANs |

The growth and success of wireless PANs is due to the market availability of small and inexpensive
personal devices. These devices include cell phones, PDAs, personal music players, digital cameras, and
wireless instrumentation. The leading wireless PAN standards are IEEE 802.15.4% (Zigbee) and IEEE
802.15.1° (Bluetooth).

Zigbee — IEEE 802.15.4

Zigbee is a collection of major corporations, the most significant being Ember, Freescale, Honeywell,
Invensys, Mitsubishi, Motorola, Philips, and Samsung. All are committed to standardizing cost-effective,
low-power, wirelessly networked, monitoring and control products based on an open global standard.
This basically means that these companies are looking for a protocol that does not use a large amount of
bandwidth and is not very complex, because both of those factors lead to higher costs and higher power
consumption. Since its inception, more than a hundred companies have joined the Zigbee Alliance
(www.zigbee.org) to support the development of IEEE 802.15.4.

IEEE 802.15.4 targets applications that do not need high data speeds and do not share large amounts of
data. In return, Zigbee devices do not consume large amounts of power. To keep power consumption to a
minimum, the devices enter a sleep mode when they are not sending data, consuming almost no power.
Zigbee devices spend much of the time in sleep mode, only waking to send the value of the current state
at a given time. Most Zigbee applications will typically fall within the 10-m range, although in some
applications the range can exceed 70 m. For a larger coverage area, a higher transmitted power is
required, causing the device to draw more energy from the battery. One technique Zigbee uses to get
around the distance dilemma is to relay information between devices until it reaches the desired device.

Zigbee devices incorporate DSSS with O-QPSK modulation to help make them more robust and less
susceptible to interference. Zigbee devices operate in the 2.4-GHz band, using the frequencies 2.405 to
2.480 GHz subdivided into 16 different channels, each with an equal spacing of 5§ MHz. Allocating the
available bandwidth in this fashion allows for a signal quality improvement due to less interference
because, while the channel has an available bandwidth of 5 MHz, the signal only occupies a spectrum of
2 MHz. This also allows for the implementation of more channels if the need ever arises. Zigbee devices

have a bit rate of 250 kb/s.

‘Bluetooth — IEEE 802.15.1

IEEE 802.15.1, also known as Bluetooth, is a technology that was developed by the Swedish company
L.M. Ericsson for short-range cable replacement.” The history of Bluetooth is similar to that of Zigbee.
Four years after its inception by Ericsson, a consortium of companies with similar needs got together and
decided to generate a new and universal mode for which data transfer could be accomplished without the
need for wires and without sacrificing the speed of the transfer. The consortium of companies, including
Ericsson, IBM, Intel, Nokia, and Toshiba, formed what is known as the Bluetooth Special Interest Group
(www.bluetooth.org). Their goal was a short-range, low-power wireless protocol. These companies
wanted to promote products that could interact with products from different companies, hence the need
for one basic standard that could be a model for all of the corporations to abide by. The corerstone for

The name comes from a chapter of Scandinavian history during the 10th century when Denmark was ruled by King Harald
Blatand, which when translated into English means Harold Bluetooth. Harald Blatand is known for bringing peace to the area
now formed by Norway, Sweden, and Denmark. In much the same way that Blatand united the different cultures during that time,
Bluetooth is used to bridge the differences