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AFFIRMATION

October 30, 2006 SECY-06-0219

FOR: The Commissioners 

FROM: Luis A. Reyes   
Executive Director for Operations

SUBJECT: FINAL RULEMAKING TO REVISE 10 CFR 73.1, DESIGN BASIS
THREAT (DBT) REQUIREMENTS

PURPOSE:

To obtain Commission approval to publish the final rule for 10 CFR 73.1 and to close 
Petition for Rulemaking (PRM)-73-12.

SUMMARY:

The Nuclear Regulatory Commission (NRC) is recommending that the Commission amend its
regulations that govern the requirements pertaining to the design basis threats (DBTs).  This
final rule would make generically applicable security requirements similar to those previously
imposed by the Commission’s April 29, 2003 DBT Orders, based upon experience and insights
gained by the Commission during implementation, and redefines the level of security
requirements necessary to ensure that the public health and safety and common defense and
security are adequately protected.  The final rule will also satisfy the Commission’s statutory
obligation under Section 651 of the Energy Policy Act of 2005 (EPAct) to initiate and complete a
rulemaking revising the DBT, considering the 12 factors specified in the Act.  Additionally, PRM-
73-12, filed by the Committee to Bridge the Gap, was considered as part of this rulemaking. 
The NRC partially granted PRM-73-12 in the proposed rule, but deferred action on other
aspects of the petition to this rulemaking.  The NRC’s final disposition of PRM-73-12 is
contained in this document.
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BACKGROUND

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics that
designated licensees must defend against with high assurance.  The requirements include
protection against radiological sabotage (generally applied to power reactors and Category I
fuel cycle facilities) and theft or diversion of NRC-licensed Strategic Special Nuclear Material
(SSNM) (generally applied to Category I fuel cycle facilities).  The DBTs are used by these
licensees to form the basis for site-specific defensive strategies implemented through security
plans, safeguards contingency plans, and security officer training and qualification plans. 
Radiological sabotage specifically applies to facilities that use special nuclear material, and
therefore create significant quantities of highly radioactive material.  Theft or diversion applies to
facilities that receive, acquire, possess, use, or transfer formula quantities of SSNM.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough review of
security to ensure that nuclear power plants and other licensed facilities and radioactive
materials continued to have effective security measures in place for the changing threat
environment.  In so doing, the NRC recognized that some elements of the DBTs required
enhancement due to the escalation of the domestic threat level.  After soliciting and receiving
comments from Federal, State, and local agencies, and industry stakeholders, the NRC
imposed by order supplemental DBT requirements which contained additional detailed
adversary characteristics.  The Commission considered the balance between licensee
responsibilities and the responsibilities of the local, State, and Federal Governments during the
development of the April 29, 2003 DBT Orders.  

Section 651(a) of the EPact amended the Atomic Energy Act (AEA) by adding Section 170E,
that required the Commission to initiate a rulemaking to revise the DBTs.  In addition, Section
170E also directed the Commission, in the course of that rulemaking, to consider, but not be
limited to, the 12 factors specified in the statute.  In addition to the 12 factors specified in the
statute, this rulemaking took into consideration PRM-73-12, which was filed by the Committee to
Bridge the Gap on July 23, 2004. 

Summary of Public Comments on Proposed Rule

The proposed rule was published on November 7, 2005, for a 75-day public comment period
(70 FR 67380).  A 30-day extension of the comment period was granted recognizing that the
original comment period spanned the year-end holiday period (71 FR 3791; January 24, 2006). 
In all, 919 comments were received from the public, stakeholders, and a local government, out
of which 893 comments were form letters. The form letters raised concerns that the proposed
rule did not adequately address the issues identified in PRM-73-12 and the 12 factors specified
by the EPAct.  Specifically, many comments focused on the NRC’s consideration of waterborne
and airborne threats, insisting in many instances that the NRC require licensees to construct
“beamhenge” shields to protect against airborne attacks using a large commercial aircraft, and
modeling the size of the adversary force on the composition of the September 11th hijackers. 
The comments have been organized in three groups: (1) comments regarding the 12 factors in
the EPAct; (2) In-Scope comments, raising issues and questions directly related to the contents
of the DBT rule; and (3) Out-of-Scope comments, raising issues and questions that are not
directly related to the DBT rule, although they are generally relevant to the security of nuclear
facilities.  The staff has considered all comments, and provided detailed responses in the
attached document.   
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Changes in Rule Text

After considering the public comments, the 12 factors of the EPAct, and outstanding issues of
PRM-73-12, the staff is proposing to explicitly include the threat of cyber attack as an element of
the DBTs.  The previous requirements in 10 CFR 73.1 did not include cyber attack as an explicit
element of the DBTs.  However, the cyber threat was implied as one of the capabilities of the
insider.

In Section 651(a)(2) of the EPAct, Congress directed the NRC to consider making an
“assessment of physical, cyber, biochemical, and other terrorist threats” when writing the
revised rule.  In addition, the staff had been analyzing the cyber threat well before the EPAct. 
The staff has several bases for adding a cyber attack element to the final rule.  In February
2002, licensees subject to the DBTs were directed by the Interim Compensatory Measures
Order (EA-02-026) to consider and address cyber safety and security vulnerabilities.  In April
2003, the supplemented DBT Orders (EA-03-086 and EA-03-087) contained language
concerning the cyber threat.  Licensees were subsequently provided with a cyber security self-
assessment methodology and the results of pilot studies by the NRC, as well as additional
guidance issued by the nuclear industry, to facilitate development of site cyber security
programs.  Furthermore, according to the February, 2003, U.S. National Strategy to Secure
Cyberspace, the cyber threat to critical infrastructure, in general, likely will increase both in
capability and frequency in the future.  Therefore, the staff recommends that the Commission
include a cyber component as an explicit attribute of the DBTs.

The staff concludes that the final revisions to § 73.1 will ensure adequate protection of public
health and safety and the common defense and security.  The final DBT rule would make
generically applicable requirements similar to those previously imposed by the April 29, 2003
DBT Orders, and used by licensees to develop and implement security measures.  The NRC
required licensees to use the supplemented DBT requirements in the April 29, 2003 Orders to
revise their security plans.  The staff has reviewed and approved all the licensees’ security
plans, and amended the licenses to ensure that licensees fully implement and maintain in effect
all provisions of the Commission-approved security plans.  Consequently, the final DBTs would
not require licensees to revise their current security plans, in spite of the inclusion of a cyber
attribute as a part of the DBT rule because the current licensee security plans adequately
satisfy the draft final DBT rule.  The recommended rule text is provided in the enclosed Federal
Register Notice (FRN), Enclosure 1.

Consideration of the 12 factors of the Energy Policy Act of 2005

The staff has considered the 12 factors of the EPAct in conjunction with its experience in the
implementation of the DBT orders, the issues raised in the PRM-73-12, and the stakeholder
comments on the proposed rule. The staff’s conclusions are set forth in the statement of
considerations in Section II of the attached FRN.
 
Resolution of Petition for Rulemaking
 
The staff incorporated into this rulemaking consideration of PRM-73-12 which was filed by the
Committee to Bridge the Gap on July 23, 2004.  The petition requests that NRC conduct a
rulemaking to revise the DBT regulations (including numbers, teams, capabilities, planning,
willingness to die, and other characteristics of adversaries) to a level that encompasses, with a
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sufficient margin of safety, the terrorist capabilities demonstrated during the attacks of
September 11, 2001.  The petition also requests that security plans, systems, inspections, and
force-on-force exercises be revised in accordance with the amended DBT.  Finally, the petition
requests that a requirement be added to Part 73 to require licensees to construct shields
against air attack (referred to as "beamhenge") to enable nuclear power plants to withstand an
air attack from a jumbo jet similar to the September 11, 2001, attacks.  

PRM-73-12 was published for public comment on November 8, 2004 (69 FR 64690).  There
were 845 comments submitted on PRM-73-12, of which 528 were form letters.  The staff has
reviewed both the petition and the comments on the petition to determine whether the DBTs
should be revised as requested by the petitioner.  Based on that review, the NRC staff
determined that a number of the requested upgrades in PRM-73-12 (e.g., capabilities, planning,
characteristics of adversaries) have already been implemented.  As noted in the FRN for the
proposed rule (70 FR 67380; November 7, 2005), the NRC partially granted PRM-73-12 by
conducting the proposed rulemaking revising the DBT requirements in § 73.1(a), but deferred
action on other requests of the petition to the final rulemaking, specifically those aspects that
deal with air-based attacks.

During the course of this rulemaking, the staff has considered whether an airborne threat should
be included as part of the DBTs.  The staff, after a thorough evaluation, is proposing that the
Commission maintain the two-track response discussed below, to the air threat that excludes
“beamhenges.”  First, the NRC has determined that the active protection against the airborne
threat rests with other Federal Government organizations, including the military.  Active
protection against the airborne threat requires military weapons and ordnance (e.g. ground-
based air defense missiles), that rightfully belong to and are under control of the Department of
Defense.  Thus, the airborne threat is one that is beyond what a private security force can
reasonably be expected to defend against using active defensive measures.  Notwithstanding
active protection measures, the staff considers that passive measures already in place, such as
increased aviation security instituted since September 11, 2001, are appropriate for protecting
nuclear facilities from an aerial attack.  Second, licensees have implemented  mitigative
measures to limit the effects of an aircraft strike.  See, for example, Key Radiological Protection
Mitigation Strategies Order, 71 FR 36554, June 27, 2006.

Therefore, the staff proposes denial of the request by PRM-73-12 to include an airborne threat
in the DBT, as well as “beamhenges” as physical security measures. 

Contents of the Final Rulemaking Package

This final rulemaking package contains the final rule, which includes the rule language and
statement of considerations (Enclosure 1), the supporting regulatory analysis (Enclosure 2), a
supporting environmental assessment (Enclosure 3), and a summary of the public comments
submitted on the proposed rule (Enclosure 4).

Guidance and detailed information related to the DBTs reflected in the final rule are contained in
the documents identified below, which are either Safeguards Information or classified
information, and therefore, are withheld from public disclosure and made available only on a
need-to-know basis to those with authorized access:  

• Radiological Sabotage Adversary Characteristics Document (Safeguards Information)
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• Theft or Diversion Adversary Characteristics Document (Confidential National Security
Information)

• Technical Basis Document (Secret National Security Information)

• Regulatory Guide (RG)-5.69, "Guidance for the Implementation of the Radiological  Sabotage
Design-Basis Threat" (Safeguards Information)

• RG-5.70, "Guidance for the Implementation of the Theft or Diversion Design-Basis Threat" 
(Confidential National Security Information)

Stakeholders with authorized access have been informed regarding the content of the
regulatory guidance relating to this rule.

If approved by the Commission, a cyber attack would be included as an explicit attribute of the
DBTs in the final rule that was not included in the proposed rule.  However, this does not create
new information collection requirements beyond those required by Interim Compensatory
Measures and DBT orders (EA-02-026, EA-02-027, EA-02-086, and EA-03-087).  Therefore,
this rule is not subject to the requirements of the Paperwork Reduction Act of 1995 (44 U.S.C
3501 et seq.). 

RESOURCES

The draft final revisions to § 73.1 do not result in the need for additional inspection resources. 
Inspection of licensee implementation of the draft final DBT requirements is ongoing as part of
the baseline inspection program and force-on-force evaluations.  

COORDINATION:

The Office of the General Counsel has no legal objection to this paper. 

The Office of the Chief Financial Officer has reviewed this Commission paper for resource
implications and has no objections.  

The Advisory Committee on Reactor Safeguards elected not to review the final rule
requirements.  

The Committee to Review Generic Requirements has completed its review of the final rule
package and has no objections.

RECOMMENDATIONS:

That the Commission:

1. Approve the final rule for publication (Enclosure 1).
2. Certify that this rule does not have a negative economic impact on a substantial number

of small entities in order to satisfy the requirements of the Regulatory Flexibility Act, 5
U.S.C. 605(b).3.

3. Close PRM-73-12.
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 Note:

a. The final rule will be published in the Federal Register with a deferred 30-day
effective date.

b. The Chief Counsel for Advocacy of the Small Business Administration will be
informed of the certification regarding economic impact on small entities and the
basis for the certification, as required by the Regulatory Flexibility Act.

c. Copies of the published final rule will be distributed to all affected Commission
licensees.  The document will be sent to other interested parties upon request. 
Copies of these documents are also available in the NRC’s Agencywide
Document Access and Management System, the Public Document Room and on
the NRC rulemaking Web site.

d. A public announcement will be issued.

e. The appropriate Congressional committees will be informed.

/RA William F. Kane Acting for/

Luis A. Reyes 
Executive Director 
   for Operations

Enclosures:  
1.  Final Rule
2.  Regulatory Analysis
3.  Environmental Assessment
4.  Summary of Public Comments on the 
       Proposed Rule



-6-The Commissioners

 Note:

a. The final rule will be published in the Federal Register with a deferred 30-day
effective date.

 b. The Chief Counsel for Advocacy of the Small Business Administration will be
informed of the certification regarding economic impact on small entities and the
basis for the certification, as required by the Regulatory Flexibility Act.

c. Copies of the published final rule will be distributed to all affected Commission
licensees.  The document will be sent to other interested parties upon request. 
Copies of these documents are also available in the NRC’s Agencywide
Document Access and Management System, the Public Document Room and on
the NRC rulemaking Web site.

d. A public announcement will be issued.

e. The appropriate Congressional committees will be informed.

/RA William F. Kane Acting for/

Luis A. Reyes 
Executive Director 
   for Operations

Enclosures:  
1.  Final Rule
2.  Regulatory Analysis
3.  Environmental Assessment
4.  Summary of Public Comments on the 
       Proposed Rule

W200400177
Adams Package No.: ML062130289 Commission Paper: ML062130442

OFFICE NRR/PRAB NSIR/SRB NRR/PRAB DPR NSIR/SRB NSIR/PMDA NSIR/DSO
NAME M. Bagchi Y. Kim T. McCune J. Clifford R.Rasmussen L. Solander D. Dorman
DATE 09/14/06 09/14/06 09/29/06 09/29/06 09/30/06 09/20/06 10/04/06

OFFICE NSIR/DSP NSIR/DSP NSIR/DSO NRR/DRA ADM NMSS: D RES: D
NAME  V. Ordaz G. Tracy R. Way H. Nieh M. Leasr J. Strosnider B. Sheron
DATE 10/04/06 10/04/06 09/21/06 9/29/06 10/06/06 10/12/06 10/13/06

OFFICE NSIR: D FSME: D OCFO OE: D OGC NRR: D EDO
NAME R. Zimmerman D. Rathbun J. Funches C. Carpenter S. Treby J. Dyer L. Reyes

(WKane for)
DATE 10/16/06 10/13/06 NA 10/10/06 10/20/06 10/20/06 10/30/06

Official Record Copy



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


