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DR-33-05-345-006

ADDITIONAL TASK ORDER TERMS AND CONDITIONS

A.1 CONSIDERATION AND OBLIGATION--TASK ORDER

.(a) The total estimated amount of this Task Order(celling) for the products/services* order ed, delivered, and
accepted under.this conitracit is$711,461.91. The Confracting Officer may unilaterally increase this amount as
necessary for orders to be placed with ithe contractor during the contract period provided Such orders are within
any maximum ordering limitation prescribed under.this contract.

(b) The amount presently obligated with respect to this TaskO'rder is.S71g461.91". This obligated amount
may be unilaterally increased from time to time by the Contracting Officer by written modification to this
contract. The obligated amount shall, at no time, exceed the Task Order ,ceiling as specified :in paragraph (a)
above. When and If the 'amournt(s) paid and payable to the Ccntractor*'here6Under shall equal the obligated
amount, Tthe!Contractor shall not'be obligated to conrtinue perforinarice of the w rk-unles's and until the
-Contracting Officer shall increase'the amount obligated With :respect to this contract. Any work unidertaken by
the Contractor~in excess of the bbigatwd amountr specifidd ab6ve .is done so at.the Contractor's sole dsk.

*Funds ware pro viously oblige ted0 inder ID11D DeIAvi Ordor No: DR-7:3305.345 dated 5/17/t2005 and are being odministrntivoty

transferred to this task order.

-Z, .
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.,DR-33-05.345 TASK ORDER NO.6

STATEMENTOF WORK

Title: "NRC Remote Access System (RAS) Certification and Accreditation"

-Backgrount: The Nuclear Regulatory Commission (NRC)'Is currently engaged in an
.initia~tive to.fine ahidimplernert aCerticatioh and -Ac.'eitation.(C&A) process. The

'Infrastructure & :,CormputerOperations Dvision.; (ICOD) within the Office of Information
SerVices :(OIS) has recently divided the .LAN/WAN General Support System '(GSS) into
multiple systems and'has the ýresponsibility'of certifyingi eachlsystem."

The RAS, which includes the NRC's Citrix infrastructure and dial-up modem pools,
supports the Agency's telecommuters by providing.broadband and dial-up access to a
desktop environment 6ffering productivity tools :similar to that which'are available on the
Agency's Managed XPDesktop. Through"this desktop environment, the'RAS also
provides indirect access to*other.Agency'IT,systems.

The Citrix components of the RAS zre currently being .updated'and re-integrated.
Security documentation is being generated as part of this re-integration. Security
documentation of the dial-up modem pool is not included within this effort.

Objective: The objective of.this task is ton ecurity certification
'~e~eteilta.6 ui crifiin

documents for:the RAS.".

Requirements: The contractor:shall: -

.work in coordination vith -the contractors re-integrating the Citrix environment to
receive security documentation produced as part of the Citrix project;
review the Citrix security ;docum'entationf6orcompleteness;

* solicit more'information as required;.
* interview.the NRC Network Operations.Center:(NOC) in order to document the

dial-up modem pools;...
. combine the Citrix and dial-up modem pools security documentation into a

-comprehensive certification package:'(specific deliverables listed below);'
,*, present the security deliverables to the NRC for review, and respond to the

NRC's comments.
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I DR-33-05-345 TASK, ORDER;NO. !6
:'STATEMENT OF WORK

The' contractor shall provide input to other contractors tasked to generate an E- '
Authentication Risk Assessment: The contractor shall provide information on
system authentications, system information types, and the impact and
consequences of authentication failures.

During the course of.the C&A,,where it is determined thatthe RAS does not meet
requirements, the contractor shall provide recommendations onmsteps thatshould
be taken to remedy4the deficiency. The 6contractor shall track these deficiencieg.
and provide recommendations as part of a ,Plan.of Action and :Milestones
(POA&M), which shall be a deliverable along with the other deliverables which
comprise the certification package.

Deliverables will be considered accepted when they have been approved by the
NRC Designated Approving Authority (DAA)*..

Meetings: Weekly

Period of Performance: May 15, 2006 though September 1, 2006.

Deliverables

Project plan including project schedule
NRC Form 616
NRC Form 637
PMM Privacy Impact Assessment
PMM Risk Assessment
POA&M
PMM Security Categorization Document
PMM Security Plan

Estimated .Delivery Schedule*

May'22, 2006
'May'26,2006
.May.30,2006
June 9, 2006

* August 9, 2006
AugustI 0, 2006
August 15, 2006
August 17., 2006

:;,:. Actual due dates ar'e:to bbeco~ordinated wittiaind.:,app ved~by the'!NRO.

Officer..
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