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PERFORMANCE BASED STATEMENT OF WORK

Task Order #9
PROJECT TITLE: Security Categorization
NRC TECHNICAL ASSISTANCE: Caroline Zabrucky
PROJECT MANAGER: Carl Konzman
ALT PROJECT MANAGER: Harry Kromer

1.0 Background

The purpose of this task order is to obtain Contractor professional services to assist the NRC in
its information technology’s security certification and accreditation process implementation. The
Contractor will support NRC system owners with the development of security related
documentation and systems analysis services required to obtain an authority to operate (i.e.,
operate the system in compliance with required standards) by providing a centralized security
support services that will ensure cradle to grave compliance with FISMA, FEA, OMB M-04-04,
NIST 800 Series, other applicable OMB and NIST series security certification and accreditation
requirements. '

2.0 Obijective

The Contractor shall support the OIS in certification and accreditation of the Budget Formulation
Application (BFA). The Contractor shall, at a minium, develop associated certification and
accreditation documentation consistent with the security support tasks such that an authority to
operate (ATO) which confers full accreditation shall be granted the system. The Contractor shall
perform these security support tasks specified for LOW, MODERATE, and HIGH security
baseline systems for each system category “Major", “General Support System”, “Listed”, and
“Other.”

3.0 Level of Effort
The estimated level of effort for this task is 1 FTE.

4.0 Period of Performance

The period of performance of this task order will start on May 15, 2006 through August 10, 2006.

5.0 Scope of Work

The Contractor shall provide security analyst staff to develop all requisite systems certification
and accreditation documentation such that all systems obtain an Authority to Operate (ATO) no
later than August 10, 2006.

The Contractor shall provide security analyst staff for the development of the associated
documentation associated with the security support tasks specified below fora MODERATE
Baseline system.

The Contractor shall support the NRC as follows:
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Subtask 1:
Risk Assessment.

The assessment of risk and the development of system security plans are two important
activities in an agency’s information security program that directly support security accreditation
and are required by the Federal Information System Management Act (FISMA) and OMB
Circular A-130, Appendix Ill. Risk assessments influence the development of the security
controls for information systems and generate much of the information needed for the
associated system security plans.

The risk assessment shall characterize the information processed by using Federal Information
Processing Standard (FIPS) 199, Standards for Security Categorization of Federal Information
and Information Systems and National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-60, Guide for Mapping Types of Information and Information Systems to
Security Categories. The risk assessment shall follow NIST SP 800-37 “Guide for the Security
Certification and Accreditation of Federal Information Systems,” and include the following:

. Identification of user types and associated roles and responsibilities
. Identification of risk assessment team members and their associations
. A description of the risk assessment approach and techniques, where the

techniques include documentation review, interviews, observation, and hands-on
system assessment

. A description of the risk scale used, including at a minimum, the potential impact
as defined in FIPS 199, and likelihood as defined in NIST SP 800-30, Risk
Management Guide for Information Technology Systems
A list of potential system vulnerabilities

. A list of potential threat-sources applicable to the system, including natural,
human, and
environmental threat-sources

. A table of vulnerability and threat-source pairs and observations about each

. Detailed findings for each vulnerability and threat-source pair discussing the
possible outcome if the pair is exploited; existing controls to mitigate the pair; the
likelihood determination as high, moderate, or low; the impact determination
expressed as high, moderate, or low; the overall risk rating based upon the risk
scale; and the recommended controls to mitigate the risk

. A summary that includes the number of high, moderate, and low findings and
provides a list of prioritized action items based upon the findings.

The risk assessment shall be documented in a report that follows the NRC Template for Risk
Assessment Report. The report shall be delivered in draft form and then in final form after NRC
comments are incorporated. The NRC IT Security staff review of the draft is required to ensure
compliance. The NRC Senior IT Security Officer must approve the final to enable system
accreditation.

The Contractor shall track any residual risk in the plan of action and milestones (POA&M). The
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contractor shall document the results of the process. This shall include documenting the risk
number, a description of each risk, the type of risk (i.e., impacting the confidentiality, integrity, or
availability), the level of risk (i.e., low, moderate, or high), the associated controls, and the
action(s) required or actually performed to eliminate or minimize each risk. The goal is for NRC
and contractor personnel to remediate all high and moderate security findings, and track the
remaining security findings in the POA&M.

Subtask 2:
Systems Security Plan (SSP)

The security plan shall be developed in accordance with NIST SP 800-53 “Recommended
Security Controls for Federal Information Systems,” NIST SP 800-37 “Guide for the Security
Certification and Accreditation of Federal Information Systems,” and the NRC IT Security Plan
Template. The Contractor shall identify within the SSP the necessary security controls required,
citing the security controls that are in place, those that are planned, and those that are not
applicable.

Where a system relies upon a control that is provided by another system (e.g. the NRC
LAN/WAN), the specific control being relied upon shall be noted along with the name of the
system providing that control. The Contractor shall trace the security controls to specific
documented guidance, NRC policy (e.g., Management Directives), infrastructure policy or
procedures.

The system security plan shall be documented in a report that follows the NRC Template for
System Security Plan. The report shall be delivered in draft form and then in pre-System
Security Test and Evaluation (ST&E) form after NRC comments are incorporated. The NRC IT
Security staff review of the draft is required to ensure compliance. The Contractor shall update
the system security plan after completion of the ST&E test report to reflect validated in-place and
planned controls. The NRC Senior IT Security Officer must approve the final to enable system
accreditation.

6.0 Meetings and Travel

Occasional travel to the NRC Headquarters offices located in Rockville, Maryland may be
required. Local travel expenses will not be paid by the NRC. Parking on-site is not available.

7.0 NRC Furnished Material

NRC staff will provide copies of applicable NRC regulations, NRC Templates and applicable
guidance materials.

8.0 Contractor Acquired Material/Subcontractors

The Contractor shall obtain the necessary material and specialty subcontractors as necessary to
perform the work under this effort.
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9.0 Schedule

The Contractor shall provide final draft security documentation and reports for each system
consistent with the Project Manager approved integrated project plan. NRC will provide security
documentation templates and examples.

The Contractor shall provide final security documentation and reports for each system consistent
with the Project Manager approved integrated project plan. NRC will provide security
documentation templates and examples.

10.0 Deliverables

The Contractor shall provide:
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22.14 Risk Assessment Time and Materials Critica!
22.15 Systems Security Plan (SSP) Time and Materials Critical

Upon receipt of NRC comments on submitted draft reports, the contractor shall address each
comment and revise the report as needed to address NRC input.

11.0 Technical Direction

Carl Konzman is designated as the OIS Technical Project Monitor (TPM) for this task. Harry
Kromer is designated as the NRC Technical Assistance Project Manager (TAPM).

The OIS TPM is responsible for providing technical guidance to the performing organization
regarding staff interpretations of technical aspects of regulatory requirements along with relevant
documents when requested by the performing organization.

All work products must be reviewed and approved by the OIS TPM before they are submitted as
final documents. All technical direction given to the performing organization must be consistent
with the work scope and schedule.

-The OIS TPM is not authorized to unilaterally make changes to the approved work scope or
schedule or give the performing organization any direction that would increase costs over
approved levels.



12.0 Performance Standards

Statement of Work
NRC-33-05-386-009
Page 50of 5

;:Standard g_t’% & ] EMaximum Alldwable Dewatlon K
: | i€1Service Tiﬁé":" Yof Peridmiance - 5| sxisMeth Sur o 134} xfrom Standard Performaiice
22.14 Risk Assessment | Time and Critical 100% Inspection by Project 0% deviation, looking for a
Materials Officer minimum of 100% accuracy
Customer Satisfaction Survey
(Council Member
Reviews/Project Sponsors)
22.15 Systems Security | Time and Critical 100% Inspection by Project 0% deviation, looking for a
Plan (SSP) Materials Officer minimum of 100% accuracy

NOTE: There shall be no cost corrective actions. Indefinite task/delivery orders will set forth the

applicable standards.

*See contract for a description of performance standards.




