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(A) (B) (C) (D) (E) (F) (G)

The contractor shall provide retirement counseling services
to NRC employees in accordance with the attached

Statement of Work (see ATTACHF-'T 1).

1. 12-Month Base Year (loaded hourly rate shown includes m HRS $48,576.00
travel costs, G&A, and fee)

2. 12-Month Option Period (loaded hourly rate shown includes HTRS $50,022.00
travel costs, G&A, and fee)

NOTE: The estimated number of hours shall not exceed
528 hours each for the base year and option period.

3. Incorporate FAR Clauses 52.204-7, 52.232-18, 52.232-19,

52.232-33, and Fixed Price Billing Instructions under this

purchase order (see ATTACHM=NT 2).
Period of Performance: April 12,2006 through
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Oovernment, shall be effective on April 12, 2007,
through April 21, 2008.
NRC Project Officer: Henry Rubin (301) 415-1374
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SUPPLEMENTAL INVOICING INFORMATION

If desired, this order (or copy thereof) may be used by the Contractor as the Contractor's invoice, instead of a separate invoice, provided the following
statement, (signed and dated) is on (or attached to) the order "Payment is requested in the amount of $ . No other invoice will be submitted."
However, if the Contractor wishes to submit an invoice, the following Information must be provided: contract number (if any), order number, Item number(s),
description of supplies or services, sizes, quantities, unit prices, and extended totals. Prepaid shipping costs will be indicated as a separate item on the
invoice. Where shipping costs exceed S10 (except for parcel post), the billing must be supported by a bill of lading or receipt. When several orders are
invoiced to an ordering activity during the same billing period, consolidated periodic billings are encouraged.

RECEIVING REPORT

Quantity in the "Quantity Accepted" column on the face of this order has been: [D Inspected, F accepted, ED received by me and
conforms to contract. Items listed below have been rejected for the reasons indicated.

SHIPMENT PARTIAL DATE RECEIVED SIGNATURE OF AUTHORIZED U.S. GOVrT REP. DATE
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ADDITIONAL SIMPLIFIED ACQUISITION TERMS AND CONDITIONS

A.1 NOTICE LISTING CLAUSES INCORPORATED BY REFERENCE

The following clauses are hereby incorporated by reference (by Citation Number, Title, and Date) in
accordance with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" contained in
this document. FAR 52.252-2 contains the internet address for electronic access to the full text of a clause.

NUMBER TITLE DATE
FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)

52.204-9 PERSONAL IDENTITY VERIFICATION OF JAN 2006
CONTRACTOR PERSONNEL (JAN 2006)

A.2 52.224-1 PRIVACY ACT NOTIFICATION (APR 1984)

The Contractor will be required to design, develop, or operate a system of records on individuals, to
accomplish an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5
U.S.C. 552a) and applicable agency regulations. Violation of the Act may involve the imposition of criminal
penalties.

A.3 52.224-2 PRIVACY ACT (APR 1984)

(a) The Contractor agrees to--

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the Act
in the design, development, or operation of any system of records on individuals to accomplish an agency
function when the contract specifically identifies--

(i) The systems of records; and

(ii) The design, development, or operation work that the contractor is to perform;

(2) Include the Privacy Act notification contained in this contract in every solicitation and resulting
subcontract and in every subcontract awarded without a solicitation, when the work statement in the proposed
subcontract requires the design, development, or operation of a system of records on individuals that is subject
to the Act; and

(3) Include this clause, including this subparagraph (3), in all subcontracts awarded under this contract
which requires the design, development, or operation of such a system of records.

(b) In the event of violations of the Act, a civil action may be brought against the agency involved when the
violation concerns the design, development, or operation of a system of records on individuals to accomplish
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an agency function, and criminal penalties may be imposed upon the officers or employees of the agency
when the violation concerns the operation of a system of records on individuals to accomplish an agency
function. For purposes of the Act, when the contract is for the operation of a system of records on individuals
to accomplish an agency function, the Contractor and any employee of the Contractor is considered to be an
employee of the agency.

(c) (1) "Operation of a system of records," as used in this clause, means performance of any of the activities
associated with maintaining the system of records, including the collection, use, and dissemination of records.

(2) "Record," as used in this clause, means any item, collection, or grouping of information about an
individual that is maintained by an agency, including; but not limited to, education, financial transactions,
medical history, and criminal or employment history and that contains the person's name, or the identifying
number, symbol, or other identifying particular assigned to the individual, such as a fingerprint or voiceprint or a
photograph.

(3) "System of records on individuals," as used in this clause, means a group of any records under the
control of any agency from which information is retrieved by the name of the individual or by some identifying
number, symbol, or other identifying particular assigned to the individual.

52.223-6 DRUG-FREE WORKPLACE MAY 2001
52.233-4 APPLICABLE LAW FOR BREACH OF OCT 2004

CONTRACT CLAIM
52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, APR 1984

EQUIPMENT, AND VEGETATION

A.4 52.243-3 CHANGES-TIME-AND-MATERIALS OR LABOR-HOURS (SEPT 2000)

(a) The Contracting Officer may at any time, by written order, and without notice to the sureties, if any, make
changes within the general scope of this contract in any one or more of the following:

(1) Description of services to be performed.

(2) Time of performance (i.e., hours of the day, days of the week, etc.).

(3) Place of performance of the services.

(4) Drawings, designs, or specifications when the supplies to be furnished are to be specially manufactured
for the Government in accordance with the drawings, designs, or specifications.

(5) Method of shipment or packing of supplies.

(6) Place of delivery.

(7) Amount of Government-furnished property.

(b) If any change causes an increase or decrease in any hourly rate, the ceiling price, or the time required for
performance of any part of the work under this contract, whether or not changed by the order, or otherwise
affects any other terms and conditions of this contract, the Contracting Officer will make an equitable
adjustment in any one or more of the following and will modify the contract accordingly:

(1) Ceiling price.
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(2) Hourly rates.

(3) Delivery schedule.

(4) Other affected terms.

(c) The Contractor shall assert its right to an adjustment under this clause within 30 days from the date of
receipt of the written order. However, if the Contracting Officer decides that the facts justify it, the Contracting
Officer may receive and act upon a proposal submitted before final payment of the contract.

(d) Failure to agree to any adjustment will be a dispute under the Disputes clause. However, nothing in this
clause excuses the Contractor from proceeding with the contract as changed.

A.5 52.213-4 TERMS AND CONDITIONS - SIMPLIFIED ACQUISITIONS (OTHER THAN
COMMERCIAL ITEMS) (FEB 2006)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses that are

incorporated by reference:

(1) The clauses listed below implement provisions of law or Executive order:

(i) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

(ii) 52.222-21, Prohibition of Segregated Facilities (Feb 1999) (E.O. 11246).

(iii) 52.222-26, Equal Opportunity (Apr 2002) (E.O. 11246).

(iv) 52.225-13, Restrictions on Certain Foreign Purchases (FEB 2006) (E.o.s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

(v) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(vi) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. 108-77, 108-78).

(2) Listed below are additional clauses that apply:

(i) 52.232-1, Payments (Apr 1984).

(ii) 52.232-8, Discounts for Prompt Payment (Feb 2002).

(iii) 52.232-11, Extras (Apr 1984).

(iv) 52.232-25, Prompt Payment (Oct 2003).

(v) 52.233-1, Disputes (Jul 2002).

(vi) 52.244-6, Subcontracts for Commercial Items (FEB 2006).

(vii) 52.253-1, Computer Generated Forms (Jan 1991).
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(b) The Contractor shall comply with the following FAR clauses, incorporated by reference, unless the
circumstances do not apply:

(1) The clauses listed below implement provisions of law or Executive order:

(i) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (JAN 2006) (E.O. 13126). (Applies
to contracts for supplies exceeding the micro-purchase threshold.)

(ii) 52.222-20, Walsh-Healey Public Contracts Act (Dec 1996) (41 U.S.C. 35-45) (Applies to supply
contracts over $10,000 in the United States, Puerto Rico, or the U.S. Virgin Islands).

(iii) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans (DEC 2001) (38 U.S.C. 4212) (Applies to contracts of $25,000 or more).

(iv) 52.222-36, Affirmative Action for Workers with Disabilities (June 1998) (29 U.S.C. 793). (Applies to
contracts over $10,000, unless the work is to be performed outside the United States by employees recruited
outside the United States.) (For purposes of this clause, United States includes the 50 States, the District of
Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S. Virgin Islands, and
Wake Island.)

(v) 52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (DEC 2001) (38 U.S.C. 4212) (Applies to contracts of $25,000 or more).

(vi) 52.222-41, Service Contract Act of 1965, As Amended (JUL 2005) (41 U.S.C. 351, et seq.) (Applies to
service contracts over $2,500 that are subject to the Service Contract Act and will be performed in the United
States, District of Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S.
Virgin Islands, Johnston Island, Wake Island, or the outer continental shelf lands).

(vii) 52.223-5, Pollution Prevention and Right-to-Know Information (AUG 2003) (E.O. 13148) (Applies to
services performed on Federal facilities).

(viii) 52.225-1, Buy American Act--Supplies (June 2003) (41 U.S.C. 10a-1Od) (Applies to contracts for
supplies, and to contracts for services involving the furnishing of supplies, for use in the United States or its
outlying areas, if the value of the supply contract or supply portion of a service contract exceeds the micro-
purchase threshold and the acquisition--

(A) Is set aside for small business concerns; or

(B) Cannot be set aside for small business concerns (see 19.502-2), and does not exceed $25,000.)

(ix) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (OCT 2003).
(Applies when the payment will be made by electronic funds transfer (EFT) and the payment office uses the
Central Contractor Registration (CCR) database as its source of EFT information.)

(x) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May
1999). (Applies when the payment will be made by EFT and the payment office does not use the CCR
database as its source of EFT information.)

(xi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C.
Appx 1241). (Applies to supplies transported by ocean vessels (except for the types of subcontracts listed at
47.504(d).)

(2) Listed below are additional clauses that may apply:
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(i) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (JAN 2005) (Applies to contracts over $25,000).

(ii) 52.211-17, Delivery of Excess Quantities (SEPT 1989) (Applies to fixed-price supplies).

(iii) 52.247-29, F.o.b. Origin (FEB 2006) (Applies to supplies if delivery is f.o.b. origin).

(iv) 52.247-34, F.o.b. Destination (NOV 1991) (Applies to supplies if delivery is f.o.b. destination).

(c) FAR 52.252-2, Clauses Incorporated by Reference (FEB 1998). This contract incorporates one or more
clauses by reference, with the same force and effect as if they were given in full text. Upon request, the
Contracting Officer will make their full text available. Also, the full text of a clause may be accessed
electronically at this/these address(es):

http://www.arnet.gov/far

(d) Inspection/Acceptance. The Contractor shall tender for acceptance only those items that conform to the
requirements of this contract. The Government reserves the right to inspect or test any supplies or services
that have been tendered for acceptance. The Government may require repair or replacement of nonconforming
supplies or reperformance of nonconforming services at no increase in contract price. The Government must
exercise its postacceptance rights--

(1) Within a reasonable period of time after the defect was discovered or should have been discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is due to the defect
in the item.

(e) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an
occurrence beyond the reasonable control of the Contractor and without its fault or negligence, such as acts of
God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods,
epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The
Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the
commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy
such occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting Officer
of the cessation of such occurrence.

(f) Termination for the Government's convenience. The Government reserves the right to terminate this
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid a percentage
of the contract price reflecting the percentage of the work performed prior to the notice of termination, plus
reasonable charges that the Contractor can demonstrate to the satisfaction of the Government, using its
standard record keeping system, have resulted from the termination. The Contractor shall not be required to
comply with the cost accounting standards or contract cost principles for this purpose. This paragraph does not
give the Government any right to audit the Contractor's records. The Contractor shall not be paid for any work
performed or costs incurred that reasonably could have been avoided.

(g) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon request, with adequate assurances of future performance.
In the event of termination for cause, the Government shall not be liable to the Contractor for any amount for
supplies or services not accepted, and the Contractor shall be liable to the Government for any and all rights
and remedies provided by law. If it is determined that the Government improperly terminated this contract for
default, such termination shall be deemed a termination for convenience.
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(h) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and
fit for use for the particular purpose described in this contract.

A.6 NRC Acquisition Clauses - (NRCAR) 48 CFR Oh. 20

A.7 Other Applicable Clauses

0 See Addendum for the following in full text (if checked)

[]52.216-18, Ordering

[] 52.216-19, Order Limitations

] 52.216-22, Indefinite Quantity

0 52.217-6, Option for Increased Quantity

f 52.217-7, Option for Increased Quantity Separately Priced Line Item

[X] 52.217-8, Option to Extend Services

[X] 52.217-9, Option to Extend the Term of the Contract

A.8 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the
option by written notice to the Contractor within 30 days.

A.9 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60
days days before the contract expires. The preliminary notice does not commit the Government to an
extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not
exceed two years.

A.10 PROJECT OFFICER AUTHORITY (ALT 1) (FEB 2004)
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(a) The contracting officer's authorized representative hereinafter referred to as the project officer for this
contract is:

Name: Henry Rubin

Address: U.S. Nuclear Regulatory Commission
Mail Stop: O-3E-17A
Washington, DC 20555

Telephone Number: 301-415-1374

(b) The project officer shall:

(1) Request services from the contractor via telephone or in writing for items required under this contract up to
the amount obligated on the contract award document.

(2) Monitor contractor performance and recommend changes in requirements to the contracting officer.

(3) Inspect and accept products/services provided under the contract.

(4) Review all contractor invoices/vouchers requesting payment for roducts/services provided under the
contract and make recommendations for approval, disapproval, or suspension.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a
contractor emplyee no longer requires access authorization and return of any NRC issued badge to SB/DFS
within three days after their termination.

(c) The project officer may not make changes to the express terms and conditions of this contract.

*To be incorporated into any resultant contract

A.11 SEAT BELTS

Contractors, subcontractors, and grantees, are encouraged to adopt and enforce on-the-job seat belt policies
and programs for their employees when operating company-owned, rented, or personally owned vehicles.

A.12 Compliance with U.S. Immigration Laws and Regulations

NRC contractors are responsible to ensure that their alien personnel are not in violation of United States
Immigration and Naturalization (INS) laws and regulations, including employment authorization documents and
visa requirements. Each alien employee of the Contractor must be lawfully admitted for permanent residence
as evidenced by Alien Registration Receipt Card Form 1-151 or must present other evidence from the
Immigration and Naturalization Services that employment will not affect his/her immigration status. The INS
Office of Business Liaison (OBL) provides information to contractors to help them understand the employment
eligibility verification process for non-US citizens. This information can be found on the INS website,
http://www.ins.usdoj.gov/graphics/services/employerinfo/index.htm#obl.
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The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its
equipment/services, and/or take any number of contract administrative actions (e.g., disallow costs, terminate
for cause) should the Contractor violate the Contractor's responsibility under this clause.

(End of Clause)

A.13 Safety of On-Site Contractor Personnel

Ensuring the safety of occupants of Federal buildings is a responsibility shared by the professionals
implementing our security and safety programs and the persons being protected. The NRC's Office of
Administration (ADM) Division of Facilities and Security (DFS) has coordinated an Occupant Emergency Plan
(OEP) for NRC Headquarters buildings with local authorities. The OEP has been approved by the
Montgomery County Fire and Rescue Service. It is designed to improve building occupants' chances of
survival, minimize damage to property, and promptly account for building occupants when necessary.

The contractor's Project Director shall ensure that all personnel working full time on-site at NRC Headquarters
read the NRC's OEP, provided electronically on the NRC Intranet at http://www.internal.nrc.gov/ADM/OEP.pdf
The contractor's Project Director also shall emphasize to each staff member that they are to be familiar with
and guided by the OEP, as well as by instructions given by emergency response personnel in situations which
pose an immediate health or safety threat to building occupants.

The NRC Project Officer shall ensure that the contractor's Project Director has communicated the requirement
for on-site contractor staff to follow the guidance in the OEP. The NRC Project Officer also will assist in
accounting for on-site contract persons in the event of a major emergency (e.g., explosion occurs and
casualties or injuries are suspected) during which a full evacuation will be required, including the assembly and
accountability of occupants. The NRC DFS will conduct drills periodically to train occupants and assess these
procedures.
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CONTINUATION PAGE

Page 11



PERSONNEL SERVICES

Retirement Counseling

Scope of Work

The U.S. Nuclear Regulatory Commission is anticipating a continued period of increased
activity in the area of benefits administration and counseling due to the large number of
employees eligible for retirement. This will increase the need for employee counseling and
administrative assistance to compute retirement credit and estimated annuities.

The contractor will provide advice to individual staff members on retirement plans and in other
areas including CSRS, CSRS Offset, social security, thrift savings plan, health insurance, life
insurance, spouse equity laws, and FERS, and shall compute projected annuity amounts
under several retirement dates so that retirement timing may be maximized. The contractor will
obtain
information necessary to perform this service from in-person interviews, examinations of
Official Personnel Folders at the office locations (NRC Headquarters) in OWFN, and other
sources as appropriate (e.g., Social Security Administration, other agencies where the NRC
employee worked previously, etc.). Using this data, the NRC employee or the NRC Benefit
Specialist shall be provided retirement information in writing and/or orally. An NRC Benefits
Specialist will provide the contractor the names of NRC employees who indicate an
interest in retirement information along with information provided by the NRC employee. The
NRC will provide office space, a computer, and a phone at the OWFN building. It will include
access to Official Personnel Folders at each location. Retirement benefit analyses are
computed on "Government Retirement & Benefits" software. The contractor may be involved
with conducting open seasons for health insurance, life insurance, thrift savings, and FERS.

When a detailed written analysis is provided, the document will include as a minimum:

(1) Service Summary

Effect of waiving military retired pay

Review of records for correct placement in any of three retirement systems (CSRS, FERS, and
CSRS Offset)

Review civilian and military service and compute service computation date

(2) Benefits Summary, including Retirement and Survivor Benefits

Estimates of survivor benefits and their cost to retirees

Estimates of deposit and redeposit amounts, and reduction from the annuity if they are not
paid

Supplements under FERS

Effect of sick leave, as projected to proposed date(s) of retirement for employees with current
or former service under CSRS



Disability and "early out" retirement benefits
Supplemental payments under FERS
Alternate forms of annuity

(3) Computations.

Calculation of "High Three" average salary
Computation of retirement credit for part-time work
Calculation of estimated annuity under special rules for law enforcement personnel

SCHEDULING OF SERVICES

The project officer will request services via telephone or email three days prior to performance
of services needed. There maybe some instances due to unforseen circumstances in which
NRC may not be able to provide a three day notice.



ATTACHMENT 2
'I

NRC FORM 187
f1-2000)
NRCMD 12

U.S. NUCLEAR REGULATORY COMMISSION

CONTRACT SECURITY AND/OR
CLASSIFICATION REQUIREMENTS

AUTHORITY
The policies, procedures, and criteria of the
NRC Security Program, NRCMD 12, apply to
performance of this contract, subcontract or
other activity.

COMPLETE CLASSIFIED ITEMS BY
SEPARATE CORRESPONDENCE

1. CONTRACTOR NAME AND ADDRESS A. CONTRACT NUMBER FOR COMMERCIAL
CONTRACTS OR JOB CODE FOR DOE 2. TYPE OF SUBMISSION
PROJECTS (Prime contract number must be shown
Icr atl subcon'tracts.) -AORIGINAL

HR.04,-376- E. REVISED

B. PROJECTED C. PROJECTED previcu- submissions)
START DATE COMPLETION DATE

0I C. OTHER (Specify)r03/26/2006 03/25/2008 ---

3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

A. DOES NOT APPLY 1 B. CONTRACT NUMBER IR-04-376 JDATE 03/25/2006

4. PROJECT TITLE AND OTHER IDENTIFYING INFORMATION

Retirement Counseling Services

5. PERFORMANCE WILL REQUIRE NATIONAL SECURITY RESTRICTED DATA
A. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED INFORMATION NOT

[7 YES (if YES,* answer 1-7 below) APPLICABLENO(I NO" rced o5C)SECRET CONFIDENTIAL SECRET CONFIDENTIAL

96 No (it "NO,* proceed to 5. C.)

1. ACCESS TO FOREIGN INTELLIGENCE INFORMATION E -- L-I F-t L--
2. RECEIPT, STORAGE, OR OTHER SAFEGUARDING OF

CLASSIFIED MATTER. (See 5.B.) E 1: 1:1
3. GENERATION OF CLASSIFIED MATTER. IEl El Rl -I 1I]
4. ACCESS TO CRYPTOGRAPHIC MATERIAL OR OTHER

CLASSIFIED COMSEC INFORMATION. El I L El r-i Eil
5. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED

INFORMATION PROCESSED BY ANOTHER AGENCY. E- El
6. CLASSIFIED USE OF AN INFORMATION TECHNOLOGY

PROCESSING SYSTEM.

7. OTHER (Specify) ] I LI LI ELI
B. IS FACILITY CLEARANCE REOUIRED? L YES NO

C. LI UNESCORTED ACCESS IS REQUIRED TO PROTECTED AND VITAL AREAS OF NUCLEAR POWER PLANTS.

. ] ACCESS IS REQUIRED TO UNCLASSIFIED SAFEGUARDS INFORMATION.

E. [ ACCESS IS REQUIRED TO SENSITIVE IT SYSTEMS AND DATA.

F. g UNESCORTED ACCESS TO NRC HEADQUARTERS BUILDING.

FOR PROCEDURES AND REOUIFIICMENTS ON PROVIDING TEMPORARY AND FINAL APPROVAL FOR UNESCORTED ACCESS. REFEH'I 0 NRUMD 12.

NRC....18 1.2 . .. ..... ....1 PR, E ON REYLDPAE hs omwsd,,ndus~I~m
NRC FORM 187 (1.2000) PRINTED ON RECYCLED PArEF1 This fOrm was dpsigni~d usinn InForrvs



6. INFORMATION PERTAINING TO THESE REQUIREMENTS OR THIS PROJECT, EVEN THOUGH SUCH INFORMATION IS CONSIDERED UNCLASSIFIED,
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY:

NAME AND TITLE f SIGNATURE DATE

Henry Rubin, Human R esources Specialist C,3
Project Officer

7. CLASSIFICATION GUIDANCE

NATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLASSIFICATION GUIDES

8. CLASSIFIED REVIEW OF CONTRACTOR I SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS WILL BE
CONDUCTED BY:

D AUTHORIZED CLASSIFIER (Name and Title) El DIVISION OF FACILITIES AND SECURITY

9. REQUIRED DISTRIBUTION OF NRC FORM 187 Check appropriate box(es)

[ SPONSORING NRC OFFICE OR DIVISION (Item 1DA) DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT

DIVISION OF FACILITIES AND SECURITY (Item 1OB) CONTRACTOR (Item 1)

D SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE
OFFICIALS NAMED IN ITEMS 1OB AND 10C BELOW.

10. APPROVALS

SECURITY/CLASSIFICATION REOUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE OFFICIALS NAMED IN
ITEMS 10B AND IOC BELOW.

NAME (Print or type) SIGNATURE DATE

A. DIRECTOR. OFFICE OR DIVISION SIGNATURE DATE

James F. McDermott

B. DIRECTOR, DIVISION OF FACILITIES AND SECURITY U. 2 DATE

Sharon D. Stewart/
C.. DIRECTOR, DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT /SIGNATVE DATE

IaNor applicable Lo DOE agree-nen-s-)

YlIary Lynn Scott /4//6
REMARKS



2052.204-70 SECURITY

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures, and criteria of the NRC Security Program, NRC Management Directive (MD) 12
(including MD12.1, "NRC Facility Security Program;" MD 12.2, "NRC Classified Information
Security Program;" MD 12.3, "NRC Personnel Security Program;" MD 12.4, "NRC
Telecommunications Systems Security Program;" MD 12.5, "NRC Automated Information
Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information Security
Program"), apply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC
Form 187 (See List of Attachments) furnishes the basis for providing security and classification
requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or may
have an NRC contractual relationship that requires access to classified Restricted Data or
National Security Information or matter, access to sensitive unclassified information
(Safeguards, Official Use Only, and Proprietary information) access to sensitive Information
Technology (IT) systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access to protected and vital areas of nuclear power plants.

(b) It is the contractor's duty to protect National Security Information, Restricted Data, and
Formerly Restricted Data. The contractor shall, in accordance with the Commission's security
regulations and requirements, be responsible for protecting National Security Information,
Restricted Data, and Formerly Restricted Data, and for protecting against sabotage, espionage,
loss, and theft, the classified documents and material in the contractor's possession in
connection with the performance of work under this contract. Except as otherwise expressly
provided in this contract, the contractor shall, upon completion or termination of this contract,
transmit to the Commission any classified matter in the possession of the contractor or any
person under the contractor's control in connection with performance of this contract. If
retention by the contractor of any classified matter is required after the completion or
termination of the contract and the retention is approved by the contracting officer, the
contractor shall complete a certificate of possession to be furnished to the Commission
specifying the classified matter to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing the retention of the matter and
their period of retention, if known. If the retention is approved by the contracting officer, the
security provisions of the contract continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be
furnished, or may develop or acquire, safeguards information, proprietary data (trade secrets)
or confidential or privileged technical, business, or financial information, including Commission
plans, policies, reports, financial plans, other (Official Use Only) internal data protected by the
Privacy Act of 1974 (Pub. L. 93-579), or other information which has not been released to the
public or has been determined by the Commission to be otherwise exempt from disclosure to
the public. The contractor shall ensure that information protected from public disclosure is
maintained as required by NRC regulations and policies, as cited in this contract or as
otherwise provided by the NRC. The contractor will not directly or indirectly duplicate,



disseminate, or disclose the information in whole or in part to any other
person or organization except as may be necessary to perform the work under this contract.
The contractor agrees to return the information to the Commission or otherwise dispose of it at
the direction of the contracting officer. Failure to comply with this clause is grounds for
termination of this contract.

(d) Regulations. The contractor agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of Facilities
and Security (DFS) and the Contracting Officer. These changes will be under the authority of
the FAR Changes clause referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management
Directive 12.1, NRC Facility Security Program which is incorporated into this contract by
reference as though fully set forth herein. Attention is directed specifically to the section titled
"Infractions and Violations," including "Administrative Actions" and "Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used
in this clause, means information that has been determined pursuant to Executive Order 12958
or any predecessor order to require protection against unauthorized disclosure and that is so
designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all
data concerning design, manufacture, or utilization of atomic weapons; the production of
special nuclear material; or the use of special nuclear material in the production of energy, but
does not include data declassified or removed from the Restricted Data category pursuant to
Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this
clause, means all data removed from the Restricted Data category under Section 142-d of the
Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an applicant for the physical protection
of special nuclear material; or security measures for the physical protection and location of
certain plant equipment vital to the safety of production of utilization facilities. Protection of this
information is required pursuant to Section 147 of the Atomic Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to
Restricted Data, Formerly Restricted Data, or other classified information, except in accordance
with the Atomic Energy Act of 1954, as amended, and the Commission's regulations or
requirements applicable to the particular type or category of classified information to which
access is required. The contractor shall also execute a Standard Form 312, Classified
Information Nondisclosure Agreement, when access to classified information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information,
Restricted Data, and Formerly Restricted Data relating to the work or services ordered
hereunder to any person not entitled to receive it, or failure to safeguard any Restricted Data,
Formerly Restricted Data, or any other classified matter that may come to the contractor or any
person under the contractor's control in connection with work under this contract, may subject
the contractor, its agents, employees, or subcontractors to criminal liability under the laws of the



United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the contractor shall insert provisions similar to the foregoing in all
subcontracts and purchase orders under this contract.

(I) In performing the contract work, the contractor shall classify all documents, material, and
equipment originated or generated by the contractor in accordance with guidance issued by the
Commission. Every subcontract and purchase order issued hereunder involving the origination
or generation of classified documents, material, and equipment must provide that the
subcontractor or supplier assign classification to all documents, material, and equipment in
accordance with guidance furnished by the contractor.

(END OF CLAUSE)



Badge Requirements for Unescorted Building Access to NRC Facilities

During the life of this contract, the rights of ingress and egress for contractor personnel must be
made available, as required, provided that the individual has been approved for unescorted
access after a favorable adjudication from the Security Branch, Division of Facilities and
Security (SB/DFS). In this regard, all contractor personnel whose duties under this contract
require their presence on-site shall be clearly identifiable by a distinctive badge furnished by the
NRC. The Project Officer shall assist the contractor in obtaining badges for the contractor
personnel. All contractor personnel must present two forms of Identity Source Documents (1-9).
One of the documents must be a valid picture ID issued by a state or by the Federal
government. Original 1-9 documents must be presented in person for certification. A list of
acceptable documents is attached. It is the sole responsibility of the contractor to ensure that
each employee has a proper NRC-issued identification/badge at all times. All photo-
identification badges must be immediately (no later than three days) delivered to SB/DFS for
cancellation or disposition upon the termination of employment of any contractor personnel.
Contractor personnel must display any NRC issued badge in clear view at all times during
on-site performance under this contract. It is the contractor's duty to assure that contractor
personnel enter only those work areas necessary for performance of contract work, and to
assure the protection of any Government records or data that contractor personnel may come
into contact with."

(END OF CLAUSE)



SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY ACCESS APPROVAL

The proposer/contractor must identify all individuals and propose the level of Information
Technology (IT) approval for each, using the following guidance. The NRC sponsoring office
shall make the final determination of the level, if any, of IT approval required for all individuals
working under this contract.

The Government shall have and exercise full and complete control over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this
contract.

SECURITY REQUIREMENTS FOR LEVEL I

Performance under this contract will involve prime contractor personnel, subcontractors or
others who perform services requiring direct access to or operate agency sensitive information
technology systems or data (IT Level I).

The IT Level I involves responsibility for the planning, direction, and implementation of a
computer security program; major responsibility for the direction, planning, and design of a
computer system, including hardware and software; or the capability to access a computer
system during its operation or maintenance in such a way that could cause or that has a
relatively high risk of causing grave damage; or the capability to realize a significant personal
gain from computer access. Such contractor personnel shall be subject to the NRC contractor
personnel security requirements of NRC Management Directive (MD) 12.3, Part I and will
require a favorably adjudicated Limited Background Investigation (LBI)..

A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by Security Branch, Division of Facilities and Security (SBIDFS).
Temporary access may be approved based on a favorable adjudication of their security forms
and checks. Final access will be approved based on a favorably adjudicated LBI in accordance
with the procedures found in NRC MD 12.3, Part I. However, temporary access authorization
approval will be revoked and the employee may subsequently be removed from the contract in
the event the employee's investigation cannot be favorably adjudicated. Such employee will not
be authorized to work under any NRC contract without the approval of SB/DFS. Timely receipt
of properly completed security applications is a contract requirement. Failure of the contractor
to comply with this condition within the ten work-day period may be a basis to void the notice of
selection. In that event, the Government may select another firm for award. When an
individual receives final access, the individual will be subject to a reinvestigation every 10 years.
The contractor shall submit a completed security forms packet, including the SF-86,
"Questionnaire for National Security Positions," and fingerprint charts, through the Project

Officer to SB/ DFS for review and favorable adjudication, prior to the individual performing work
under this contract. The contractor shall assure that all forms are accurate, complete, and
legible (except for Part 2 of the questionnaire, which is required to be completed in private and
submitted by the individual to the contractor in a sealed envelope), as set forth in MD 12.3
which is incorporated into this contract by reference as though fully set forth herein. Based on
SB review of the applicant's security forms and/or the receipt of adverse information by NRC,
the individual may be denied access to NRC facilities, sensitive information technology systems
or data until a final determination is made of his/her eligibility under the provisions of MD 12.3.



Any questions regarding the individual's eligibility for IT Level I approval will be resolved in
accordance with the due process procedures set forth in MD 12.3 and E. 0. 12968.

In accordance with NRCAR 2052.204-70 "Security," IT Level I contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g., bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems and data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.

SECURITY REQUIREMENTS FOR LEVEL II

Performance under this contract will involve contractor personnel that develop and/or analyze
sensitive information technology systems or data or otherwise have access to such systems or
data (IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a
computer system and all other computer or IT positions. Such contractor personnel shall be
subject to the NRC contractor personnel requirements of MD 12.3, Part I, which is hereby
incorporated by reference and made a part of this contract as though fully set forth herein, and
will require a favorably adjudicated Access National Agency Check with Inquiries (ANACI).

A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by SB/DFS. Temporary access may be approved based on a
favorable review of their security forms and checks. Final access will be approved based on a
favorably adjudicated ANACI in accordance with the procedures found in MD 12.3, Part I.
However, temporary access authorization approval will be revoked and the employee may
subsequently be removed from the contract in the event the employee's investigation cannot be
-favorably adjudicated. Such employee will not be authorized to work under any NRC contract
without the approval of SB/DFS. Timely receipt of properly completed security applications is a
contract requirement. Failure of the contractor to comply with this condition within the ten
work-day period may be a basis to void the notice of selection. In that event, the Government
may select another firm for award. When an individual receives final access, the individual will
be subject to a reinvestigation every 10 years.

The contractor shall submit a completed security forms packet, including the SF-86,
"Questionnaire for National Security Positions," and fingerprint charts, through the Project
Officer to the NRC SB/DFS for review and favorable adjudication, prior to the individual
performing work under this contract. The contractor shall assure that all forms are accurate,
complete, and legible (except for Part 2 of the questionnaire, which is required to be completed
in private and submitted by the individual to the contractor in a sealed envelope), as set forth in
MD 12.3. Based on SB review of the applicant's security forms and/or the receipt of adverse
information by NRC, the individual may be denied access to NRC facilities, sensitive information
technology systems or data until a final determination is made of his/her eligibility under the
provisions of MD 12.3. Any questions regarding the individual's eligibility for IT Level II approval
will be resolved in accordance with the due process procedures set forth in MD 12.3 and
E.O. 12968.



In accordance with NRCAR 2052.204-70 "Security," IT Level II contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g. bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems or data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for investigation is to be withdrawn or canceled, the contractor shall
immediately notify the Project Officer by telephone in order that he/she will immediately contact
the SB/DFS so that the investigation may be promptly discontinued. The notification shall
contain the full name of the individual, and the date of the request. Telephone notifications
must be promptly confirmed in writing to the Project Officer who will forward the confirmation via
email to the SB/DFS. Additionally, SB/DFS must be immediately notified when an individual no
longer requires access to NRC sensitive automated information technology systems or data,
including the voluntary or involuntary separation of employment of an individual who has been
approved for or is being processed for access under the NRC "Personnel Security Program."

(END OF CLAUSE)


