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VOTING SUMMARY - SECY-06-0126

" RECORDED VOTES
. ) : NC.)T
' APRVD DISAPRVD ABSTAIN PARTICIP COMMENTS DATE

CHRM. DIAZ X - X 6/20/06
COMR. McGAFFIGAN X X 6/28/06
COMR. MERRIFIELD X X - 6/28/06
COMR.JACZKO X X 6/27/06
COMR. LYONS X X 6/28/06

COMMENT RESOLUTION

In their vote sheets, all Commissioners approved the staff's recommendation and provided
some additional comments. Subsequently, the comments of the Commission were
incorporated into the guidance to staff as reflected in the SRM issued on June 30, 2006.




NOTATION VOTE

RESPONSE SHEET
TO: - Annette Vietti-Cook, Secretary
FROM: CHAIRMAN DIAZ
SUBJECT:  SECY-06-0126 - PROPOSED RULEMAKING -
POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63)

w/comments -

| Approved xxeﬁ-Tlsapproved Abstain

Not Partucnpatmg L :

COMMENTS:

I approve publishing in the Federal Register the proposed amendments to 10 CFR Parts 50, 72,
and 73 with appendices, and agree with staff's proposal to certify that the rule will satisfy the
requirements of the Regulatory Flexibility Act, § U.S.C. 605 (b). Over the past several years the
NRC has aggressively enhanced security at nuclear facilities through the issuance of security -
orders, security evaluations and lessons learned. This rulemaking is a culmination of those
activities and will bring closure to these issues. In addition, the Energy Policy Act of 2005 has
provided the agency with certain provisions to enhance the security programs at nuclear
facilities. Edits are attached for incorporation into the rulemaking package. Further, the Order
reqmrements addressed by the final rule should be rescmded

Entered on "STARS” Yes l/ No
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(e)(1)(il) Site-specific conditions that
affect implementation of Commission

requirements.

'| specific conditions in the development and

This requirement would be added to
reflect the Commission's view that

licensees must focus attention on site-

implementation of site plans, procedures,
processes, response strategles, and
ultimately, the Iicensée capability to
achieve the performance objective of the

proposed (b)ﬁ ).

Iicehsee shall protect the approved

-{ security plans and other related
safeguards information against -
unauthorized disclosure in a.ccordanc.e

with the requirements of § 73.21.

(c){2) Protection of security plans. The .

This requirement would be added{—~¢q )
' N
emphasize the requirements for the
protection of safeguards information in
accordance with the requirements of

§73.21.

|

1 (c)(3) Physical Security Plan.

This header would be added for formatting

purposes.
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§ 78.55(h)(1) Safeguards contingency
plans ‘must be in accordance with the
cﬁteria in Appendix C to this part,
"Licensee SafegUards Contingency

Plans."

e
N
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(c)(5)(i) The licensee shall establish,
mairitaln, and implement a Qommissidn?
approved safeguards contingency plan
that describes how thé criteria set forth

in section Il of Appendix C, “Licegge_.ef-—

Safeguards Contingency Plané\:“ to_this-9~

e
o]

-

par@ill be implemented.

This requirement would retain the current
requirement of § 73.55(h)(1) to provide a

safeguards contingency plan with minor

to Appendix C would be revised to reflect
the reformatting of the proposed Appendix
C which would have a section Il that

applies only to power reactors.

revisions. Most significantly, the reference

(c)(5)(ii) The safeguards contingency
plan must describe predetermined
actions, plans, and strategies designed
to intercept, challenge, delay, and
-ﬁeutralize threats up to and including the
design basis threat of radiological

sabotage.

.| This requirement would be added to

generally describe the content of the

S'afeguafds Conting'éncy Plan.

(c)(6) Implementing procedures. .

| This header would be added for formattin'g

purposes.
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f(e)(4) Owner controlled area. The

:licensee shall establish and maintain
! .
'physical barriers in the owner controlled

I
' ‘area to deter, delay, or prevent

|
'unauthonzed access, facilitate the early

detectron of unauthonzed activities, and
!

'control approach routes to the facility.

i

This requirement would be added to
provide a performance based requirement

to provide enhanced protection outside

- the.protegte) rea relative to detecting,
d

assessi g, delaying, a threat before
reachmg any area from which the threat
could disable the personnel, equipment, or
systems required to meet the 'perf_ormance

objective and requirements described in

the proposed paragraph (b).

(e)(5) Isolation zone.

This header would be added for formatting

purposes.

| 10 CFR 73.55(c)(3) Isolation zones shall
be maintained in outdoor areas adjacent
to the physical barrier at the perimeter of

the protected area...

1
!
E(e)(5)(i) An isolation zone must be
gmaintained in outdoor areas adjacent to
Ethe protected area perimeter barrier.

I
'The isolation zone shall be:

This requlremeni would retain the current

requirement for an isolation zone.

!
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(9)(1)(vii) In response to specific threat /
information, implement a two-person
(line-of-sight) rule for all personhél in

vital areas so that no oﬁe individual Is -
permiﬁed unescorted access to vital
areas. Under these conditions the
licensee shéll implement measurés to
verify that the two person rule has been

met when a vital area is accessed.

This requirement would be added to
require two speciﬂé actions to be taken ﬁy
the licensee where bredible threat
information is proylded. This proposed
requirement, would first require that the
two-person rule be implemented, and
seéond, that measures bé implemented to
verify that the two-person rule is met when
access to a vital area is gained. Thls.
propbsed requirement would include those

areas identified in the -propo's’ed (e)(8)(iv)

157

to be protected as vital areas.
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§ 73.55(h)(3) The total number of
guards, and armed, t.rai_ned personnél
immediately available at the facility to
fulfill these reéponse requirements shall
nominally be ten (1 0), unless specifically
required otherwise on a case by case

basis by the Commission; however, this

number may not be reduced to less than

five (5) guards.

(k)(3)(I)(A) Thé licensee shall determine
tﬁe_ minimum number of érmed
responders neceséary to protect against
the design basis threat described in

§ 73.1.(a), subject to Commission
approval, and shall document this

number in the approved security plans.

This requirement would be retained and
revised to remove the speciﬁc mihimum
numbers of 10 but no Ieés than 5., to
provide a ﬁerformance based requirement
that meets the proposed réquirement of
(k)(1)(i). lh‘is proposed requirement
would er%f/e' that the licensee would
provide the requisite number of armed

responders needed to carry-out the

- | protective strategy the effectiveness of

which would be evaluated through annual
exercises and triennial exercises observed

by the Commission.
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licensees, applicants. and C/Vs to establish
thresholds in interpreting the results of the

psychological test, to aid in determining

e

whether an individual would be required to:' é
A}

interviewed by a psychiatrist or licensed

clinical psychologist under proposed |

paragraph (e)(4)(ii) of this section.

- 432
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history evaluation is comp!éted.

The proposed rule would n@

establish employment history requirements
for individuals whose UAA has been
interrupted for 30 or fewer days. Proposed
| 5 73.56(n)(3) would require the entities who
are subject to this section to obtain and
review a personal history disclosure from
the épplicant for UAA that would address
the period since the individual’s last period
of‘.UAA was terminated. However, the
licenses, applicant, or CN would be
permitted to forego conducting an
employment history evaluation for

individuals whose UAA has been

interrupted for such a short period,

because there would be little to be learned.
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the -
declaration of an emergency class shall

be performed in accordance with § 50.72

of this chapter. |

especally If this event s the opening
action on an ineffectively cobrdinated
multiple-target aftack. Such notice may .
permit other licensees to escalate to a
higher protective level in advance of an -
attack. Thé Commission would expect
licensees {q notify the NRC Operations
Center as soon as possible after they
notify local law enforcement agencies,
but within 15 rﬁinute@ie Commission |
méy consider the applicability of this
requirement to other types of licensees in

future rulemaking.

613
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Footnote 1 would provudej cross

reference to Appendu&é' rt 73 which

contains NRC contact information.

Footnote 2 would remind licensees of
their concurrent emergency declaration

responsibilities under 10 CFR 50.72.

(a)(1) When making a report under The proposed rule would include this
parégraph (a) of this section, the introductory statement, which provides a -
licensees shall: structure for the followihg list of

information to be provided in the 15-

minute report.

(a)(1)(i) !dentify the facility name; and This requirement would be added to

ensure the licensee’s faciiity is clearly

identified when a report is made.

614
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appendix A to this part. Footnote: 2.

Notifications to the NRC for the
declaration of an emergency class shall
be performed in accordance with § 50.72

of this chapter.

especially if this event is the opening
action on an ineffectively coordinated
multiplé.-targe't attack. Such notice may |
permit other licensees to escalate to a |
higher protective level in advance of an

attack. The Commission would expect

licensees to notify the'NRC Operations

Center as soon as possible after they
notify l6cal law enforcement agencles,
but within 15 minute@le Commission
may consider the applicability of this
requirement to other types of licensees in

future rulemaking.
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Appendix B, Paragraph 1.B.2.b. Armed | B.3.b. A licensed clfnical psychologist, The requirement regarding emotional
individuals, and central alarm station psychiatrist, or physician trained in part to instability would be retained. The'phTase
operators, in addition tof meeting the identify emotional instability shall determine | “Armed-individuals;ardcentratalarm—
requi.remerlit stated in Paragraph a. whether arme.d'memberé.of the security staﬁén-eperatorslweﬁld-be-replacednwith--
above, shall have no emotional organization.in addition to meeting the the phrass.“armed- members—of~the- 3 \ /
instability that would interfere with the requirement stated in Paragraph a. of this security. organization™.for-consistency-
effective performance of assigned section,.have o emotional instability that with the.terminology~used-inf-the~w-*-
security job duties. The determination would interfere with the effective | proposed-rulgsrm=-
shall be made by a licensed o performanCe of assigned duties and |
psychologist or psychiatrist, or responsibilities.
physician, or other person professionally B N . . R e,
trained to identify emotional instability. AN - o IR -
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or intelligence gathering efforts. Events

reported under paragraphs | or Il would

require a ol@ﬂen report. Events
A

reporteq"batagraph 11l-would not require a

followup written report.

I. Events to be reported as soon as possible,
but no later than 15 minutes after discovery,
followed by a written report within sixty (60)

days.

(a) The initiation of a security résponse
consistent with a licensee's physical security
plan, safeguards contingency plan, or

defensive strategy based on actual or

imminent threat against a nuclear power plant.

Paragraph | would be added to establish
the types events to be reported within 15
minutes. Because the identification of

informiation:relating to an actual or
[ . ANV .Mx,a..._‘.O'
‘Eotenﬁal threat could quickly result in an
// . .
event, which may necessitate expedited

Commission action (e.g., notification of.
other licensees or Federal authorities),‘ a
shorten reporting time woﬁld be required.
This proposed requirenﬁent would also
ensure that threat-related information

would be made available to the

-| Commission's threat assessment process

829
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(2) Significant physical damage to
a power reactor or any .facility
possessing SSNM or its equipment
or carrier equipment transporﬁng
nuclear fuel or spenf hﬁclear_ fuel, or
to the nuclear fuel or spent nuclear
fuel a facility or carrier possesses;

or

Il.(a)(2) Significant physical damage to any
NRC-regulated power l;eactbr or facility
possessing strategic special nuclear material
or to carrier equipment transporting nuclear
fuel,\gr to the nuclear fuel or spent nuclear fuel

facilit\}( which is possessed by a c;arrier; or

This requirement.would be retained with
minor editorial chénges to improve clarity
and readability and renumbered. The
phrase "NBC-reguIated" woﬂld be added
to specify that all Commission licensed

facilities and transport would be covered

by this requirement. This change would
simplify the language in this section while

retaining the basic requirement.
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NOTATION VOTE®

RESPONSE SHEET
TO: ~ Annette Vietti-Cook, Secretary
FROM: | COMMISSIONER MCGAFFIGAN
SUBJECT: | SECY-06-0126 - PROPOSED RULEMAKING -
- POWER REACTOR SECURITY REQUIREMENTS (RIN

3150-AG63)

) w/comments & edits

'Approved X Disapproved Abstain
Not Participating '

COMMENTS:

See attached comments and edits.

' &M%u

B NATURE WU
’- 28 }aﬂG
DATE

Entered on "STARS” Yes 1_ No___




Commissioner McGaffigan's Comments on SECY-06-0126

| approve publication of this proposed rulemaking for public comment, and agree with the staff's
proposal to certify that this rule satisfies the requirements of the Regulatory Fiexibility Act, 5
U.S.C. 605(b). | would like to laud the work of the staff in putting together a well reasoned,
organized and thoroughly conceived rule. In particular, the staff has made a constructive
proposal for facilities that will use MOX fuel, and that is consistent with the Commission’s action
in a recent adjudication. | look forward to comments on the requirements contained in the
proposed rule. :

Having said that, | believe the rule should explicitly address the need for mitigation of potential
insider threats. While the proposed rule text incorporates many of the elements that would
serve to identify potential insider threats, additional language is needed to explicitly require the
development and implementation of an Insider Mitigation Program and tie together the

necessary program elements to allow for meaningful comment. As such, | am attaching
proposed additional rule text language to be included in 10 CFR 73.55(b)(7).

The staff's modification to the Appendix B requirements regarding evaluations designed to
identify emotional instability in critical personnel, is too narrowly drawn and should be expanded
to at least include alarm station operators. Just like armed members of the security
organization, CAS and SAS operators serve a critical function, the impairment of which could ‘
constitute a significant risk. ‘

Modifications to Appendix G requirements for “Reportable Safeguards Events” should be more
narrowly drafted to properly limit the scope of information that falls within the 4-hour reporting
requirement set forth in Section [ll. As currently written, the use of “or other information” in
subsection (a) of Section lll is too open-ended.

The staff, with assistance from Idaho National Laboratory, has an ambitious plan to revise and
update relevant guidance documents. | agree with Commissioner Jaczko that the staff should
strive to make as much of the implementing guidance as possible publicly available. |
recognize that some elements of the guidance will be considered Safeguards Information or
sensitive unclassified information, and therefore could not be included in a public document. In
such cases, the public version of the document could indicate that additional guidance is
provided in the Safeguards Information version of the document. The staff should provide the
guidance documents to the Commission for information when they are issued for comment.

Finally, while this rule will go a’ long way towards creating the necessary stability for applicants
and licensees, particularly as we prepare for new reactor licensing, the security orders -
addressed in large part through this rulemaking should remain in place. Rescission of these
orders automatically upon completion of the final rule is neither necessary nor prudent. When
this rule is final, existing licensees will be required to examine their security plans to ensure
compliance with the new regulations. While most licensees may not need to make any
modifications, there is a chance that some changes will be necessary or they will need to seek

- relief. Following this review, some licensees may, in accordance with the terms of the orders,
seek relaxation of order provisions or amendment of their licenses if necessary.

ﬁM %/M 613%/0‘?

Edward McGdfiidah, Jr. (Date)




ADD new Rule text to 73. 55(b)(7)'

(i) In addition to the access authorization program required above, and the fitness- -for-duty program required in part 26 of this
. chapter, each licensee shall develop and implement an insider mitigation program.

(ii) The insider mitigation program must be designed to oversee and monitor the initial and continuing trustworthiness and reliability
of individuals granted or retaining unescorted access authorization to a protected or vital area and implement defense-in-depth

. methodologies to minimize the potential for an insider to adversely affect, either directly or indirectly, the licensee capability to
prevent significant core damage or spent fuel sabotage.

ADD new Rule text and Considerations to Table 2;

Current Requirement

Proposed Requirement

Considerations

73.55(b)(7)(i) In addition to the access
authorization program required above,
and the fitness-for-duty program required
in part 26 of this chapter, each licensee
shall develop and |mplement an insider
mltlgatlon program.

This proposed requirement would be
added to establish the insider mitigation
program (IMP). The licensee's IMP
should integrate specific elements of the
licensee AA and FFD programs to focus
those elements on identifying potential
insider threats and denying the
opportunity for an insider to gain or retain

access at an NRC licensed facility.




73.55(b)(7)(ii) The insider mitigation
program must be designed to oversee
and monitor the initial and continuing
trustworthiness and reliability of any
individual granted or retaining unescorted
access authorization to a protected or
vital area and implement defense-in-
depth methodologies to minimize the
| potential for an insider to adversely
affect, either directly or indirectly, the
licensee capability to prevent significant
core damage or spent fuel sabotage.

This proposed requirement would be
added to provide a performance based
requirement for the design and content of
the IMP. The Commission has "
concluded that, by itself, the initial
determination of trustworthiness and
reliability is not adequate to minimize the
potential opportunity for an insider to gain
or retain access, and that only thfough
continual re-evaluation of the information
obtained through these processes can
the licensee provide the level of
assurance necessary. The Commission -
has also determined that defense-in-
depth would be provided through the
integration of physical protection
measures with access authorization and
fitness-for-duty program elements, to
ensure the licensee capability to identify
and mitigate the potential activities of an

-insider, such as, but not limited to,

tampering. The Commission does not
intend that a licensee would limit the IMP
to any one or more elements, but rather
that the licensee would identify and add
additional elements as necessary to
ensure the site's IMP satisfies the
performance requirements specified by

the Commission.




The Commission has determined that no
one element of the physical protection
program, access authorization program,
or fitness-for-duty program would, by
itself, provide the level of protection
against the insider necessary to meet the
performance objective of the proposed
paragraph (b) and therefore, the effective |
integration of these three programs is a
necessary requirement to achieve
defense-in-depth against the potential
insider.




NRC Form 754) to the- list of sections and forms with Ofﬁéé of Management of -
Management Budget (OMB) information collection requiremént's;" A corrective
< revision to § 73.8 would also be made to reflect OMB'épprdvé_l of existing
information collection requirements for NRC Form 366 under eiisting §73.71.
» + Section 73.70, “Records” would be revised to reference the approbriate' revised -
paragraph numbers in proposed § 73.55 regarding the need to retain a record of

- the registry of visitors.

‘ Additiohally, § 73.81(b), “Criminal penalties” which sets forth the sections within Part 73"

that are not subject to criminal sanctions under the AEA, would remain _uncharigéd since willful -

violations of the newly proposed §§ 73.18, 73.19, and 73.58 may be subject to criminal
sanctions.

T Abpendix B and Appéhdix C to Part 73 require special tréatmlent. in this rUleméking fo
preserve, with a minimum of conforming changes, the current requirerﬁenis 'for licensees and
applicants to whom this proposed rulé would not apply. Accordingly; section | through V of -
Appendix B would remain unchanged, and ﬂ-le proposed new language for power reactors
*would be added as section VI. Abpendix C would be divided into two sections, with Section |
maintaininrg all current requirements, and Section Il containing all‘prbpdsed’requirém.ents o
related to power reac.tors. o

1L -Rulemaking. Initiation
On _'July 19, 2004, NRC ‘staff issued a memorandum entitled “Status of Security-Related
Ffﬁlemaking” (accession n‘umbef MLO041180532) to inform the Commission of plans to close
f.or'mer security-related actions and replacé them with a comprehensive rulemaking plan to
modify physical pfotectioﬁ requirements fQI; power reactors. This memorandum described
rulemaking efforts that Were_a suspended by fhe terr'orist‘ acti.vities of September 11, 2001, and

9




summarized the security-related actions taken following the attack. In response to this -
‘memorandum, the Commission directed the staff in an August 23, 2004, Staﬁ Reduirements '
Memorandum (SRM) (COMSECY-O4-OO47,vaccession number ML042360548) to foregq the
development' ofa rulem.akin-g plan, and provide a schedule for the completion of sécurity—related
rulemakings. The staff provided this schedule to‘the Comfniésion by memorandum dated |
Nove\m'ber 16, 2004 (accession number-ML043060572). <.Subseq'uently, ihe staff revised its
plans to amend the Part 73 security requirements to include a requirement for licensees to
assess and manage site activities that could c;qmpromise either saf;aty or security (i.e., the
safety/security interface requirements). This revision is discussed in a‘memorandum dated
July 29, 2005 (accession number ML0O51800350). Finally, by memorandum‘ dated

September 29, 2005 (COMSECY-05-0046, accession number ML0527101 67), the staff
discussed its plans to incorporate select provisions of the EPAct 2005 into the power reactor. .
security requiremenis rulemaking. In COMSECY-05-0046, dated November 1 2005_(aécession ~
number ML053050439), the Commission approved the staff’s approach in incorp_ora'ting the

select provisions of EPAct 2005. -

1ll. Proposed Regulations - . pote s b sz E/ﬂ;Zﬂ
) . - y . . f—}[c(.c; fba"ﬂﬁ‘] /ﬁl_‘: e’ o :
This sectio.n describes significant provisions of this rulemaking: . by AEA &7 J fﬁff?) )
. . ./"w,;_:v "}
1. EPAct 2005 weapons requirements. The new §§ 73.18 and 73.19 would contain , Mwywm.ggu,
' - ) . Pr +
- requirements to implement provisions of Sec. 161A. of the AEA. In § 73.18, theu“%fﬁ:‘ ; v"f‘f
. (o J e
_ : I
NRC would propose firearms background check requirements and would also \'::‘:":?’Mb Y ; :

propose a new NRC Form 754 for licensee security personnel’s submission to oo W

accomplish these firearms background checks under the FBI's NICS database. ‘}ew’“'x"
n §;73.19, the NRC would propose requirements to support a licensee obtaining

enhanced weapons under an ATF firearms license.

10



‘Safety/Security interface requirements. These requirements are located in

.pro_posed § 73.58. The safety/security redui»rements are intende'd to explicitly 4
requlre licensee coordinatlon of potential aduerse.lnteractions'between security
activities and other plant actuvmes that could compromlse elther plant security or
* plant safety ‘The proposed reqmrements would dlrect llcensees to assess and
manage these interactions so that neither safety nor security is compromlsed
.These proposed requrrements address in part, a Petttlon for Rulemaking (PRM
50-80) that reqUested the establishment of regulatiOns governing proposed
changes to the facilities which-could adversely alfect the protectlon against

radiological sabotage.

'EPAct 2005 additional reduirements. The EPAct 2005 requirements that would

‘V be implemented by this proposed:rule_making, in addition tovthe weapons-related
additions described abolre; consist of new requirements to perform‘force-on-
force exercises, and to mitigate potential conflicts ofl‘interest that could influence

“the results of NRC- observed force-on-force exercises. ‘These proposed new

_ .requrrements would be included in proposed § 73 55 and Appendrx Cto Part 73.

. Accelerated notification and revised four-hour reporting requirements. This

proposed rule contains accelerated security n'otifi_cation requirements (i.e., within
15 minutes) in proposed § 73.71 and Appendtx G to Part 73 for attacks and |
lmmlnent threats to power reactors. The proposed accelerated notuﬁcatron

| reqwrements are snmtlar to what was provrded to the lndustry in NRC Bulletin

-' 2005-02, “Emergency Preparedness and Response Actions for Securrty-Based
.Events," dated July 18, 2005. The proposed rule‘also contains two new four-

11




hou; rgportipg requirements. The_plj_oposed rule wo.uld direct licensees to report
to vthe NRC'ihformatipn peri_afni_rig to.suspicious activities aé described in the

) _proposed requirement. The hrbposed rule would also include a new four-hour

| .repo_rting requirement f‘or tarﬁpering events 1hat do_ not meet the current |

threshold for one-hour reporting.

_ Mixed-éxide (MOX) fuel requirements. These requirements would be
incorpqrated into proposed § 73.55 for licensees who propose to use MOX fuel
in théir reactvor(vs).’ These proposed requirements are in Iieu of unnécessarily_
rigorous Part 73 requiremeﬁts (e.g., §§ 73.45 and 73.46), which would otherwise
apply because of the mixed oxide (MOX) fuel's low plutonium content and the
weight and size Qf the MOX fuel asse’mblies.( The proposed MOX fuel security
requiréments are intended to,be'consis_tént with the approach implemented‘by .lcj'

Catawba through the MOX lead test assembly effort.
hvelens - Slatira |

gyber-securifv réquirements. :l'ﬁis propgsed rule woﬁld contéin more detailed
programmatic requirerﬁents for gddressing cyber security a%&wer reactors,
which build oh the requirements imposed by the February 20051 grder. The
proposed cyber-security requiremenis are designed to be conéistent wifh

ongo-ing industry cyber-security efforts.

. Mitigating strategies. The proposed rule would require licensees to develop

. specific guidance and strategies to maintain or restore core cooling,

containment, and.spéntlfuel pool cooling capabilities using existing or readily
available resources (equipment and personnel) that can be effectively
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rule would also add new requirements, including predefined provisions for t_he
suspension of safeguards measures for severe weather conditions that could‘
result in life-threatening situations for security 'personnel (e.g., tornadoes, floods,
-and hurricanes), an-d reduced overly-prescriptive requirements rhrough the
inclusion of performance-based language to allow flexibility in the methods used

to accomplish requirements.

v IV. Section-by-Section Analysis
IV.1. New weaoons requirements.

.' This proposed rulemaking would implement new _weapons'requirements that stem from
the EPAct 2005. This is the only portion of this proposed rulemaking that involves facilities
other than nuclear power reactors. The newly proposed weapons requirements would apply to
power reactors and facilities authorized to possess a formula quantity or greater of strategic
special nuclear material whose securitﬁy plans are governed by §§ 73.20; 73.45; and 73.46.
The new requirements would be in three different sections and an NRC Form: |
~e " Revised proposed § 73.2 “Definitions™ w"u’() tocude to oVt ”‘

. Proposed § 73 18, “Firearms background checks for armed security per_sonn'el"

Proposed § 73.19; “Authonzatlon for use of enhanced weapons E

\ i

|
: AE !
e Proposed NRC Form 754, “Armed Security Personnel Background Chctaci:k”:
o

: :, w *.‘I
‘Proposed § 73.18 would contain requrrements that lmplement provrsrons of new Secl A61A. of

4

o r
the AEA (under Sec. 653 of the EPAct 2005) concerning firearms background chec slfor ermed j
Pl '

3 !

security. personnel ‘This new section would require background checks that mclude f
| IJ 3 L : | ! i

: ! 1

frngerpnntmg and checks against the FBI's NICS. Security personnel protectlng power reactors
and Category | SSNM facilities are currently subject to background checks mcludrng . ’
fingerprints, because they have unescorted access at such facilities. However, these security
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~ personnel héye not previously been subject to a check égainst the NICS datébase because the
access authorization background checks were not intended to perform the entire scope of
| .checks required for firearms po_ssession. Although licensee security personnel possessing
weapons have always had to comply with the federal regu-lations.for firearmS'pdssession, the
. NRC did not have tﬁe authority to perform these checks. This proposed requirement would
prqvide a process for conducting the NICS checks.-
Implementation of the proposed § 73.18 background éﬁecks would be via propbsed
NRC Form 754, which armed security personnel wbuld be required to complete. The NRC
would forward thé NRC Form 754 information to the FBI for evaluation, and upon completion of
the FBI evaluation, mform hcensees 05 the resu 'ythe rﬁsult would be elther “proceed,”
“denied,” or “delayed.” Proposed §73.18 wduld be structured to readily enable revisions in the
‘ future, should NRC decide to expand the proposed rulemaking provisions to apply to other
types of;facilities and licensees.: |
Proposed § 73.19 would contain requirements that implement proyisio.ns 6f new
Sec. 161A. of the AEA concerning the use of enhanced weabons to protect facilitiés,
radioabtive material, or other property as determined by the Commissioﬁ. The proposéd
§ 73.19 would authorize (not require) power reactors and facilities authorized to.possess
formuié quantities of strategi_c Special' nuclear maferial (i..e., Category | SSNM) to ihcorp.oratel
the L‘xse of enhanced weapons into their protective strategy. Affected Catégory | licensees
would include production facilities, spent fuel reprocessing or recycling facilities, fuel fabrication
facilities, and uranium enrichment facilities. However, this would not include hot cell facilitfes, '
independent spent fuel stor_agevins.tallations, monitored retrievable storage installations, and"a‘
geologic repository operatidns area. The NRC plans to address whether the deployment of ~ |
enhanced weabons is appropriate for these and other types of facilities, radioacti\)e material, or
other property in separate rul.ema'king(s).
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. Furthermore, Sec. 161A. of the AEA takes effect upon the issuance of guidelihes by the
Commresion, with the approval of the Attorney General. As indicated previously, the ~
Commission intends to provide public notice of the issuance of these guidelines in a separate
Federal Register notice to be published no Iater than the final rule on this action. |
To implement the new weapons provisions,,three. new terms would be added to'§ 73.2:
covered weapon, enhanced weapon, and standard weapon.
’V WJ‘ >The proposed new weapons requirements and supporting discussion for the proposed

language are set forth in more detail (including the proposed new defmmons) in Table 1.

IV.2. Section 73.55, “Requirements for phys_ical protection of licensed activities

in nuclear power reactors against radiological sabotage.” = ¢

| Proposed § 73.55 contains -security prooram requirements for power reactor licensees.
The security program requirements in § 73.55 would appry to all nuclear power plant licensees
that hold a 10 CFR Part 50 license and to applicants who are applyino for either a Part 50
license or a Part 52 combined license. Paragraph (a) of § 73.55 would identify the licensees
and applicants for which the requirements apply, and the need for submitting to NRC (for review .
and approval) a “Physical Security Pian," a “Training and Qualification Plan,” and a “Safeguards
Contingency Plan.”  Paragraph (b) of § 73.55 would set. forth the performance objectlves that
govern power reactor security programs. The remaining paragraphs of § 73 55 would

(
implement the detailed requrrements for-each of the security plans, as well as' for the various

features of physical security. . - N " . SR N
S

- This section would be extens_ively revised in.an effort to make generically;applic‘abie
security requirements imposed by Commission orders issued after the terroriejt a?tta'oks of
September 11, 2001, based upon experience and' i_nsights gaioed by rhe Corrrimisfsion during
implementation, fulfill certain provisions of the-Erergy-Peliey-Aet-6#2005, and add several new
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_ requirementé that resulted ‘from evaluation insights from implementation of the se’curity.ordeljs,

_review of site security plans, and im'plementation of the ‘enh.anc.ed baseline inépection'prbgram
and force-on-force exercises. The‘proposed regﬁlaiions would require an integrated _security _

' plan that begiﬁs at the owner contr.olled area boundary and would implement defense?in-depth
" concept's and protective strategies based on protecting target sets from'the various attributes of

: the design basis threat. Notablé additions to the proposed § 73.55 are summarized below:

Cyber Securijty' Requirements |

The current security regulations do not contain requirements rélated to cyber security.

_ Subsequent to the events of Sepfembe_r 11, 2001, the NRC issued orders to require power

'reactor licensees to implement measures to en_hance 'cybér security.. These éepurity measures
required an assessrﬁent of cyber systems and the implementation of corrective measures

.. sufficient to provide protection against the cyber threa'ts‘.a't the time the brdgfs were issued.

“The proposed requirements maintain the intent of the security order by establishing thé
requirement for a cyber security ;;rogram to protect any system that, if compromised, can

-adversely impact safety, security or emergenby preparedness.

Requirements for CAS ahd SAS to Have Functionally Equivalent Capabilities

Such That No Sinagle Act Can Disable the Function of CAS and SAS

Current regulatory requirements ensure thaf both CAS and SAS have equivalent al,arm
annunciation and communication capabilities, but do not explicitly require equivalent
a‘s,sessment-, monitoring, observation, and surveillance capabilities. ‘Funher, the current
re.quirement of § 73.55(e)(1) states "All alarms required pursua;nt'to this pért must annunciate in
a continuously manned central alarm station located within the protected e;rea' and iﬁ at leést _
one other continuously manned _station not necessarily onsite, so that a single act cannot
remove the capability of calling for assistance.or otherwise responding to an alarm.”" The
Commission orders added enhancéd detection and assessment capabilities, but did not reduire
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equivalent capabilities for .both CAS and SAS. The security plans approved by the Corﬁmission
6'n October-2é, 2004, varied, due to the perfoymance-based nature of the reqﬁirements, with
respect to how the individual licensees implemented these requirements, but all sites were
required to provide a CAS and SAS with functlonally equivalent capabilities to support the
implementation of the sute protectlve strategy.

. The proposed rule extends the requirement for no single act to remove capabilitie.s to
the key functions reqﬁiréd of the alarm stations aﬁd would requiré licensees to implementv
protectivé measures such that a single act would not disable the intrusion detection, * |
assessment, and communications capabilities of both the CAS and SAS. This 'proposed
" requirement would ensure continuity of reéponse operations during a security event by ensuring
- that fhe detection, assessment, and com_municatibhs functions required to effectively ifnplemenf
the lif..:ensee's protective strategy a.re maintained despite tﬁe loss of one or the other alarm
station. For the purpoées of assessing the regulatory burden of this proposed rule, the NRC
assumed that all licensees 'would réquire assessments and approximately or'xé third of the
licensees would chooée to implement hardware modifications.

The NRC has concluded that protecting the alarm stations such that a single act does
not disable the key functions would proviae an enhanced level of assurance that a licensee can
maintain detection, assessment and communications capabilities required to protect the facility .
-againé.,t the design basis threat of radiological sabotage. For new reaci;t'dr‘lice‘nSees, licensed : '
after the publication of this rule, the Commission would require CAS and SAS to be 'designed,i
cdnsfrucfed, and equipped with equivalent standards..

* . Uninterruptible Power for Intrusion Detection and Assessment Systems . B

‘Current regulatory requirements require back-up power for alarm annunciation and non-
. portable communication equipment, but do not require this back-up power to be uninterruptible.
Although not specifically required, many licensees have installed uninterruptible power to their
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" -security systems for added rellablllty of these electronic systems However the Commission
haé' not required uninterruptible power for assessment systems ‘For the purposes of assessmg )(
the regulatory burden of this proposed rule, the NRC assumed that only a small number of
licensees would reqhire hardware modifications to meet this proposed requiremént;

Through implementation of the Commissioh-approved security plans, baseline "
inspections, and force-on-force tesﬁng, the NRC has consluded that uninterruptible back-up
power would prO\}ide an enhancsd level of assurance that a licensee Cah maintain detection,
assessment and .communication capabilities reqqired to protect the facility against the design
basis threat of radiologicsl sabotage. This new requirement would reduce the risk of losing.
detection, assessment, and commurﬁcation capab.ilities dufin’g a loss of the normal power
supply.

“Video-Capture” Capability -

Current regulatory requirements address the use of closed cirsuit television systems, but
~ do not explicitly require them. ‘Although not specifically required, all licensees .have adopted the
use of video surveillance in their site security plans. Mény of the licensees have adopted
advanced video surveillance technology fo provide real-time and play-back/recorded video .

" images to assist security personnel in determining tﬁe cause of an alarm annunciation. For the

_ purpose_s of assessiné the regulatory burden of this proposed rule, the NRC assumed that a 4
small percentage of licensees would requvire hardware rhodiﬁcations to comply with this B
proposed requirement for advanced video surveillance technology.

Through implementation of the Commission-approved security plans, baseline
inspections, and force-on-force tssting, the NRC has concluded that advanced video
technology wou.id provide an enhanced 'levell of assurance that a licensee can assess the cause
of an alarm annunciation and initiate a timely response capable of defending the facility against

Ly

20



~2001. ,!_icensees. have always been required to eesure that any changes to safety functions,
systems, programs, and activities do not have unintended consequences on 6therrfacility safety

- functions, systems, programs, and activities. Likewise, licensees .have been required to ensure
- .that any changes to security functi’ons, systems, programs, and activities do net have
uniﬁtended consequences on other facility security. functions, systems, programs, and activiiies.
However, the Commission has concluded that the pace, number, and complexity of these
security cﬁanges warranif the establishment of a more formal program to ensure licensees X(
properly assess the safety/security interface in implerhenting these changes.

On April 28, 2003, the Union of Concerned Scientists and the San Luis Obispo Mothers - -
for Peace submitted a _petition_ for rulemaking (PRM-SO-BO).requestin'g that, in part, the NRC's
regulations este'blishing conditions of licenses and requirements for evaluating proposed
changes, tests, and experiments for nuclear power plants be amended to require licensee
evaluation of whether the proposed changes, tests, and experiments cause protection against
: ;_r_adiologic':al sabotage to be decreased and, if so, that the changes, tests, ane exper’ime’hts’ only

be conducted with prior NRC epproval. In SECY-05-0048, dated March 28, 2005, the NRC
staff recommended that the Commission ap;;rove rulemakihg for the requested action, but did
not necessarily endorse the specific amendments suggested by the petition. lr{ SECY-O_S-OO48,
dated June 28, 2005, the Commission directed the'steff to develop the technical basis for euch
“arule and to 'incorporate its provisions within the ongoing poWer reaetor‘security' fequirements
rulemaking.- This proposed rule addresses, in’part, the betitioner’s request by incor’pdrétirib _
-proposed § 73.58 within this rulemaking.

The C_orhmission has determined that ihe pfopqsed eafety/seeurity interfac':e-rule
requirements are necessary because the current _regulations do not specifically require
evaluation of the effects of pla_nt changes on security or the effects of security changes on plant
safety. Further, curreht regulations do not require communication about the implementation’ -
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‘énd timing of changes, which would prométe aWareness of the effects of changing facility
conditions and result in appfopriate assessment and response. | -

The NRC is aware of a number of occurrences of adverse safety/security int.eractio'ns at
nuclear power plants over the years to.justify consideration of a new rule. Exaﬁiples of adverse
interactions include: (1) Inadvertent security barrier breaches while performing mainter)ance»
activities (e.g., cutﬁng of pipes that provided t.Jnco-ntrolled access to vital 'areas; removing |
ventilation fans or other equipment from vital area boundary walls without taking compensatory
measurés to prevent uncontrolled access into vital areés); (2) Bloékage of bullet resisting
enclosure’s (or other defen.sive firing position’s) fields of fire; (3) Erection of scaffolding and

-other equipment without due consideration of its impact on the site’s applicable physical
protection strategy; and (4) Staging of temporary equipment within security isolation zones.

| Security. could also adversely affect operations because of.ihadequate stéfﬁng of
security force personnel on backshifts, wéekends, and holidays, to support operations during -
emergencies (e.g., opéning and securing vitai area access doors to al'l'ow op;éra.tions peréo’hr’nel
tjmely access to safety-related eqdipment). ‘Also, security structures, such as vehicle barriers, |
. delay barrieré, rerouted isolation zones, or defeﬁsive shielas could édversély affect plant
equipment such as valve pits, fire stations, other prepositioned emergency equipment, blowout |
panels, or otherwise interfere with operators responding to plant events. ) IR

The NRC considered many factors in developing this propdsed new requirement. One

of the factors considered is that existing chaﬁge processes are focused on specific areas of
plant activities, and that implementation of these processes is generally well -uhdérstood by
licensees. An example is found in § 50.54(p), which provides that a reactor licensee may make
changes 16 its safeguards contingency plans without Commission approval provided that the
changes do not decrease the safeguards effectiveness of the plan. Similarly, § 50.65(a)(4)
provides that a reactor licensee shall assess and manage the increase in risk that may result
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from croposed maintenance activities. ‘However, neither §§ 50.54(p) (Secufity) nor 50.65(a)(4)
(safety) require that an assessment for potential adverse impacts on safety/sécurity interface be
‘made before the proposed changes are implcmented. The proposed § 73.58 would address
this gap by requiring that, before implementing -allowed changes, licensees must assess tﬁe
changes with respect to the safety/security intérface and, if potential adverse interactions are
ic!entiﬁed, tcke appropriate compencatory and/or mitigativc action before makirig_thé changes.

' The propcsed rule reflects a performa'nce-based approach and language which is -
sufficiently broad that, in addition to operating power reactors, it‘could be applied to other |
classes of licensees in separate rulemaking(s), if conditions warrant. In addition to the
requiremeﬁts in proposed § 7:3.58, a new definition fcr@ty/security interface would be added
| to §73.2. ' ' 7\-)(,,\@&-6
" Table4 sets forth the proposed § 73.58 language and provides the supporting

discussion for the proposed language, including a new definition for safety/security interface

that would be added to § 73.2.

"IV.5. Section 73.71 “Reporting of safeguérds events.”
* The events of September 11, 2001, emphasized the need for the capability to respond

to coordinated attacks that could pose an imminent threat to national mfrastructure such as

|

B

nuclear power reactor sntes Prompt llcensee notification to the NHC of a securlty event : } -
. I * 1
mvolvmg an actual or imminent threat would |mt|ate the NRC'’s alertmg mechamsm for other |

“nuclear facnlmes in recognition that an attack or threat agamst a single fac:hty may be the ‘ ‘ 1

l t

~prelude to attacks or threats against multiple facilities. In either case, timely commumca’uon of
this event to the NRC, and the NRC’s communication of the threat or attack to oth;er llcensees‘ '
could reduce the adversaries ability to engage in coordinated attacks and would sircnéth‘éﬁ the
licensees’ response posture. NRC would also initiate notifications to the Home‘land
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Security/Federal response networks for an "Incident ofNation.aI Significance," as deﬁned'by the
_National Response Plan (NRP). .
Currently, § 73.71(b)(1) requires power reactor licensees to notify the NRC within one
hour of discovery, as described in -Paragraph I of Appendix G to 10 CFR Part f3, "Reportable
_ safeguqfds events.” In addition, § 50.72 establishes reporting requirements for events
requiring an emergenby declarat_ion in accbfdance with a licensee's emergency plan. Licensee
notification under § 50.72@)(3) is required only aftér the threat is assessed, an “Emergency
Class” is declared, and initial notification of appropriate State and local agencies are completed
first (f.e., not upon discovery). The current tirﬁing of requirements of this notiﬁcaiion would not. _
allow the NRC to warn other licensees of a potential threat to their facilities in a 'prompt mannér
to allow other licensees to change'their security posture in édvanc_;e of a threat or potential
attack. The Commission has previously advised licensees of the need to expedite their initial
- notification to t\he N_RC. The proposed accelerated notification requirements are similar to 19215/6
provided to iicensees in NRC Bulletin 2005-02, “Emergency Preparedness and Response
Actions for Security-Based Events,” dated July 18, 2005. -

The proposed amendments to § 73.7i would add a new expedited notiﬁcat'ion
requirement for licensees squect to the provisions of § 73.55 to notify the NRC Operations
Center as soon as possible after the discovery of an imminent or.actual threat against the -
facility as described in Abpendix G, but not later than 15 minutesﬁ ,pf',g/igcovery. The proposed
amendments to § 73.71 and Appendix G would also add two additional four-hour notification
reduirements for suspicibus events and tarﬁpéring events not otherwise covered under
Appendix G. The proposed § 73.71 would retain the requirement for the licensee to maintain a
continuous communigationé channel for'ope-hc.)ur notifications upon request of the NRC. The
proposed rule would not require a continuous comrﬁunications channel for four—hour
notificaﬁo_ns, because of the.!e‘s.s:gr degree of urgency of these events. For 15-minute -
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Table 11 (See Section Vill) is a crbss-reference_ showing where individual requirements of the

current regulation would be in the proposed regulation. -

. IV.8. Appendix G to Part 73, “Reportable Safeguards Events.:"
- Proposed Appendix G to Part 73 prbvides requirements regarding the repbrting_of

safeguards events. Proposed Appendix G would contain changes to support the revised and

* accelerated reporting requirements which would be incorporated into this rulemaking.

Proposed Appendix G would also contain revised four-hour reporting requirements that would

Lot \ require licensees to report to the NRC information of suspicious surveillance activities, attémpts
o ; . : : .
a «%""ijl at access or other information.) Following September 11, 2001, the NRC issued guidance

ey &\
5\

\requestmg that licensees report suspicious act|vmes near their facﬂmes to allow assessment by
the NRC and other appropriate agencnes The proposed new reporting requnrement will clarify
this expectation to assure consistent reporting of this important information. Additionally, the
proposed ruvle contains ah additional four-hour reporting requirement for témpering events that
do not meet the thfesh'old for reporting under the current-one-hour requirements. The
proposed reporting requirements for tambering events will allow NRC assessment of these
events. Table 8 sets forth the proposed amendments to Appendix G and provides the

supporting discussion for the proposed language.

IV.9 Conforming and Corrective Changes.
The following conforming changes wo_uld also be made: §§ 50.\;34 and 50.54 (refereﬁcés
to the cor‘rect pa'ragraphs of revised Appendix C of Part 73), § 50.72 (changes to § 73.71
reports), §§ 72.212 and 73.70 (references to the correct paragraphs due to renumbering of

§ 73.55), and § 73.8 (adding § 73.18, § 73.19, and revised to reflect new NRC form 754 to
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. reflect recordkeeping or reporting burden). A corrective change would also be made to § 73.8

to reflect an existing recordkeeping or reporting burden for NRC Form 366 under § 73.71.
However, no changeé would be made to § 73.81(b) (due to the new §§ 73.18, 73.19, and
73.58), because willful violations of §§ 73.18, 73.19, and 73.58 may be subject t'o criminal

penalties. : A
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© Table 1 - Proposed Sections 73.18 and 73.19

Firearms background check for armed security personnel and authorization for use of enhanced weapons.

PROPOSED LANGUAGE -

CONSIDERATIONS

§ 73.18 Firearms background check for armed security

personnel.

This new section would implement the firearms background

check requirements of the new § 161A.b. of the Atomiic Energy

'Actof1954/ QS Mcnagé&! -

(a) Introduction. (1,) Licensees.and certificate holders listed .
'undgr paragr_ap.h (b) of this section s_ha!l ensure that a firearms .
background éheck is completed in accordance with this section
for all security pef‘sonnel assighed duties-requiring access to a

covered weapon at the licensee's or certificate holder's facility.

This section would require a firearms background check for all’
security personnel with acCesg to covered weapons (i.e.,
armed duties) [see also new definition of covered weapon in

§ 73;2 at the end of this Table]. These background checks
would only be required for security personnel who are
protecting certain Commission-regulated facilities [specified in
paragraph-(b)]. |

The Commission considers dﬁties “requiring access to any
c'oven;ed weapon” would include such duties as: security
operations and.training and weapons' maintenance, handliﬁg,

accountability, transport, and use.
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-§ 73.18(a)(2) Licensees and certificate holders are not - -

required to reperform a firearms background check for security .

personnel who have been emplo_yed by the Iicehsee or.
cel;tificate holder (ora contraqtor'théretoj énd previous.ly‘
6ompleted a firearms background check under the provisions -
of Sec. 161A. of the Atomic Energy Act of 1954, as amended,
after [insert date of publication of the Sec. 161A. guidelines in

the Federal Registen.-

Licensees and certificate holders would not be required to
repeat firea'rms background ch'ecks for personnel assigned_ '
armed duties at théir facility as of the effective date of a final
rule. Tﬁis discretion would apply to security personnel
employed at the licensee’s or, certificate holder's facility and
Who have previously completed a firearms background check
as réquired by an order issued under thé authorijy of § 161A. )
of the AEA. The securify personnel may be employed directly' |
by the licensee or certificate holder or by'a contractor to thé ”

licensee or certificate holder.
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§73. 18(b) Appl/cabll/ty ThiS sectlon apphes to the following
classes of Commnssuon Iicensees or certrficate holders —

(1) Power reactor facrlities and |

(2) Facnlltles authorized to possess a formula quar\tlty or
greater of strategic specnal nuclear matenal with security plans

subject to §§ 73 20 73 45 and 73.46.

-This paragraph would limit the firearms background checks to .
_security personnel protectmg two classes of Commtssnon-

regulated facilities. Therefore this section wouid apply to all

current p_ower reactors and to two current fuel cycle facilities
'euthorized to possess Category | SSNM. This section would
elso appiy to future power reactor facilities and future .. |
Category [ SSNM facnimes |nciud|ng production facilities,
spent fuel reprocessing or recycling facilities, fuel fabrication
facnhties (high-enriched uranium or,MQX_ fuel), and uranlumv :
enrichment facilities

The Commrssnon may conS|der apptying this section to other .

,types of reactor, byproduct materlal or special nuclear material

facilities (e.g., Category Il or ll SNM, hot cell, independent
spent fuel storage, or geologic repository operations area

facilities) in separate rulemakings.
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§ 73.18(c) Firearms background check. (1) Licensees and

‘_ certificate holders described in paragraph (b) of this section
shall ensure that each person who recelves possesses |
‘transports, or uses_a covered weapon in their official dutres ‘
‘completes a firearms background check. The firearms
tbackg'round check must verify Whether security personnel are

prohibited from shrpprng, transportrng, possessrng, or recervrng

a covered weapon under applicable Federal or State |aw The-

background check must include — |
(i) The submission of fingerprints; and

(u) A check under the Federal Bureau of Investigation’s (FBI s)

Natronal Instant Criminal Background Check System (NICS) |

database estab!rshed pursuant to Sec. 103.(b) of the Brady

Handgun Violence Prevention Act.

| This paragraphwould require licensees and certificate holders

to ensure that security personnel with “armed duties” shall first

| ‘complete a r‘irearrns background check. This check _would

verify that such secunty personnel are not prohibited from

possessrng or recelvrng frrearms under applicable Iaws The

requirement to perform background checks of armed securrty

personnel at NRC-regulated entities agalnst the Brady ;ﬂ((r e.,
NICS) database arises from § 161A. of the AEA. H(,,.\Aﬁun

The background check would consist of two parts as required

by § 161A. of the AEA.
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(e)(1)(i) How the physical protection
program will prévent significant core
damage and spent fuel sabotage
through the estaﬁlishment and
maintenance of 'a securjty organization,
‘the use of security equipment and
techn'ology, the training and qualification
of security personnel, and the
[implementation of prédetermined ’

*| response plans and strategies; and

This requirement would be added to
describe the performance based
requirement to be met by thé physical
protection program and the_ basic
elements of the systém that must be

described in the security plans.
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(c)(1)(ii) Site-specific conditions that
affect implementation of Commission

requirements.

This requirement would be added to

reflect the Commission's view that
licensees muét focus attention on site-
specific conditions in the develobment and_:
implementation of site plans, procedures,
processes, response strategies, and .
ultinﬂately, the licensee capability to -
achieve thé performance objective of the

proposed (b)(1).

(c)(2) Protéction of security plans. The
licensee shall protect the ap'proved
.security plans and other related |
safeguards information against
unauthorized disclosure in-accordance

with the requirements of § 73.21.

‘This requirement would be added ‘,‘o

.emphasize the requirements for the

protection of safeguards information in

| accordance with the requirements of _

§ 73.21.

(¢)(3) Physical Security Plan.

This header would be added for formattf:r}g

purposes.
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be authorized are governed by State laws
and néfhfng |n this proposed rule éhould
be ‘interprét‘ed to mean or require ahything
that would contradict ‘su.ch étatei law. The-
term "it” ié repléced With the phraée

“dead'ly force” to more clearly described

‘the action described.

'(k)(3) The licensee shall provide an
:armed response team consisting of both
armed responders and armed security

| officers to carry out response duties,

| within predetermined time lines.

This requifement would be added to

provide a performance based requirement

that would retain the current requirement

for armed responders and add a category

of armed security officer to clarify the

division of types of armed response

personnel and their roles.

1 (k)(3)(i) Armed Responders.

This header would be added for formatting

purposes,
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§ 73.55(h)(3) The total number of
guards, and armed, trained personnel
immediately available at the facility to |

| fuil these rééponsé requirements shall
nominally be ten (10), unless specifically
required otherwiée on é case'by case
basis by the Commission; however, this
number rhay not be reduced to less than

five (5) guards.

(K)(3)(i)(A) The licensee shall determine
the minimum number of armed

fesp'onders necessary to protect against

| the design basis threat described in

§ 73.1(a), subject to Commission
approval, and shall document this

number in the approved security plané.

This requirement would be retained and
revised to remove the specific minimum
numbers of 10 but no less than 5, to
provide a pérformance based requirement
that meets thé proposed requirement of
(k)(1)(i). This proposed requirement
would eﬁgure that the Iicenéee would

provide the requisite ndmber of armed

‘responders needed to carry-out the

protective strategy the effectiveness of
which would be evaluated through annual

exercises and triennial exercises observed

{ by the Commission.
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stahdardized, objective test.to facilitate the
psy}chological re-assessments that would
be required under proposed

§ 73.56(i)(1)(v). .Comparing scores on a
sténdardized, objective test to identify
indications of any adverse changes in the N
individual's psychological s'tatus is
simplified when the testing that is
performed for a re-assessment is similar to

or the same as previous testing that was

conducted under this section, particularly

when the clinician who conducts the re- -
assessment did not conduct the previous |

testing.

The proposed paragifaph would also

require
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Iicenseeé, applicants, and C/Vs to establish-
thresholds in interpreting the results of the
psychological tes.t, to aid.in determining
whether an ih_divi'dual would be required to -1~ ‘196,
intérviewed by a .psychiatrist or licensed

clinical psychologist under proposed

paragraph (e)(4)(ii) of this section.
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history evaluation is completed. -

The proposed rule would not \Md

establish employment history requirements .

for individuals whose UAA has been

.iﬁterrupted for 30 or fewer days. Proposed

§: 73.56(h)(3) would require the entities who

are subject to this section to obtain and

review a personal hiétory disclosure from
the applicant for UAA that would address

the period since the individual's last period

: of UAA was terminated. However, the

Iiéensee, applicant, or C/V would be
permitted to forego conducting an
employment history evaluation for

individuals whose UAA has beeh

interrupted for such a short period, |

because there would be little to be learned.
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(3) The licensee shall base its decision
to grant, deny, revbke, or continue an
unescorted access authorization on
review and-evaluatian of all pertineﬁt

: i'nforma_tion developed.

(h)(8) Determination basis. The
licensee’s, applicant’s, or C/V's
réviewing official shall determine
whether to grant, deny, unfavorably
tarminate, or maintain or amend an

individual's unescorted access

authorization status, based on an

evaluation of all pertinent information

that has been gathered about the
individt.ial as a result of any application
fof unescorted access authorization or
déveloped during ar folIoWing in any
period during which the individual.
f_n‘aintained unescorted access

authorization. The licensee's,

Proposed § 73.56(h)(8) would amend but
retain the meaning of current § 73.56(b)(3),
which requires licensees to baaa a decision
to grant, dehy, revoke, or continue UAA on
review and evaluation of all pertinent
information developed. The terms used in
the ﬁroposéd paragraph, such as
“unfavorably terminate” to replace “revbke"
and “maintain” to replace “cdntinue," would
be updated for consistency_ with the terms
currently used by the industry and in other
portions of the proposed section. In
addition, the proposed paragraph would
incluqe references to the reviewing official,

raiher than the licensee, to convey more
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emergency class shall
be performed in accordance with § 50.72

of this chapter.

especially if this event is the opening

action on an ineffectively coordinated

multiple-target attack. Such notice may

permit other licensees to escalate to a
higher protective level in advance of an
attack. The Cémmission would expect
licensees fo notify thé NRC Opérations
Center as soon as possible after they
notify ldcal law enforcement agencieé, _
but within 15 minutes, The Comrﬁission
may consider the appiicability of__this
requirement to other types of lic.ensees in

future rulemaking.

613




Footnote 1 would p’ro;idie across .
reference to Appendix to Part 73 which

contains NRC contact information.

Footnote 2 would remind licensees of
their concurrent emergency declaration

responsibilities under 10 CFR 50.72.

(@)(1) When making a report under
paragréph (a) of this section, the

licensees shall:

The proposed rule would include this
infroductory statement, which provides a
s.tructure for the following list of | |
information to be provided in the 15-

minute report.

(a)(1)(i) ldentify the facility name; and

This requirement would be added to
ensure the licensee’s facility is clearly

identified when a.report is made. |
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Appendix B, Paragraph .B.2.a,

| Individuals;whose'se‘r‘:urity'tasks‘ and job
duties are directly associated With the
effectlve lmplementatlon of the lrcensee
physical securlty and contrngency plans
shall demonstrate mental alertness and
the capabrhty to exercrse good

judgment, tmplement in'structions,

assimilate assigned security tasks, and -

possess the acuity of senses and ability
~of expression sufficient to permit -

‘accurate communication by written,

spoken, audible, visible, or other signals

B.B.a. Armed and unarmed members of the
secunty organization shall demonstrate the

ablllty to apply good judgment, mental-

.alertness, the capability to implement _
instructions and assigned tasks, and =

possess the acuity of senses and ability of

expression sufficient to permit accurate

communication by written, spoken, audible,

visible, or other signals required by

assigned duties and responsibilities.

i
y

This requirement to demonstrate good
judgement, ability to implement .
instructio_ns/tesks, and to communicate -
would be retained. The phrase .
“Individuals whose security tasks and job
duties are directly associated with the

effective implementation of the licensee -

| physical security and contingency plans”
‘would be replaced with the phrase v
“Armed and un_armed members of the .

security organization” to describe the -

requ'irement that these mental

requirements are minimum standards

required by assigned job duties.

that must apply to both armed and
unarmed security personnel because. -
they share similar duties and
respon'sibilities for the physical protection

of the site.
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Appendix B, Paragraph I.B.2.b. Armedg
| individuals, and Wn o
operators, in addition to meeting the

{ requirement stated in Paragraph 'a.>
above, shall have no'erﬁotiqha.l .

| instability that would interfere with the
effective peﬁérmance:of assigned -
s-gcurity job duties. The determination
shall be made by a licensed -

.| psychologist or psychiatrist, or

physician, or other person professionally

L B.3.b. A licensed clinical psychologist,

identify emotional instability shall.detefmi_ne
whethér armed membefs of the securiiy
organization in.additilon to meeting the |
requirement st‘avted iﬁ Péragraph é. of this
}section‘, have no emot‘ibnal inétability that |
would interfere with the effective
‘)perform._eihcé of as'signéd duties and

responsibilities.

trained to identify emotional instability.

psychiétfist, or phySiciah trained in part to

The requirement regarding emotional
instability would bé rétafned. Tﬁe phrase
“Armed i_nc‘iividuals,.ahd central alarm
statibn 6perators"- woﬁld bé }eplacéd with
the»phras.e “armed membe_rs_of-thev '
sécurity organization” for éo‘nsisi'ency

with the terminology used in the

'proposed rule.

GJ“VM 4W

i |
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or inielligence gathering efforts. Events
reported under paragraphs | or Il would

require a followup wrif“t;%n report. Events
reportedl;/:arag.raph Il would not require

followup written report.

. Events to be reported as soon as possible,
but no later than 15 minutes after discovery,
follov{/ed by a written report within sixty (60)

days.é

(a) Tihe initiation of a sgf:urity response
consiStent with a licensee's physical security
plan, éafegﬁards cont_ingency plan,'or ,
defenéive étrategy based on actual or

imminent threat against a nuclear power plant.

Pafagraph | would be added to establish
the types events to be reported within 15
minutes. Because the identification of
informat_ion relatihg to an actual or
potehtial threat could quickly résult in an -
event;, which may neceséitate expedited-
Comrﬁission action (e.g., notifica_tion of
other ‘Iicensees or Federal authorities), a
shorten reporting time would be required.
This proppsed requirement would also
ensure fhat threat-related informétioﬁ
would be made available to the

Commission’s threat assessment process
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in a timely manner. Initiation of respbnse

consistent with plans and the defensive

'strategy that are not related to an

imminent or actual threat against the
fécilit_y would not need to be reported (e.g
false, or nuisance responses). Additional
infdrmation regardi.ng identification of
’évenf_s to be re_poﬁed would be provided

in guidance.

l.(b) The licensee is not required to report

| security responses initiated as a result of

information communicated to the licensee by

the Commission, such as the threat warning

system addressed in Appendix C 1o this part.

This provision would be added to reduce

unneéessary regulatory burden on the

licensees to notify the Commission of

security responses initiated in response
to communications from the Commission

(e.g., changes to the threat level).
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I. Events to be reported within one
hour of discovery, followed-by a

written report within 60 days.

Il. Events to be reported within one (1) hour of .

discovery, followed by a writfen report within

sixty (60) days.'

This requirement would be retained and

renumbered.

(a) Any event in which there is

reason to believe that a person has
committed or causea, or attempted
to commit or cause, or has made é

credible threat to commit or cause:

11.(a) Any event in which there is reason to
beliéve that a person has committed or
caused, or aﬂémpted to commit or cauée, or

has made a threat to commit or cause:

“This requirement would be retained with

minor revisioh and Eendmbéied; The
teim credible would be removed, The
Commission's _Vféw is taz;t é
detérmination of the “credibility” of a
threat is not a licensee responsibility, but
rests with the Commission and the

intelligence community.

(1) A theft or unlawful diversion of

special nuclear material; or

Il.(a)(1) A theft or unlawful diversion of special

nuclear material; or

This requirement would be retained and

renumbered.
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(2) Significant physical damage to | 1l.(a)(2) Significant-physica'l damage to any This requirem_ent would be retained with .
: a? bower reactor 'or‘an'y .f‘a'cility , | NR.(.D-regulaied power reacfor or.facility minor editorial changes to improve clarity
bossessing SSNM or its.equibment bosseésing stratégic special nuc_lear material and readability and renﬁmbered. The

| or CAr(ier equipment t_ranqurting or tb carrier equipment’trahsporﬁng nuclear | phrase “NRC-regulated_" would be added.

| nuclear fuel or spent nuclear fuel, or fuel',\or_to the nuclear fuel or spent nuclear fuel -| to specify that all Commission licensed

| to'the nuclear fuel or spent nuclear facilit‘ which is possessed by a carrier; or facilities and trahsport would be covered
fuel a facility or carrier possesses; . v o by this requirement. This change would
or simplify the language in this section while

retaining the basic requirement.

MW‘DWM:
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(d) The actual or attempted
introduction of contraband into a
protected area', material access

area, vital area, or transport.

I1.(d) The actual or attembted introduction of

| éo'nfraband into any area or transport for which

the licensee is required by Commission

regulations to control access.

This requirement would be renumbered | -
and revised tp delete 1hé previouély l'
specifically mentioned areas requiring
access confrdls; and changei the lahguage
to inclﬁde the actual or attempted entry‘c-)}f

an unauthorized individual into any area

or transport required to be controlled by
Commission regulations (see

| considerations for paragraph Il.(b)

ébove). Additional information

regérding identification of events to be

837 .
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NRC Information Assessment Team

'| (IAT) Advisories dated October 16,

and November 15, 2001; May 20, |

2003: March1, 2004; and October

5, 2005.

FBl's “Terrorist Thréats to thé US

Homeland: Reporting Guide for

Critical and Kéy Resource Owners

and Obérétors" dated January 24,

2005, (Official Use Only).

I1l. Events to be reported within four-(4) hburs_
of discoveryn. No written 'followup report is

required.

. . /‘ ! . o - :
(a) Any other ir%rmatidn received by the

licensee of suspicious surveilla

attempisat acCes';oQ

including:

nce activities,

suspicious activity that may be indicative of

potential pre-operational surveillance,
reconnaissance, or intelligence-gathering

activities directed against the facility. Such

activity may include, but is not limited to,

This paragraph would add a requirement

for power reactor licensees to report -

susbicious activities, attempts at access,
etc., that may indicate pre-operational

surveillance, reconnaissance, or

_ intelligence gathering targeted against

the facility. This change would moré

accurately reflect the current threat
P

y: MOnment; would assist the
Y howt P27 |

(1) Any security-related incident involving - - Commission in evéluating threats to.

multiple licensees; and would assist the
intelligence and homeland security -

communities in evaluating threats |
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V. Guida'n_cé e
| . __‘The NRC is preparing new regulatory guides that will contain detailed guidance on the
imple_méritation of the proposed rule requirerﬁents. Thesé régulatory guides, éurrently under
development,» will \consolida.te.and update or eliminate previous guidance that was used to ‘
develop, review, and approve the power reactor security plans that licensees revised in |
"response to the post-September 11, 2001, security orders. Development of the reguiatory
" guides is ongbing and the publication of the regulatory guides is planned after the publication of
the final rule. Because this regulatory guidance may contain Safeguard Information (SGl) .
- and/or classified informatioﬁ, these doquments would only be available to those individuals with
a neéd-to-khow, and are qualified to have access to SG! and/or classified information, as
v has dedermined
applicable. However, the NRC eansiders that access to these guidance documents is not

necessary for the public or other stakeholders to provide informed comment on this proposed

rule.

Vi. Criminal Penalties -, - #arj v D e if

. - For the purposes of Section 223 of the Atomic Energy Act, as amended, the |
Commission is proposing to amend 10 CFR Parts 50, 72, and 73 under Sections 161b, 161i, or
1.610 of the AEA. Crirhinal penalties, as they apply to regulations in Part 73, are discv'ussed in
§ 73.81. The new §§ 73.18, 73.19, and 73.58 are issued under Sections 161b, 161i, or 1610 of

the AEA, and are not included in § 73.81(b)..
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VIl. Compatibility of Agreement State Regulations

‘ Undei the_ “Policy Statement on Adequacy and Compatibility of Agréement States

| - Programs,” approved by the Commission on June 26, 1997, and published in't’he F'e'derai' |
Register‘(62 FR 46517; September 3, 1997), this rule is '_clas'siﬁe'd as compatibility “NRC.”
Compatibility is not required for Category “NRC” regulations. The NRC program éleménts in
this category are those that relate ciirectly to areas of regulation reserved to the NRC by the

-AEA or the prbvisions of Title 10 oi the Code of Federal Regulations (10 CFR), a'nd'_aithotigh an
Agreement Staté may not adopt program elements reserved to NRC, it may wish to inform'its
licensees of certain requirements via a mechanism that is consistent with the particiilar'St'ate’s

administrative procedure laws, but does not confer regulatory authority on the State. |

VIll. Availability of Documents.

The following table indicates which documents relating to this ruiemaking are available
to the public and how they may be obtained. .
Public Document Room (PDR). The NRC's Public Document Room is located at the

'NRC's headquarters at 11555 Rockville Pike, Rockville, MD 20852,

-Rulemaking Website (Web). The NRC's interactive rulemaking Website is located at
_ http://ruieforum.llnl.gdv. These documents may be viewed and downloaded eiectronicélly via’

this Website.
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. - the terrorist attacks of September 11,_200i, based upon experience and insights gained
" by the Commission during implementation, (2) fulfill certain provisions_v.:of the Energy
Policy Act of 2005, (3) add several new requirements that resulted from insights from
implementation of the security orders, review of site security plans, and impler_nentaﬁon -
of the enhanced baseline inspection program and force-on-force exercises, (4) update
_‘t_f.le fegulatory framework in prepérafion for receiving license applications for new

réactors, and (5) impose requirements to assess and manage site activities that can

* adversely affect safety and security. The proposed safety and security requirements
would address, in part, a Petition for Rulemaking (PRM 50-80) that requested the
- establishment of regulations governing proposed changes to facilities which could.

ad_versély affect the protection against radiological sabotage.

" The U.S. Nuclear Reguiatory Commission is seeking public comment on the potential impact of

the information collections contained in this proposed rule and on the following issues:

1. . Is the proposed information collection necessary for the proper performance of

the functions of the NRC, including whetﬁer the information wi_ll have p'ractical

. utility?. -

2. lgi:@gstimate of burden aeewrmte? —
3. Is there a way to enhance the quality, utility, and clarity of the information to be

- collected? -
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- 4, How can the burden o_f the inform.ati'on' collection be minimized, including the use

of automated collection techniques?

A copy of the OMB clearance package may be viewed free of charge atthe NRC Public
Document Room, One White Flint North, 11555 Rockville Pike, Room O-1 F21, Rockville, MD
20852. The OMB: clearance package and rule are available at the NRC worldwide Web site:

http://www.nre.gov/public-involve/doc-commeént/omb/index.html for 60 days after the signature

date of this notice and are also available at the rule forum site, http://ruleforum.iinl.qgov.

. Send comments on any .aspect of these proposed information collections, including
suggestions for reducing the burden and on the above issues, by (INSERT DATE 30 DAYS
AFTER PUBLICATION IN THE FEDERAL REGISTER) to the Records and FOIA/Privacy
Services Branch (T-5 F52), U.S. Nuclear Regulatory Commission, Wéshington, DC 20:555-
0001, or by Internet electronic mail to INFOCOLLECTS@NRC.GOV and to the Desk‘_Officer;

_ John A'. Asalone, Office of lnfomiation and Regulatory Affairs, NEOB-10202, (3150-0002,
3150-0011, and 3150-new), Office of Management ahd Budget, Washington, DC 20503.

- Comments received after this date will bg considered if it is practical to d_6 so, but assurance of
consideration.cannot be given to comments received after this date. You may also e-mail

comments to John_A._Asalone @omb.eop.gov or comment by telephone at (202) 3_95-4650.
XML, Public Protection Notification

The NRC may not conduct or sponsor; and a person is not required to respond to, a
request for information or-an information collection requirement unless the requesting
document displays a currently valid OMB control number.
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.(2) A hearing aid is acceptable provided sqitable testing procedures demonstrate

- auditory acuity equivalent to the hearing requirement. . -

(8) The use of a hearing aid may not decrease thé effective perfof)r_narice of the

individual's assigned security job duties during normal or emergency operations.
d. EXisting medical conditions. .

(1) Individuals may not have an established medical history or medical diagnosis of
existing medical conditions which could interfere with or prevént the individual from effectively

performing assigned duties and responsibilities.

(2) If a medical condition exists, the individual éhall provide medical evidence that the.
condition can be controlled with medical treatment in a manner which does not adversely affect
the individual's fitness-for-duty, mental alertness, physical condition, or capability to otherwise

effectively perform assigned duties and res;;onsibilities.

e Addiction. Individuals may not héve any estéﬁlished medical history or medical
diagnosis.of habitual aléoholism or drug addiction, Or,vwher'e fhis typ'e of condition'has: existed,
the individual shall provide certified documentation of having completed a rehabilitation program
which would give a réasonable degree ‘of confidence that the individual .wou_ld be capable of

effectively performing assigned duties and responsibilities.

f. Other physibal requirements. An individual who has been incapacitated due to a
serious illness, injury, disease, or operation, which could interfere with the effective
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performance of assigned duties and responsibilities shall, before resurhptiori of assigned duties
and responsibilities, provide medical evidence of recovery and ability to perform these duties

and responsibilities.
8. Psychological qualifications. ~ "

a. Armed and unarmed members of the security organization shall demonstrate the
ability to apply good judgment, mental alertness, the capability to implement instructions and
~ assigned tasks, and possess the acuity of senses and ability of expression.' sufficient to permit
- accurate communication by written, spoken, audible, visiblé, or other signals required by |
- assigned duties and responsibilities. o . R

' i ¥

plore >opat
_ o

b. A licensed clinical psychologist, psychiatrist, or physician trained in part to identify
emotional instability shall determine whether armed members of the security organization in
addition to meeting the requirement stated in paragraph a. of this section, have no emotional
instability that would interfere with the effective performance of assigned duties and

responsibilities.

c. A person profeséi_ohally trained to identify emotional instability shall determine - |
- whether unarmed members of the security organization in addition to meéting the requirement
stated in paragraph a. of this section, have no emotional instability that would interfere with the

effective performance of assigned duties and responsibilities.

4. Medical examinations and physical fitness qualifications.

s
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‘paragraphs Il and IV of this appendix. Licensees shall make such reports to the Ccmmission

under the provisions of § 73.71 of this part.

l. Events to be reported as soon as possible, but no later than 15 minutes after

discovery, followed by a written report within sixty (60) days. h

_ (a) The initiation of a security response consistent with a licensee’s physrcal secunty
- plan, safeguards contmgency plan or defensive strategy based on actual or imminent threat

' agalnst a nuclear power plant.

(b) The licensee is not required to report security responses initiated as a result of
information communrcated to the licensee by the Commission, such as the threat warnrng

system addressed in Appendrx C to this part

Il. Events to be reported within one (1) hour of discovery, followed by a written report

within sixty (60) days.

(a) Any eventin Wthh there is reason to believe that a person has commltted or

caused, or attempted to commrt or cause or has made a threat to commlt or cause:

(1) A theft or unlawful diversion of special nuclear material; or

(2) Significant physrcal damage to any NRC- lrcensed power reactor or facrlrty
OT 5/zqu

possessing strategic special nuclear materral or to carrier equrpment transporting nuclear fuel, ¢ " U hoo,

et

or to the nuclear fuel or spent nuclear fuel facrllty Wthh is possessed by a carrier; or
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(3) Interruption of normal operation of any NRC licensed,nucl.ear power reactor through
the unauthorized use of or tampering with its components, or controls including' the security .
system.

(b) .An actual or attempted entry of an unauthorized person into any area or transport

for which the licensee is required by Commission regulations to control access.

(c) Any failure, degradation, or the discovered vulnerability in a safeguard system that .
could allow unauthorized or undetected access to any area or transport for which the Iic;ensée is
required by Commission regulations to control access and for which compénsétory measures

have not been employed.

(d) The actual or attempted introduction of contraband into any area or transport for -

which the licensee is required by Commission regulations to control access.

lll. Events to be reported within four (4) hours of discovery. No written followup report . -

is required.

* (a) Any other information received by the licensee of suspicious suWeillance activities, -

attempts at access, including:

- (1) Any security-related incident involving suspicious activity that may be indicative of
potential pre-operational surveillance, reconnaissance, or intelligence-gathering activities

(_jirected against the facility.. Such activity may include, but is not limited to, attémpted e

* surveillance or reconnaissance activity, elicitation of information from security or other site
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'Regulatory Analysis of Proposed Revisions to 10 CFRPar73 = .. : - : . 'Page 7

quantities or greater of strategic special nuclear material, i.e., Category | SSNM facilities. Such
facilities would include: production facilities, spent fuel reprocessing facilities, fuel processing
facilities, and uranium enrichment facilities. The NRC plans to address separately whether the
deployment of enhanced weapons is appropriate for other types of facilities, radioactive
materials, or other property. Additionally, Section 651 of the EPAct 2005 requires the NRC to
conduct security evaluations at selected licensed facilities, including periodic force-on-force

. exercises. That provision also requires the NRC to mitigate any potential conflict of interest that
could influence the results of force-on-force exercises. These provisions would be reflected in

proposed § 73.55.
1.3 Regulatory Objectlves

The NRC has ﬁve objectives for the current rulemaking. The first objective is to make
generically applicable security requirements imposed by Commission orders issued after the
terrorist attacks of September 11, 2001, based upon experience and insights gained by the
Commission during implementation.' The second objective is to fulfill certain provisions of the
Energy Policy Act of 2005. The third objeclive is to add several new requirements that resulted
from insights from implementation of the security orders, review of site security plans, and
implementation of the enhanced baseline inspection program and force-on-force exercises.
The fourth objective is to update the regulatory framework in preparation for receiving license
applications for new reactors. The fifth objective is to impose requirements to assess and -
manage site activities that can adversely affect safety and security. The proposed safety and
security requirements would address, in part, a Petition for Rulemaking (PRM 50-80) that
requested the establishment of regulations governing proposed changes to facilities Wthh
could adversely affect the protection against radiological sabotage.

2. Identification and Preliminary Analysis of Alternative Approaches

This section presents preliminary analysis of the alternatives that the staff considered to meet
the regulatory goals identified in the previous section. (Section 4 presents a more detailed
analysis of the proposed rule optlon ) “The staff considered two alternatives for revrsrng

Part 73's power plant secunty provnsrons as dlscussed below :

2.1 Optlon 1 No Actlon

Under Option 1 the no-actlon altematlve NRC would not amend the current regulations
regarding power reactor security. Licensees would continue to comply with the Commission's
security orders. This option would avoid certain costs that the proposed rule would impose.
However, taking no action would not improve security measures as authorized by the EPAct
* 2005 or establish regulatory requirements for lessons learned. Additionally, taking no-action
.would present a problem for establishing appropnate security measures for new reactors that
did not receive orders. . :

1 Specnﬁc details related to requirements that areéafeguardsﬁfonnahon (SGI) wrll not be speclf ed in
regulatlons but will be available only to those wrth appropnate clearance and need to know




Regulatory Analysis of Proposed Revisions to 10 CFR Part 73 . : S Page 8
2.2. Option 2: Amend Regulations to Enhance Power R_éactor Security Operations

Under Option 2, NRC would conduct a rulemaking to address changes in several sections of

10 CFR Part 73 to enhance security operations at power reactors. These changes entail: (1)
amending 10 CFR 73.2 to add definitions;-(2) revising 10 CFR 73.55, 73.56, 73.71, Appendix B,
Appendix C, and Appendix G; (3) adding 10 CFR 73.58 to introduce safety/secunty interface”

_ requirements, and (4) adding § 73.18, § 73.19, and Form 754 to implement EPAct 2005

- provisions for background checks and authorization for use of enhanced weapons.

A comprehensive rulemaking would provide a means of addressing the identified issues and
coricerns with respect to Part 73. Through a comprehensive revision, the NRC could (1)

ensure that all licensees would consistently implement measures to enhance security and
safety at nuclear power plants; (2) modify current requirements to provide licensees with some -
flexibility; (3) address adjustments and changes in security plans that licensees have adopted
through the development of the revised licensee security plans; (4) clarify the language of the
rule; and (5) incorporate changes to address the requirements in the EPAct 2005

The NRC has estimated the benefits and costs of this option, as described in Sections 3 and 4
of this regulatory analysis, and has pursued Option 2 for the reasons discussed in Section 5.

3. Evaluation of Benefits and'Costs

This sectlon exammes the benef ts (values) and costs (lmpacts or burdens) expected to result

from this rulemaking, and is presented in two subsections. -Section 3.1 identifies attributes that
are expected to be affected by the rulemaking. Section 3. 2 describes how benefits and costs
have been analyzed.

31 ldentiﬁcatioﬁ of Affected Attributes

This section identifies the factors within the public and private sectors that the regulatory
alternatives (discussed in Section 2) are expected to affect. These factors are classified as

"attributes” using the list of potential attributes provided by NRC in Chapter 5 of its Regulatory -
Analysis Technical Evaluation Handbook.? Affected attributes mclude the follownng

. Safeguards and Security Considerations — The proposed actlons
are intended to establish requirements that will provide high
assurance that activities involving special nuclear material are not -
inimical to the common defense and security and do not constitute
an unreasonable risk to the public heath and safety. ‘

. lndustry lmplementatlon —The proposed action would requ:re
licensees to make facility mpdlf ications and to revise their

2 Regulatory Analysis Technical Evaluation Handbook, Final Repori NUREGIBR-0184 Office of Nuclear
Regulatory Research, January 1897. ) _ v :
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defend agalnst the DBT. There would also be a reduced nsk that pubhc health and
occupational health will be affected by radiological releases resulting from radiological
 sabotage. The proposed rule would also reduce the risk that off-site and on-site property will
be affected by radiological releases resulting from radiological sabotage.

The new requirements in the rule are expected to result in specific qualitative benef ts listed
below: ‘

. “The security plan updates and revisions that would be requ1red by the proposed rule
' + ‘would lead to the consistent implementation of best security practlces

. Current security regulations do not contain requnrements related to cyber security. The
NRC issued orders after September 11, 2001, that required power reactor licensees to
implement interim compensatory measures to enhance cyber security licensees. These
security measures required an assessment sufficient to provide protection against the

- cyber threats at the time of the orders.. However, as licensees implement digital

" upgrades for many systems at their plants the potential for cyber threats will be
increased. ‘The proposed requirements would maintain the intent of the security orders
by establishing the requirement for a cyber security program to protect any systems that
can, if compromised, adversely impact safety, security or emergency preparedness.

- - The proposed rule would ensure that escorts are trained and knowledgeable about their
duties while accompanying visitors. This proposed requirement would reduce the risk of
a security incident initiated by a visitor since escorts would be better informed regarding
visitor's authorized activities.

requirements ensure that both CAS and SAS have equivalent alarm
annunciation and communication capabilities, but do not explicitly require equivalent
assessment, monitoring, observation, and surveillance capabilities. Further, the current
requirement of(73.55(e)(1) states "All alarms required pursuant to this part must
annunciate in a continuously manned central alarm station located within the protected
‘area and in at least one other continuously manned station not necessarily onsite, so
that a single act cannot remove the capability of calling for assistance or otherwise
responding to an alarm." The Comrnission orders added enhanced detection and
assessment capabilities, but did not require equivalent capabiities for both CAS and
- SAS. The security plans approved by the Commission on October 29, 2004, varied, due
- to the performance-based nature of the requirements, with respect to how the individual
- licensees implemented these requirements, but all sites were required to provide CAS
and SAS with functionally equwaleni capablhtles to support the lmplementatlon of the -
. site protectnve strategy : o :

* The proposed rule extends the reqwrement for no smgle act to remove capabllmes to
the key functions required of the alarm stations and would require licensees to

- implement protective measures such that a single act would not disable the intrusion
‘detection, assessment, and communications capabilities of both the CAS and SAS.
This proposed requirement would ensure continuity of response operations during a
security event by ensuring that the detection, assessment, and communications
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functions required to effectlvely implement the licensee’s protective strategy are
maintained despite the loss of one or the other alarm station. For the purposes of -
assessing the regulatory burden of this proposed rule, the NRC assumed that all*
licensees would require assessments and approximately one third of the licensees
would choose to implement hardware modifications.

The NRC has concluded that protectlng the alarm statlons such that a smgle act does
not disable the key functions would provide an enhanced level of assurance thata .
licensee can maintain detection, assessment and communications capabilities required
to protect the facility against the design basis threat of radiological sabotage. For new
reactor licensees, licensed after the publication of this rule, the Commission would
require CAS and SAS to be deS|gned constructed, and equipped with equnvalent
standards. :

* . Current regulatory requirements require back-up power for alamm annunciation and non-

' portable communication equipment, but do not require uninterruptible back-up power.
‘Although not specifically required, many licensees have installed uninterruptible power-
to their security systems for added reliability of these electronic systems. However, the
Commission has not required uninterruptible power for assessment systems. .
Uninterruptible back-up power would provide an enhanced level of assurance that a
licensee can maintain detection, assessment and communication capabilities required to
defend the facility against the design basis threat. This new requirement would reduce

~ the risk of losing detection, assessment, and communlcatlon capabilities during a loss of
the normal power supply.

. Current regulatory requirements address the use of closed circuit television systems, but
do not explicitly require them. Although not specifically required, all licensees have
adopted the use of video surveillance in their site security plans; and many of the
licensees have adopted advanced video surveillance technology to provide real-time
and play-back/recorded video images to help security officials determine the cause of an
alarm annunciation. Advanced video technology would provide an enhanced level of

. assurance that a licensee can assess the cause of an alarm annunciation and initiate a
~ timely response capable of defending the facmty agamst the threat up to and mcludmg
the design basis threat.

- . The proposed safety-Security.interface requirements would reduce the risk of adverse
safety-security interactions. ‘These requirements would enhance the communication
- among nuclear power plant staff in order to avoid adverse safety or securlty effects.

. The proposed rule contams several new reportmg prov15|ons It would require licensees
to notify the NRC Operations Center no later than 15 minutes after discovery of an ‘
actual or imminent threat against the facility including a requirement to follow this report
with a written report within 60 days. Additionally, the proposed rule would require
licensees to report within 4 hours to NRC incidents of suspicious activity or tampering.
These proposed requirements enable NRC to quickly obtain information that could
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exercises and to mitigate any potential conflict of interest that could inﬂuencé the results of
force-on-force exercises. These provisions of EPAct 2005 would be incorporated into the newly
proposed §§ 73.18 and 73.19, and the révision to proposed 73;55 énd the néle proposed NRC
bem 754 (Enclos;]ré 2). To implement the EPAct 2005 pfovisions efficiently, the NRC
expanded the rulemaking's scope beyond power reactors (for the EPAct 2005 provisions-
| related to the use of enhanced weapbns and firearms background checks only) to cover
._ facilitiés authorized to'poséess formulé quantities or greater of strategic special nuclear material
(i.e., Cétegory I SSNM facilities). Such facilities would inciude: production faciliiies, spent fuel
reprocessing facilitigs, fuel processing facilities, and uranium enrichment faciiities.- S
Through,implementing. the security orders, reviewing tﬁe revised site security plans, and
- evaluating force-on-force exercises, the NRC has identified some additional security measures
~ necessary to ensure thét licensees provide high assurance that public health and safety and the
common defense and Sécurity are adequately protected. - - ‘ ‘
&A Ei—nally, Petition for Rulemaking (PRM 50-80), requested the establishment of regulations
| governing proposed changes to facilities which could adversely affect their protection égafnst
‘radiological sabotage. This petition'was partially granted and' the proposed new § 73.58
contains requirements 'to address this area. ”

The prqposed amendménts to tﬁe physical sééurity requirements for power reactors,
and for the new weépons requirements, Category | SSNM facilities, would result in changes to
the follquing existing sections and appéndices in 10 CFR Part 73: |
. 10 CFR 73.2, Definitions. |

. 10 CFR 73.55, Requirements} for physical protection of licensed activities in nu.clear
. power reactors.against radiological sabotage.
« 10 CFR 73.56, Personnel access authorization requirements for nuclear power plants.

. 10 CFR 73.71, Reporting of safeguards events.
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-~ 10 CFR 73, Appendix B, General criteria for security personnel.

10 CFR 73, Appendix C, Licensee safeguards contingency plans.

10 CFR 73, Appendix G, Repértable safeguards events.

- . The proposed amendménts would also add three new sections to Part 73: -

Proposed § 73.18, Firearms background checks for armed,'security pefsbnnel.
Proposed § 73.19, Authorization for use of enhanced we_apons'.
Proposed § 73.58, Safety/security interface requirements for nuclear power reactors.

The proposed rule would also add a new NRC Form 754 under the proposed new

§73.18.

. Conforming changes to the requirements listed below are proposed in order to ensure
.- that cross-referencing between the various security regulations in Part 73 are preserved, and to -

- avoid revising requirements for licensees who are not within the scope of this proposed rule.

The following requirements contain conforming changes:

Section 50.34, “Contents of applications; technical information” would be revised to align
the application requirements with the proposed revisions to Appendix C to

10 CFR Part 73.

Section 50.54, “Conditions of licenses” would be revised to conform with the proposed

revisions to sections in Appendix C to 10 CFR Part 73.

Section 50.72, "Immediate notification requirements for operating nuclear power

. -reactors” would be revised to state (in footnote'1) that immediate notification to the NRC

may be required (per the proposed § 73.71 requirements) prior to the notification

requirements under the current § 50.72.
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conclud;edv that there will be no signiﬁcant radiological environmental impacts asSOCiated with
implementation of the proposed rule requirements for the following reasons: | |
. "'(1.) The proposed reyision to the Part 73 security requirements would not result in
changes to the design basis reqmrements for the structures systems and components '
(SSCs) in the facility that function to limit the release of radrologlcal effluents during and
| followmg postulated accndents Asa result all the SSCs assomated wrth limiting the
" releases of offsrte radlologlcal effluents would contlnue to be able to perform their
functrons and as a result there would be no srgmf cant radlologrcal effluent lmpact ln '
this regard, the safety-secunty requrrement (new sectlon added as § 73 58) is mtended
' to address the mterface between secunty and safety, and the need to ensure that the

potential for adverse effects on safety (due to security actrons) or security (due to safety

actions) are assessed and managed such that facility safety and security is maintained.

' '(2) The standards and requurements appllcable to radlologlcal releases and efﬂuents N

k would not be affected by this rulemaklng and would contlnue to apply to the SSCs
affected by thrs rulemaklng | L

oSBT TR L s e e VT

7 ' ‘The principal effect of th|s actron would be to revise the governlng regulatrons pertalmng

- to securlty to make them more closely alrgn wnth the prewously |mposed orders to make

changes requnred to |mplement the EPAct 2005 and to add several new requrrements The

'majorlty of these requrrements stem from the secunty orders |ssued after September 11, 2001 |

' and are already in place at power reactors ‘None of the proposed revnsnons have an lmpact on

- occupatlonal exposures consequently the NRC has concluded that this action would cause no

impact on occupatlonal exposure.
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For the reasons discussed above the action will not significantly increase'the probability
or consequences of accndents nor result in changes belng made in the types of any efﬂuents B
that may be released off-srte and there would be no sngnit” icant increase in occupational or
public radiatlon exposure

With regard to potential nonradiologlcal lmpacts implementation of thefrule

requ‘i‘rernents would have no impact on the envrronment The revised requirements would not

affect any hlstonc sites, would not affect nonradiological plant efﬂuents and would have no
'other envxronmental impact. Therefore, there would be no srgniﬁcant nonradiological
environmental lmpacts(assocrated with the action

Accordingly, the NRC staff concludes that there would be no sxgnit” cant environmental

impacts associated with the action.

Alternatives to the Proposed Action:

As an alternative to the rulemakings describedabove, the NRC staff considered not
taking the action (i.e., the ;‘no-action" alternative). Not revising the security regulations would.
result in no change in current environrnental impacts since the proposed requirements haye no
environmental impact and taking no action therefore results in no net change to the

environment. However the no actlon alternative would leave the governing security regulatlons

as they are, and the regulation would not reﬂect the actual requrrements governing security In
addition, not taking action would cause the NRC to not be responsive to the EPAct 2005. The
- NRC staff concluded that leaving the governin'g security regulatl_ons unalignedlwith order = - re}.' vod
requirernents is not a desirable regulatory practice . The AComrmission has directedvthe staffto
revise the regulations in a Staff Requirements Memorandum dated August 23, 2004. Finally,

. the no action alternative would not be implement the requirements in the EPAct 2005,
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Commissioner Merrifield’s Comments on SECY-06-0126 ' o

* Proposed Rulemaking - Power Reactor Security Requirements

| approve the staff recommendation to publish the proposed amendments to 10 CFR Parts 50,
.72, and 73, and appendices, in the Federal Register for public comment, subject to the
attached edits. This comprehensive rulemaking will codify the requirements imposed on
nuclear power plant licensees through Commission Orders, and bring closure to the significant
nuclear power plant security issues raised by the terrorist attacks of September 11, 2001. In
addition, the proposed rule incorporates provisions that Congress enacted through the 2005 -
Energy Policy Act legislation.

While | am not enamored of rule packages on the order of one thousand pages, | believe in this

-case the volume is justified. The associated tables included in this rule package provide

section-by-section explanations of the proposed changes that offer stakeholders without

security clearances a chance to understand how the staff arrived at the proposed changes in a

way that does not compromise common detense and security. | commend the staff for

discussing the proposed changes in an open manner that allows meanlngful pubhc comment on
security reqmrements at nuclear power plants.

I note the staff plans to conduct a public meeting during the public comment period. Thisis a
good first step, but based on the sheer volume of issues being addressed, more than one
public meeting may be needed to ensure that the staff provides stakeholders a chance to
understand the reasoning behind the proposed changes. Recent experience with other
voluminous rule packages leads me to believe that perhaps a second, or even a third, public
meeting may necessary to fully vet the issues addressed in this proposed rule.




PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.19(d) Approval process. -
(1) Commission approval. (i) Licensees and
certificate holders specified in paragraph (b) of this

section who choose to utilize enhanced weapons as

part of their physical protection program, shall submit .

to the Commission for prior review and written
approval, new or revised physical security plans,
training and qualification plans, safeguards
contingency plans, and a safety assessment
incorporating the use of the specifin enhanced
weapons the.licénsée or certificate holder intends to -
use. Licensees or certificate holders shall submit
such revised plans for prior Commission review and
written approval notwithstanding the provisions of

§§ 50.54(p), 70.32(e), and 76.60 of this chapter.

This paragraph would describe the process for
Commission apbroval ofa licenseé@}r certificate
holde{r’;)plans to use enhanced weapons. The use of
.such weapons would be inct)rporated into security
plans for prior Commission review énd approval. This
paragraph would also require the submission of a new
safety assessment evaluation of the onsite and offsite
impacts from the use of tne énhanced weapons (in
protecting the facility or from training at:tiviti_es).
Submission of such revised plans for prior review and
approval would be required irrespective of whether the
Iicens@ certificate holder concludes the use of
these enhanced weapons would not cause “a .

decrease in security effectiveness.”
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PROPOSED LANGUAGE

CONSIDERATIONS

¥

§ 73.19(d)(1)(i) mpsaas, 7 addition to other

srens set forth in this part,

(A) Specific types or models, calibers, and numbers
of enhanced weapons to.be used;

(B) Tactical approaches and personnel'to be
efnployéd in using these enhanced weapons;

(C) Assessment of any potential safety impact on the
facility or radioactive material from the use of these
enhanced- weapons;

(D) Assessment of any potential safety impact on
public or private facilities, public or private property, or

on members of the public in areas outside of the site

| boundary from the use of these enhanced weapons;

and

This paragraph would require additional specific
information to be included in the new or updated
physical security plans, training and qualiﬁcaﬁon plans,
and safeguards contingency plans provided to the
Commission for review and approval. Tactical
approaches woﬁld include the personnel and methods
used to employ theae weapons,‘including areas or
locations where enhanced weapons could be
employed or areas where their use may be limited _
(a.g., safety issues associated with a s'peciﬁc> area of
the facility). . |

This paragraph would requnre an assessment of the
onsite and OffSlte safety impacts from the use of the

enhanced weapons to protect the facility.

§ 73.19(d)(1)(ii)(E) Assessment of any potential
safety impact on public or private facilities, public or

private-property, or on members of the public from
the use of these enhanced weapons at training

facilities intended for proficiency demonstration and

See considerations for § 73.19(d)(1) abm@

qualification purposes,
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PROPOSED LANGUAGE

CONSIDERATIONS /

§ 73.2 Definitions.

Vi
@{;ﬂee new definitions to this section as ‘

conforming changes to the new §§ 73.18 and 73.19 for
covered weapbn, enhanced weapon, and standard |
weapon. Other new definitions t.hat would added as
conforming changes to this section in support of other
regulations (e.g., safety/security interface and target

sel) are discussed in other Tables under this notice.

"Covered weapon means any handgun, rifle, shotgun,
short-barreled shotguﬁ, shbrt-barreled rifle, semi-
automatic assault weapon, machine gun, ammunition
for any such g_u'n or weapon, or a large capacity
ammunition feeding device as specified under § 161A
of the Atomic Energy Act of 1954, as amended.
4 Covered weapons includes both enhanced weapons
.and standard weapons; hdwever. enhanced weapons
do not include standard weapons. .
-Enhance_d Weapqn means any short-barreled
shotgun, short-barre_led rifle, sem_i-'automatic assault
weapon, machine gun, or-a large capacity
~ammunition feeding device. Enhanced weapons do
not includé destructive devices, includfng explosives
or weapons greater than 50 caliber (i.e., greater than
alz7 ém [0.5 in] diameter bore). |
Standard weépon means any handgun, rifle, or

shotgun.

A definition for covered weapon would be used as an

-| overall term to encompass the weapons and devices

listed in Sec. 161A. of the AEA. The definitions of the
specific firearms, ammunition, or devices within this
term would be the same as those tound in ATF’s
regulafions in é? CFR Part 478, Subpart B as of .
September 11, 2005. . A

Definitions for enhanced weapon and standard
weapon would also be added to support the differing
scope of these new sections (e.g., a.lic;ensee’s current
authority to possess handguns, shptguns, and rifles
under State law is not obviated by Sec. 161A). The
relationship be'tween covered weapon, enhanceﬂ
weapon, and standard weapon would be explairied.
Also, enhancéd weapons would not include destr_uctive |
devices as defined under ATF’s regulation-s. Thé
NRC's authority under Sec. 161A does not include

destructive devices.
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Table 2 - Part 73 Section 73.55

" Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

Requirements for physical protection
of licensed activities in nuclear power
reactors against radiological

sabotage. .

Requirements for physical protection
of licensed activities in nuclear power
reactors against radiological

sabotage.

This title would be retained.

‘] (@) Introduction.

This héader would be added for

formatting purposes.

§ 73.55 By Dec. 2, 1986, each
licensee, as approﬁriaté, shall submit
'broposed amendments to its security
4 plan which define how the amended
;’quirefnents of Paragraphs (a),

(A)(7), (d)(9), and (e)(1) will be met.

(a)(1) By [insert date - 180 days -
after the effective date of the final
rule published in the Federal
Register], each nuclear power
reactor licensee, licensed under 10

CFR Part 50, shall incorporate the

revised requirements of this section

1 X2 : through amsgpdments to its
A s peroXe "~ | Commis pfoved Physical

Security Plan, Training and
Qualification Plan, and Safeguards
Contingency Plan, referred to
collectively as “approved security
plans,” and shall submit the amended

security plans to the .

This requirement would be added to .
discuss the types of Commission
licensees to whom the proposed

requiréments of this section would

apply and the schedule for éubmitting

the amended security plans. The
dommission intends to delete the .
current language, because it appliés
only to a past rule change that is
complete.d. The proposed
requiréments of this section would be
applicable to decommissionedﬁng
reactors unless otherwise approved

by the Commission.

Commission for review and approval.
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Table 2 - Part 73 Section 73.55

F Requirements for physical prdtection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

.PROPOSED LANGUAGE

CONSIDERATIONS

73.55(b)(1)(i) The licensee is
responsiblé to the Commission for
maintaining séfeguards in accordance
with Commission regulations and the

licensee's security plan.

(a)(4) The licensee is responsible %

HreeSemmiagion-for maintaining the
onsite physical protection program in

accordance with Commission

regulations and related Commission-

directed orders through the
implementation of the approved
security plans and site implementing

procedures.

This requirement would retain the
current requirement that the licensee
is responsible for meeting |
Commission regulations and the
approvéd sécurity plans. 'fhe phrase
“through the implementation of the
approved security plans and site
implementing procedures” would be
added to describe the relationship
between Commission regulations, the
approved security plans, and
implementing prqcedures. The word
"safeguards” would be replaced with
the phfase "physical pn:oiection

program" to
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Table 2 - Part 73 Section 73.55

g Requiremehts for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

elements would comprise the
component actions of response and
would be provided by pe.rsonnel
trained and equipped in accordance
with a response strategy. The third
element “Intercept” would be the act
of placing a person at an intersecting |
defensive position directly in the path .
of advancement taken by the threat,
and between the threat and the
protected target or target set element.
The fourih é:lement “Challenge” would
be to verbally or physically confront

the threat toalt, or otherwise .

interact with
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE PROPOSED LANGUAGE CONSIDERATIONS

prevention of significant core damage
and spent fuel sabotage b OVe
measurable performance criteria
against which the Commission would
evaluate the effectiveness of the
licensee physical protection program.
The phrase "as bounded by the
design basis threat" would bé used to
clarify the Commission's view that the
(Iicensg' qust ensure that the physical
protection program is designed to

" | protect agéinst thé design basis
lthreat and all' other threats tr)at do not
rise to the leve_l of the design basis

threat. The
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

PROPOSED LANGUAGE

- CONSIDERATIONS

CURRENT LANGUAGE

§ 73.55(b)(4)(i)) Upon the request of
anv authorized representative of the
Commission, the licensee shall
demonstrate the ébility of the physical
security personnel fo carry out their

assigned duties and responsibilities.

(b)(5) Upon the request of an
authorizéd fepresentative of the
Commission, the licensee shall
demonstrate the ability to meet
Commission requirements through

the implementation efemsy-compenent
of the physical pratection program, &

m .
includd bub FiteEbto the ability of

armed and unarmed personnel to
perform assigned duties and
responsibilities required by the
apbroved security plans and licensee

procedures.

This requirement would retain the
current requirement for demonst.ration'
and would contain minor revisions to
apply this requirement th> the.
licens‘ee's.ability to implement the
physical protection .program' and not
be limited to only the ability of security
personnel to carry out their duties. -
This proposed requirement wéuld
clarify the Commission's view that the
licensee must also demonstrate the
eftectiveness of plans, procedures,
and equipment to accomplish their |
intended function within the physicél

protection program.
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of- licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE .

CONSIDERATIONS

(b){6) The licensee shall establish
and maintain a'written performance
evaluation hrogram in accordance
witﬁ appendix B and appendix C to.
this part, to demonstrate and assess
the effectiveness of armed
responde_rs and armed security
officers to perform their assigned

duties and responsibilities reguired-for

‘Lo
| the-protecti ® target sets described

in paragraph (f) and appendix C to
this part, through implementation of

the licensee protective strategy.

This requirement would be added to
specify that this peﬁormance
evaluation program would be the
mechanism by which the licensee
would demonstrate the capabilities
qescribed by the pérformance based
requirements of the proposed
paragraphs (b)(2) through (4). The
word 'térget sets" would bé used
consiﬁtent with the proposed (b)(é) to
describe the combination of
equipment and operator actions
which, if all are prevented from
performing their intended safety
function or prevented from being

accomplished,
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

(c)(1)(ii) Site-specific conditions that
affect implementation of Commission

requirements.

This requirement would be added to
reflect fhe Commission's view that
licensees must focus attention on
site-specific conditions in the
development and implementation of
site plans, procedures, processes,
response strategies, énd uhimately,
the licensee capability to achieve the
performancé objective of the

proposed (b)(1).

Qg

(c)(2) Protection of security plans.
The licensee shall protect fhe
approved security plans énd other
related safeguards inf_ormation
against unauthorized displosur.e in -
accordance with the requiremenfs of

§73.21.

This requirement would be adde@
emphasize the requirements for the -
protection of safeguards inforrhation
in accordance with the requirements

of § 73.21.

(c)(3) Physical Security Plan.

This header would be added for

formatting purposes.
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Table 2 - Part 73 Section 73.55 _

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE |

CONSIDERATIONS

§ 73.55(b)(4)(ii) Each licensee shall
establish, maintain, and follow an
NFIC-appl_'oved training and

gualifications plan ...

(c)(4)(i) The licensee shall establish,
maintain, and follow a Commission- -
approved training and qualificatioh
plah, that describes. how the criteria
set forth in appendix B “General -
Criteria for Security Personnel,” to this

part will be implemented. .

This requirement would retain and
separate two current }equirements of
§ 73.55(b)(4)(ii). This proposed '
requirement would require tﬁe
licensee to previde a training-and

qdaliﬁcation plen.

§ 73.55(b)(4)(ii) - ..outlining the
processes by which guards,
watchmen, armed response persons,
.nd other members of the security
organization will be seleeted, trained,
equipped, tested, and qualified to
ensure that these individuals meet the

requirements of this paragraph.

(c)(4)(ii) The training and qualification
plan must describe the process by
which armed and unarmed security
personnel, watchpersons, and other
members of the security organization
will be selected, trained, equipped,
tested', qualified, and re-qualified to
ensure that these individuals possess
and maintain the knowledge, skills,
and abilities required to carry out their
assigned duties and responsibilities

effectively.

(

This requirement would retain the

T ment for the licensee to outline

rocesses in this plan with minor

revisions. The phrese “guards,
watchmen, armed response persons”
would be- replaced by the phrase
“armed and unarmed security
personnel, watchpersons” to
generically identify all memeers of the
security organization. The
Commission does not intend that
administrative staff be included

except as these personnel would be

used to perform duties re.quired to

detect, assess,
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( Table 2 - Part 73 Section 73.55

} Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE PROPOSED LANGUAGE CONSID_ERATIONS
§ 73.55(b)(3) The licensee shall have | (c)(6)(iv) The licensee shall: This requirement would t é/ retain,@
a management system to provide ' 2 v Jou{al separate the two cﬁrrent

for... g . requirements of § 73.55(b)(3) with
k ' minor revisions. The phrase
*management system" would be
replaced with the word "process.*
The current requiremeht to have a
management system would be

addressed in the ‘proposed

, | | § 73.55(d)(2).

% . 373.55(b)(3) ...the development, (c)(6)(iv)(A) Develop, main_tain, This requirement would retain the
revision, implementation, énd enforce, review, and revise security requirement to devefop, revise,
enforcement of security procedures. | 'i_mplementing procedures. . imblement, and enforce security

procedures. The words “maintenance
and review” would be added to clarify
these tasks as necessary functions.
The word “implementation” would be
deleted because implementation is

addressed in the proposed (c){6)(i)

through (jii).
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(b)(3)(ii) Provision for written
approyal of these procedures and any -
revisions to the procedures by the -
individual with overall résponsibility for

the securify functions.

(c){6)(iv)(B) Provide a process for the
written approval of implementing
procedures and revisions by the
individual with overall respdnsibility for

the security functions.

This requirement would retain the

current requiremeﬂ@or written

approval with minor revisions.

(c)(6)(iv)(C) Ensure that changes
made to implementing procedures do
not decrease the effeétivéness of any
procedure to implement and satisfy

Commission requirements.

This requirement would be added to
enéure that the licensee process for
making changes to implementing
procedures includes a process to

ensure that changes do not result in a

| reduction of effectiveness or result in

a conflict with other site procedures.
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. Table 2 - Part 73 Section 73.55

Requirements for physical protectidn of licensed activities in nuclear power reactors against radiologiéal sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE'

. CONSIDERATIONS

73.55(b)(2) At least one full time
member of the security organization
who has the at-Jthority‘ to direct the
physical protect_fon activities of the
security organization shall be onsite at

all times.

(d)(2)(ii) At least one member, onsite

and available at all times, who has the
authority to direct the activities of the
security organization and who is

‘assigned no other duties that would’

interfere with this individual's ability to .

perform these duties in accordance
with the approved security plans and

licensee protective strategy.

This requirement would be retained

with minor revisions. The phrase

| “who is assigned no other duties

which would interfere with” would be
added to ensure that the designated
individual wduld not be assigned ahy _
duties that would prevent or interfere
with the ability to direct these activities

when needed.

§ 73.55(b)(4)()) The licensee may not
permit an individual to act as a guard,
watchman, armed response person,
or other member of the security
organization unless the individual has
been trained, equipped, and qualified
to perform each assigned sec'urity job
duty in accordance with Appendix B,
*General Criteria for Security

Personnel,” to this part.

(d)(3) The licensee may not permit
any individual to act as a member of
the 'security organization unless the
individual has been trained, equipped,
and qualified to perform assigned
duties and responsibilities in
éccordance with the requirements of
o WIS part
;ff)pendix B and the Commission-

approved training and qualification

plan.

This requirement would be retained

with minor revisions.
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Table 2 - Part 73 Section 73.55

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(b){1)(ii)) The NRC may
inspeqt,' copy, and take away copies
of all reports and docuhehts required
to be kept by Commission
regulatidné, orders, 6r applicable
license coﬁditions whether the reports
and documents are kept by the

licensee or the contractor.

(d)(5)(i)) The Commission may
inspect, copy, retain, and remove all
reports and documents required to be
kept by Commission regulations,
orders, or applicabl‘e license
conditions whether the reports and

documents are kept'by the licensee

or the contractor. W

"This requirement would be retained -

with minor revisions.

securuly ewp loyec

(d)(5)(iii) %iﬁéﬁugdael may notbe
assigned to any position involving
ldetection, assessment, .or response
to unauthorized activities unless that

individual has satisfied the

This requirement would be added for
consistency with the proposed

requirements of the proposed (d)(4).
This proposed requirement would be

stipulated in a contract because it

relates to a function of the contract..

requirements of § 73.56.
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Table 2 -_Eart 73 Section 73.55 .

Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(b)(1)(iv) The contractor will
not assign any personnel 1o the site
who have not first been n’_iade aware
of these responsibilities.

§ 73.55(b')(4)(i) The licensee may not
‘| permit an individual an individual to
act as a guard, watchman, armed
response person, c;r other member of
the secqrity organization unless the
individual has been trained, equipped,
and qualified to perform each

‘assigned security job duty in

corctroc tof S -LCUY‘LH 'eab*jd lcyo.e,

(d)(5)(iv) Afindisieenl may not be

assigned duties and responsibilities
required to implement the approved
security plans or licensee protective
strategy unless that individual has -

been properly trained, equipped, and

qualified to perform their assigned

duties and responsibilities in
accordance with appendix B and the
Commission-approved training and

qualification plan.

This requirement would retain and

combine two current requirements. of

§ 73.55(b)(1)(iv) and § 73.55(b)(4)(i)
with minor revisions necessary for’

consistency with the proposed rule.

accordance with Appendix B... . '
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Table 2 - Part 73 Section 73.55

 Requirements for physicél protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

- PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(c) Physical barrier;.

(e) Physical Barriers. Based upon .
the licensee’s protective strategy,
analyses, and site conditions that
affect the use and placement of
physical barriers, the liceh_see shall
install and maintain physical barriers
that are designed and constructed as
necessary to deter, delay, and

prevent the introduction of

unauthorized personnel, vehicles, or

materials into areas for which access

must be controlled or restricted.

This requirement would be added to
provide a performance based
requirement for determining the use
and placement of thsical barrieré
req.uired for protection of pérs_onnel, '
équipment, and systen@w tailure of
which could directly or indirectly
endanger public health and safety.
The phrase “Based upon the licensee
protective strategy, analyses, and site
specific conditions”, would be used to
ensure that licensees consider |
protective strategy requirements and

needs, as well as any analyses
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Table 2 - Part 73 Section 73.55

. Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

73.55(e)(3) All emergency exits in
each protected area and each vital

| area shall be alarmed.

(e)(6)(iii) All emergency exits in the
protectéd area must be secured by

locking devices that allow exit 6nly,'

and alarmed.

This requirement would retain and
sepgrate the two current
requirements with min0|.' revision.
The phrase “secured by locking
devices which aliow exit only” would
be added to provide a performance
based requirément relative to the
function of locking devices with
emergency exit design to prevent
entry. Vital areas would be

addressed in the proposed

§ 73.55(¢)(8) (vil. @

(e)(6)(iv) Where building walls, roofs,
or pénetrations comprise a portion of
the protected area perimeter barrier,
an isolation zone is ﬁot necessary,
provided that the detection, |

assessment, observation, monitoring,

| and surveillance requirements of this

section are met, appropriately

designed and constructed barriers are

installed, and the area is described in

the approved security plans.

This requirement wéul%d dto
provide a performance based
requirement for instances where this

site condition would exist.
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Table 2 - Part 73 Section 73.55

. Requirements for physical protection of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATION§

avY

(m)(1)(i) The licensee shall describe
the cyber-security program
requirements in the approved security

plans.

This requirement woqu—'gdded to
ensure licensees ¥ have a

comprehensive security plan by .
integrating cyber-security into the
overall onsite physical protectibn
program. As licensees take |

advantage of computer technology to

| maximize plant productivity, the role

of computer systems at nuclear
power plants is increasinéée
Commission has determined that
incorporation of a cyber-security
program into the Commission -
approved security pléns would b'é a
pruder-n and necessary security

enhancement. - ST
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“Table 2 - Part 73 Section 73.55

‘ Requirements forv physical protection of licen.sed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

(m)(3)()) The licensee shall apply
cyber-security reéuirements and
policies that identify management
expectations and requirements for the

protection of computer systems.

This requirement would be added to

create a computer security program

that establishes specific goals and

assigns responsibilities to employées -

to meet those goals. , .

(m)(3) (ii) The licensee shall develop.
and maintain implementing
procedures to ensure cyber-security
requirements and policies are

implemented effectively.

This requirement be/ka'dded to ensure
the licensee develops, implements,

and enforces, detailed guidance

documents that licencee employees

would be required to follow to meet

the stated security goals.

(m)(4) Incident Response and

Recovery.

This header would be added for

formatting pUrposes.
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Table 2 - Part 73 Section 73.55

Requirements for physical proteciion of licensed activities in nuclear power reactors against radiological sabotage.

CURRENT LANGUAGE

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.55(g)(4) These reports must be
maintained in an auditable form,
available for inspection, for a period

of 3 years.

(r)}(2) The licensee shall maintain all
records required to be kept b.y
Commission regulations, orders, or
iicense conditions, aé a record until
the Commission terminates the

license for which the records were

.developed and shall maintain

superseded portions of these records
for at Ieast‘three.'(a) years after the
reéord is superseded, unless
otherwise specified by the

Commission.

This requirement would be retained
and revised to consplidate multiple
current records retention
requirements rather than state the
‘same requirement multiple times for
each record throughout this rule. The |
phrase *unless otherwise specified by
the Commission™ would be used
address any conflict that may arise
between other records retention
requirernents such that the more
restrictive requirément would take

precedence.

(s) Safety/Security Interface. In
accordance with the requirements of
§ 73.58, the licensee sfiall develop
and implement a process to inform

and coordinate safety and security

| activities to ensure that these

activities do not adversely affect the

o

capabilities of the security

organization to satisfy the

This'requirement would be added to -
provide specific reference to the
proposed § 73.58 for Safety and

Security Interface requirements

©
requirements of this section, o¥ P'

ot safety,
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(* ™ . Tab.le 4 - Proposed Part 73 Section 73.58

Safety/éecurity interface. -
'PROPOSED LANGUAGE . CONSIDERATIONS }

The Commission has determined that the proposed
safety/security rule requnrement;uagﬁ Ee;fs‘s:{attyk fc:;d o %) awwd
reasonable assurance that thescommon defense and .
security continue to be adequately protected because the
current regulations do not specfﬁcally require evaluation of
the effects of plant changes on security or the effects of
securiiy plan changes on plant safety. Further, the
regulations do not require communication about the

implementation and timing of changes, which would

promote awareness of the effects of changing conditions,

MY :
( . : and result in appropriate assessment and response.

e
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Commissioner Jaczko’'s Comments on SECY-06-0126_'
Proposed Rulemaking - Power Reactor Security Requirements

| approve of the staff's proposal to publish the proposed rule for public comment and complete
the rulemaking within a schedule of one year. This rulemaking, which in large part codifies and
improves the many of the elements of security orders imposed on power reactor licensees
since September 11, 2001 and implements certain provisions of the Energy Policy Act of 2005,
is very important step toward addressing security concerns following September 11 and
preparing for potential new reactor licensing. | commend Chairman Diaz, Commissioner
McGaffigan, Commissioner Merrifield for their leadership on the post-September 11 security
-work and the staff for their commitment to preparing such a comprehensive and ever-changlng
proposal on such a tight schedule. 4

Despite the importance of this proposed rule, | do not view this rulemaking by itself as the most
important security rulemaking in process. This rulemaking is one of three security -
rulemakings focused on the security of power reactors the Commission is working on. The
others are the on-going rulemaking on the design basis threat and the planned rulemaking on
security assessments for new reactor designs _

Most of the requirements set forth in this rulemaking are already in place as a result of the
various security orders issued since September 11, 2001, and this rule change will primarily add
stability and fi nality to that process. What remains undone, however, is an important
rulemaking to require applicants for combined operating licenses of new reactors to design
security features into their future facilities.

Today'’s regulatory framework, embodied in this rulemaking and imposed by the post-
September 11 security orders, relies heavily on maintaining a physical security program to
protect vital areas of a plant and on mitigating strategies to ameliorate the effects of losses of
large areas of the facility of due to fires and explosions. It is imperative that future designs
become inherently safer and more secure through design features that reduce the need for
physical security programs, potentially reducing the number of needed armed responders, and
through design features that prevent the loss of safety systems and functions, eliminating the
need for mitigating strategies. The security assessment rulemaking needs to address these
important issues. Completing this rulemakings in a‘timely manner will be crucial to finalizinga -
robust regulatory framework for existing reactors and potential new reactors. :

As the Advisory Cohmittee on Reactor Safeguards recently stated in an April 24, 2006 Ietter on
the review of ongoing security-related activities,

““A-variety of potential mitigation strategies have been identified for existing plants.
The degree to which the risk due to security events can be reduced for existing
" plants is severely constrained by the cost of modifications in an existing plant.
However, if incorporated into the design before construction and licensing, the cost
of reducing the risk due to security events can be substantially reduced. The pilot
studies performed for existing plants should be extended to examine the potential
for increasing the robustness of new plants for security events and for including
security considerations in the design certification process. Criteria for enhanced
plant protectlon against security events at new reactors should be developed ona
priority basis.”




With regard to the current rulemaking, there are three ifnportant issues that | believe the staff
should solicit comment on.

First, the staff should solicit comment on the need to establish a regulatory requirement to maintain
communication protocols with the Nuclear Regulatory Commission in order to verify the authenticity
of communications in a security event. The current rule establishes.new reporting requirements
for security-based events. The staff should solicit comments on whether these new requirements
should include requirements for uniform _protocols to verify the authenticity of reports under this
new provnsxon

Second, the staff should expand on and solicit comment on the appropriate framework for the
insider mitigation program requirements. | supportamending the proposed rule prior to publication
with the proposed language and structure presented to Commissioner McGaffigan and other
.Commissioner assistants on June 27, 2006.

"Third, the staff should solicit comment on the need to establish performance-based security
requirements for the transmission of vital plant information using the Emergency Response Data
System (ERDS). ERDS is a crucial element of the NRC's incident response system in traditional
accidents. Ensuring this important source of information can be transmitted during a security
incident or even during a natural disaster will improve the NRC's ability to provide effective
oversight of any emergency situation. Specifically, the staff should seek comment on using new
technology that will both improve the performance of ERDS and improve the security of the system.

Lastly the staff should strive, to the extent possible, to make as much of the implementing -
guidance for all of these requirements publically available in order that all stakeholders can
understand the requirements to which we hold our licensees in security. Making these
requirements and the implementing guidance available to our stakeholders will go a long way
toward instilling confidence that the NRC has required a much greater degree of security in a post-
September 11, 2001 environment and will allow greater participation by stakeholders in the
licensing process.
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Comﬁissioner Lyons’ Comments on SECY-06-0126

| approve publishing in the Federal Register the proposed amendments to 10 CFR Parts 50, 72
and 73 with appendices. | approve certifying that this rule, if promulgated, will not have a
negative economic impact on a substantial number of small entities in order to satisfy the
requirements of the Regulatory Flexibility Act. The Order requirements addressed in the final
rule should not be rescinded, but should be dispositioned as having been satisfied, if applicable,
in individual cases.

I would like to highlight one matter that | wish to have clarified through this rulemaking

regarding escorted access for members of the public visiting nuclear power reactors. In

Europe, | have noticed that members of the public tour nuclear facilities and attend

" informational briefings at the facilities that enhance public education and awareness. 1 support

" these measures, and | would like to see more effort on the part of industry and the government -
to encourage the public to visit US nuclear power facilities and other US fuel cycle facilities.

- Therefore, this rulemaking should request public comment on the feasibility of a modified

escorted access provision to selected areas of the facility for members of the public in order to

facilitate this goal.

“In addition, | have included edits to the rulemaking package, as attached hereto.




NﬁC Form 754) td the Iisf of sections and fdrrns with Office of Management of
Management Budget (OMB) informatidn collection requirements. A corrective
revision to § 73.8 would also be made to rdflect OMB approval of existing
information collection requirements for NRC Form 366 under existing § 73.71.

e . Section 73.70, “Records” would be revised to feference the appropriate revised
‘paragraph numbers‘ in proposed § 73.55 regarding the need to retain a recdrd of

the registry of visitors.

Additionally, § 73.81 (b), “Criminal penaltied” whfch sets forth the sections within Pért 73
that are not subject to criminal sanctions under the AEA, would remain unchanged since willful
violations of the -newly proposed §§ 73.18, 73.19, and 73.58 may be subject to criminal
s.anctions.' | |

Appendix B and Appendik C to Part 73 require special treatrﬁent in this rulemaking to
preserve, with a minimum of conforming changes, the current requirements for licensees and
applicants to whom this proposed rule would not apply. Accordingly, section I through V of
Appendix B would remain unchanged, and the proposed new language for power reactors
would be added as section VI. Appendix C would be divided iﬁfo two sections, ‘with Section |
mainfaining'all current requirements, and Section 1 containing all proposed requirements
related td pdwer reactors. !

| . Il. Rulemaking Initiation _

On July 19, 2004, NRC staff issued a memorandum entitied “Status of Security-Relatéd
Rulemaking” (accession number ML041180532) to inform the Commission of plans to close ‘
former security-related _actions and replace them with a comprehensive rulemaking plan to |

~ modify physical protection r_equiremenis for power reactors. This memorandum described
~_rulemaking effdrts that were suspended-by the terrorist activities of ééptember 11, 2001, and

9




Safety/Security interface requirements. These requirements are located in .

proposed § 73.58. The safety/security requirements are intended to explicitly
require licensee coordirration of potential adverse inreractions between security

- activities and other p!ant activities that could compromise either plant security or
plant safety. The proposed requirements would direct licensees to assess and
manage these interactions so that neither safety r\or security is compromised.
‘These proposed requirements address, in part, a'Petition for Rulemaking (PRM
' 50-80) that requested the establishment of regulations governing proposed
changes to the facilities which could adversely affect the protection against

radiological sabotage.

EPAct 2005 additional requirements. The EPAct 2005 requirements that would
be implemented by this proposed rulemaking, in addition to the weapons-related
additions described above consist of new reduirements to perform force-on-

force exercrses and to mitigate potential conflicts of mterest that could influence

conduchke
the results of NRC—oEserv’ €d force-on-force exercises. These proposed new

requirements would be included in proposed § 73.55 and Appendix C to Part 73.

Accelerated notification and revrsed four-hour reporﬁnq r'eiotlnrerinlenits “This

proposed rule contains accelerated security notrfrcetloh \r!qlﬁllreme;nt‘s (ie., wnthln

15 minutes) in proposed § 73.71 and Appendix G to Partu/é} for jat’t:acks and

imminent threats to power reactors. The proposed aécer%i}é;éé ’no;tlflcatron

requrrements are similar to what was provrded to the |ndt;1:'|st.ry’f ln ;Niﬂl) Bulletin
TSR

2005-02, “Emergency Preparedness and Response Aotlorls for Secunty -Based

Events,” dated July 18, 2005 The proposed rule also contams two new four-
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18 years for unarmed respondere, qualification scores for testing required by the

training and qualification plan, qualification requirements for security trainers,

qualification requirements of personnel assessing psychological qualifications,
armorer certifieation requirements, and program requirements for on-the-job

training.

Security Program Implementation insights. The proposed rule would impose

new enhancements identified from implementation of the security orders, review

of site security plans, and implementation of the enhanced baseline inspection

program and force-on-force exercises. These new requirements would include

cnanges to specifically require that the central alarm station (CAS) and
Secondary alarm station (Séi) have functionally equivalent capabilities such that
.no single aet can disable thé\ functior/P\of both CAS and SAS. .The proposed
'addit.ions would also include requirements for new reactor licensees to position
th'e SAS within fhe protected area, add bullet resistance and limit the visibility. into
SAS. Proposed additions also fequire uninterruptible backup power eupplies for

detection and assessment equipment, “video-capture" capability, and

qualification requirements for drill and exercise controllers.

Miscellaneous. . The proposed rule would eliminate some requirements that the

while s¥ provid? na
_staff found to be unnecessary 8 high assurance that activities involving

special nuclear material are not inimical to the common defense and security and
On
do not constitute an unreasonable risk to the public health and safem\such@’*’
+o be elimminatre toviaey
qunrement\{or guards to escort operators of motor vehicles within the
protected area if the operators are cleared for unescorted access. The proposed

14




equi\ralent capabi.l'ities for both CAS and SAS. The security plens approved by the Corhmission
on October 29, 2004, varied, due to the performance-based nature of the requirements, with
respect to how the individual licensees implernentect these requirements, but all sites were |
required to provide a CAS and SAS with functionally equivalent oapabilities to support the
implementation of the site protective strategy.
The proposed rule extends the requirement for no single act to remove capabilities to
" the key functions ot the alarm stations end would require Iice_nsee's to implement
protective measures such that a single act would not disable the intrusion detection,
assessment, and communications capabilities of both the CAS and SAS.. This proposed
requirement would ensure continuity of response operations during a security event by ensuring
that the detection, assesémer_rt, and communications functions required to effectively implement
the licensee's protective strategy are maintained despite the loss of one or the other alarm |
- station. For the purposes of assessing the regulatory burden of this proposed rule, the NRC
assumed that all licensees would require assessments and approximately one third of the v
licensees would choose to implement hardware modifications;
The NRC has concluded that protecting the alarm stations such that a single act does
not dlsable the key functions would provrde an enhanced level of assurance that a licensee can
malntaln detectlon assessment and communlcatlons capabllltres required to protect the facility
against the design basrs threat of radiological sabotage For new reactor Ircens;aes licensed

after the publication of this rule, the Commission would require CAS and SAS to be desrgned

AT v

_ constructed, and_equrpped with equivalent standards.

o

Uninterruptible Power for Intrusion Detection and Assessment: Svstems

Current regulatory requirements require back-up power for alarm annuncratron and non-
— ; i

portable communication equipment, but do not require this back-up power to be unmterruptnble

Although not specifically required, many licensees have installed urnnterruptrble power to their

19




response eapabilitie_s. Historically digital compu_ter syetems have played a limited role in the
operation of nuclear power ptants. However, the role of computer systems at nucleer power
blants is increasing, as licensees take advantage of computer technology to maximize plant
_ productivity. \_In general, licensees currently exclude from their access autherization programs,
individuals who may electronically access equipment in the protected areas of nuclear powet
"plant.s to perform their job functions, if their duties and responsibititi_es do not require physicel
unescorted access to the equipment located within protected or vital areas. However, because
these individuals manage and maintain the networks that connect to equipment located within
- protected or vital areas and are tesponsible for permitting authorize'd and/or trusted personnel
to gain electronic access to equipment and systems, they are often granted greater electronic
privileges than the trusted and authorized personnel. With advancements in electronic
technology and telecommunicatiorts, differences in the pbtential adverse impacts of a
| sabeteur’s actions through physical access and electronic access are teseening. Thus, the
proposed rule would require those individuals who have authority to electronically access
equipment that, if compromisecgc}an adversely impact operational safety, security or emergency
preparedness of the nuclear power plants, to be determined to be trustworthy and reliable.
The proposed revisions to § 73.56 would also address changes in the nuctear' industry’s
structure and business practlces since this rule was onglnally promulgated At the trme the
current § 73.56 was developed, personnel transfers between licensees (: e leavmg the

employment of one licensee to work for another Ilcensee) with mterruptlons |n unescorted

access authorization were less common. Most llcensees operated plants at a smgle site and -
" maintained an access authorization program that applied only to that site. \{Vhen‘an individual -

left erhployment at one site and began working for another licensee, the indifviduatl was subject

i

to a different access authorization program that often had different requirements.j' Because

i
R

some licensees were reluctant to share information about previous employees with the new

23




would be specified in proposed § 73.56(m) [Protection of information]. As a result, fndividuals
who are subject to this section would establish a detailed “track record” within the industry that
would potentially cover their activities over long periods of ﬁme and would follow them if they
change jobs and move to a new positioh that requires them to be granted unescorted access
authorization by another licensee. The proposed requirement acknoWIedges the industry
initiative to develop and utilize a database to ensure accurate information sharing between
~ sites. This increased information sharing is necessary tb provide high assurance that
individuals who are granted and maintain unescorted access authorization are trustworthy and
reliable whén individuals move between écceés authorization programs. - In addition, the
increased information sharing'wbuld reduce regulatory burden on Iic_ensees when processing
individuals who have had only short breaks between periods of unescorted access
authorization.

Another change in the NRC’s proposed approach to access authorization'requirements
is the result of a series of public meetings that were held with stakeholders dufing 2001-2004
to discuss potential revisions. to 10 CFR Part, 26, “Fitness-for-Duty Programs.” Part 26 |
establishes additional steps that the licensees who afé subject to § 75.56 must take as part of
the process of determining whether to grant unescorted access authorization to an individual or
permit an individual to maintain unescorted access authorization. These additional
. requir_ementé focus on aspects of an individual's behavior, chérécter, ahd reputation related to

A, : They | "
substance abuse, gnd, among other steps)require the licensee and other entities who are

subject to Part 26 to conduct drug and alcohol testing of individuals and an inquiry into the

individual's past behavior with respect to illegal drug use or consumption of alcohol to excess, '
as part of detérminf_ng whether the individual may be granted unescorted access authorization.
However, historically there have been some inconsistencies and redundancies between the

§ 73.56 access authorization reqﬁirements and the rélated requiremehts_in Part 26. These
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notifications, the NRC may request the licensee establish a continuous cprhmunications
channel after the licensee has made any emergency notifications to State officials or local law
enforcement and if the licensee has taken action to stabilize the pla_nt following any transient
[associated with the 15-minute notification]. In NRC Bulletin 2005—02, “Emergency
Preparedness and Response Actions for Security-Based Events,” dated July 18, 2005, the NRC
had indicated a contiﬁudus communications channel was not necessary for.the new 15-minute
notificaﬁoné.' However, in developing this proposed rule the Commissfon has evaluated the
need to piomptly obtain information of an meolding event versus imposing an unreasénable
burden 6n licensees in the midst of a rapidly unfolding event and possible plant transient. ‘The
Commissién' considers that the proposed reéulaiion would provide a reasbnable balance
. between these two objectives. Table 5 sets forth the proposed amendments to § 73.71 -
language as compared to the current language, and provides the supporting discussion for the
proposed language. Table 8 sets forth the propbsed amendments to the Appendix G languagé
as 66mpared to the current language, and provides thé supporting discussion for the proposed
language. | |
The Commission is interested in obtaining specific stakeholder input on the broposed
changes to § 73.71 and Appendix G. Accordingly, the Commission is reqﬁesting persons
commenting on this proposed rule to .address the following question:
. 1. Forthe types of évents covered by the proposed four-hour notification -
requir.ements in § 73.71 and Appendix G, should the notification time interval of
all-or some .of these notifications be different (e.g., a 1-hdur, 2-hour, 8-hour,

24-hour notification)? If so, what notification time interval is appropriate? S+ﬂ—+ e”
| | wh @+'_{[Sb (
heant .
~ | , no-l-l“—(l(z/m‘cop
IV.6. Appendix B to Part 73, “General Criteria For Security Personnel.” 41 m <
' i N + el ‘VCLL

I
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Table 11 (See Section VIII) is a cross-reference showing where individual requirements of the

current regulation would be in the proposed regulation.

IV.8. Appendix G to Part 73, “Reportable Safeguards Events.”

Proposed Appendix G to Part 73 provides requ:rements regardmg the reportlng of

i ®

I

" - Sim I| a
accelerated repomng requnrements whlclwo,uld be incorporated into this rulemaking.

Proposed Appendix G would a/l;o/coﬁm/in revised four-hour reporting requi_reménts that would
require licensees to report{thé NRC information of suspicious survéillance activities, attempts
at access, or othér in_formation. Following September 11, 2001, the NRC issued guidance
requesting that licensees report suspicious activities near their facilities to allow assessment by
the NRC and other appropriate agencies. The proposed new i'eporting requirement will clarify
this expectation to assure consistent reporting of this important information. Additionally, the
proposed rule contains an additional four-hour reporting requirement fof tampering events that
do ﬁot meét the threshold for reporting under the current one-hour requi‘refnents. The

| proposed reporting requirements for tamperiné events will allow NRC assessment of these
‘events. Table 8 seté forth the proposéd amendments to Appendix G and provides the

supporting discussion for the propdsed language.

Iv.9 Conformfng anld Cofrective Changes.
The following conforming changes would also be made: §§ 50.34 and 50.54 (references
1o the correct paragraphs of revised Appendix C of Part 73), § 50.72 (changes to § 73.71 .
reports), §§ 72.212 and 73.70 (references td the correct paragraphs due to renumberiﬁg of

§ 73.55), and § 73.8 (adding § 73.1 8,' § 73.19, and revised to reflect new NRC form 754 to
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Table 1 - Proposed Sections 73.18 and 73.19 |

Firearms background check for armed security personnel and authorization for use of enhanced weapons.

PROPOSED LANGUAGE

CONSIDERATIONS

§ 73.18 Firearms background check for armed security

personnel.

This new section would implément the firearms background

check requirements of the new § 161A.b. of the Atomic Energy

Act of 19547,

(a) Introduction. (1) Licensees and certificate holde'rs listed

under paragraph (b) of this section shall ensure that a firearms
background check is completed in accordance vwith this section
for all security personnel assighed duties requiring access to a

| covered weapon at the licensee’s or certificate holder's facility.

The Commission considers duties “requiring access to gny’

This section would require a firearms background check for all
security personnel With access to covered weapons (i.e.,

ar;'ned dufies) [see also new definition of covefed weapon in

§ 73.2 at the end of this .Table]. These background checks
woﬁld only be required for security personnel who are
protecting certain Commission-regulated facilities [specified in

paragraph (b)]. e

Ch
covered weapon” would include such duties as: security -
operations and training and weapons' maintenance, handiing,

accountability, transport, and use.

39




§ 73.18(c)(2) NAC Form 754. (i) Licensees and certificate
holders shall sub}nit to the NRC, in éccordance with § 73.4, an
NRC Form 754 for all security personnel requiring a firearms
background check under this section.

(i) Licensees and certificate holders shall retain é copy of all
NRC Forms 754 submitted to the NRC for a period of one (1)
year subsequent to.the terminatién of an indi\}iduai's access to
covered weapons or to the denial of an fndividual’s access to

covered weapons.

This paragrgph would require licensees and certificate holders
to submit to the Commission a completed NRC Form 754 for
each individual assigned armed duties. Liéensees and
certificate holders would submit these forms via papef or
electronic means under'the épplicable regulation (see § 73.4)
Licensees and certificate holders would be required to retain
submitted forrr\s’acs a record fpr a period of 1 year after the

NAivy ava _
security officer'sjaccess to covered weapons is terminated or

denied.

NRC Form 754 woﬁld require iﬁdividuals to provide certain
identifying information to the Commission. A proposed draft -
NRC Form 754 is located in the NRC's ADAMS system as
described in Section VIil of this notlcg_)/;nd cohments on this -
form and its estimated burden may be submitted to the

Commission as set forth under ADDRESSES.
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§ 73.18(c)(9) Violations of Jaw. The NRC will report instances
of prohibited personé p:ossessing or receiving covered
weapons in violation df Federal law to the appropriate Federal -
agency, or in violation of State law to the appropriate State

agency.

The NRC is o_bligated to report (potential or possible) violations
of Federal or State law it becomes aware of to the apbropriate
agency (e.g., persons prohibited from possessing or recéiving

h COVNeE e e (s=zo0p eSS wh(o e
actually performing armed security duties).
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§ 73.19(d) Approval process.

(1) Commission approval. (j) Licensees and ceﬁificate holders
specified in paragraph (b) of this section whb choose to utilize
enhanced weapons as part of their physical protection
program, shall submit to the Com;nission for prior review and
written apbroval, new or revised phyéical security plans,
training and qualification plans, safeguards contingency plans,
and a safety assessment incdrporating the use of the specific
enhanced.weapons the licensee or certificate holder intends to
use. Licensees or certificate holders shall submit such revised
| plans for prior Commission review and written approval
notwithstanding 'the‘provisions of §§ 50.54(p), 70.32(e), and

76.60 of this chapter.

This paragraph would describe the process for Commission |
approvél ofa licensé\& or cértiﬁcaté holdé?s plans to ﬁsg
enhanced weépons. Thé use of such weapons would be
incorporated into securify plan;s for prior Commission review .
and app!'oval. This paragraph would also require the
submission of a new safety assessment evaluation of the
onsite and offsite ihpacts from the use of the enhanced
weapons (in prbtecting the facility or from training activities).
Submission of such revised plans for prior review and approval
woul.d be required irrespective of whether the licensees or
certificate holder concludes the use of these enhanced

weapons would not cause “a decrease in security

effectiveness.”
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§ 73.2 Definitions. A ' ' . -1 Would add three new definitions to this section as conforming
changes to the new §§ 73.18 and 73.19 for covered weapon,
enhanced weapon, and standard weapon. Other new
- C.ne ‘ .
definitions that would‘added as conforming changes to this
section in support of other regulations (e.g., safety/security

interface and target set) are discussed in other Tables under

this notice.
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(a)(6)(ii) Licensees shall comply with
| the requirements of paragraph (i)(4)
such that both alarm stations are
provided with equivalent capabilifie‘s for
detection, assessrﬁent, monitoring..
observatioh, survefllance, and |

communications.

This requirement would be added for
consistency with and clarification of the
proposed requirement of (i)(4) and to
clarify that for new reabtors, both the
central a-nd secondary alarm stations must
be provided "equivalent capabilities" and
not simply equivalent ‘functit-)nal"
capabilities as is stated in the.propOSed
(i)(4). The Commission has determined
that these capabilities must be equivalent
for new reactors to ensure that the

éecondary alarm station is

redundant to the central alarm station.
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10 CFR 73.55(c)(2) The physical barriers
at the perimeter 6f the protected area

shall Be separated from any other barrier
designated as a physical barrier for a vital

area within the protected area.

(e)(6)(ii) The protected area perimeter
pﬁysical barriers must be separated
from any other bérrier desiénated asa
vital area physical barrier, unless
otherwise idenﬁfied in the approved

physical security plan.

This requirement would be retained with
minor revision. The phrase “unless
otherwise identified in the approved
phyéical security plan” would be added to .
provide flexibilify for an alternate
methodology to be described in the

Commission approved security plains.

73.55(e)(3) All emergency exits in each

protected area and each vital area shall

be alarmed.

(e)(6)(iii) Al emergency exits in the

| protected area must be secured by
locking devices that allow exit on@ﬁdj

alarmed.

This requirement would retain and

.separate the two current requirements

with minor revision. The phrase “secured
by locking devices which allow exit only”
would be added tb provide a performance
b'ased requirement relative to the function
of locking devices wiih emergency exit

design to prevent enfry. Vital areas would

-be addressed in the proposed

§ 73.55(e)(8)(vi).
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§ 73.55(c)(1) The licensee shall locate
vital equipment only within a vital area,

which in turn, shall be located within a

protected area such that access to vital -

equipr_nerit requires passage through at
least two physical barriers of sufficient
strength to meet the performance
requiremerﬁs of Paragraph (a) of this’

section.

(e)(7)(i) Vital equipment must be
located only within vital areas, which in
turn must be located within protéctéd
areas so that accesé to vital equipmen't
réquires .passage through ét least two
physical barriers designed and
constructed to perform the required
function, except as otherwise approved
by the Commission in accordance with

paragraph (f)(2) below.

-

i

This requirement would be retained with
minor revision. The phrase “of .sufﬁcient
streﬁgih to heet the pqrformance '

requirements of Paragraph (a) of this

section” would be replaced with the \a

phrase ‘that meet the requirements of this-

requirements for physical barriers
discussed throughout this proposed_

§ 73.55(e). The phrase “except as
o pProve '.&,‘,—'/4 Loet

N O-C“'w(\—

| §273.55(1)(2) beTow” would be added to P(‘ ©)
-

"account for the condition addressed by

that paragraph.

V‘}“ J
i AT
o

section” for consistency with the proposed & OX 8‘-‘

otherwise ideatiﬁed—%n—accordanc&@ﬂf)}%h e

eA\S? ST
a i
. .’

)

r@

§ 73.55(c)(1) More than one vital area
may be located within a single protected

area.

(e)(7)(l) More than one vital area may

be located within a single protected

'] area.

This requirement would be retained.
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§ 73.55(e)(1) The onsite central alarm
station rﬁust be considered a vital area
and...

§ 73.55(e)(1) Onsite secondary power
supply systems for alarm annunciate’r'
equipment and non-portable
communications equipment es required
in Paragraph (f) of this section must be

located within vital areas.

| (e)(?)(iii) The reactor controf room, the

spent fuel pool, secondary power supply

syetems for intrusion detection and
assessment equipment, non-portable
eommunications equipment, and the
central alarm station, must be provirjed
protection equivalenr to vital equipment

ocated within a vital area.

This requirement would retain and
combine two current requirem'ents from 10
CFR 73.55(e)(1), fer protecting these
areas equivalent to a vital area. The
Commission added the “spent fuel pool” to
emphasize the Commission view that
because of changes to the threat
environment the spent fuel pool must also
be provided this protection. The phrase
“alarm annunciator” would be replaced
with "intrusion detection and assessment”

to clarify the application of this proposed

requirement to intrusion detection sensors

and video assessment equipment as well

134
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(e)(9)(i) The licensee shall control
waterway approach‘ rdutes or proximity
to any area from which a waterborne’
vehicle, its personnel, or its contents
could disable the persoﬁnel, équlpment,
or systems necessary to meet the '
performance' objective and requirements

described in paragraph (b).

This requirement wo'uld'be added to’
provide a requirement for controlling
waterway approach routes consistent with
the reduirement of the proposed (é)(g)(ii).
Bécauéa of changes to the threat
environment, the Commission views
waterway approach routes and control
measures to be a critical element of the
onsite physical protection program and
one that requires continual aﬁalysis and

evaluation to maintain effectiveness.

_ (_e)(9)(ii) The licensee shall delineate
areas from whlch a waterborne vehicle
must be restricted and install waterborne :
vehicle contrél measures, vyhere

applicable.

‘'unauthorized parse

This requirement would be added to

provide a requirement for notifying
. = N (-,)-U

e s \ v B e

"W g
hat access is not
Ty

permitted and the installation of barriers

where appropriate.
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Based on changes to the threat
environment, the Commission has
determined that the proposed requirement
is necessary to facilitate licensee |
achievemem of the performance objectwe

[, P et

of the prOposed (b).

(9)(2) In accordance with the approved
security plans and before granting
unescorted access through an access

control point, the licensee shall;

This requirement would be added to
specify the basic functions that must be
satisfied to meet the current and proposed
requirements for controlhng access into
any area for which access controls are

implemented.

§ 73.55(d)(1) Identification...of all
individuals unless otherwise provided

herein must be made and...

(9)(2)()) Confirm the identity of

individuals.

This requirement would retain the current

| requirement with minor revisions for

formatting purposes.
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Ay

(9)(2)(iv) Confirm, in accordance with

industry shared lists and databases, that
V\OUi__@ _heen

individual . ot Genied \é)ccess to

another licensed facilit_y.-

This requirement would be added to -

‘describe an ‘acceptable information

sharing mechanism used by licensees to
share information about visitors and
employees who have reqdested either
gscorted or unescorted access to at least
one site. Based on changes to the threat
en\)ironment, the Commission has. |
determined that this proposed requirement
would be a pfudent enhancement to the .

licensee capabilities.

(9)(8) Access control points must be:

This header would be added for formatting

purposes.
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(g)(4)(i'ii) The licensee shall ensure that
restrictions for site access ahd egress
during emergency conditions are
coordinated witﬁ responses by offsfte
emergency support agencies identified

in the site emergency plans.

This requirement would be added to
provide a performance based requirement
for coordination of security access
controls during emergéncies with_the
access needé of emergency response

personnel. This proposed requirementis

intended to provide the necessary level of

flexibility to the licensee to ensﬂre acb_ess
by appropriate personnel while |
maintaining the necessary security
posture for controlling access to areas

. 9~ &% V'3
where dangerous condit_ionh as ol

violent conflict involving weapons.

(9)(5) Vehicles.

This header would be added for formatting |

purposes.
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§ 73.55(d)(8) All keys, locks,
combina.tions,. énd related access control
devices used to control access to
protécted areas and vital areas mu‘stAbe
controlled to reduce the probabflity of

compromise.

(9)(6)(ii) Keys, Locks, Combinations,

and Passwords. All keys, locks,

_combihaiions, passwords, and related

access control devices used to control
access to protected areas, vital areas,
security systems, and safeguards
information must be controlled and
accounted for to reduce the probability

of compromise. The licensee shall:

This requirement would be retained and
revised with minor revisions. Most
significantly, the word “passwords” wbuld
be added to account for technological
advancements associated with the use of
computers. The phrase “security systems,
and safeguards information” would be
added to emphasize the need to control
access to these items. The phrase “and
accounted for ” would be added to confirm

+o wh9

possession by the individudl’s }he access

control device has been issued.
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| § 73.55(d)(8) Whenever there is |
evid'ence‘or suspicion that any key, Iock,
combfnatioﬁ, or related access control
devices may have been cohprofnised, it

must be changed or rotated.

| (9)(B)(i)(C) Implement compensatory

measures upon discovery or suspicion
that any access control device may have
been compromised. Comi:ensato_ry
measures must remain in effect until the

compromise is corrected.

This requirement would be retained and
revised fo provide a performance based
requirement for compénsatory measures '
taken In response to compromise. Most
significantly, the phrase “it must be
changed or rotated” would be capturéd in
the proposed § 73.55(g)(6)(ii) (D) and (E).A
related” would be replaced with the phrase

“in use or spare” to ensure focus on these

N

items. | The phrase “Compensatory
Measures must remain in effect until the
compromise Is corrected” would be added
to provide focus specific to when

compensatory measures would no longer

apply.
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(9)(7)()(B) Contirm the identity of each
ﬁit r through physical bresentéﬁoh of o

@ identification card issued by a

recognized)local, state, or Federal

Government agency that includes a
photo or contains physical
characteristics of the individual

requesting escorted access.

This requirement would be added to
require the verification of thé true identify
of non-employee individuals through the
presentation of photographic government
issued identification (i.e., dri\}er?s Iicense)_
which provides physical characteristics
that can be compared to the holder. The
word “recognized” would be used to .
provide flexibility for other types of
identification that may be issued by local,

state or federal governments.
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(9)(8) Escdrts. The licensee shall
ensure that all escorts are trained in
accordance with Appendix B to this part,
the approved training ahd qualification
plan, and licensee policies. and

procedures.

This requirement would be added to
provided performance based requirements
for satisfying tﬁe escc"rt requirerﬁénts of
this propbsed rule apd would provide
regulatory stability thropgh the consistent
apblication of visitor controls at all sites.
Based on changes to the threat
environment, the Commission has
determined that emphasis on the -
identification and control of visitors is a
prudént and necessary enhancement to
facilitate licensee achievement of the .

performance basis of the proposed (b)(1).
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(h)(5) Vehicle search procedures must

| be performed by at least two (2) properly

trained and equipped security personnel,
at least one of whom is positioned to
observe the search process and provide
a timely response to unauthorized

activities if necessary.

This requirement would be added to
provide a performance based requireme‘nt
fbr performing vehicle searches. This
proposed requirement would ensure that
imauthorized activities would be identified
and a timely response would be initiated
ata vehiclé search area, to include an.
armed response. Based on changes to
the threat environment, the Commfssion
has determined that this requirement
would facilitate achievement of the
performance objective and requirements

’ _ Gragqehh -
of the proposed /(I)){) f 4

'§ 73.55(d)(4) Vehicle areas to be

searched shall include the cab, engine

area.

compariment, undercafriage, and cargo

(h)(6) Vehicle areas to be searched
must include, but are not limited to, the
cab, engine compartment,

undercarriage, and cargo area.

This requirement would be retained with

minor revisions.
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§ 73.55(d)(1) ...except bona fide
Federal, State, and local law enforcemeni

personnel on official duty to these

(h)(8) Exceptions to the search
l

réqulrements of this seé:tlon must be
!
identified in the approved security plans.

equipment searches upon entry into a <
protected area.

§ 73.55(d)(4) ...except under emetgericy
conditions, shall be searched for items
which could be us.ed for sébbtage

purposes prior to entry into the protected

area.

L SubmiHed o tha
Comm;_u/cur
Ffevuyer w an!o(

ap pee L"T/c:mc{
must be«‘

This requirement would retain, combine,
and revise two current requirements
§ 73.55(d)(1) and (4) to generically

account for those instances where search

(}Drf% requirements would not be met before

granting access beyond a physical bafrier;
.Tl;is proposed requirement would reduire
that the licenses épecify in the approved
plans the specific circumsta'nces under
which search requirements would not be

satisfied.
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(iX3) “The licensee's intrusion detection
systém must be designed to ensuré that
both alarm station operators:

()(3)() Are cohcurrently notified of the
alarm annunciétion. |

()(3)(ii) Are capable of making a timely
assessme.nt of the cause of each alarm
annunciation. | _

(i)(3)(iii) Poésess the capability to
initiate a timely response in accordance
with the approved security plans, |
licensee protective stratégy, and

_| implementing procedures.

This requirement would be added to
provide perfo‘rménce based requirements
consistent with the current § 73.55(ej(1),
and the proposed requirements of this
proposed section. The pfOposed
requirement for dual knowledge and dual
capability within both alarm stations
provides a defense-in-depth component
consistent with the proposed requirement
for p‘rotectioh against a single act. Based
on changes to the threat environment the’
Commission has determined thié

proposed requirement is a prudent(and

212
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[ |

ecessary _Iarification of current
requirements necessary to facilitate the
licensee capability to achieve the

performance objectfve éf the proposed pefatt e k!

(b)(1)..
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()(7)(iv) Provide vistal and audible
alarm annunciation and concurrent video
assessment capability to both alarm
stations in a manner that eesures timely
recognition, acknowledgment and
response by each alarm station operator
in accordance with written responee

procedures,

This requirement would be added for
consistency with the proposed
requirement for equivalent capabilities in
both alarm stations. The phrase “visual
and audible” would provide redundancy to
ensure that each alarm would be

recognized and acknowledged when

‘received. . Ye_

§ 73.55(e)(2) ...e.g., an automatic
indication is provided when failure of the
alarm system or a component occurs, or

when the system is on standby power.

(iX7)(v) Provide an automatic indication
when the alarm system or a component
of the alarm system fails, or when the

system is operating on the backup

This requirement would(re_tained with

minor revision for formatting purposes.

power supbly.
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§ 73.70(f) A record at each onsite alarm
annunciation location of each alarm, false
alarm, alarm check, and tamper
indication _that' identifies the type of alarm,
locations, alarm circuit, date, and time.

In addition, details of response by facility.
'| guards and watchmen to each alqrm,
intrusion, or other incident shall be

recorded.

(i)(7)(vi) Maintain a record of all alarm
annunciations, the cause of each' alarm,

and the disposition of each alarm.

This requirement would be added for
consistency with § 73.70(f). Thee

Commission
record would be a commonly maintained

which (5 49

record in electronic form@s an automatic

rh e .
function ofﬁr]trusion detection system@':/}\

pires obaa
sed by industry and would therefore be a

rudent and necessary requirement,

% I e:-C—!'..’
) Ah e 4
as determined thahthis

.V\e.r’cx{ “C&

pd

(i)(8) Alarm Stations.

This header would be added for formatting

purposes.

§ 73.55(e)(1) All alarms required
pursuant to this part must annunciate in a

continuously manned central alarm

station located within the protected area”

and in at least one other continuously.~ * |

(i)(8)(i) Both alarm stations must be
continuously staffed by at least one
trained and qualified member of the

security organization.

This requirement would retain the current
requirement § 73.55(e)(1) for continuously
staffed alarm stations and would be
revised to describe the necessary

qualifications that Would be required of the

assigned individuals.

manned station... .. T in LT
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()(8)(iv) The licensee shall assess and
respond to all alarms and 'dth_er

indications of unauthorized activities in
accordance with the approved security

plans and implementing procedures.

This requirement would be added

consistency with current requirements.
The specific requifements of the current
§ 73.55(h)(4) are retained in detail in the

proposed Appendix C.

(i)(8)(v) The licensee implementing
procedures must ensure tﬁat both alarm
station operators are knowledgeable of
all alarm annunciations, assessments,
and final disposition of all alarms.. to
'incldde but not limited to a prohibition-

| from changing the status of a detectidn
point or deactivating a locking or access
control device at a protected or,vit_.al
area portal, without the knowledge and
concurrence of the other alarm station

operator.

This requirement would be added for
consistency with related requirements of
this proposed section and to ensure that
the licensee provides a process by which
both alarm station operators are
concurrently made aware of each alarm
and are knowledgeable of how each alarm
is resolved and that no one alarm station
operator can manipulate alarm station_
equipment, commudications, or
procedures without the knowledge and -

concurrence of the other.
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(i)(9)(ii)(A) Continual surveillance,
vobservation, and monitoring |
responsibilities must be performed by
secﬁrity personnel during routine patrols
or by other traii;led and equipbed |
personnel designated'as a component of

the protective strategy.

This requirement would be added to
provide nécessary qualifyjng requireménts
for performance of observation and
monitoring activities. The word “continual”
would mean the same as used in the

broposed (0(9)(ii).

(i)(9)(ii)(B) Surveillance, observation,
and monitoring requirements may be
accomplished by direct observation or

video technolbgy.

human observation.

This requirement would be added to
provide a performance based requirement
for ensuring surveillance, observation, and
monitoring capabilities/'may‘be met

through the use of video tecﬁnology orM
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§ 73.55(f)(1) ..who shall be capable of
| calling for assistance from other guards,
watchmen, and armed response
personnel and from local laW

enforcement authorities.

()(2) Individuals assigned to each alarm
station shall bo capable of calling for
assistance in accordance with the
approved security plans, licensee
integrated response plan, and licensee

procedures.

This requirement would be retained with

'| minor revision. Most significantly, in order

to provide flexibility and to capture the
proposed requirements of Appendix C for
an Integrated response Plan, this
proposed requiremeni replaces the

specific list of support entities to be called

with a performance based requirement to

follow predetermined actions.

§ 73.55(f)(1) Each guard, watchman or
armed response individual on duty shall
be capable of maintaining continuous

communication with an:individual in each

continu’b‘ﬁéli “manhe'dj”élér_r’h-‘étafldnif‘:f
required by paragraph (6)(1) of this —

section...

()(3) Each on-duty security officer,
watchperson, véhicle escort, and armed
response force member shall be capable
of maintaining continuous
communication with an individual in

each alarm station.

This requirement would be retained with
minor revisions. Most signiﬂ_can/ﬂ(, this
/‘S
proposed requirement update the titles
used to identify the listed positions and
would add "vehicle escorts” for
consistency with the proposed paragraph

(g)(8).
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()(2) Commercial nuclear power
r-eactors using MOX fuel as'semblles are
exempt from the requireménts of

| 88 73.20, 73.45, and 73.46 for the onsite
physiéal protection of un'irradiated MOX

fuel assemblies.

This requiremeht would be added because

the Commission has determined that due.

to the low plutonium conbentration,
composition of the MOX fuel, and
configuration" (size gnd welight) of the
assemblies, the physical security
protection measures identified in the listed
regulatibns are supe/rgded by th.ose
requirements addressed in this proposed
section for unirradiated MOX fuel
assemblies at nuclear powér reactor

facilities.

(1)(3) Administrative Controls.

This header would be added for formatting

purposes.
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(I)(4)(v)' Removal of locks used to A This requirement would be added to

secure equipment and power sources ensure that the licensee both security and
required for the movement of | opérations management level personnel
unirradiated MOX fuel assemblies or | would be responsible for the removal of
openings to areas cbntainfng _ locks securing MOX fuei assemblies.

unirradiated MOX fuel assemblies must
require approval by both the on-duty
security shift supervison: and the

operations shift manager.

()(4)(v)(A) Atleast one armed secufity This requirement would be added to
officer shall be present to observe ensure that immediate armed response
(—-—\’\f\c w0 vem ent S v :
activities involving'unirradiated MOX fuel | capability is provided before accessing
assemblies before the removal of the equipment used to move unirradiated

locks and providing power to equipmenf MOX fuel assemblies.

required for the movement or handling

of unirradiated MOX fuel assemblies.
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()4)(v)(B) Atleast one armed security
officer shall be present at all times until
power is removéd from equipmént and

locks are secured. -

J

This requirement would be added to
‘ensure that i.mmediate.armed response
capability fs provided during any activity
involving the use of equipment used

to move unirradiated MOX fuel

assemblies.

(N(4)(v)(C) Security officers shall be
‘trained and knowledgeable of authorized
-and unauthorized activities involving

unirradiated MOX fuel assemblies.

This requirement would be added to
ensure tﬁat assigned security officers
possess the cépability to immediately
recognize, repbrt, and respond to

unauthorized activities involving -

unirradiated MOX fuel assembilies.
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(m)(1) The licensee shall irhplement a | This requirement would be to ensure that

cyber-security program that provides nuclear power plants are protected from

- viee

high assurance that computer systems, | cyber attacks via minimizing the potential
d/zuld dversely | attack pathway and the consequences

which if compromise
impact safety, security, and emergency | arising from a successful 6yber attack.

prepéredness,_are protected from cyber -

attacks.
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(m)(1)(i) The licensee shall describe the
cyber-security program requirements‘ in

the approved security plans.

~ .

This requirement‘woumadded to ensure
licenseeave-'a comprehensive
security plan by integrating cyber-security
into the overali onsitg physical protection
program. As licensees take :advantage of
computer technology to maximize plant
productivity, the role of computer systems
at nuclear power plants is increasin?;}trhe
Commission has determined that |
incorporation of a cyber-security program
into the Commission approved security
plans would be a prudent and neceésary

security enhancement.

™)
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(m)(4)(i) The licensee shall implement a
cyber—security incident response and
recovery plan to minimize the adverse
impact of a cyber—schrify incident on
safety, security, or emergency

preparedness systems.

This requirement would be added to
ensure that each licensee would be
prepared to fespond to computer security
incidents in a manner that ensures that
plants are safe and secure. A computer
security Incldént could result from a
computer virus, other malicious code, or a
system intruder, either an insider or as a
result of an extémal attack and could
adversely impact the licens es bility/‘\—\b

effectively maintain safety, security, or

| emergency preparedness. Without an

incident response and recovery plan,
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[7.95
licensees would respond to /aﬁ/comput'er
security iﬁcident in an ad hoc mannér.
However with an incident 'response”and .
recovery plan, licensees would réqund to
an incident in a quick ahd organized
manner. This would minimize the adverse
impact caused by a computer sec_urity

incident.
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§ 73.55(d)(7)(ii)(B) Periodically review
physical security plans and contingency
plans and procedures to evaluate their
potential impact on plant and. persohnel

safety.

(n)(3) The licensee shall periodically o

review the approved security plans, the

integrated response plan, the licensee
protective strategy, and licensee
implementing procedures to evaluate
their effectiveness and poteﬁtial impaé:t

on plant and personnel safety.

This requirement would be retained with
minor revision. The phrase "Integi'ated
Response Plan” would be added to |
emphasize the importance of this

proposed plan and to emphasize its

relationship to other site plans. The term -

"implementing” procedures would be
added for consistency with this proposed

section,

(n)(4) The licensse shall periodically
evaluate the cyber-security program for
effectiveness and shall update the

cyber-security program as needed to

] ensure protection against chahges to

| internal and external threats.

This requirement would be added to
account for the use of computers and the
need to ensure that required protective
measures are being met and to evaluate

rrhet

the effects ‘changes or other technological
advancements would have on systems

used at nuclear power plants.
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§ 73.55(g)(2) Each intrusion alarm shall
be tested for performance at the
beginning and end of any period that it is

"| used for security.

(o)(s) Intrusion detection and access
control equipment must be performance
tested in accordance with the approved -

security plans.

This requirement would be retained and
revised to correct the periodicity of
performance testing stated in the current

§ 73.55(g)(2) and to add "access control

equipment” due to the widespread use of

access control technologies and to focus
on the need to ensure that this equipment
is functioning as intended in response to
the predetermined stimuli ygé?\%'igmetrics).
The phrase ';each intrusion alarm” would
be replaced with the phraée “Intrusion
detection and_access f:ohtrol equipment”

to more accurately describe the.
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§ 73.55(c)(8)(ii) The Commission will
apprbve the proposed alternative
measures if they provide substantial
protection against a land vehicle bomb,
and it is determined by an analysis, using
the essential elemepts of 10 CFR 50.109,
that the costs of fully meeting the design
gbals and criteria are nét jﬁstified by the

added protection that would be provided.

(t)(4) Alternative Vehicle Barrier
Systems. Inthe cése of alternative
vehicle barrier systems required by
§ 73.55(e)(8), the Iicensée shall

demonstrate tha

alternative measure

provides substantial 'profection against a

vehicle bomb!"
“(1)(4)(ii) based on compa'rison of the
éosts of the alternative measures to th
costs of meeting the Commission's
requirements using the essential
elements of 10 CFR 50.109, the costs of
.fully meeting the Commission’s |

requirements are not justified by the

protection that would be provided. __~

This requirement would be retained with
minor revision. The phrase “The
Commission will approve the proposed-
alternative measures” would be deleted
because it would be unnecesséry. The
proposed language cléarly stipulatés that
alternative measures will be reviewed by
the staff and approval would be contingent
upbn the justification provide_d by the

licensee to include an analysis.
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_(a)(4) The licenses is responsible to the
Commission for maintaining tﬁe-
adthdriiation program in accordance
with Commlésion regulationé and related
Commission-directed orders through the
implementation of the approved program

1 and site implementing procedures.

This requirement would deded to clarify

that the licensee is responsiblé for meeting

_| Commission regulations and the approved

security plans. The phrase “through the
implementation of the approved program-
and sﬁe implementing procedures” would
bé édded to describe the relationship
between Commission regulationé, the
approved authorization program, and
Impleménting procedures. The .
Cohmission views the approved security

plans as the mechanism through which the

&

licensee meets Commission requirements/\ :

licensee is responsible to the Commission

\fer\this performance.

Cy ¥
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pursuant to §§ 50.21(b) or 50.22 of this
chapter and each applicant fora

combined construction permit and

operating license pursuant to part 52 of |

this chapter, whose application is
submitted after April 25, 1991, shall
include the required access
authorization program as part of its
Pﬁysical Security Plan. The applicant,
upon receipt of an operating license or
upon receipt of operating a’uthorii’ation.

shall 'implement the fequired access

authorization program as part of its site

approved access authorization program

when approval to begin operating is

| received. This proposed requirement

would also add a requirement for
Commissjon review and approval of an
applican{@hysical S'ecufity Plan
incorporating the requirements of this
proposed section for the reasons diséussed
with respect to proposed § 73.56(a)(1).

The Commission intends to delete the
current § 73.56(a)(é) because there are no
remaining applicants for an operating

license under §§ 50.21 (b) or 50.22 of this
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background investigation; psychological
assessment; behavioral observation; a
review pr'ocedure for adverse -
determinations regarding an individualed
trustworthiness and reliability; audits; the
protection of information; and retaining and
sharing records. The phrase, “to the extent
that the licensees and applicants rely upon
cnN aﬁthbrization programs or program | .
elements,” would be used in proposed

§ 73.56(a)(6) to clarify that C/Vs need only
meet the requirements of this section for

those authorization program elements upon
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engineers or information technology
technicians to take actions from remote
locations that may affect the operability of
safe.t-y-related components, or affect the
functionality of operating systems.
Because the potential impact bf actions
taken through electronic means may be as
serious as actions taken by an individual
who is physically present within a protected
or vital area, the NRC has determined that

subjecting this additional category of

16 ensure public health and safety and the

_ \cgmmo'n defense and security.

individuals to the AA program is necessary,
/ ha— \
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strategy, which may include individuals
who are not armed. In practice, the NRC is
not aware of any licensees, appl_icants, or
C/N's who do not subject this broader
category of individuals to an AA program.

However, the proposed rule would specify

that these individuals shall be subject to an-

AA program because of their critical

wWVAW re s e oy

responsibilities(in\ ass:l@;ﬂ'ant security

-and, therefore, the Héed for high assurance
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(b) General performance objective and-
requirements. (1) The licensee shall
establish and maintain an access
authorization program granting
individuals unescorted access to
protected and vital areas with t.he'
objective of providing high assurance
that individuals granted unescorted

| access are trustworthy and reliable, and

do"not constitute an unyeasonable risk to

the health and safety of the public
including a potential to commit

radiological sébotage. |

(c) General performance objective.
Access authorization programs must
provide high assurance that the
individuals who are specified in
paragraph (b)(1), and, if apbﬁcablé.
(b)2) ofthis segtion. ari trustworthy and
52 o _«‘r Aoy .
reliabl' do not constitute an
unreasonable risk to public health and
safefy or the common defense and
security, including the potentialto

commit radiological sabotage.

Proposed § 73.56(c) would retain the
fneaning of the current program
performance 6bjéctive, which is embedded
in current § 73.56(b), but would separate it
from the requirement in the current
paragraph for licensees to establish and
maintain an AA program. The requirement
to establish and maintain AA prdgrams |
would be moved to broposed §. 73.56(a),
where it would be impbsed on eéch entity
who would be subject to the_a section, for
organizatibnal clariiy. The performance
objective would Be revised to add cross-
references to the categories of individuals

who must be subject to an authorization
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(d)(1) Informed consent. The licensees,
applicants, and C/Vs spei:ified in
paragraph (a) of ihis section may not
initiate any element of a background

investigation without the knowledge and

)&nsees. applicants, and C/Vs shall
inform the individual of his or her right to
review information collected to assiire its
accuracy, and provide the individual with
an -opportunity to correct ariy inacc‘urate
or incomplete information that is
developed by iice'risees, apblicanis, and

C/Vs about the individual,

written consent of the subject individual{.\

Proposed §73.56(d)(1) would require the -

entities who ére subject to this section to
obtain written consent from any individual -
who is applying for UAA before the
licensee, applicant, or C/V initiates any
element of the background investigation
that is requiied in this section. The
practice of obtaining the individual’s written
consent for the background investigation
has been endorsed by the NRC and
incorporated inio licensees’ Physical
Security Pléns since § 73.56 was first
promulgated. It is necessary to protect the
privacy rights of individuals who are .
applying for UAA. The proposed

paragraph would also require licensees,
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In the past, licensees' AA program
procedures limited the number of years of
the individual’s credit history that re\)iewing
officials weré required to éonsider in
determining an individual’s trustworthiness
and reliability. As a result, some reviewing
officlals may not have considered credit
history informatién for several years, even

if the reporting agency provided it. As a

| result, individuals who were subject —F S

different authorization programs were
evaluated inconsistently. Furthermore,
credit history reporting agencies also
provide employment data that can vbe

compared to the information disclosed by
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(2 gehavioral observation must be
conddcted by thd individuals specified in
paragraph (b)(1) and, if applicable,
(b)(2). The licensees, applicants and
C/Vs sgecified in paragraph (a) of this
section shall ensure that mduvuduals who
(*Cl \s ©
Z subject to this section'successfully

/ omplete behavioral observation

training. \

The proposed paragraph would amend the

portion of current § 73.56(b)(2)(iii) that

requires only supervisors and management
perspnnel to conduct behavioral
observation by requiring all individuals who
are subject to an authorization program to
conduct behavioral observation. Increasing
the number ofl individuals who conduct -
behavioral observation would enhance the
affectivenes_s of AA programs by increasing
the likelihood of detecting behavior or
activiﬁes that may be adverse to the safe
operation and security of the facility and

may, therefore, constitute an unreasonable

448
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()(3) Individuals who are subject to an
authorization program under this section
shall report to the reviewing official any
concerns arising from behavioral
observation, including, but not limited to,
concerns related to any quesfionable’

behavior patterns or activities of others.

| fceirse=3 a/?ﬁ/(('czlu
and €\Ve 5!4 aff aro
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Proposed § 73.56(f)(3) would require
individuals to report any cbncerns afising

from behavioral observation to the

_{ licensee's, applicant’s, or C/V's reviewing

official. This specificity is necessary
because the NRC is aware of past
instances in Which.individuals reported
fE’oncerns to supervisdrs or other licensee
‘personnel who did not then inform the
reviewing official of the concern. As a
result. the concern was not addressed and
any implications of the concern for the
individual's trustworthiness and reliabitity

were not evaluated. Therefore, the
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(c) Existing, reinstated, transferred, and
temporary ac;‘cess autho_rization. (1)
Individuals who have had an
uninterrupted u_nes.corted access
authorization for at least 180 days on
April 25, 1991 need not be further-
evaluated. Such individuals shall be
subject to the behavioral observation

requirements of this section.

(c)('1) Deleted.

The prbposed rule would eliminate current
§ 73.56(c)(1), which permitted individuals
who had an unintérrupted unescorted
access authdrization for at least. 180 days
on April 25, 1991, to retain unescorted
access authorization and required them to
be subject to behavioral observation. The
current paragraph would be eliminated |
because thesé requirements no longer

apply.

(c) Existing, reinstated, transferred, and

temporary access authorization.

(h) Granting unescorted access
-authorization. The licensees, applicants,

and C/Vs specified in paragraph (a) of

this section shall implement the

Proposed § 73.56(h) would replace and

: N
amend current § 7 3.56(c), which permits
AA programs to specify conditions for

reinstating an interrupted UAA, for .
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if, upon review and evaluation, the
reviewing official determines that such

access is warranted. .
Li*rcemnsces an_l

6¢ /,(‘c‘(-:([l_,f.s {,'/’5?,/,/ |
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poe W revie e
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areas as visitdrs. Licensees' current’
Physical Security Plans require that any
visitor to a protected area or vital érea must
be escorted and under the supervision of
an individual who has UAA and, therefore,
is trained in behavioral observation, in
accordance with the requiremehts of this
sectibn and related requirements in Part
26. However, in the current threat

environment, the NRC believes that

| permitting any individual who has been

determined not to be trustworthy and -
reliable_to enter protected or vital areas
does not adequately prdtect publid health
and safety or the common defense and

security. Therefore,
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(k)(2) Authorization program personnel.
Licensees, applicants and C/Vs shall
ensure that any individual who evaluates
personal information for the purpose of
proceésing applications for unescorted
access authorization including, but not
limited to a clinical psychologist of
psychiatrist who conduct.s psychological
| assessments under paragraph (e) of this

ccess to the

files, records, and personal information

section; has

associated with individuals who have
applied for unescorted access

authorization; or is résponsible for

A new § 73.56(k)(2) would require that
individqals who evaluate and have access
to any personal information that is collected
for the purposes of this section must be
determihed to be trustworthy and reliable,
and establishes two altemétive methods for
making this determination. Proposed

§ 73.56(k)(2)(i) would permit licensees,
appliéants, and C/Vs fo subject such
individuals to the process established in
this proposed section for granting UAA.,
Proposed § 73.56(k)(2)(ii) WOuld_ permit
licen.sees. applicants, or C/Vs to subject
such individuals to the requirements for

granting UAA in proposed péragraphs

managing any databases that contain

539




requirements would be added for the
reasons discussed with respect to ,

proposed § 73.56(k).

(e) Review procedures. Each licen_see'
implementing an unescorted access

' éuthorization program uhder the
_provisions of this section shall include a
procedure for the review, at the request

of the affected employee, of a denial or

revocation by the licensee of unescorted

access authorization of an employee of
the licensee, contr'aétor, or vendor,
which adversely affects em'ploymé-nt.'
The procedure _must' provide that the
employee is informed of the grounds for
denial or revocation and allow the
employee an opportunity to provide -

additional relevant information, and

(1) Review procedures. Each licenses,
applicant, and C/V who is implemeniing
an authorization program under this
section shall include a procedure for the
review, at the fequest of the affected |
individual, of a denial or unfavorable

termination of unescorted access

authorizatlonmdversely affect
mployment. FYhe procedure must
require that the individual is info;med of
the grounds for the denial or unfavorable
termination and all.ow the individual an
opportunity to provide additional relevant

information, and provide an opportunity

for an objective review of the information

Proposed § 73.56(1) would retain the
meaning of current § 73.56(é) but update
some of the terms used in the provision.
The prébosed paragraph would replace the
term, “revocation,” with the term, |
"unfavorable termination,” for the reasons

discjussed with respect to proposed

“paragraph (d)(1)(iii) of this section. 'In

addition, the p_roposed paragraph wéuld
add references to applicants to reflect the
NRC’s new licensing processes for npclear
power plants, as discussed with respect to
proposed § 73.56(a). Reference to C/Vs
would also be added for completeness, as

discussed with respected to proposed
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(i) Other licensees; contractors, or
vendors, or their authorized

representatives, legitimately seeking the

information as required by this section

for unescorted access decisions and”
who have obtained a signed release

from the individual.

(m)(2) Personal information that is
collected under this section must be
disclosed to other licensees, applicants/,/

/

legitimate

and C/Vs, or their authorized

representatives, who ar
seeking the information for unescorted
access authorization determinations
under this section and who have
obtained a signed release from the

subject individual,

Proposed § 73.56(m)(2) would enhance the

}urgnt requirement for the disclosure of

relevant information to licensees,
applicants, and C/Vs, and their authorized
representatives who have a
for the informat?on and a signed release |
from an indi\./idual who is seeking UAA
under thi; part. This proposed provision
would be added to further clarify current
§.73.56 Tequirements because some
Iicenseeé have misinterpréted the current
proviéion as prohibiting the release of
information to C/Vis who have ficensee-

approved authorization programs and
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(m)(4) A Iic_ensee’s,! applicant’s, or C/\V's
contracts with any I?ndividual or
organization who céllects and maintains
personal informatioh that is r'elevaﬁt to
an unescorted acceiss authorization

‘determination must'i require that such

‘records be m ntalr?ed as proprietary

formation, as required under

10 CFR 2.390, xcept as provided in

paragraphs (m)(1) tlhrough (m)(3) of this

section,
]

Proposed § 73.56(m)(4) would require that
a Iiceﬁsee's, applicant’s, or C/V's contracts
with _ény individual or organization who
collects an‘d maintains personal ihf_ormation
that is relevant to a UAA determination

must require that such records be

| maintained in confidence, as required

lundér 10 CFR 2.390{ The paragraph

would make an exception for the disclosure
of information to the individuals idenﬂfied in
§ 73.56(m)(1) through (m)(3). This
paragrabh would be added to ensure that
entiti_es who collect and maintain personal
information use and maintain those records

with the highest regard for individual

privacy.
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appéndix A to this part. Footnote: 2.
Notifications to the NRC for the.
declaration of an emergency class shall
be performed in accordance with § 50.72 -

of this chapter.

especially if this event is the opening
=L A, -

action on @n ineffectively zoordinated
multiple-target attack. Such notice may
permit other licensees to escalateto a
higher protective level in advance of an
attack. The Commission would expect
licensees to notify the NRC Operations

Center as soon as possible after they

| notify local law enforcement agencies,

but within 15 minutes The Corhmission
may consider the applicability of this
requirement to other types of licensees in

future ruleniaking.
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(a)(3) The licensee shall, upon request
to the NRC, maintain an open and '
continuous communication channel with

the NRC Operations Center.

(e)(3) For events reported under
paragraph (a) of this section, ghe licensee
may be requested by.the NRC to
maintain an open, continuous
cominun.ication channel with the NRC
Operations Center, oﬁce the licensee has
compléted other required notifications
under this section, § 50.72 of this
chapter, or Appendix E of part 50 of this
chapter and any immédiate actions to

stabilize the plant. When established, the

continuous communications channel shall

.| be staffed by a knowledgeable individual

This requi(ement would be retajned and
revised into three separaté
requirements;ﬁ{:r)he first sentence would
be reWorded to reflect the renumbered
event reports under this section. Fér the
15-minute reports, the paragraph wéuld
indicate that a licensee méy be requested
to establish a “éontinuous |
comrﬁunications channel” follo_wing the
initial 15-minute notification. The
establishment of a continuous
communications channel would not

supel;%ede current emergency
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(a)(5). The revised report must replace
the previous report; the update must be a
complete entity and not contain only

supplementary or revised information.

(g)(10) The revised report must replace
the preVious report; the update must be
complete and not be limited to only

supplementary or revised information.

‘This requirement would be renumbered

and retained with minor grammatical

changes,®

(a)(5) Each licensee shall maintain a
copy of the written report of an event
submitted under this section as record for_
a period of three years from the date of

the report.

(9)(11) Each licensee shall maintain a
copy of the written report of an event
submitted under this section as récord for
a period of three (3) years from the date '

of the report.

This requirement would be renumbered
and retained with minor revision by -

adding “(3)” after “three” [years]. -

.| (e) Duplicate reports are not required for
events that are also reportable in
accordance with §§50.72 and 50.73 of

this chapter.

(h) Duplicate reports are not required for
events that are also reporta_ble in
accordance with §§ 50.72 and 50.73 of

this chapter.

This requirement would be retained and

be renumbered.
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Appendix B, Introduction, Paragraph 1:
‘Security personnel who are responsible
for the protection of special nuclear
material on site or in transit and for the
protection of the facility or shiprﬁ.eht
vehicle against radiologjcal sabotage
should, like other elements of the
physical security systeni, be required to
meet minimum criteria to ensure that
they will effectively perform their

assigned security-related job duties.

A.1. The licensee shall ensure that all
individuals who are assigned duties and
responsibili‘ties required to prevent
significanf eore damage and spent fuel
sabotage, implement the Commission
approvedAsecgrity plans, licensee response
strateéy, and impleme_nting procedures,
meet minimum training and qualification
requirements to ensure each individual
4> '
possess the knowledge, skills, and abilities

required to effectively perform the assigned

duties and responsibilities.

This requirement would retain the
requirement for security personnel to
meet minimum criteria to ensure that they
will effectively perform their assigned
security-related job duties. The phrase
"seCurity pe.rson.nel" would be replaced
with the phrase “all individuals” to |
describe the Commission determination
that any individual who is assigned to
perform a security function must be
treined and qualified to effectively
peﬂorm that security function. The

phrase “on site or in transit and for the
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individual posses@'tﬁe knowledge, skills,
and abilities required to effectively
perform the assigned duties and
responsibilities” to describe the
Commission determinatfon that minimum
training and qualification requirements
are met to'provide assurance that -
assigned individuals possess the
knowledge, #kills, and abilities that are
required tp effectively perform the

assigned function.

639




Appendix B, Paragraph I.C. Subsequent
to this medical examination, guards,
afmed response personnel, érmed
escorts and other armed security force
members shall demonstrate physical
fitness for assigned seéurity job duties
by performing é practical physical

| exercise progrém within a speéific time

period.

B.4.b. Before assignment, armed members
of the security organization shall
demonstrate physical fitness for aésigned
duties and responsibilities by performing a

practical physical fitness test.

This medical examination and physicall
fitness requirement would be retained. .
The phrase ;'guards, armed respbnse-
personnel, armed escorts and other
armed security force members” would be
replaced with the phrase "armed
members of the_ _security organization” for
consistency with terminology used in the.
proposed m(é. The phrase “security job
dutiesﬂwbuld be replaced with the phrase
“assigned duties and responsibilities” for
consistency with terminology used in the

proposed rule.

679




Appendix B, Paragraph ll. A. Training
Requirements - Each individual who
requ'rres training tq perform assigned
security - related job tasks or job duties

as identified in the licensee physical

security or contingency plans shall, prior

to asgignment, be trained to perform

these tasks and duties in accordance
with the licensge or licensee's agent's
documented training and qualification

plan.

C.3.a. Licensees shall demonstrate
response capabilities through a
performance evaluation program as

described in Appendix C to this part.

This requirement would be based on the
current Abpendix B, Paragraph Il.LA{)Due
to changes in the threat environment, the
requirement would specify that the
licensee develop and follow a
performance evaluation program
designed to demonstrate the
effectiveness of the onsite response

capabilities.
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Appendix B, Paragraph ILA.

Trafning Requirements - Each individual
who requires training to perform
assigned security - related job tasks or
job duties as Identified in the licensee
'physica| security or contingenpy pians
shall, prior to assignment, be trained to
perférm the;se tasks and duties in
accordance with the licensee or
licensee’s agent's documented training

and qualification plan.

C.3.b. The licensee shall conduct drills and
exercises in accordance with Commission
approved security plans, Iicehsee‘protective

strategy, and implementing procedures.

This requirement would be based on the
current Appendix B, F_’aragraph- Il.A@’éue
to changes in the threat enVirbnment, the -
requirement would specify that the
licensee conduct drills and exercises to
demonstrate the effectiveness of security
plans, licensee protectiQe strategy, and

implementing procedures.
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Appendix B, Paragraph II. A.

Training Requirements - Each individual -

who -requires training to perform
assigned security - re_lated job tasks or
job duties as identified in the licensee
physical sécurity or contingency plans
shall, prior to assignment, be trained to
perform these tasks and duties in
accordance with the licensee or
’licensee’s agent's documented training

and qualification plan.

C.3.b.(2) Tabletop exercises may be used
to supplement drills and exercises to
accomplish desired training goals and

objectives.

This requirement would be based on the
current Appendix B, Paragraph Il.A. Due
to changes in the threat environment, the
requiremeht would convey the
Commission view that licensees may use
tabletop éxercises .to supplement drills
and exercises .as a means of achieving

training goals and objectives.

D. Duty qualification and requalification

This new header would b'_e added for
formatting purposes. The word "dm;@@
would be used to clarify that the_ following
sections reléte to non-weapons training

topics.
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Appendix B, Paragraph V. Qualification
firing for the handgun and the rifle must |
.be for daylight firing, and e_ach individual
shall perform night fiing for

familiarization with assigned weapon(s).

F.4.c. Annual tactical qualification course.
Qualifying score must be an accumulated
total of 80 percent of the maximum

obtainable score.

This requirement would combine the
current qualification requirements in
Appendix B, Paragraph IV.A., B...and C.
In the proposed rule, the annual tactical
course of fire would be developed and
implemented to simulate the licensee
protective strategy in accordance with the
Commissi.on approved training and
qualification plan. Licensees would‘not
be not required to include every asp'ect of
its site protective strategy lnté one
tactical course of fire. Instead, licensee_s

should’consider periodically
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Appendix B, Paragraph 1.C. The
physical fitness qualification of each
guard, armed response person, armed
escort, and other security force member

shall be documented...

' Appendix B, Paragraph 1.C. The
licensee shall retain this documentation
as a record for three years from the date

of each qualification.

Abpencjix B, Paragraph I.E. The

licensee shall document each

individual'S'pb:ylgig

shall retain this documentation 6f s

al reqialication and |~

H.2. The ligensee shall retain each

individual’s initial qualification record for

thiee (3) years after termination of the

individual's employment and shall retain

each re-qualification record for three (3)

years after it is supergéded.

This requirement would combine all
record retention requirements currently in

Appendix B. -

762




I. Audits ahd_ reviews.

| This heading would be added to ensure -

consistency with the structure of the

appendfx.-

The licensee shall review the Commission
approved training and dualification planin
accordance with the requirements of

§ 73.55(n).

This requirement would be added for
consistency with audit and review
requirements of the proposed 10 CFR

73.55(n).

Definitions

J. Definitions

| This heading would be brought forward

from the current rule and would be

renumbered accordingly/o\

Terms defined in Parts 50, 70, and 73 of
this chapter have the same meaning

when used in this appendix.

Terms defined in Parts 50, 70, and 73 of

this chapter have the same meaning when

used ih this appendix.

This requirement would be b.rought
forward from the current rule and would

be renumbered accordingly.
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2.a. ldentification of those events that
will be used for signaling the beginning
or aggravatieri of a safeguards
contingency according to how they are
perceived initially by licensee's

personnel.

(d)(3]D Identity the types of events that

elgnel the beginn_ing or initiation of a

safeguards contingency event.

This requirement would be retained with
editorial changes. The phrase
“according to how they are perceived
initially by licensee's personnel” would be
deleted because the concept of |
"perceived" is captured thrdugh

“assessment.”

Introduction: The goals of licensee

safeguards contingency plans...are:

(2) to provide predetermined,
structured responses by licensees to -

safeguards contingencles,

(d)(3)(ii) Provide predetermined and
etmctured responses to each type of

postulated event.

This requirement would be retained with
editorial changes. The phrese
“safeguards contingencies” has been
replaced with “each type of postuleted
‘svent” to include a wider range of

potential events.

2.b. Definition of the specific objective
to be accomplished relative to each

identified event.

(d)(3)(iii) Define specific goals and
objectives for response to each

postulated event.

This requirement would be retained with
editorial changes. The word "goals”
woﬁld be added for consistency with the

proposed Paragraph (a)(3).
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. (i) Storage of spent fuél_ must be within a protected area, in accordance with § 73.55(e)
_ of this chapter, but need not be within a separate vital area. Existing protected areas may be
expanded or new protected areas added for the purpose of storage of spént fuel in accordance

with this general license.

(i) For purposes of this general license, personnel searches required by § 73.55(h)_ of

pat-down

this chapter before admission to a new protected area may be performed by physi K
' ' , the
searches of persons in lieu of firearms and explosives detection equipment. 4 et
| e
7

(iv) The observational capability réquired by § 73.55(i)(7) of this chapter as appliedto a o
new protected area may be provided by a guard or watchman on patrol in lieu of closed cirduit

~ television.

(v) For the purpose of this genera'l license, the licensee is exempt fp'om §§ 73.55(k)(2)

and 73.55(k)(7)(ii) of this chapter.

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS |

R
L
i
1
i

7. The authority citation for Part 73 is revised to read as 'foliows:
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capable of facilitating timely evaluation of the detected unauthorized activities before completed

penetration of the protected area perimeter barrier.

(i) Assessment equipment in the isolation zone must provide real-time and play-
~ back/recorded video images in a manner that allows timely evaluation of the detected

unauthorized activities before and after each alarm annunciation.

(ii) Parking facilities, storage areas, or other obstructions that could provide
concealment or otherwise interfere with the licensee's capability to meet the requirements of

paragraphs (e)(5)(i)(A) and (B) of this section, must be located outside of the isolation zone.

(6) Protected Area.

(i) The protected area perrmeter must be protected by physrcal barriers desrgned and
constructed to meet Commission requirements and all penetrations through this barrier must be

secured in a manner that prevents or delays, and detects the exploitation of any penetration.

(ii) The protected area perrmeter physical barriers must be separated from any other

barrier designated asa vital area physical barrier, unless othenmse |dent|f|ed |n the approved

. physical security plan.

(iii) All emergency exits in the protected area must be secured by locking devices that

allow exit onlypand alarmed.
1
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the central alarm station, must be provided protection equivalent to vital equipment

within a vital‘area.

(iV) Vital equipment that is undergoing maintenance or is out of service, or any other
change to site conditions that could adversely affect plant safety or security, must be identified
in accordance with § 73.58, and adjustments must be made to the site protective strategy, site

" procedures, and approved security plans, as necessary.

(v) The licensee shall protect all vital areas, vital area access portals, and vital area
emergency exits with intrusion detection equipment and locking devices. Emergency exit
locking devices shall be designed to permit exit only.

(vi) Unoccupied vital areas must be locked.

(8) Vehicle Barrier System. The licensee must:

(i) Prevent u'nauthoriz_ed vehicle access or proximity to any area from which any vehicle,
its personnel, or its contents could disable the personnel, equipment, or systems necessary to

meet the performance objective and requi'rements'described in para'grap;h (b).' \ 4

(i) Limit and control all vehicle approach routes.

(iii) Design and install a vehicle barrier system, to include passive and active barriers);j,at

i

a stand-off distance adequate to protect personnel, equipment, and systems against the design

basis threat.
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(C) Implement compensatory measures upon discovery or suspicion that any access
control device may have been compromised. Compensatory measures must remain in effect

until the compromise is corrected.

(D) Retrieve,-change,' rotate, deactivate, or otherwise disable access control devices

that have been, or may have been compromised.

(E) Retrieve, change, rotate, deactivate, or otherwise disable all access control devices
issued to individuals who no longer require unescorted access to the areas for which the

devices were designed.
(7) Visitors.

(i) The licensee may permit escorted access 1o the protected area to individuals who do
not have unescorted access authorization in accordance with the requirements of § 73.56 and

part 26 of this chapter. The Iicenseé shall: -

(A) Implement procedures for processing, escorting, and controlling visitors. .

(B) Confirm the identity of each visitor through physical presen : tllor} [ﬁtl
“card issued by a ecognized al, state, or Federal Govemment agency th_at ln(clludes a photo
\ ' 3 :

or contains physical charactenstlcs of the individual requestlng escorted access

?
i
i 1
i ol

|

i |
l

i
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(7) Vehicle search checkpoints must be-equipped with video surveillance equipment
that must be monitored by an individual capable of initiating and directing a timely response to

unauthorized acﬁvity.

- (8) Exceptions to the search requirements of this section must be identified in the

approved security plans. - | - .y i +LLL |
CommissSion Lor prior
Fetiewaon apfr el -

e N

(i) Vehicles and items that may be excepted from the search requirements of this ;o L b =
section must be escorted by an armed individual who is trained and equipped to observe

'offload'ing and perform search activities at the final destination within the protected area,

(i) To the extent practicable, items excepted from search must be off loaded only at

specified receiving areas that are not adjacentto a vital area. - - . .. ... _

(iii) The excepted items must be searched at the receiving area and bpened at the final

destinatidn by an individual familiar with the items.
(i) Detection and Assessment Systems.

(1) The licensee shall establish and maintain an intrusion detection and assessment
system that mds;t provide, at all times, the capability for early detection and assessment of

unauthorized persons and activities.

(2) Intrusion detection equipment must annunciate, and video assessment equipment
images shall display, concurrently in at least two continuously staffed onsite alarm stations, at
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(i) The licensee shall conduct random patrols of areas containing unirradiated MOX
fuel assemblies to ensui'e the integrity of barriers and locks, deter unauthorized activities, and

to identify indications of tampering.

(iv) Locks, keys, and any other access control device used to secure equipment and
power sources required for the movement of unirradiated MOX fuel assemblies or openings to
areas containing unirradiated MOX fuel assemblies must be controlled by the security

organization.

(v)' Removal of locks used to secure equipment and power sources required for the
movement of unirradiated MOX fuel assemblies or openings to areas containing unirradiated
MOX fuel assemblies must require approval by both the on-duty security shift supervisor and

. the operations shift manager.

(A) At least one armed security officer shall be present to observe activities mvolvmg the
ynouevhe h"f

unirradiated MOX fuel assemblies before the removal of the locks and providing power to &

equipment required for the movement or handling of unirradiated MOX fuel assemblies.

] |
(B) At least one armed security offlcer shall be present at all tln'}es untll power |s i
it : Lol P
NN ‘ SRR B
!.i .i H 1
' |

~ removed from eqmpment and locks are secured. i

i
i

Y
(C) Security officers shall be trained and knowledgeable of authonzqed and unauthorized i e

1

activities involving unirradiated MOX fuel assemblies.
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(5) Atleast one armed security officer shall be pfésent and shall maintain cohétant
surveillance of unirradiated MOX fuel assemblies when the assemblies are not located in the

spent fuel pool or reactor.

(6) The licensee shall maintain at all times the capability to detect, assess, intercept,
' challenge, delay, and neutralize threats to unirradiated MOX fuel assemblies in accordance with

the requirements of this section.
(m) Digital Computer and Communication Networks.

(1) The licensee shall implement a cyber-security prdgrarﬁ that provides high assurance
kel :
that computer systems, which if compromise@iﬂdgc}versely impact safety, security, and

emergency preparedness, are protected from cyber attacks. C- -

() The licensee shall describe the cyber-security program requirements in the approved

security plans.

(ii) The licensee shall incorporate tﬁe cyber-schrity program into the onsite physical

protection program.

(iii) The cyber-security program must be designed to detect and prevent cyber attacks

on protected computer systems.

(2) Cyber-security Assessment. The licensee shall implement a cyber-security

. assessment program to systematically assess and manage cyber risks.
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(t) Alternative Measures

(1) The Commission may authorize an applicant or licensee to provide a measure for
protection égainét radiologicél Sabotage other than one required by this section if the applicant
or licensee demonstrates that:

Al
() The measure meets the same performance objective and requ'irements as specified

in paragraph (b) of this section'and

(i) The proposed élternative measure provides protection against radiological sabotage
or theft of unirradiated MQX fuel assemblies, equivalent to that which would be provided by the

spécific requirement for which it would substitute.

(2) The licensee shall submit each proposed alternative measure to the Commission for

review and épproval in accordance with § 50.4 and § 50.90 before implementation.

(3) The licensee shall submit a technical basis for each proposed alternative measure,
to includé any énalysis or assessment conducted in support of a determination that the
proposed alternative measure provides a level of protection that is at least equal to that &vhich 2

would otherwise be provided by the specific requirement of this section.

(4) Alternative Vehicle Barrier Sy_stems. In the case of alterative vehicle barrier éystems

required by § 73.55(e)(8), the licensee shall demonstrate thaﬁ)
N

- ' :
@ the alternative measure provides substantial protection against a vehicle bom
2 A

/ArISO/ Aoty s prg b Ae.djz;i‘o (“i.w
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(i) Any individual whose assigned duties and responsibilities permit the individual to
take actions by electronic means, either on site or remotely, that could adversely impact a

licensees or applicants operational safety, security, or emergency response capabilities; and
(i) Any individual who has responsibilities for implerh_enting a licensee’s or applicant’s
protective strategy, including, but not limited to, armed security force officers, alarm station

operators, and tactical response team leaders; and

(iv) The licensee’s, applicant’s, or C/V's reviewing official.

(2) Atthe licensee’s, applicant’s, or C/V's discretion, other individuals who are
designated in access authorization program procedures may be subject to an authorization

program that meets the requirements of this section.

(c) Generél performance objeétive. Access authorization programs must provide high
.assurance that the individuals who are specified in pa_ragrap? (b)(1), and, if applicable, (b)(2) of

veh F

this section are trustworthy and reliabWo not constitute an unreasonable risk to public o

health and safety or the common defense and security, including the potential to commit

raciiological sabotage.

(d) Background investigation. In order to grant unescorted access authorization to an
individual, the licensees, applicants, and C/Vs spebified in paragraph (a) of this section sﬁall
ensure that the individual has been subject to a background investigation. The background

investigation must include, but is not limited to, the following elemenis:
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(f) Behavioral observation. Access authorization programs must include a behavioral
observation element that is designed to detect behaviors or activities that may constitute an
unreasonable risk to the health and safety of the public and common defense and security,

including a potential threat to commit radiological sabotage.

(1) The licensees, applicants, and C/Vs specified in paragraph (a) of this section shall
. ensure that the individuals specified iﬁ paragraph (b)(1) and, if applicable, (b)(2) are subject to

behavioral observation.

T g

(2) é?xavioral observation rﬁust be conducted by the jndividuals specified in paragraph

(b)(1) énd, if abplicabie,- (b)(2). The licensees, applicants, and CNs specified in paragraph (a)
, . | | also
of this section shall ensure that individuals who are subject to this sectionfgt]ccessfully compl_ete

- behavioral observation traifing. —— — - = - YET 'C\_ '"cs*""‘b—qxﬂ-ﬂ“\)—\l oV o \"
_ Y 3

ynust be Sé\!’)s@r\m_-‘r ton

(i) Behavioral observation training must be completed before the licensee, applicant, or - .

CN grants an initial unescorted access authorization, as defined in parégraph (h)(5) of this '
section, and must be current before the licensee, applicant, or C/V grants an unescorted .
access authorization update, as defined in paragraph (h)(6) of this section, or an unescorted

access authorization reinstatement, as defined in paragraph (h)(7) of this section;

(ii) Individuals shall complete refresher training on a nominal 12-month frequency, or -
more frequently where the need is indicated. Individuals may take and pass a comprehensive
examination that meets the requirements of paragraph (f)(2)(iii) of this section in lieu of

bompleting annual refresher training;
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(iii) Individuals shall demonstrate the successful cempletion of behavioral observation
trainihg by passing a comprehensive examination that addresses the knowledge and abilities
necessary to detect behavior or activities thet have the potential to constitute an unreasonable
risk to the health and safety of the public and common defense and security, including a
potential threat to cemmit radioloﬁical sabotage. Remedial training and re-testing are required

for individuals who fail to satisfactorily complete the examination.

B

' (iv) Initial and refresher training may be delivered using a variety of mectia (including,

¢
1

f but not limited to, classroom lectures, required reading, video, or computer-based training
!

systems) The licensee, applicant, or CN shall monitor the completion of tralnmg

(3) Individuals who are subject to an authorization program under this section shall |

i not limited to, concerns related to any questionable behavior patterns or activities of others.

Felse vepgording ond othev abusey ol This requifer

v oL
< \.

(9) Arrest reporting. Any individual who has applied for or is maintaining unescorted

access authorization under this section shall promptly report to the reviewing official any formal

actron(s) taken by a law enforcement authonty or court of law to which the indrwdual has been ‘

: =;'r; i % Ei‘f‘ ¢
subject including an arrest, an indictment, the filing of charges ora convnctlon On the day

re ' i i
that the report is received, the revrewmg official shall evaluate the curcumstances related to the

formal action(s) and determine whether to grant, malntam, admlmstratlvely wnthdraw deny, or

unfavorably terrmnate the individual's unescorted access authorization. . »

(h) Grantirrg unescorted access authorization. The licensees, applicants, and C/Vs
specified in paragraph (a) of this section shall implement the requirements of this paragraph for

938
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been provided to the reviewing official and he or she determines that the accumulated

information supports a positive finding of trustworthiness and reliability.

(9) Unescorted access for NRC-certified personnel. The licensees and applicants
specified in paragraph (a) of this section shall grant unescorted access to all individdals who
have been certified by the Commission as suitable for such access including, but not limited to,

* contractors to the NRC and NRC employees.

(10) Access prohibited. Licensees and applicants may not permit an iﬁdividual, who is
identified as having an access-denied status in the information sharing mechanism required
under paragraph (0)(6) of this section, or has an access authorization status other than
favorably terminated, to enter any nuclear power plant protected area, vital -érea, under escort
~ or otherwise;-or take actions by electronic means that could impact the licensee’s operational - - - - -
safety, security, or emergency response capabilities, under supervision or otherwise, except if,

upon evaluation, the reviewing official determines that such access is warranted. \ censees
ond opplicents shall develop T in Stdodement ceview

procedBres Lor GsSessing. in dividvals who hove beep
(i) Maintaining access authorization. N oan ActeSS- dente d 5%ed (5 _

(1) Individuals may maintain unescorted access authorization under the following

conditions:

(i) The individual remains subject to a behavioral observation program that complies

with the requirements of paragrabh (f) of this section;
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(v) An evaluation of character and reputation.

(2) Authorization program personnel. Licensees, applicants, and C/Vs shall ensure that
any individual who evaluates personal information for the purpose of processing applications for
unescorted access authorization including, but not limited to a clinical psychologist of

'trist who conducts psychological assessments under paragraph (e) of this section; has

unfettered access to the files, records, and personal information associated with individuals who
applied for une_séOrted access authorization; or is responsible for managing any
databases that contain such files, records, and personal information has been determined to be

trustworthy and reliable, as follows:

(i) The individual is subject to an authorization program that meets fequirements of this

_section; or

(i) The licensee, applicant, or C/V determines that the individual is irustworthy and
reliable based upon an evaluation that meets the requirements of paragraphs (d)(1) through
(d)(5) and (e) of this section and a local criminal history review and evaluation from the State of

‘the individual's permanent residence.

(1) Review procedures. Each licensee, applicant, and C/V who is implementing an
authorization program under this section shall include a procedure for the review, at the request

~ of the affected individual, of a denial or unfavorable\termination of unescorted access

authorizationtwhich adversely affects employmentx The procedure must require that the -

LN _
individual is informed of the grounds for the denial or unfavorable termination and allow the
individual an opportunity to provide additional relevant information, and provide an oppdrtunity _

. 948




. (v)_ The presiding officer in a judicial or administrative proceeding that is initiated by the

subject individual;

(vi)- Persons deciding matters under the review procedures in paragraph (k) of this

section; and

(vii) Othér persons pursuant to court order.

(2) Personal information that is collected under this section must be disclosed to other

_ licerisees, applicants, and C/Vs, or their authorized representatives, who areflegitimately

seeking the information for unescorted access authorization determinations underthis section

and who have obtained a signed release from the subject individual.

(3) Upon receipt of a written request by the subject individual or his or her designated
representative, the licensee, applicant, or C/V possessing such records shall promptly provide
copies of all récords pertaining to a denial or unfavorable termination of the individual's

unescoried access authorization.

(4) A licensee’s, applicant's, or C/V’s contracts with any individual or organization who -

collects and maintains personal information that is relevant to an unescorted access

authorization determination must require that such records be aintainec .

information, as required under 10 CFR 2.390, xcept as provided in paragraphs (m)(ﬂftrough

(m)(3) of this section.
con P ( c\

held
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VI. Nuclear Power Reactor Training and Qualification Plan.
" A. General requiremehts and introduction.

1. The licensee shall ensure that all individuals who are assigned duties and
responsibilities required to prevent significant core damage and spent fuél sabotage, implement \/
the Qorﬂmission approved security plans, licensee response strategy, and impléménting
proced meet minimum training and qualification requirements to ensure each individual
&

poss knowledge, skills, and abilities requifed to effectively perform the assigned duties

and responsibilities.

2. To ensure that those individuals who are assigned to perform duties and
responsibilities required for the implementation of the Commission approved security plans,
licensee resporise strategy, and implementing procedures are properly suited, tfained, _

equipped, and qualified to perform their assigned duties and responsibilities, the Commission

~

has developed minimum training and qualification requirements that must be implemented

through a Commission approved training and qualification plan.

\: }’ : : '
approved training

3. The licensee shall establish, maintain, and follow a Co'mh"lis's.ib'n
: _ Coll b
t E“" i [ | i

and qualification plan, describing how the minimum training and qu_l;ifilda:tiqh req(ljirements set
. ) 0 N ]' I [ .i

fbrth in this appendix will be met, to include the processes by wh‘i‘cfh} allme l'bérs bf the security :

organization, will be selected, trained, equipped, tested, and qualified.
. o ’

Lot
B

o

4. Each individual assigned to perform security program dmiﬁs aHd irespdhsibilities
required to effectively implement the Commission approvéd security blans, licensee protective
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(1) Possess a high school diploma or pass an equivalent performance examination
designed to measure basic mathematical, language, and reasoning skills, abilities, and

knowledge’required to perform security duties and responsibilities.

(2) Have attained the age of 21 for an armed cépacity or the age of 18 for an unarmed

'capacity; and

(8) An unarmed individual assigned to the security organization may not have any

felony convictions that reflect on the individual's reliability.

b. The qualification of each individual to perform assigned duties and responsibilities

must be documented by a qualified training instructor and attested to by a security supervisor.
2. Physical qualifications.
a. General physical quali'fications.

(1) Individuals whose duties and responsibilities are directly associated with the
effective implementation of the Commission approved Seéurity plans, licensee protective
strategy, and implementing procedurés, may not have any physical conditions that would

adversely affect their performance.

(2) Armed and unarmed members of the security 6rganization shall be subject to a

physical examination designed to measure the individual's physical ability to perform assigned
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(2) Firearms maintenance procedures that include cleaning schedules and cleaning

- requirements.
(3) Program activity documentation..
| (4) Control and Accountability (Weapons and ammunition).
(5) Firearm_storage requirements.
(6) Armorer certification.
H. Records.

1. The licensee shall retain all reports, records, or other documentation required by this

appe‘ndix in accordance with the requirements of § 73.55(r).

2. The licensee shall retain each individual's initial qualification record for three (3)

years after termination of the individual’'s employment and shall retain each re-qualification

record for three (3) years after it is supe 6eded.A

3. The licensee shall document data and test results from each individual’s suitability,
physical, and psychological qualificatidn and shall retain this documentation as a record for

three years from the date of obtaining and recording these results.

I. Audits and reviews.
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