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From: <sspcomments~anl.gov>
To: <wfkenrc.gov>
Date: 5/10/06 11:16AM
Subject: Nuclear Sector-Specific Plan

Dear Member of the Nuclear Reactors, Materials, and Waste Sector Government Coordinating Council
and Sector Coordinating Council:

To fulfill its primary mission to protect the nation's critical infrastructure, the Department of Homeland
Security is in the process of finalizing the National Infrastructure Protection Plan (NIPP). The NIPP
establishes a common risk-based framework and plan for critical infrastructure protection activities across
the 17 critical infrastructure and key resource sectors identified in Homeland Security Presidential
Directive 7 (HSPD - 7), Critical Infrastructure Identification, Prioritization, and Protection. The Nuclear
Reactors, Materials, and Waste Sector is one of the HSPD-7 critical infrastructures. The attached Nuclear
Reactors, Material, and Waste Sector-Specific Plan (SSP) describes the processes to be undertaken in
the sector to identify assets, assess risks, establish priorities, develop protective programs, and measure
progress.

Your review of the SSP is important to ensure that further stakeholder perspectives on these critical
infrastructure protection processes are heard. Although the SSP is a living document that
will be reviewed at least annually and reissued at least every three years, we want to ensure that we are
off to a good start with this inaugural SSP.

We are very interested in your input on this important document. In order to ensure that your comments
are considered, please respond by May 23, 2006.

We recommend that your comments on the draft SSP be submitted through a website specifically
established for SSP comments. Instructions for submitting comments to the website at
https://comment.iac.anl.gov are provided as a separate attachment entitled Comment Website.

If you choose not to use the website, please use the form provided as a separate attachment entitled
Comment Form and mail comments to:

SSPComments - Bldg. 900, MS/12
Argonne National Laboratory
9700 S. Cass Avenue
Argonne, IL 60439

or e-mail comments to: sspcommentspanl.gov.

Any questions on the draft SSP or on submitting comments should be e-mailed to sspcommentseanl.gov
or mailed to the above address.

While reviewing the draft SSP, we ask that you focus on issues related to the implementation of its
processes in our sector. Please let us know also if there are ways we can clarify how these ideas are
presented. We hope the following questions will be helpful to you as a starting point for your review.

What do you see as the desired end state for our sector in terms of protection of assets and a path
forward? What current programs exist that contribute to achieving our sector's end state that are not
included in the SSP or are not covered adequately? What are possible challenges to achieving the end
state that should be addressed in the SSP?

What further information could you provide pertaining to processes and best practices for sector asset
definition, processes and methods for conducting vulnerability and risk assessments, and
selection/implementation of protective measures?

What information would our sector be willing to share to support the national infrastructure protection
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efforts? Examples of such information include asset identification, vulnerability assessments, asset
prioritization criteria, risk assessments, etc.

What obstacles, if any, preclude sharing of information? What suggestions do you have for minimizing
those obstacles?

What support and guidance does our sector need from the Department of Homeland Security and other
parties to help choose and justify appropriate protective measures?

What support and guidance can our sector give to the Department of Homeland Security and other parties
to help them choose and justify appropriate protective measures?

What are some specific suggestions on how to create incentives to encourage voluntary participation in
the NIPP process by stakeholders?

As mentioned in HSPD-7, each sector is required to submit an Annual Report. DHS recently announced
that this reporting process will commence immediately with a deadline of July 1, 2006. Your input will be
highly valued to ensure that the Nuclear Sector submits a complete and accurate report which will be fed
into DHS' National Report to be submitted to the Executive Office of the President. Please be prepared to
receive a draft version of the Annual Report for the Nuclear Sector in early June. It will be sent by email
for your review and input.

We are grateful to you for your review of and comments on this SSP as we seek to further sector and
national priorities associated with infrastructure protection.

Sincerely,

Beth Reed, Nuclear SSA
Chemical & Nuclear Preparedness
& Protection Division Office of Infrastructure Protection
Department of Homeland Security

Attachments: Sector-Specific Plan Nuclear Reactors, Material, and Waste Sector-Specific Plan (May
2006 Draft)

Comment Website
Comment Form
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Nuclear Sector-Specific Plan Comment Form
(Use only for comments submitted by mail ore-mall)

State/ Territory Government Government Coordinating
Council

Tribal Government Sector Coordinating
Council

National Association Non-Profit Organization
Regional Entity National Laboratory
International Entity Other (specify)
Private Citizen

Step 2: NSSP Individual Comment
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Ada additional pages Tor comments as needed.

Comment Types
* Critical rCl - showstoppers; contentious issue that will cause non-concurrence with

specific sections of the document
a Substantive [SI - factually Incorrect material
* General fG1 - Comment about the document in general. Page and line numbers not

required.
a Administrative [Al - grammar, punctuation, style, etc.



Instructions for Using the SSP Comment Website

The preferred method for submitting comments is by using the web based Comment
Form which insures that your comments are directly and immediately entered into the
database used to collect this information.

To use the website to enter your comments;

* Point your web browser to the website, httts://comment.iac.anl.gov
* Your e-mail address acts as your user name. Enter the email address to which

this notice was sent, and the password that will be provided to you by
telephone, into the boxes on the website. Click on "submit."
If you have trouble accessing the site, please send an email to:
sspcommentseanl.gov

* Complete the comment form:
* Comment tvpe - select Administrative, Critical, Substantive, or

General
* Page and line number -identify location of text associated with the

comment
* Recommended change - provide text in/text out
* Comment - provide general comment or justification for critical

comment
* The number of comments provided will be displayed as "You have provided

"XX" comments."
* Select "submit" and a new comment form will be available; select "review

comments" and all comments provided will appear; select "exit" if finished.
* Select "edit" or "delete" to modify comments on comment review page; select

"print" to print comments provided; select "Insert additional comment" to
return to comment form to add an additional comment; or select "log out" if
finished.

* All submitted comment forms will be logged and imported into the Comment
Database.

* If the website is not used, please use the attached comment form and mail
comments to:

SSPComments - Bldg. 900, MS/12
Argonne National Laboratory
9700 S. Cass Avenue
Argonne, IL 60439

or e-mail comments to: sspcommentstanl.gov
* Please e-mail any questions to: sspcommentseanl.gov or mail them to the

address above.
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Draft Nuclear Reactors, Materials and Waste Sector-SpecIfic Plan
Letter ofAgreement and Support

1 Letter of Agreement and Support

2 The Nuclear Sector-Specific Plan (SSP), along with the overall National Infrastructure Protection
3 Plan (NIPP), provides the unifying structure for the integration of Nuclear Sector protection
4 efforts into a single national program. The NIPP provides the overarching framework to
5 integrate critical infrastructure and key resources (Cl/KR) protection programs and activities,
6 and the Nuclear SSP follows the direction of the NIPP and provides the specific framework to
7 integrate Nuclear Sector protection programs and activities. This collaborative effort between
8 the private sector; State, Territorial, local and tribal governments; non-governmental
9 organizations; and the Federal government will result in the prioritization of protection initiatives

10 and investments across the Nuclear Sector to ensure that resources are applied where they
11 offer the most benefit for reducing risk by lowering vulnerabilities, deterring threats d
12 minimizing the consequences of attacks and other incidents.

13
14
15

16
17
18

By signing this letter of agreement and support, the Nuclear Sector-Specifi
other Federal departments and agencies with special function related
protection commit to:

, i
icy (SSA) and
Sector

6

19
20
21

22
23
24

6

a

Support Nuclear SSP and NIPP concepts, framework, and res, and rry out the!
assigned functional responsibilities regarding the protectio fthe Nuclear ctor as
described within the NIPP and herein.

Work with the Nuclear SSA, as appropriate and stent gIir own a ncy-specifi,
authorities, resources, and programs, to coordin ndin dimplement on of progr
that enhance Nuclear Sector protecti I I
Cooperate and coordinate with uci a SS in rd ce with guidance provided
HSPD-7, as appropriate and c nstnt h th ae -specific authorities,
resources, and programs, to fa II tate N ar eorition;

Develop and MOd ~ in and ency-s cific Nuclear Sector plans, as
appropriate, to fi he clear SSP and the NIPP.

Develop and ma pa rs0isford qS Sector protection with appropriate State,
regional, lo ito a nal entities; the private sector; and non-

ir

c
amrs

25
26

27a
28
29

30o
341
32
33
34

in

governmental 01 nizatio

Protect Nuclear ctor in a in containing critical infrastructure information according to
the Protected C Ia Inf ptruc re Information (PCII) Program, Safeguards Information
(SGI) requireme o er appropriate guidelines, and share Nuclear SSP and NIPP-
related informati ppropriate and consistent with their own agency-specific authorities
and the process cbed within the NIPP and herein.

35 Signatory departments and agencies follow.

36

May 2006 Draft Nuclear SSP
Page 1



Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Signatories

1 Signatories

2 Note: This section will contain the listing of the signatories to the Letter of Agreement, including
3 the Director of the Chemical and Nuclear Preparedness and Protection Division (CNPPD) within
4 the Department of Homeland Security.

May 2006
Page 2
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Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Letter of Instruction

1 Letter of Instruction

2 The Nuclear SSP, in conjunction with the NIPP, provides the overall framework to unify the
3 Nuclear Sector protection efforts into a single national program. This integration effort is a
4 complex task that requires the cooperation of the private sector; State, local, Territorial, and
5 tribal governments; non-government organizations; and the Federal government.

6 In order for the Nuclear SSP to be successful, the actions described herein must be
7 accomplished. Details on what needs to be done are discussed throughout the Nuclear SSP,
8 and Appendix C contains succinct information on implementation instructions associated with
9 the entire document. All agencies and departments that have signed the Nuclear SSP have

10 committed to carrying out the actions assigned to them. The cooperation of all thowinvolved
11 will result in a even better protected Nuclear Sector than it is today, which will b both the
12 nation as a whole and individual Nuclear Sector stakeholders.

May 2006 Draft Nuclear SSP
Page 3



Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Executive Summary

1 Executive Summary

2 Introduction

3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

34

35
36
37
38
39

Protection of critical infrastructures and key resources (Cl/KR) is a necessary component to the
overall protection of our homeland. Terrorist attacks as well as unintentional manmade
accidents and natural disasters threaten the safety of Cl/KR and therefore threaten the
economic freedom and way of life that American citizens enjoy. As a first-step towards the large
goal of nationwide Cl/KR protection, the President issued Homeland Security esidential
Directive 7 (HSPD-7) which called for the establishment of a National Infr tu- ure Protection
Plan (NIPP) to address critical infrastructure protection for all 17 Cl/KR o.

HSPD-7 assigned responsibility for the protection of Cl/KR withi or to Sector-Specific
Agencies (SSAs). The Nuclear Reactors, Materials, and Wa ctor's is the Department
of Homeland Security (DHS). Within DHS, the Chemical C lear P i aredness and
Protection Division (CNPPD) will maintain responsibility f i ritical infrast ure protection of
the Nuclear Sector.

As each sector is unique in various ways, the S were d to cr te a Sector-Specific
Plan (SSP), a complement to the National Infrf ure ion Plan IPP) that will explain
how security partners including the private se or :,eder State, Territo , tribal and local
governments; and international se t artn or jogether to im ove the protection of
the Nuclear Sector. The SSP Rpli ho o i tify d prioritize assets, assess risks, and
implement protective progra. ord to sur e ffo re garnering results, the SSA will
set security goals and meas prog to l Mt se goals are met. This document
involved the input ofAny in s o fals, p esentatives in the private sector and
across governme ies g d d mentY¶ uclear SSP will be reviewed annually

and reissue d e ~ h ~ a s ~ ~ r p ci e
By focusing o s1 curity 0 n all- r rspective, we can utilize prevention, protection,
and response pabilitieo ot only Lithe threat of a terrorist attack on our nuclear
facilities, but tcjitigate fpr ent dane in the event of a natural disaster or in a case
involving hum error. il te Nuclear Sector has led the way in implementing robust safety
precautions, t scompr en ie strategy will help facilitate an even stronger and better
protected indu that I b f!ily prepared to face any challenges that may lie ahead.

1. Sector Pr Goals

The Nuclear S r leads the way in sector preparedness with its robust and hardened security
system. And t, considering the hazardous materials used and transported within the Nuclear
Sector, it remains one of the most important sectors to protect. Necessary for the overall
preparedness initiative is being aware of what constitutes the Nuclear Sector and defining the
interdependencies with other sectors upon which the Nuclear Sector depends.

40 The Nuclear Sector consists of the following facilities. For a more detailed list, please refer to
41 Section 1.1, Table 1.

42 * Nuclear Power Plants
43 * Research and Test Reactors

May 2006
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Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Execufive Summary

1
2
3
4
5
6
7
8
9

10
1 1
12
13
14
18

19
1
18
19
20
21
22
23
24
25

26
27
28

29
30
31

32
33

34
35

36
37
38

39

* Nuclear Fuel Cycle Facilities
* Radioactive Waste Management
* Nuclear Materials Transport
* Deactivated Nuclear Facilities
* Radioactive Material Users
* Radioactive Source Production and Distribution Facilities
* Regulatory, Oversight, and Industry Organizations

Two attributes that help make the Nuclear Sector unique are regulation and classification. The
NRC independently regulates the sector, with a focus on both security and safety. The amount
of focus on both security and safety is rare among the sectors. Significant portions of
information on the Nuclear Sector is either classified or protected from disclosure t - e general
public in some other way, because of the sensitive nature of a variety of informn ssociated
with nuclear reactors, materials, and waste. Because of this, there are limit no the amount
of material that can be discussed at certain points in this document.

It is important that the facilities within the Nuclear Sector are awa ydep dencies they
may have on other sectors. For example, the Nuclear Sector r sn the tra ortation sector
for shipping nuclear and radiological materials and the energy E or for its su y of electrical
power. By working to implement any dependencies into a pre aIedness plan, Mch nuclear
facility can plan for the impact of problems in other s rs up hat ility's p ration. For
instance, if there was a power outage in a city or reg' tthe a j clearf lity should
become aware of it and make adjustments to its ope ac rdtigly. By be ing mindful of
such dependencies and working with the SSA to fa i cros ector commu ation, the
nuclear sector can be better prepared to nd , Svntys to e activities of
each facility.

The DHS Strategic Plan describes efull s etru f ti activities, which includes
awareness, prevention, pro tion, spon and e Nuclear SSP goals range
across all these areas. le P g are:

* Goal #1 istablipe ad r ust collaboration and communication among
alstakel Iders wi i INuclScorhaving security and emergency response
responsi ijis

* Goal #2 4etermi h nseq ces of dependencies and interdependencies of
other crit I infra cts and key resources to the Nuclear Sector.

* Goal #3 reven clep and radioactive material from being used for malevolent
purpose .

* Goal #4 C te with Federal, State, and local Law Enforcement Agencies to
develop to deter, detect and prevent terrorist attacks on fixed nuclear
facilities.

a Goal #5 - Protect the cyber assets of the nuclear sector from being exploited.

40 * Goal #6 - Utilize R&D to better protect the Nuclear Sector from future threats.

1 The numbering of the goals is not to identify priorities, but Is for identification purposes only.

May 2006 Draft Nuclear SSP
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Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Executive Summary

1
2
3

4
5
6

* Goal #7 - Use a risk-informed approach that includes security considerations to
make budgeting, funding, and grant decisions on all identified potential protection
and emergency response enhancements.

* Goal #8 - Enhance the ability of the Federal, State, Territorial, tribal, local, and
private sector to effectively respond to nuclear and radiological emergencies as a
result of terrorist attacks, natural disasters, or other incidents.

7 2. Identify Assets. Systems. Networks. and Functions

8
9

10
11
12
13
14
15
16

17

18
19
20
21
22
23
24
25
26
27

28

29
30
31
32
33
34
35
36
37
38
39

_ _ _ -- _ _ _ _ _ . _ * * _ _ I_ I * _ _ _ _ _ _ _ -

In order to eventually initiate protective measures within a sector, DHS n first understand
what assets, systems, networks, and functions are contained within th tr. The National
Asset Database (NADB) was created in order to collect and store gs rmation. The NADB
is an extensive inventory of information for assets in all 17 Cl/K torsnformation has
historically been gathered through DHS-initiated data cals a ugh t cooperation of
owners and operators. Additionally, the NRC will begin s r lts own n lear asset data with
DHS. When appropriate, marking information as Safegu ls Informatio YOGI) or utilizing the
Protected Critical Infrastructure Information (PCII) Progr will keep dat I m being improperly
disclosed.

3. Assess Risks

Risk is a function of threat, vulner and s qen In order to e iently utilize limited
resources in protecting assets s to a I to nderstand what risk the asset faces in
comparison with the risk ass wioth in er to make the best determination
on what assets to protect an ow to ?te t hpcterizing threat, DHS will consider
modes of attacks at clea f3cility i eat sifg s 6eem diverted from a facility, and
possible breache ili s cyn dyste abiity assessments will determine areas
of an asset th n Sp ic threa Consequence assessments will
determine the ~kyd e suth rmperceived threat and includes mass casualties,
financial impa sand e ~o idis tin ]By evaluating consequences, vulnerabilities, and
threats, DHS i andust ork t to protect assets that have the most risk.

4. Prioritize I frastru ur

Risk Analysis Pd Man em of Critical Assets Protection (RAMCAP) is a program developed
by industry wit ssi nce from DHS to create guidelines for both the threat, vulnerability, and
consequence gents as well as for comparing and prioritizing assets across all sectors.
RAMCAP suc ly utilizes the consequence/vulnerability/threat equation by considering the
consequences Pa successful attack, the assets vulnerability to the attack, and the likelihood of
the attack occrring to give a numerical score to an asset. In addition to this equation,
RAMCAP takes cross-sector interdependencies into account. With a significant overlap
between sectors, it is important to realize that the consequences of a successful attack affect
more sectors than the one containing the facility that was attacked. Ultimately, by successfully
prioritizing assets, DHS, industry, and other security partners can most efficiently utilize limited
resources in protecting those assets that need the most protection.

May 2006
Page 6
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Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Executive Summary

1 5. Develop and Implement Protective Programs

2 A protective program is a coordinated plan of action to prevent, deter, and mitigate terrorist
3 attacks on critical assets, and to respond to and recover from such acts as quickly and
4 effectively as possible. DHS has worked with many government and industry representatives to
5 develop and coordinate programs that have been effective thus far in assisting the protection
6 effort of our nation's Cl/KR. Additionally, the Nuclear Sector is already very well protected and
7 contains a wealth of information regarding best practices and security measures. DHS hopes to
8 facilitate further discussion within the sector to share lessons learned and best practices to
9 encourage implementation of the effective security measures some facilities in the Nuclear

10 Sector already employ as well as some of the DHS-initiated programs.

11

12
13
14
15
16
17

18

19
20
21
22
23
24
25
26
27

6. Measure Progress 7
Within the Nuclear SSP Working Group, representatives of government, i r ,and DHS
worked to create a robust set of goals, objectives, and metrics that ca ieo measure the
progress of the Nuclear Sector in its critical infrastructure protectio ) effo By identifying
goals and creating metrics to measure them, the Nuclear Sector i ve an a mplishable
plan to protect the Nuclear Sector. Additionally, by reporting o t sector pro r ss in meeting
the metrics, the SSA can identify gaps in protection and work t pepair them.

7. Cl/KR Protection R&D 2

28

29
30
31
32
33
34
35
36
37

Much of this Nuclear SSP addresses work that is be em ily or in th ear future to
protect the Nuclear Sector from terrorist tts, na'a a sastrand manm. 6 accidents.
Yet, there is a long road still ahead in toachi i a Xve ore secure sector and
continue to deter terrorist activity. Ekeq e s t Jng emNuclear Sector protection
are: awareness, training and edu tn; Re rch o ent (R&D) initiatives; and
ongoing planning, management, a resou all c . I e e long-term endeavors will
require the various NuceI ctor ke fers t pfntin to rk together. With persistent
efforts, the Nuclear S ionprov ts secu posture and maintain its
reputation as a lead CtO

8. Managing and jordin n SA s sibilities

As the SSA, CNPP as ma kes insibilities for the Nuclear Sector. The SSA will be
responsible for mon oring pr pctiprogram requirements, working to fill gaps in programs or
resources and ensu g the jstor eets its goals and objectives. Additionally, the SSA will
play a large role in fclitati communication between sector security partners to make certain
best practices are s dependencies and interdependencies are identified and
incorporated into pr e ess plans. The SSA will also be responsible for submitting an
Annual Report on C Protection to the Secretary of Homeland Security by July 1. This report
will be used to com le the National Cl/KR Protection Report to be presented to the President
on an annual basis.

May 2006 Draft Nuclear SSP
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2 Introduction

4 The ultimate goal of the national critical infrastructure protection
6 (CIP) program is to protect the Nation's critical infrastructure/key
8 resources (Cl/KR), a responsibility that is shared among the

10 private sector; State, local, tribal, and Territorial governments; and
12 the Federal government. The Homeland Security Act, and the
14 subsequent Presidential strategies on critical infrastructure
16 protection, defined what must be done to protect the Nation's
18 Cl/KR, but they did not define how this would be accomplished. To
20 provide the overall guidance for further developing and
22 implementing this national CIP program, the President issuedA X
24 Homeland Security Presidential Directive 7 (HSPD-7).

)

26 A key requirement of HSPD-7 is development of the N.
28 Infrastructure Protection Plan (NIPP), which describes
'ju act

32

33 0

34 .

35 0

36

37 HS
38 anc
39 guii
40 7,.%
41 foul

42 Del
43 stal
44 gov
45 thai
46 CIP
47 reflo

ivities 1o:-

Identify Cl/KR assets

Reduce the vulnerability of Ce ssets P

Prioritize Cl/KR (as ab urrrelourc

Coordinate the protcti nof CI/R

Share inf !t o

PD-7 rec gizes thtCl or psess unique characteristics and operating models,
I assigns P resp ib ies for ectors to sector-specific agencies (SSAs), with
dance to I provid h e Depa ent of Homeland Security (DHS). To implement HSPD-
SSAs wer stru t velop Sector-Specific Plans (SSPs) that provide an informational
ndation f he NIP

telopmen f the P i an ongoing, evolving process that requires the participation of all
<eholders o p private sector, the SSA, and Federal, State, Territorial, local, and tribal
'ernment ePP provides an overall framework that incorporates existing CIP programs
t have be nderway both within DHS and throughout the various Cl/KR sectors. As these
' efforts a d'programs are developed, implemented, and refined, the NIPP will be updated to
,ct this progress.

48 Purpose

49 The NIPP requires each critical infrastructure and key resource sector to develop a Sector-
50 Specific Plan (SSP) with the purpose of providing a framework for reducing risk and fostering
51 cooperation and information sharing between security partners, including all levels of
52 government, the private sector, and international organizations. The Sector-Specific Agencies
53 (SSAs) are responsible for the development of the SSP, in coordination with the security
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I partners. The nuclear SSP will follow and support the same risk management approach and
2 key steps as the NIPP:

3 * Setting security goals

4 * Identifying the sector's Cl/KR assets, systems, networks, and functions

5 Identifying and assessing the vulnerabilities and interdependencies among9O R assets,.

6 and analyzing potential risks based on threats and consequences

7 * Prioritizing assets based on an analysis and normalization of vulneri
8 prioritizing protection initiatives based on costs and benefit I
9 thev offer the oreatest reduction of risk

Or
ata and
n used where

I

I

1

10 6

11

12e

13

14 As'
15 will
16 cun
17 rep
18 revi

19 Ext
20 imp
21 The
22 this
23 SS)

24

Developing sustainable programs to protect assets and i lementing th programs when
necessary

Implementing information sharing and protecti easur s t and a s Cl/KR sectors

Using metrics to measure and com cate t ctive ss of the SS

there has been a process est st he d ie ndac of he NIPP, the SSP
also undergo a similar proce Sens tha re n ; efforts remain strong and

resentatives in the p and S tencies and the SSP will be

ilbit 1, also kno as t nen ramework, shows these activities being
lemented bas n a dy i jhreatrwr 9ment, with threat information provided by DHS.
resulting outp are se tr- pecific slgies to protect assets. The ultimate objective of
SSP is to hay e Fed rI, te, Te orial, local, tribal, and private sectors work with the

A to implement e plan a that is consistent, sustainable, effective, and measurable.

Exhibit : Se c-S cific Plan Development and Implementation

I

I

V
. .
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Dynamic Threat Environment

~~i- - m m I m

Ths S poids etiedd scrpino topcf ht ue to idntfy

4 impementng thse prceses n cluding ls (ciines a ,a tetm rms

7 eeae.This SSP proids o deaie decito of peifc st tattak suc usoed toa ientifys,

8 weapon of mass destructio ~ ud se i( ialth effects or mass casualties and
9 this document intends to h po e bI6r c rm such an event. At the same time,

1 0 Cl/KR protection u the IIhaza ~pp eclw mS to protect infrastructures from
11 natural disa nt ma r ias a potential terrorist attack.

12 Nothing in ths ,oiP alt d decip o th bility of Federal departments and agencies to
13 perform thei p tponsi pirits SSP enables Federal, State, Territorial, tribal, and
14 local govemn ts andpthe rsvate sncldonwork together in the protection of the Nuclear
15 Reactors, M rials, a liWite S t

16 Scope and pplic Llit

17 Per the guid ee NcIPPn the nuclear SSP focuses on the protection of the nuclear sector
7 0 from the imp SSt alssible terrorist attack while recognizing that in doing do, the sector is also

19 acting in co iadewith the Nation's all-hazards approach. This w ould increase o verall
20 preparedne as to help manage the effects of a natural disaster or unintentional man-made
21 incident in the same preparedness measures taken in respect to terrorism. These protective
22 measures are necessary and must be addressed in multiple contexts including international
23 vulnerabilities and cross-sector partnerships. Additionally, HSPD-7 directs the protection of
24 commercial nuclear reactors for generating electric power and non-power nuclear reactors used
25 for research, testing, and training; nuclear materials in medical, industrial, and academic
26 settings and facilities that fabricate nuclear fuel; and the transportation, storage, and disposal of
27 nuclear materials and waste.
28
29 This document is applicable to the following nuclear subsectors. For a more detailed list, please
30 refer to Section 1.t1, Table 1.
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1

2

3

4

5

6

7

10

11

12
13
14
15X
16

17

* Nuclear Power Plants

* Research and Test Reactors

* Nuclear Fuel Cycle Facilities

* Radioactive Waste Management

* Nuclear Materials Transport

* Deactivated Nuclear Facilities

* Radioactive Material Users

* Radioactive Source Production and Distribution

* Regulatory, Oversight, and Industry Organizati

* Other Nuclear Facilities

Goals and Objectives

The ultimate goal outlined in the P is t nh
prevent, deter, neutralize, or miti tethe ects
incapacitate, or exploit anenabi tion
recovery in the ev disa hi
actions that the n eseeD h

t Ct of the Nation's Cl/KR in order to
t iforts by terrorists to destroy,

I s, timely response, and rapid
t emergency. The following goals are
the goals specified in the NIPP.
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Nuclear Sector Security Goals

Risk Goal Office(s) of
Management Responsibility

Steps
Primary - (P)

upport - (S)

Awareness #1 - Establish permanent and robust col ion NRC - P
and communication among all stakeho~ti
the Nuclear Sector having security . ergency DHS - P
response responsibilities.

#2 - Determine the cons nces encie DHS/RMD - P
and interdependencies o r criti astructu
and key resoucsto the ar S fiz

Prevention #3 - Pr nc r a r t aterial from DHS/DNDO - P
being u for mevl I e

C th eral, te, and local Law DHS/RM D - P
E ~t ci odevelop tactics to deter,

de pre t rst attacks on fixed nuclear

Protecti # P ect the cyber assets of the nuclear sector DHS/CNPPD - P
Response, d fr be exploited.

Recove

6 - Utilize R&D to better protect the Nuclear Sector DHS - P
l from future threats.

#7 - Use a risk-informed approach that includes DHS/CNPPD - P
security considerations to make budgeting, funding,
and grant decisions on all identified potential
protection and emergency response enhancements.
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#8 - Enhance the ability of the Federal, State, DHS/CNPPD - P
Territorial, tribal, local, and private sector to
effectively respond to nuclear and radiological
emergencies as a result of terrorist attacks, natural
disasters, or other incidents.

-A

1

2 Piginning Assumptions

The niuclear se-ctnr is r1Pnndent nn other srectnor fnr its full n4lon an mnr3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22

a IVtqAC c

failure in another sector may affect the ability of the nucl r stor to pe mits necessary
functions.

* Cl/KR protection requires participation and comm nicati all akeho 3rs.
* Cl/KR protection activities take place in a highl namic e viron t which changes

as the capabilities and the intentions of terroris olve. I
* Given the uncertain nature of the terrorist thre full ofthreats )tjust the most

likely or those involving the most fre, u1t rep ,mus eregarded w n considering
actions to enhance Cl/KR protec

* It is not practical to protect al s, 4m e d functions against every
possible terrorist attack. A ri kased Bpro c m b iptelligence analysis and reporting
is crucial to an effective risk :anage /t st eient resource allocation.

n etwosecr s, and specific localities.
* Owners and o err du tnk 9a ent planning and invest in security from a

business pers ~tve.I
* Efforts to enhance Cl/K ro tion f rrost attack also support all-hazards

preparedness d respo e, cluding eats such a natural disasters and unintentional
man-made handS. Ii
m Unlike many r sectd t uclear Sector also has an independent regulator, the NRC.

Review of Auth ties

Protection of the a ystems, networks, and functions defined in this sector requires
activities that enta igh level of cooperation and coordination among diverse entities in the
public and private ectors. Numerous legal authorities govern these activities. Agencies with
authorities within the nuclear sector are listed below. For full information and details on the
assigned authorities, please refer to Appendix 1.

23

24
25
26
27
28

29
30
31
32
33
34
35
36

Department of Homeland Security - DHS creates and oversees the programs and procedures
to identify, prioritize, and protect Cl/KR assets, systems, networks, and functions. This includes
coordinating security efforts with stakeholders, identifying gaps and vulnerabilities, and
facilitating the sharing of lessons learned and best practices.

Department of Transportation - DOT is responsible for ensuring safe and protected transport of
hazardous materials in intrastate, interstate, and foreign commerce.
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I Nuclear Regulatory Commission - The NRC has the authority to regulate radioactive materials
2 and activities within the nuclear sector, including the shipping and storage of nuclear materials
3 outside the United States.
4
5 Federal Bureau of Investigation - The FBI is responsible for working with the law enforcement
6 community to help detect and prevent terrorist attacks within the nuclear sector through its
7 authority to conduct criminal investigations.
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1 1 Sector Profile and Goals

2

3
4
5
6
7
8
9

10

11
12
1j3
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28

29
30
31
32
33

34
35
36
37
38
39

This sector includes the Nation's 104 commercial nuclear power reactors, which are licensed to
operate in 31 states. Nuclear power accounts for approximately 20 percent of the Nation's
electricity-generating capacity. Nuclear power plants are among the best-defended and most
physically hardened of the critical infrastructures in the country, designed to withstand such
extreme events as hurricanes, tornadoes, tomado-generated missiles, and earthq kes. While
losing the electricity generated by a single nuclear power plant may have only Vapor impact on
the Nation's overall electrical capacity, an event, such as a terrorist attack, A be considered
a significant security event. In an unlikely scenario, a successful terroris e could result in
the release of radioactive material 2.

As noted in paragraph 29 of HSPD-7, this sector, designated n he on's key
resources, encompasses more than just commercial nuclear er reactors l includes: "(1)
commercial nuclear reactors for generating electric power an bon-power n lar reactors used
for research, testing, and training; (2) nuclear materin s in m inustria nd academic
settings and facilities that fabricate nuclear fuel; an ) the t a stion, s ge, and
disposal of nuclear materials and radioactive wast he "n Materials ferenced in
items 2 and 3 include source, byproduct, and spe Iiclea moedial3. Dec
reactors are also part of the sector. On son lea aterials are i ortant is that, if
stolen, certain materials may be use Ita in .he I/KR, or against the public.
Therefore, this plan goes beyond ov g c i n lear power reactors, but also
encompasses the remainder of t e ector de I P

The SSA responsible f ecti of t ucl Reac ,aterials, and Waste Sector is
DHS. Within DI, t mI r ear P ekaredn and Protection Division (CNPPD)
has been assigne res si I huc r Regulatory Commission (NRC) has the
authority to regula reactor inals, Whte pursuant to the Atomic Energy Act of 1954,
as amended. HS l-7, para 129 s tawlt a the Secretary of Homeland Security "will
continue to work tti the N acA as ap iate, the Department of Energy (DOE) in order to
ensure the neces ty prote in f this sector.

This plan is the re t of th Im ed effort of the public and private sectors. Within the public
sector, the NRC,. E, th epa ent of Transportation (DOT), the Federal Bureau of
Investigation (FBI) And Onerous parts of DHS made valuable contributions. The contribution
from the private s just as important, and included cooperation and inputs from the
industry's owner/o licensees and the Nuclear Energy Institute (NEI).

For more than 25 years, reactor and fuel cycle facility licensees have implemented rigorous
security and emergency response programs required by the NRC. Because there is a graded
regulatory approach to security that is generally consistent with potential risks from these
materials, prior to September 11, 2001, comprehensive security plans were not required at all
fuel cycle facilities. Immediately after September 11, 2001, the NRC issued a series of
safeguards and threat advisories to its major licensed facilities, placing them on the highest

2 Radioactive Material - Material that undergoes spontaneous emission of radiation (alpha, particles, beta particles and gamma rays)
directly from unstable atomic nuclei.

3 Special Nuclear Material - Uranium-233 or uranium-235, enriched uranium, or plutonium
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I security level, and advising them to take additional security measures. Licensees responded by
2 implementing significant voluntary measures to enhance the security of their facilities. These
3 actions enhanced security across the nuclear industry, and many of the enhanced security
4 measures are now requirements as a result of subsequently issued NRC security orders. The
5 security enhancements include measures to provide additional protection against vehicle
6 bombs, as well as water- and land-based assaults.

7
8
9

10
11
12
13
16

17
18
17
18
19
20
21
22
23
24
25
26

Also, when determining what protective measures the sector should have in place,
consideration needs to be given to the possibility that certain protective mea res could reduce
the benefits that the sector provides to the American people. For instanc curity protective
measures that could impede the movement of radioactive materials crentially impact the

e& .r . .law 4n: r h f o r t-n-ertzQ nJio;otr- I B ea n - &ar tlw -4f :-^t errnofro;r
supply uliaill BUr LIIIIuIIIVe IIIVUILuI IbULUImpe bubqu ly WM Uan I p aue msUb III

need of diagnostic and therapeutic administration. If sped iic peasures result in a
reduction of the sector's benefits to the American people, thti e to b considered as part of
the cost in implementing the protective measure.

This sector has interdependencies with other sectors, i cfuding the en y sector as a supplier
to the Nation's electrical grid; the transportatio ector oughne mo nt of radioactive
materials; the chemical industry and hazardo S ateri sex relate t hazardous chemicals
at fuel cycle facilities; public health through n ir me rdioph aceuticals, and
sterilization of surgical supplies; and the gov nt f s sector th gh Federal and State
facilities that use radioactive mateftor a ,ri pfpu While lear power plants
provide electrical power to they nast u in for the grid will be discussed in the
Energy SSP. This Nuclear lbtrs ater W SSP will discuss the grid only as it
relates to nuclear power pl npera o s a bi tes. The sector does not include

Department of Defense (D and E n erfciti $or radioactive materials associatedwith defense rela d~ivi Howr, thocr W lude DOE Research and Test
Reactors (R h u

Two attributshat helema I e ector unique are regulation and classification. The
NRC indepe 9ently re .at the s ith a focus on both security and safety. The amount
of focus on thsecu ra rsafety r e among the sectors. Significant portions of
information qhe Nu ear ctor is either classified or protected from disclosure to the general
public in so .rlIother i, .ause of the sensitive nature of a variety of information associated
with nuclear ectrs, ate Is, and waste. Because of this, there are limitations to the amount
of material t can disc ssed at certain points in this document.

The Nuclear A s, Materials, and Waste Sector is also referred to as the Nuclear Sector.
This docum Nuclear Reactors, Materials, and Waste SSP, is also referred to as the
Nuclear SS

27
28
29
30
31
32
33

34
35
36
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1 1.1 Sector Profile

2 The National Asset Database (NADB), which will be discussed further in Chapter 2, utilizes a
3 taxonomy to divide the Nuclear Sector into subsectors. This taxonomy 4, which is detailed
4 below, gives a good high-level overview of the sector's profile.

NUoLCAK I-rJVVM rILMAN I :

A. Light Water Reactor Power Plants
B. Other Reactor Power Plants

RESEARCH AND TEST REACTORS
A. Government Research and Test Reactors
B. University Research and Test Reactors
C. Private Research and Test Reactors

NUCLEAR FUEL CYCLE FACILITIES
A. Uranium Mining or In Situ Uranium Leaching
B. Uranium Ore Milling or Leachate Processin
C. Uranium Conversion Facilities
D. Uranium Enrichment Facilities
E. Fuel Fabrication Facilities

1. Category I (Special N ~mate s ciliti
2. Category II (Sp~eci Mat( Is ~oee Strategi

3.Category III (Spp a!tulaMtias.~wttgC Sig
RADIOACTIVE WASTE MA E'

A. Low-Level Radioactive ste Pr ssin iwtl e J cilities
B. Sites Managi m ions atu dioactive I
C. Spent Nuc Fuel ro e Sto ne Fis a ct

A. Low Hala d Radic tv~trsTasort1. er acities
2. ent Nu e r t acilities

D. Transur cW Wat P sigd't *ge Facilities
NULA AEI~TA OE. High-Leq Radisoa, e stSta nd Disposal'5 Facilities

NULARIATV MATER rAN

A. LowHal wdit atenials Transport
B. High H ard Radi Materials Transport

DEACTIVATED NU hEAR F~Li
A. Deactiv1 d Re I's
B. OtherD ci Nulear Facilities

RADIOACTIVE M ER
A. Medical acite ihRdioactive Matenials
B. Resear ~ cilities with Radioactive Materials
C. Irradiation Facilities
D. Industrial Facilities with Nuclear Materials
E. Radiopharmaceutical and Medical Isotope Production Facilities
F. Radiographers, Well Loggers, and Portable Density Gauge Users6

RADIOACTIVE SOURCE PRODUCTION AND DISTRIBUTION FACILITIES
A. Radioactive Source Importers
B. Radioactive Source Manufacturers

c Significance) Facilities
inificance) Facilities

Materials (NORM)

4 The order in which the various subsectors are listed does not reflect the amount of risk, threat, vulnerability, or consequence
associated with these types of assets in regard to a terrorist attack.
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REGULATORY, OVERSIGHT, AND INDUSTRY ORGANIZATIONS
A. Federal Nuclear Agencies
B. Regional, State, and Local Nuclear Agencies
C. Nuclear Industry Organizations

OTHER NUCLEAR FACILITIES

1

2 1.1.1 Reactors

3

4
5
6

7
8
9

10

11
12
13
14
15
16

17
18
19
20

21
22
23

24

25

1.1. 1.1 U.S. Commercial Nuclear Power Reactors

The NRC licenses 104 commercial nuclear power reactors to oper t5 sites in 31 States.
Although there are many similarities, each reactor design can . Si e ed unique, in that
there are:

o 4 reactor vendors
O 41 licensees
Ol 80 designs
o 65 sites

Commercial nuclear power pla n s COc ry n b owned by a number of separate
entities, each with varying oPO ch these owners may, in turn, have a
parent/subsidiary relations noithot r co sT He N perator of the plant may be a different
entity, as well. The report, C NU G-1 tdttes Nuclear Regulatory Commission
Information Diges lish ann yJ in U ust, P i a compilation on the

owes//ia o I co the United States.

A nuclear fa a r may have a staff of approximately 400-500
personnel, d ending t ~ anno I structure. Some sites have two, or even three
power react with nevels u ,500 people. Staffing consists of operations,
maintenanc nginee: g, othnica, management, and security personnel.

A nuclear po :r plan an gement of structures, systems, and components used to
generate ele ic polg. Th following are some major components common to all current U.S.
nuclear pow Ila nd their functions:

O NucI a ctor cores produce energy to heat water.

O Rea r vessels house and provide for proper control of the reactor core.

26 0 Containment structures and systems prevent the release of radioactivity to the
27 environment in the event that the reactor coolant system and reactor core are damaged.

6 For item E under 'radioactive waste management", the NADB currently states 'High-Level Radioactive Waste Storage Facilities."
However, a modification plans to be made so item IV.E reads 'High-Level Radioactive Waste Storage and Disposal Facilities."

6 Items E and F under 'radioactive material users' have not yet been added to the NADB, but will likely be added in the near future.
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1 E Heat transfer/working fluid loops transfer power from the reactor to electricity-generating
2 components.

3
4
5

6
7

8

9

10
11

12
13

14

15
16
17
18
19

20
21,
22
23
24
25

26
27
28

29
30

31
32
33

34
35
36

O Heat sinks (e.g., cooling tower, river, lake, ocean) and associated normal cooling water
systems provide for condensing steam and cooling plant equipment during normal
operation.

O Plant control room and reactor control systems allow for proper control of the reactor
under normal and emergency conditions.

O Pools and casks store spent nuclear fuel. Z//i

O Turbine generators convert heat in the steam to electrical pow r

O Generating transformers convert electricity into usable for rans 44sion and
consumption.

o Transmission lines and downstream substations deli ericity fro he power plant
to consumers.

Nuclear power plants also have the following to all or acc atio

O Through safety features included'the nu aowe pnts' design d safety
procedures that are followed, ity to eet o X itigate the im ctof, damage
associated with a robust seign i sis hcid . These design basis accidents
cover a broad spectrum c rsuc S is, hq fires, floods, loss of offsite
power, extreme winds su as hur-aned - s, and others.

Ol Three distinct b rT sth red nd r v' a oactive materials from being
released. T e I a a fuel pellets, the reactor vessel itself
where the-eidsh ts fro ~any inches of high strength steel, and the
containme uilding at los e | actor components that is made of heavily
reinforced crete et thi these are designed to prevent the release of
radioacti aterials el pelleF

o Redundan erge s ems with redundant electrical power, designed to preclude
overheatin nd me g 2 he core and the release of radioactive material during an
accident.

LI

LI

Redundan st entation and control (I&C) features that automatically initiate reactor
shutdown gency systems activation in the event of an accident.

Emergenc ns and procedures, and severe accident management strategies,
designed t duce accident consequences and minimize the public's radiation
exposure.

0 Strong training programs and frequent emergency plan testing that is integrated with
local, State, and Federal sector involvement designed to ensure that the emergency
response organizations are well tested.

37 1.1.1.2 Research and Test Reactors (RTRs)

38 Thirty-three RTRs are licensed by the NRC to operate in 23 states. RTRs-also called
39 nonpower reactors-are nuclear reactors used primarily to conduct research, to develop
40 theoretical practices, and for education or medical purposes. Most of these RTRs are at
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I universities or colleges in the United States, while several others are operated by private
2 companies and the Federal Government.

3
4
5
6
7
8
9

10
11
12

13
14

15
16
17
18
19
20

21
22:
23
24
25
26
27
28
29

30

31

32
33
34
35
36

RTRs are typically licensed according to the total thermal (heat) energy produced by the
reactor. These facilities range in size from 0.10 watt to 20 megawatts (thermal). In contrast, a
typical commercial nuclear power reactor is rated at 3,000 megawatts (thermal). Because of this
large difference in power generated, the consequence of an accident at a RTR is limited when
compared to that at a commercial power reactor. For this reason, adequate emergency planning
zones to protect the public from potential radiological accidents at RTRs are pically well within
owner-controlled areas, often only to the boundary of the room in which t reactor is housed.

Research and tests reactors take many varieties and forms. React be classified by the
type of material-called the moderator-used to slow the neutr9 use fission. Typical
moderators include water (H20), heavy water (D20), polyet ,and raphite.

All NRC-licensed RTRs have a built-in safety feature th t ces reac power during potential
accidents before an unacceptable power level or temp is reach

Unlike power plants, RTR control rooms are ully in nt containment area that
houses the reactor; facility staff and personn rk in e e gor roo rbuilding during
operation. Most RTRs are in rooms or buildi rt~at hae dedicated elation systems. Some
RTRs have confinement areas tha aintain ,eaive p sure with re act to the surroundings;
ensuring that any radioactive e I th actor is contlled. Others have a

All RTRs have fail-safe shudwn s L u «afe condition occurs, control rods
rapidly shutdown et ei iate a reactor shutdown also help to
protect the pu~)is~ft~j6so~gne~tge enough heat to be of concemn in the
event of a lo f a Ser ave auxiliary features and systems capable of
adding wate i rvd~ o~l1 \e ~urce of water can be a water tank, or city water.
Because of t low po r I Iels at hl TRs operate, they only require this cooling for short
periods after gut dow g r y of th eTRs are located in pools, under a significant amount of
water. Ther little IN ih that th energy release or radiation release outside the pool
could harm t public. 1

1.1.2 Mater I and astl

1.1.2.1 U.S. Facilities

There are se e major fuel fabrication and production facilities licensed by the NRC to operate
in six states. In addition, the NRC regulates two gaseous diffusion fuel enrichment facilities, one
operating and one in cold standby, which are operated by the United States Enrichment
Corporation (USEC) and leased from DOE. The NRC regulates nine additional facilities (other
than reactors) that possess significant quantities of special nuclear material or process source
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1 material7 (other than uranium recovery facilities, where uranium is extracted from the ground or
2 from mined ore).

3 The principal hazards at fuel cycle facilities are from chemical releases. The offsite releases
4 from these chemicals can have substantially greater consequences than the associated
5 radioactive materials, even as compared to radioactive releases from reactors. The
6 Environmental Protection Agency (EPA) has Coordinating Agency responsibilities f r hazardous
7 materials in accordance with the National Response Plan (NRP).

8 Fuel cycle facilities are categorized based upon the type of nuclear mate ia red or produced
9 at the site. Special nuclear material is given different designations, de jpon its level of

10 enrichment and the amount of material possessed by the facility. TJ th e egories are
11 defined as: ii
4 IN4
1' I.

13
14
15
16

17
18

19

20
21

Category I Fuel Cycle Facilities

A. Licensed to receive, possess, use, store I qu tyof strategic
special nuclear material (SSNM). S con 5 (contained in
uranium enriched to 20 percent or in the isotope) ranium-233, or
plutonium ,

B. A Category I quanti l T is m r more of SSNM in any
combination com b tl fo tfa

grams = gram tai U t 2 s U-233+grams plutonium)

y, Cur c2  rati Ctgo facilities licensed by the NRC in the

Catego II Fuel cl cilit

A. Lic 4 ed to r ei possess, use, and store special nuclear material of
mo rate st ignificance

B. A jego quatity of material is:

(1) ran a Category I quantity of SSNM, but more than 1,000 grams of
nium-235 (contained in uranium enriched to 20 percent or more in the U-

35 isotope) or more than 500 grams of uranium-233, or plutonium, or in a
combined quantity of more than 1,000 grams when computed by the
equation,

22 2.

23
24

25

26
27
28
29
30

31 grams = (grams contained U-235) + 2 (grams U-233 + grams plutonium); or

7'Source material - Natural uranium or thorium or depleted uranium that is not suitable for use as reactor fuel
a Nuclear material - Uranium, plutonium or another substance which is or may be used for extraction of nuclear energy (nuclear
fuel), or a compound containing such a substance; thorium or another substance suited for conversion Into nuclear fuel, or a
compound containing such a substance; and spent nuclear fuel which has not been placed in final storage.
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I
2

3
4
5

(2) Ten thousand grams or more of uranium-235 (contained in uranium enriched
to 10 percent or more, but less than 20 percent in the U-235 isotope).

C. Currently, there are two NRC licensed facilities in the United States authorized to
possess Category Il-level special nuclear material, but these facilities do not
fabricate fuel

3. Category IlIl Fuel Cycle Facilities

7
8

A.

9 B.

10
11
12
13
14

15

16
17
18

19
20

21

22
23

24

25
26

27
28

Licensed to receive, possess, use, and store special nucle aterial of low
strategic significance

A Category IlIl quantity of material is:

(1) Less than an amount of special nuclea al of erate strategic
significance, but more than 15 gram nium-23 contained in uranium
enriched to 20 percent or more in U- 5 isotope) or rams of uranium-
233, or 15 grams of plutoniu , or th e tion grams when
computed by the equation, c:miii

grams = (grams contained 5) + ( rs plutoniu + (grams U-233); or

(2) Less than 10 Mns, f re t 1,000 grams uranium-235

(containe ,auen t91I prcent or more, but less than 20
percenti h eU-2 iso4 K

(3) , ho rnd Mr s or 5e or - (contained in uranium enrichec
n r ess n 10 p e nt in the U-235 isotope)

~anufa rhi- aseb for commercial nuclear reactors

urrent thlr are fd erating Category Ill fuel fabrication facilities licensed
by the C he United States

l gory I u nrichment Facilities (Gaseous Diffusion Plants (GDPs))

Cg

DW

4. CE

j

I

ACertj' to receive, possess, use, and store source material (SM) (or natural
O n, less than 2 percent enriched) and special nuclear material (SNM)

B Iaufacture feed materials in the form of enriched uranium hexafluoride (U1F6)
for commercial fuel fabricator facilities

29
30
31

32

33

C. Currently in the United States, there is one operating GDP and one in cold
shutdown. Both are operated by the USEC, which was created as a government
corporation under the Energy Act of 1992, and privatized by legislation in 1996

5. Uranium Conversion Facility (Uranium Hexafluoride Production Facility)

A. Licensed to receive, possess, use, and store source material (natural uranium)
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2
2

B. Manufacture feed materials in the form of UF6 for commercial fuel-enrichment
facilities

C. Currently in the United States there is one UF6 production facility licensed by the
NRC.

3
4

5
6
7
8

9
10
11
12
13
14

16
17
18
19

20
21
22
23

24
25
26
27
28

The NRC is reviewing applications for three additional fuel cycle facilities, includinga mixed
oxide (plutonium-uranium) fuel fabrication facility in Savannah River, SC, whih ld be a
Category I facility, and two gas centrifuge enrichment plants in Eunice, NM, t en, OH,
which would be Category Ill facilities.

Uranium mining and milling facilities also are part of the fuel cycle ftlcat ory. A uranium
mill is a chemical plant designed to extract uranium from mined he mi e ore is brought
to the milling facility via truck where the ore is crushed and I Inmost ses, sulfuric acic
is used as the leaching agent, but alkaline leaching can also fused. The I bhing agent not
only extracts uranium from the ore, but also several other co ituents like m fbdenum,
vanadium, selenium, iron, lead, and arsenic. The uct pr dce om the ill is referred to
as "yellow cake" because of its yellowish color. j
Uranium is extracted from ore at uraniu ills an situ ch facilities. e 'yellow cake"
generated by both processes is sent a vers l ity f the next step n the manufacture
of nuclear fuel. The uranium millin 1osalqf bitodu material" by NRC licensees is
regulated under 10 Code of Fed r egu ons (C )Pa 40, Appendix A.

Conventional mills crush pie of or0 nd rcercent of the uranium from the
ore. Mills are typicall in aow p ulation lbity, and they process ores from
mines within abou eof th h Mt s in the nited States are in decommissioning,
one is in cold shut pno a ne soettion.

In situ leach (ISL) gilities a ear her m extracting uranium from underground. ISL
recover uranium f low-gr le s that f not be economically recoverable by other
methods. In this c cess, a ac ilg agent such as oxygen with sodium carbonate is injected
through wells into he ore b yt issolve the uranium. The leach solution is pumped from the
formation, and ion «chaneis ud to separate the uranium from the solution. About 12 such

I

29

30

31
32
33
34

ISL facilities exist he ted States.

1.1.2.2 U.S. Low- ea dioactive Waste Disposal

Low-level waste in ludes items that have become contaminated with radioactive material, or
have become radioactive through exposure to neutron radiation. This waste typically consists of
contaminated protective shoe covers and clothing, wiping rags, mops, filters and resins, reactor
water treatment residues, equipment and tools, luminous dials, catheters, swabs, injection

.-

9 Byproduct material - Generally, nuclear material (other than special nuclear material) that is produced or made radioactive In a
nuclear reactor. Also the tailings and waste produced by extraction or concentration of uranium or thorium from an ore processed
primarily for its source material content.

10 Code of Federal Regulations (CFR) - The codification of the general and permanent rules published in the Federal Register by the
executive departments and agencies of the Federal Govemment. It is divided Into 50 titles that represent broad areas subject to
Federal regulation. Each volume of the CFR Is updated once each calendar year and is Issued on a quarterly basis.
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1 needles, and syringes. Also included is radioactive waste, identified as greater than Class C11

2 (GTCC) low-level waste. The radioactivity can range from just above background levels found
3 in nature to very high levels in certain cases, such as parts from inside the reactor vessel in a
4 nuclear power plant. Low-level waste can be stored onsite by licensees until the radioactivity
5 has decayed away and the items can be disposed of as ordinary trash, or the waste can be
6 accumulated and shipped to a low-level waste disposal site in containers specified or approved
7 by DOT or the NRC.

8
9

10
11
12
13

14
15

16
17
18

19

20
21

22

23
24
25

26
27

Commercial low-level waste disposal facilities must be licensed by either the RC or an
Agreement State (the Agreement State program is described later in this goon), in
accordance with health and safety requirements. The facilities must by ned, constructed,
and operated to meet safety and environmental protection standar operator of the
facility must also extensively characterize the site on which the c~ilbcated and analyze
how the facility will perform for at least 500 years. I
Sometimes, low-level waste disposal facilities can also t chemical ste as well. In those
cases, the facility is considered to be both in the Nucle rector and th hemical Sector.

There are currently three low-level waste dis! I facili Sp Unite s that accept
various types of low-level waste. These facii locat d mwell, ';Hanford, WA; and
Clive, UT; are situated in and are regulated Ereem tates.

1. 1.2.3 U.S. High-Level Radioa eet

High-level radioactive wasth re th I e aterials produced as a byproduct of
the reactions that occur ins nuclerrea I I wastes take one of three forms:

1 . Irra l

2. T 9highly a la otive n ri emaining after spent fuel is reprocessed (note:
c iocessi f ent ro commercial nuclear reactors is not performed in the

e dSta

3. 0 her highl d | ctive material that the NRC, consistent with existing law,
d frmine y r requires permanent isolation

Because of t rhi radioactive fission products, high-level waste and spent fuel must be
handled and 1o vith care. Since the only way radioactive waste becomes radioactively
harmless is t decay, the waste must be stored and finally disposed of in a manner that
provides ad u~ie protection of the public.

28
29
30
31

" Greater Than Class-C (GTCC): Defined in the Low-Level Waste (LLW) Policy Amendments Act of 1985 as LLW that exceeds the
Class C limits In 10 CFR Part 61.55, Licensing Requirements for Land Disposal of Radioactive Waste.' This section classifies
LLW as Classes A, B. or C, according to concentration of specific short- and long-lived radionuclides; this section also sets varying
requirements on waste forms for disposal. Most forms of GTCC waste are generated by routine operations at nuclear power plants,
fuel research facilities, manufacturers of radiopharmaceuticals and sealed sources used in medical and Industrial applications, and
in moisture and density gauges, and contaminated trash. GTCC waste is generally unacceptable for near-surface disposal.
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2
3
4
5
6
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8
9

10

11
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14
15
16
17
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25
26
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The Department of Energy is preparing a license application to submit to the NRC for
construction authorization for a high-level waste repository at Yucca Mountain, approximately
100 miles northwest of Las Vegas, NV. The DOE had stated that it intended to submit the
license application to the NRC in December 2004, but that schedule was delayed when the US
Court of Appeals ruled that the EPA standards on Yucca Mountain violated Federal laws and
must be rewritten. The Nuclear Waste Policy Act of 1982, as amended, specifies that the NRC
will issue a decision on the license application 3 to 4 years after receiving it from D E. The
NRC may issue a license if DOE can demonstrate that it can construct and opeethe
repository in compliance with NRC safety and security regulations in 10 CF a 3.

1.1.2.4 Spent Fuel Storage

All of the operating nuclear power reactors are storing spent fuR NRC nses in spent
fuel pools (SFPs) located within the site's protected area.

In addition to storage in the pools, there are approximately 3 !censed inde dent spent fuel
storage installation sites (ISFSls) where spent fuel tored i he d St s. Twenty-five
operating power plants have ISFSls, along with tw Ecomm iii dpower fnt sites, four
power plant sites that are in the process of decom soning terim stor efacility
operated by DOE at the Idaho National b~orato Idah falls, Idaho, the General
Electric-Morris operation in Illinois, cens fret age of spent el.

In 1990, the NRC amended its autra eof spent fuel at reactor sites in
dry cask-storage systems app y t RC allows spent fuel that has
already been cooled in t pent el pof or a u f ear to be transferred to an NRC-
certified storage cas t h ht r m s 'age tinin the spent fuel pool is specified as
one year, spent fu e t IItr to d./casks raehstypically been in the spent
fuel pool for 5 or o e yea 0 sofa hi is almost completely passive, is simpler and
uses fewer suppo ystems a ent etngs. Dry storage is not suitable for spent fuel until
the fuel has been ofthe for 4 ears and the amount of heat generated by
radioactive decay been u d, othese, an active cooling system would be required.
The casks are typi Ily stee li rs that are either welded or bolted closed. The steel cylinder
provides robust c ainme n cnfinement of the spent fuel. Each cylinder is surrounded by
additional steel, rete, oth aterial to provide radiation shielding to workers and
members of the p ic. e cask designs, referred to as dual-purpose canisters, can be used
for both storage a t rtation.

Private Fuel Stora PFS), a consortium of electric utilities, applied to NRC for a license to
store 44,000 tons high-level waste in steel and concrete casks on the Skull Valley Band of
Goshute Indians reservation in 1997. On February 21, 2006, the commissioners of the NRC
issued a license to PFS to begin construction and operation of the spent fuel storage facility.
Separate from the NRC actions, the Bureau of Indian Affairs must issue final approval of the
lease between the company and the Skull Valley Band of Goshute Indians. Also, the Bureau of
Land Management must approve a revision of the land resource management plan for Skull
Valley to permit PFS to construct and operate a rail line on a right-of-way through Bureau of
Land Management land to connect the PFS site and the Union Pacific Railroad main line. If all
approvals are granted, PFS is still not expected to begin operating before 2007.
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1 1.1.2.5 Nuclear Materials Users and Sources

2 Nuclear materials are in widespread use in our Nation. They provide critical capabilities in the oil
3 and gas, electrical power, construction, and food industries; are used to treat millions of patients
4 each year in diagnostic and therapeutic medical procedures; are used in a variety of law
5 enforcement and military applications; and are used in many areas for technology research and
6 development (R&D) involving academic, government, and private institutions. These materials
7 are as diverse in geographical location as they are in functional use. The radioactive material for
8 medical diagnostic procedures, and for research and development, may be |ed in many
9 chemical and physical forms. Industrial uses principally involve encapsul t uclear material or

10 sealed sources. There are millions of radioactive sources in the Unite A s, and tens of
11 thousands of authorized users (licensees). The amount of radioact erial authorized for
12 use by these licensees varies from one one-millionth of a curie i of curies (i.e., sources
13 used in large irradiators). There is a graded regulatory appr o saft and security that is
14 generally consistent with potential radiation risk from the trials. Crsight of regulated
15 radioactive materials is commensurate with the level of Ho workers d the public that the
16 materials pose under ordinary or accident conditions, n used for th intended purposes.
17 Only a very small subset of the radioactive so S uti d by ss tha ,000 NRC and
18 Agreement State licensees, are considered ri .signific t f$curity e sons consistent with
19 the International Atomic Energy Agency's (IA l) Cod Coiduct on e Safety and Security
20 of Radioactive Sources. Consequently, thes Cti aterials in q ities of concern12

21 require the implementation of add' aI sec as s (ASM an reased controls to
22 enhance their protection from ftrabot e ! j
23 Byproduct material is radio ma4al (a 0 ial nuclear material) yielded or made
24 radioactive by exposure to radia on in ctcte ac cess of producing or utilizing special
25 nuclear material, .e t.,e extraction, concentration, uranium,
26 thorium from o pa f o tu source aterial content. Examples of byproduct
27 material incl ba 0, l 7 , a0 iridium-1 92. Source material is uranium or thorium,
28 or any com tion th of, i~ny si or chemical form, or ores that contain, by weight,
29 one-twentiet tfone p ~ ~fthe ~~ ents.

30 The Atomic rgy Ac A.9 of 195 as amended, gives responsibility and authority for the
31 control of sp al nucl rrserial, source material, and byproduct material to the NRC. Under
32 the AEA, the RC is Who d to transfer some of its authority to States on a State-specific
33 basis. To da 33 st, s, k own as Agreement States, have entered into agreements with the
34 NRC to regu 1e t yse of byproduct material, as authorized by the AEA. The complete list of
35 Agreement t of November 2005, is listed in Table 2. Agreement States issue licenses1 3

1
2 Radioactive materials in quantities of concern are considered to be Category I and 2 sources, based on the definitions of
Category 1 and 2 sources in the IAEA Code of Conduct on Safety and Security of Radioactive Sources (July 2003). That
document states that Category 1 sources, If not safely managed or securely protected would be likely to cause permanent Injury to
a person who handled them, or were otherwise In contact with them, for more than a few minutes. It would probably be fatal to be
close to this amount of unshielded material for a period of a few minutes to an hour. Category 2 sources, if not safely managed or
securely protected, could cause permanent Injury to a person who handled them, or were otherwise in contact with them, for a
short time (minutes to hours). It could possibly be fatal to be close to this amount of unshielded radioactive material for a period of
hours to days.

13 License: A license Issued under the regulations of Parts 30 through 36, 39, 40, or 70 of Title 10 of the Code of Federal
Regulations or by an Agreement State under its equivalent regulations. Specific licenses are issued for medical, academic, and
industrial uses of nuclear materials. Reactor-produced radionuclides are used extensively throughout the United States for civilian
and military Industrial applications; basic and applied research; the manufacture of consumer products; civil defense activities;
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1 and regulate approximately 17,000 materials licensees, only a small fraction of whom possess
2 radioactive materials in quantities of concern. However, even in Agreement States, the NRC
3 maintains jurisdiction over nuclear reactors, radioactive sources used by Federal agencies, and
4 matters regarding the common defense and security in the use of byproduct material. States
5 have the primary responsibility and authority over naturally occurring radioactive materials not
6 addressed in the Atomic Energy Act. The NRC issues licenses and regulates approximately
7 4,500 byproduct materials licensees.

8

Alabama Arkansas Aio
California Colorado
Georgia Illinois loa
Kansas Kentucky Lo siana
Maine Maryland M a ach tts
Mississippi Nebraska N
New Hampshire New Mexico N Y
North Carolina North Dakota l l
Oklahoma Orb dft VA R ~e Island
South Carolina Abr~ e l Wh Tf s
Utah *VilshiftonV M MW nsin

9 1. 1. 2.6 U.S. Nuclear Materials T pr0 yni\

10 Licensed radioactiv a ppd in a ordn ih the hazardous materials
1 1 transportation saf y S ei uiS e DOT and NRC. The responsibilities of the
12 two Agencies are nera d

13 0 The Depa ent of 1n rtation ates shippers and carriers of hazardous
14 materials, i luding io ive material. The DOT is responsible for such items as
15 vehicle sa , routi s ing papers, hazard communications, certain packaging
16 requireme and e 1rg response information, and shipper/carrier training
17 requireme A

18 0 The NRC ry sers of radioactive material and approves the design, fabrication,
19 use, and ntnnce of shipping containers for more hazardous domestic radioactive
20 material s ments. It also regulates the physical protection of commercial spent fuel
21 and large quantities of radioactive material in transit against sabotage or other malicious
22 acts.

23 0 The exception to this is while the NRC regulates the security measures applied to
24 commercial shipments, they do not regulate the physical protection of DOE/Civilian
25 Radioactive Waste Management shipments. DOE regulates those shipments. The
26 Nuclear Waste Policy Act, as amended, requires that NRC certify the packages in which

academic studies; and for medical diagnostics, treatment, and research. The regulatory programs of NRC and Agreement States
are designed to ensure that licensees safely use these materials and do not endanger public health and safety nor cause damage
to the environment.
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1 DOE transports and that DOE comply with NRC's shipment pre-notification regulations.
2 DOE via its Orders regulates all other aspects of transportation, including physical
3 protection.

4 Packages of low-hazard radioactive material are shipped throughout the United States by rail,
5 air, and sea, and over roads. These packages contain small quantities of radioactive material
6 typically used in industry and medicine. These packages are designed to provide a safe and
7 economical means of transporting relatively small quantities of radioactive material. The
8 regulations prescribe limits on the maximum amounts of radioactivity that can be transported in
9 these packages, such that doses from any accidents involving these pack will have no

10 substantial health risks. Examples include transport of smoke detectors igns, watch dials,
I11 radiopharmaceuticals, and such slightly contaminated equipment as rres used to administer
12 radiopharmaceuticals. e

13 Safety standards for the more hazardous radioactive mate kagin n casks are set forth in
14 NRC regulations. Casks must be designed to withstand s of imp ts, punctures, and fire
1 environments, and a deep-water-immersion test, there iding rea oable assurance that
16 packages will withstand serious transportation acciden Anapproval tificate for the design
17 must be issued by the NRC before a cask ca used do tically nsport more
18 hazardous radioactive material, such as spe fel, or I vlty sou s used in panoramic
19 irradiators. The DOT, in consultation with th FiC, re ts foreign rtificates for casks
20 used in international shipments. I

21 The standards established in lati r ire t t shipping containers, or casks,
22 prevent the loss or dispersi nthei dio o lte t, provide adequate shielding and heat
23 dissipation, and prevent nu War critii ai g nuclea r chain reaction) under both
24 normal and accid dit s oft s Po g

25 1.1.3 Deco

26 Decommissi rng is tha emo f acility from service, and reduction of residual
27 radioactivity alevel at its r of the property and termination of the owners
28 license. The A reqrs t deco issioned facilities adhere to the regulations requiring
29 protection of We radioiv aterials on site. During decommissioning, nuclear power reactors
30 continue to soe spe uc Or fuel onsite, requiring the continuation of security requirements.

31 1.1.4 The H an ent

32 There is a h nmenent to each Nuclear Sector asset, system, network, and function. This
33 human elem r quires:

34 0 Identifying and preventing the insider threat resulting from infiltration or individual
35 employees determined to do harm;

36 0 Identifying, protecting, and supporting (e.g., via cross-training) employees and other
37 persons with critical knowledge or functions; and

38 0 Identifying and mitigating fear tactics used by terrorist agents, insider attackers, and
39 misinformed media sources.
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1 Some of the ways that this is specifically addressed in the Nuclear Sector includes: background
2 checks for employees; extra protective measures in place to safeguard the most critical
3 employees; and exercises and drills to physically and mentally prepare employees for potential
4 terrorist activity.

5 1.1.5 The Cyber Element

6 [paragraph to be inserted here)

7 1.1.6 Interdependencies and Overlapping Relationships with Other

8 Many assets are dependent on multiple elements and systems to
9 some cases, a failure in one sector will have a significant impac

10 to perform necessary functions. This reliance on another se
11 assets is called a dependency. If two assets are dependent or
12 interdependent. It is extremely important to identify depend ies
13 at the sector and asset level in order to fully under d the se
14 attack on an asset and to identify the manner in whlattack ai
15 interdependent asset. IIV\

jtAiM f ,tionality. In
We abili jf another sector
function y of certain
another, en they are
nd inter eendencies both

nces o successful
Ir asse ould impact an

;ai

16
17
18
19
20
21 '
22
23

Overlaps exist where assets fit into
their characteristics or functions. F
Dams Sector, but also could be a
power generation capabilities, a
the dam, and a National oum
at the sector level bo mimi eI
that assets are no ~ To~d
responsible for se ufga eif

nsportlion

teen Cl/KR stctors based on
is a key resource located in the

ct asset due to its hydroelectric
a eto the highway that runs over
L. s important to identify overlaps
by overlapping SSAs, and to ensure
SSAs believing that other SSAs are

24 Table 3 identifies
25 DHS is working w
26 the security of int(

Cl/KR that a\lidrdependent or overlap with the Nuclear Sector.
onsible~ar each of the sectors identified below to enhance
erlapping assets.and(

Sector
(Sector-Specific Interdependency/Overlap With the Nuclear Sector

Transportation Systems
(DHS/TSA)

The Nuclear Sector overlaps with, and is dependent on, the Transportation Systems
Sector in regard to the transportation of materials by land, water, and air. Modes of
transportation used to ship nuclear and radiological materials in various stages of the
value chain include ships, barges, trains, trucks, and airplanes. Harm to the
Transportation Systems Sector has the potential to seriously hinder the movement of
materials and cause cascading effects throughout the Nuclear Sector.
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Sector
(Sector-Specific Agency) Interdependency/Overlap With the Nuclear Sector

Energy The Nuclear Sector overlaps with the Energy Sector as a result of its production of
(DOE) electricity. The Energy Sector has primary responsibility for ele ric power.

Additionally, much like most other sectors, the Nuclear Secto dependent on the
Energy Sector for power. An interruption to the power suppId directly affect
nuclear facilities located in the region serviced by the electric grid.

Emergency Services Due to its uniquely hazardous charac t Nude rector has a number of
(DHS/CNPPD) entities specifically designed to provi ergency res e services to incidents.

Examples of these Nuclear Sector-s ific emergency ices include State
emergency response commissions a local emergen anning committees; the
U.S. National Response m; the a ion sponse e ter; USCG strike teams;
and EPA regiona repoe eams. ;

Public Healthl Healthcare The Public Health/Heal tdent on th uclear Sector for many
(HHS) itemns, in hrm Is an iagnostic substa .A successful attack on

the Nu r potSeaorpot a cascading impact on the Public

Information Technology Li !I other cts S r is dependent on the Information
(DHS) Te1inlog 7cor facilities rely heavily on information~

te tol mana aday-to-d perations at their facilities, including facility
u se ' By onall ,nformatio technology is used by DHS, the Nuclear SCC, the

N. try s tions, and others to disseminate security and threat
inf ain

Telecommu ons Li 11 other ors, the Nuclear Sector depends on the Telecommunications
(DH S r for much of its communications capability.

_________________ I_ ____ _ _ 4
Chemi T uclear and Chemical Sectors are interdependent in that the principal hazard to

(DHS/C AD) p lic health and safety during an accident at a fuel cycle facility would be from the
M_ release of chemicals.

Cl/KR in close fal an attack occurs on Cl/KR in close proximity to Nuclear Sector assets, that attack
proximity to Nu ear Sector can impact the Nuclear Sector assets in the area. Also, attacks on Nuclear Sector
assets assets can potentially impact other Cl/KR in close proximity. The latter is reviewed

through Comprehensive Reviews and RAMCAP (both to be discussed later in more
detail), as well as during the licensing process for commercial nuclear power plants.

1

2 In addition to the dependencies and interdependencies identified above, international
3 interdependencies must be taken into account in order to accurately assess sector-wide risks
4 and vulnerabilities. Unfortunately, there currently is no established method to identify
5 international interdependencies. DHS will work with private sector members of the Nuclear
6 Sector, as well as the Commerce Department in partnership with the Department of State
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1 (DOS) and industry trade associations to attempt to determine a method for identifying Nuclear
2 Sector international interdependencies. Once international interdependencies have been
3 established, CNPPD as the SSA will work with the rest of DHS to gather and protect information
4 on the foreign infrastructure on which the Nuclear Sector in the United States depends. By
5 developing an international relationship, the Nuclear Sector can begin to promote best practices
6 and share security information with other countries through international/multinational
7 ,u:n
I

8

9

10
11
12
13
14
15

16
17
18

19
20
21
22

23
24
25

26
27

1.2 Security Partners

1.2.1 Department of Homeland Security

The Department of Homeland Security is the sector-specific ag spons e for this sector
DHS works with the NRC, consistent with paragraph 29 of H 7. CNPP presents DHS
with respect to the other stakeholders in this sector, and will laborate with he private sector
consistent with paragraph 25 of HSPD-7. It works clo ely wit She Risk Man ment Division
(RMD) and the Infrastructure Partnerships Division D) witilD Jo exec this
responsibility. r
DHS has numerous responsibilities in its e as t I c l po r cyberspa ecurity and for
leading, integrating, and coordinatin eo reail iio a eff to enhance R protection.
Some of the responsibilities that ina t e cle ~'ector are:

O Coordinating, facilitating, d sup ing. Ip o pess for building security
partnerships and ragi sectpec ecu ertise, relationships, and
rezources a $I/ overs and support of the sector
p artn e rsh I d l ~

O Cooperatin I ith Stel , antra s ecurity partners and collaborating with the
Departme )f State ire h out X gn countries and international organizations to
strengthen e prote n U.S. C

O Facilitatin e shari of /KR protection best practices and processes, and risk
assess ejnetho Yfgi and tools across sectors and jurisdictions

ZU Li

29 0
30

31

Sponsorin eI tection-related R&D, demonstration projects, and pilot programs

Promoting E e evel Cl/KR protection education, training, and awareness through
State, loca , and private sector partners

32 Other organizations within DHS with key involvement in the Nuclear Sector include the Federal
33 Emergency Management Agency (FEMA), the Science and Technology Directorate (S&T), the
34 Transportation Security Administration (TSA), United States Coast Guard (USCG) and the
35 Domestic Nuclear Detection Office (DNDO).

36 1.2.2 Sector-Specific Agency

37 As the SSA, CNPPD carries multiple responsibilities such as implementing the NIPP sector
38 partnership model and the risk management framework. Listed below are some additional SSA
39 responsibilities for the sector.
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1 O Identify, prioritize, and coordinate the protection of sector Cl/KR to prevent, deter, and
2 mitigate the effects of deliberate efforts to destroy, incapacitate, or exploit them

3 L Collaborate with all security partners including facilitating information sharing and
4 building security partnerships

5 0 Conduct or facilitate vulnerability assessments of the sector

6 0 Measure and report on progress of core and sector-specific metrics

7 1.2.3 Nuclear Regulatory Commission

8 For over 3 decades, the NRC has regulated the civilian nuclear indust sure the
9 necessary protection of (1) commercial nuclear reactors for genera power and

10 nonpower nuclear reactors used for research and testing; (2) n h erials in medicine,
11 industrial, and academic settings and fuel cycle facilities; an e tn portation, storage,
12 and disposal of nuclear materials and waste. Since the te attacks 2001, the NRC has
13 enhanced security of nuclear facilities14 and materials Eat of the se ity-safety-emergency
14 preparedness triad essential for public safety.

15 The NRC exchanges technical information an perati cwith a riety of industry groups
16 and standards organizations. These exchang cdud c in ndards committees or
17 sharing other publicly available documents t M ch o n as NEI and the Institute
18 of Nuclear Power Operators (INP - El is o icy o anization of t uclear energy and
19 technology industry that promot aene al es o i luclear energy and technology in the

20 United States and around i d t th b art ation, NEI develops policy on key21 legislative and reuaor f ne t us

22 Additionally, NRC wi N ber s uri T orce to address rising cyber security
23 issues at nude plve gudan or future cyber security initiatives for the
24 nuclear indu r

25 As the regul agen r r 'iqrfety and security for this sector, the NRC has
26 developed a tegic De that Us the NRC's allocation of resources. The objective,
27 defined in th RC FY200 009 Stftegic Plan, is to Tenable the use and management of
28 radioactive aterials r n lear fuels for beneficial civilian purposes in a manner that protects
29 public health d saf~ an he environment, promotes the security of our Nation, and provides
30 for regulato ction hic are effective, efficient, realistic, and timely." To this end, there are
31 five strategic balst support this objective:

32 1. S Ensure protection of public health and safety and the environment

33 2. Security-Ensure the secure use and management of radioactive materials

0

34 3. Openness-Ensure openness in our regulatory process

14 Nuclear facilities - A term that includes all facilities that are part of the nuclear sector, such as: commercial nuclear power plants;
research and test reactors; nuclear fuel cycle facilities; radioactive waste management facilities; deactivated nuclear facilities;
facilities housing radioactive materials; and radioactive source production and distribution facilities.
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1 4. Effectiveness-Ensure that NRC actions are effective, efficient, realistic, and timely

2 5. Management-Ensure excellence in agency management to carry out the NRC's
3 strategic objective.

4 The NRC is also revising its oversight program for nuclear power reactors and nuclear materials
5 facilities to enhance the use of risk information to guide assessments of licensee pqrformance.
6 Among other components of this program, the NRC recently modified its physi cotection
7 oversight process to accommodate new security requirements imposed on reaicensees
8 since September 11, 2001. In February 2004, the NRC issued new inspeo cedures for
9 physical protection and security, and in January 2005 issued a new p t/ ca.otection

10 significance determination process (PPSDP). The PPSDP categod irpe lon findings into
11 four bands, green (very low significance), white (low to moderat can yellow
12 (substantial significance), and red (high significance). An acti trix for se rity and
13 associated assessment process has been developed and ha been approve y the NRC for
14 use. Although information specific to individual plants will be ilable to the sociated
15 licensee, State, and Federal agencies, it will not be ailable c thneral lic.

16 For the purposes of this SSP, attention will be foc n th rity goal a ve, and the
17 manner in which it relates to the protecti'of the rjt infra ttFucture in this ctor. The
18 following performance measures and tic ou re sistent with and support the
1 9 security goal..

20 NRC nuclear security performan )meas v nd in the NRC's FY 2005
21 Performance and Accou *ability pr, d

22 1 Number of'r s e -signifi•n radioactive materials

23 L Number of curity! Mid ir imnt/hat exceed the abnormal occurrence criteria

24 0 Number Of inifican n horize osures of classified and/or Safeguards
25 lnformatio]/
26 The NRC strategi utcomf r urity is that there are no instances where licensed
27 radioactive materi1 are ue d estically in a manner hostile to the security of the United
28 States. I
29 In order to measu. cess of the performance measures and strategic outcome with
30 regard to critical i ructure protection, the NRC collects and assesses data regarding
31 security involving I nsed facilities and radioactive materials. These reports are tracked in
32 databases maintained by the NRC. The NRC reports annually to the Congress and the
33 Administration on its performance relative to strategic and performance measures. In addition,
34 the NRC reports annually to the Congress on abnormal occurrences, including security
35 incidents that satisfy the criteria. The criteria were stated in an NRC policy statement published
36 in the Federal Register (FR) on December 19, 1996 (61 FR 67072).

37 1.2.3.1 Advisory Committees and Licensing Board

38 The NRC has several advisory committees to assist it in its regulatory responsibilities. The
39 Advisory Committee on Reactor Safeguards (ACRS) has statutory responsibilities as described
40 in the AEA, as amended. The ACRS conducts independent reviews and advises the NRC's
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1 Commission, which consists of five commissioners and is the head of the NRC, about technical
2 and policy issues concerning the licensing and operation of production and utilization facilities,
3 and related safety issues, the adequacy of proposed reactor safety standards, and the licensing
4 of evolutionary and passive plant designs, and other matters referred to it by the Commission.

5
6
7
8
9

10
11

12
113
16
17
18
17

18
19

The Advisory Committee on Nuclear Waste (ACNW) conducts independent reviews and reports
to and advises the Commission on technical and policy issues related primarily to nuclear waste
facilities. This includes activities related to transportation, storage, and disposal of high-level
and low-level radioactive waste, including the interim storage of spent nucle fuel;
decommissioning; application of risk-informed, performance-based regul nt; and evaluation
of licensing documents, rules, regulatory guidance, and other issues rested by the
Commission. M

The Advisory Committee on the Medical Uses of Isotopes (M4l ad s the NRC on policy
and technical issues arising from regulation of the mediof radictive material in
diagnosis and therapy. The ACMUI provides input on c aes to NRC dical regulations and
guidance; evaluates certain nonroutine uses of radioac I material; p des technical
assistance in licensing, inspection, .andforapo cpentri ai. an brings issues to the
attention of the Commission for, aneforae ent a n.

The Atomic Safety and Licensing Board Pant LBP nducts adju tory hearings for the
Commission and performs such functi s the mmission au zes.

1.2.3.2 NRC Licensees

The NRC issues licenses t rivate etor i I d vemmental agencies in the nuclear
subsectors identifi Se In 1. She ove V e ; licensees from its headquarters
offices, four r e u en a prs at power reactors and certain fuel
cycle facilitie eN 0  csre5latory mission through five main components: (1)
developing Cal id ; (2) licensing or certifying applicants to use
nuclear mat Is or o peciat r aof nuclear facilities; (3) overseeing licensee
operations a facilitie o sure th sees comply with safety and security requirements;
(4) evaluatin peratio.I perience at licensed facilities or involving licensed activities; and (5)
conducting r 7aarch o di 'hearings to address the concerns of parties affected by NRC
decisions, a 'jobtain in endent reviews to support NRC regulatory decisions.

20

21
22
23
24
25
26
27
28
29
30

31

32
33
34
35
36
37
38
39
40
41

1.2.4 Other (de encles and Departments

Along with D .dthe NRC, cooperative interagency activities are carried out among DOE,
DOT, Health prid uman Services (HHS), Department of Justice (DOJ)/FBI, Department of
State, EPA, the Food and Drug Administration (FDA), Occupational Safety and Health
Administration (OSHA), the intelligence community, and DOD. The NRC coordinates closely
with other Federal agencies and departments by producing joint reports, participating in task
forces and interagency committees to share information about issues of mutual importance, and
complying with formal cooperative agreements. For example, DHS and the NRC work closely
with intelligence-gathering agencies to identify potential physical and cyber threats to nuclear
facilities. DOT and DOE have a special relationship with the NRC, due to the shared oversight
responsibility for the transportation of radioactive material, as discussed previously.
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1 Federal agencies and departments will support implementation of the Nuclear SSP and are
2 responsible for identification, prioritization, assessment, remediation, and enhancing protection
3 of Cl/KR under their control. They will also assist in assessing risk, prioritizing Cl/KR, and
4 collaborating with sector security partners to share security-related information as appropriate.

5 1.2.5 Agreement States

6 Section 274b of the AEA allows the Commission to relinquish its regulatory aut ty over
7 certain materials and certain activities in a State if three conditions are met. tFte State must
8 have laws, regulations, and safety standards compatible with those of the Second, the
9 State must have a regulatory program that provides a comparable de e fotection to the

10 public health and safety as does the NRC program. Third, the Gov r, on l alf of the State,
11 must enter into a formal agreement with the NRC to assume re ly resp nibility over the
12 materials. Note that under the agreement, the State does no fce Feder t equirements on
13 behalf of the NRC; rather the State regulates the materials u r its own aut ty. Currently, 33
14 States have Section 274b Agreements, and two additional S s have anno ced their
15 intention to enter into agreements.

16 Under 274b Agreements, the NRC interacts frequ q ith t Yes on m rs of licensing,
17 inspection, enforcement, incident respo traini n Ico ation of rule aking. The NRC
18 provides technical assistance, primarj I Aree es nd sponsors onferences and
19 special workshops on topics of int r n d ree rnt States report significant
20 incidents involving materials to e CO erat i r. re detailed event descriptions
21 are later entered into an events abase fe ~pjn~ Ofce of Management and
22 Budget clearances for t ede jnfor,4 n 1ffionaenn

23 The AEA requires re thority r all nuclear reactors and special
24 nuclear material i anii u c frm 1 ritical mass, however possessed or used. The
25 NRC also retains uthority or t expo aterials from and import of materials into the
26 United States, an riatters r t4toco defense and security. The AEA also requires the
27 NRC to periodicall t p a State under its Section 274b Agreement.

28 1.2.6 Other State ;?ndian b and Related Organizations

29 The NRC shares uietypurity, and emergency information with the States, tribal
30 govemments, lice rWed stakeholder organizations. The NRC disseminates nuclear safety
31 information of inte takeholder organizations, including the Agreement States; the
32 Conference of Ra iotion Control Program Directors (CRCPD), Inc; the Organization of
33 Agreement States (QAS); the National Governors' Association; the National Association of
34 Regulatory Utility Commissioners; and the National Congress of American Indians. Licensees
35 communicate information on the transport of spent reactor fuel and radioactive waste to NRC
36 and designated representatives of the States (either agreement or non-agreement). Both the
37 NRC and the States seek public comment for significant actions. Stakeholder organizations
38 meet publicly with the NRC to present information and concems. State government, local
39 govemment, and stakeholder organizations also communicate through established channels
40 with the other Federal agencies active in the sector.

41 For events at nuclear reactors and large fuel cycle facilities, the licensee, NRC, and affected
42 State and local government entities interact in accordance with established and practiced
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1 emergency response plans. Event status information, recommended actions for public
2 protection, and the status of implemented recommendations are shared via dedicated
3 communications links and protocols.

4 1.2.7 Common Defense and Security

5 Since September 11, 2001, the NRC and licensees have increased their attention on the
6 possibility of malevolent acts at nuclear facilities or malevolent use of radioactive material. The
7 NRC has moved to protect the common defense and security of the United S3ptes by requiring
8 additional security measures by licensees appropriate for the current thre vironment. This is
9 a responsibility that NRC is not permitted to transfer to the States; ho e AEA in section

10 274i permits the NRC to enter into agreements under which the StsRay inspect State
11 licensees on behalf of the NRC. The NRC is developing 274i A te that allow interested
12 Agreement States to inspect the Agreement State licensee ient n of additional security
13 measures and orders issued under the NRC's common e and s irity authority.
14 Licensees have responded to the September 11,2001 It by imple nting additional
15 security enhancements at their facilities that add to the iready robust re of protection
16 provided. Changes include physical, process, d pers I rvr s

17 1.2.8 International Community

18 The NRC works with such internaF tal orga i ns a he Organizati for Economic
19 Cooperation and Development' r E g en N the International Atomic
20 Energy Agency (IAEA), and I e on glu elr ulators Association to help improve
21 nuclear safety worldwide. NRC ~vd s' ae nformation exchange and cooperation
22 on nuclear safety through I tters of e nterpart foreign national regulatory
23 authorities, ensuri mF lotic I n of j t lls that warrant action or investigation.
24 Additionally, me n i0 teatio j safety earch agreements with other countries
25 enable the s aS of 1 chnatio funding, technical support, and the results of joint
26 research proe~ts and r g His pr e nuclear safety regulation of Soviet-designed
27 reactors, the exc ng safe in ation with the foreign regulatory counterparts
28 through wor hopS, p N o ry documents, working group meetings, and
29 technical inf ation s ciali s anges.

30 The NRC al sissues po nd export licenses for nuclear facilities, major components,
31 material, an lated mm ities, and assists in the development of legal instruments to
32 address vital suerated to nuclear safety and security. Interagency bilateral physical
33 protection vit nducted to ensure the adequacy of protection of U.S.-origin materials.
34 The United overnment has nuclear trade treaties in place with some two dozen
35 countries, T an, and the 25-nation European Union. Pursuant to these nuclear trade treaties,
36 the United States and these entities agree that nuclear trade is for nonmilitary purposes. The
37 U.S. Government has actively supported the IAEA effort to develop an international code of
38 conduct on the safety and security of radioactive sources. The goal of this activity, and the
39 associated IAEA Technical Document (TECDOC) 1344, Categorization of Radioactive Sources,
40 is to create a harmonized global system of controls that focuses on sources of highest risk.

41 The NRC regularly exchanges classified or Safeguards Information with a select group of
42 countries regarding vulnerabilities, mitigation strategies, and security improvements. These
43 exchanges ensure that U.S. security enhancements are better understood and, where needed,
44 in harmony with foreign government activities.
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1 1.2.9 Owner/Operators, Industry Groups, Standards Organizations, and Professional
2 Societies

3
4
5
6
7
8
9

10
11

12
13
14
15
16
17
18

19
20
21
22
23
24
25
26
27
28

29
30
31

32
33
34

All U.S. commercial nuclear power plants maintain membership in INPO. INPO provides
oversight of the industry to enhance nuclear plant safety and reliability primarily through the
cornerstone programs of on-site evaluations of each nuclear plant, training and accreditation,
events analysis and information exchange, and assistance. The Atlanta Center of #ie World
Association of Nuclear Operators (WANO) is co-located with INPO. WANO, for d by the
international nuclear community, promotes worldwide improvements in the q yf nuclear
plant operations, and the Atlanta Center is one its five world-wide region rrs. INPO
provides operational support and facilities for the Atlanta Center and r eps the U.S.
nuclear utilities' membership in WANO. V I
The industry's recognition that all nuclear utilities are affecte e action 4y one utility
motivated its commitment to and support of INPO. Each indi Iua member i sponsible for
the safe operation of its nuclear electric generating plant(s). I e NRC has s utory
responsibility for overseeing its licensees and veri that e gh Iisee op r tes its facility in
compliance with Federal regulations. Compliance .t regul tralone, h vver, does not
necessarily result in the best possible performanc O's «to promo excellence in the
operation of its members' nuclear power ants.f
All U.S commercial nuclear powr ai i e b rs in the Nuclear Energy Institute

(NEI) as do many material licens NEI : ovi thyliti and policy interface for the
industry as well as representing vario eg e lear industry in a regulatory
sense for generic issues It the k ized through NEI
provide information e es1n0 an ce on topics ranging from
security to fire pro c . N I n t md SW r is lised th Scurity Working Group
(SWG) to address rdustry eu )ssT WG is comprised of industry security
managers and ex ctives a m ts fre t iocoordinate and optimize industry security
efforts. The SWG tovides ns for dustry to strategically approach improvements
to the industry's s c irity po re

Each nuclear utilitIi as est iseh a Safety Review Committee that provides additional
independent ove rht of t Muar power plants. Reporting to the senior management of the
utility, these comrrtees

* Independe iew activities to provide additional assurance the units are operated
and maint in accordance with the Operating License and applicable regulations
that address nuclear saTety.

35
36

* Provide independent advice and counsel on the broad aspects of nuclear safety and
operational performance.

37 Technical information is exchanged among other industry stakeholders through participation in
38 organizations and standards committees such as the American National Standards
39 Institute/Health Physics Society, American Concrete Institute, American Society of Civil
40 Engineers, American Society of Mechanical Engineers (ASME), American Nuclear Society,
41 Institute of Nuclear Materials Management, American Society for Nondestructive Testing,
42 Electrical Power Research Institute (EPRI), and the Society for Nuclear Medicine.
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I Other industry groups represent manufacturers and distributors of radioactive materials,
2 including those used in diagnostic nuclear medicine, medical therapy, life science and
3 biomedical research, nondestructive testing, and irradiation of food and medical products.
4 Groups that have been active with the NRC and other relevant agencies in the exchange of
5 information in the process of rulemaking and policy development include the Council on
6 Radionuclides and Radiopharmaceuticals and the Society of Nuclear Medicine.

7
8
9

10
11

12

13

14
15

16
17
18
19
20
21

22
23
24

25
26
27

28
29
30
31
32

33

The government has been pleased overall with the outreach that has occurred between them
and the private sector. Some areas of particular strength have been workin ith the
commercial nuclear power plants and the Research and Test Reactor (R mmunity. Still,
CNPPD would like to be able to grow further its working relationships ter Nuclear
subsectors, and will work to interact more with these groups.

1.2.10 Academia, Research Centers, and Think Tanks

[paragraph to be inserted here]

1.2.11 Organizations with Capabilities to Re pond t lNuc par or diological
Emergency

Response to a nuclear or radiological emerg ~invol e e varie f organizations, some
of which are detailed below. The t1cear/R d ical. ident Annex e National Response
Plan (NRP) provides an organi - inte te apa l Sty for a timely, coordinated response
by Federal agencies to ter n d er i de inv ing nuclear or radioactive materials.
Objective #8.1, explained i ton .1. es aking any appropriate revisions to the
Nuclear/Radiological Incid Anne otthe

CNPPD, worki t" ot T eder gencies, and additional Nuclear Sector
stakeholders a 1 ljiug ewen teNIPP and Nuclear SSP steady-state
protection a anciden g artmt 3 cti ies. This linkage includes the following:

o Incre Ji ng prot iv Sevelstcelate with the threat level communicated through the
Hom d Sec rfy l ~rt SysteTh (HSAS), or in accordance with sector-specific warnings
usingt e NIP d clear SSP information-sharing networks;

L Use t NIPP /d blear SSP information-sharing networks and risk management
fram ork t rview and establish national priorities for Nuclear Sector protection;
facilit cfunication between security partners; and inform the NRP processes
regar rorities for response, recovery and restoration of Nuclear Sector assets,
syste etworks, and functions on a national scale and within the incident area; and

L Fulfill roles and responsibilities as defined in the NRP for incident management activities.

34 1.2.11.1 DOE National Emergency Response Assets

35 In the event of a nuclear weapons incident or radiological disaster, DOE maintains a response
36 capability through the Nuclear Weapons Incident Response Program. This program supports
37 "first responder teams" of highly specialized scientists and technical personnel from the
38 Department's National Nuclear Security Administration (NNSA) sites who are deployed across
39 the nation to address immediate threats from nuclear materials. These teams work with DHS
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I and the FBI, making available the Department of Energy's nuclear expertise in response to
2 suspected nuclear emergencies in the U.S. and around the world.

3
4
5
6
7
8
9

10
11

12
13

14

15
16

17
18

19
20
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30
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35
36
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When the need arises, DOE/NNSA is prepared to respond immediately to any type of
radiological accident or incident, regardless of location, with seven unique radiological
emergency response assets. These assets include the Aerial Measuring System (AMS), the
National Atmospheric Release Advisory Capability (NARAC), the Accident Response Group
(ARG), the Federal Radiological Monitoring and Assessment Center (FRMAC), t5 luclear
Emergency Support Team (NEST), the Radiological Assistance Program (R4P1 and the
Radiation Emergency Assistance Center/Training Site (REAC/TS). Each ami ndles certain
aspects of the radiological emergency and performs a comprehensive a d integrated
response. Capabilities are outlined below: X J

0 AMS detects, measures, and tracks radioactive releases a mergyto determine
contamination levels using both fixed and rotary wing aviatio ets.

* NARAC develops predictive plumes generated by sophisi

* ARG is deployed to manage or support the suc esful rei
accident anywhere in the world. i

* FRMAC coordinates Federal emerge radio I mor

* REAC/TS provides treatment 4I coI uit f
exposure and contamination as ase eni
E RAP is usually DOE! SAfli a
deciding what further Mistou oeito
emergency.
* NEST provide e Nati al e ical experti!

resolvina nuclear/ ioloalsti

I

iti:

3ted compute

utn a U.assi

brng and assi

1.11nodels.

luclear weapons

3ment activities

uries resulting from radiation

4 emergency situation and
a7ards of a radiological

se to the DOD or the FBI in

1.2.11.2 FBI Eme ncy Reo Assets

The FBI has vario resou s tj, depending on the type of incident within the Nuclear Sector,
may be important ring t res nse phase. For instance, each FBI field division has a Crisis
Management Coo nat Weapons of Mass Destruction Coordinator, SWAT Team(s), crisis
negotiators, beha r cialists, technical personnel, support personnel, and command and
control personnel. we are resources at the FBI Critical Incident Response Group (CIRG) at
Quantico, Virginia jcluding a Hazardous Devices Response Unit, Bomb Data Center, Hostage
Rescue Team, Command Post Specialists, crisis negotiators, behavioral specialists, aviation
support (fixed wing/helo), and SWAT Team advisors. The FBI Laboratory Division supports
response to incidents utilizing its Hazardous Materials Response Unit (HMRU), Evidence
Response Team Unit, and Scientific Analysis Section. The Information Resources Division has
a Crisis Response Team (communications/technical) and data processing support.

38 1.2.11.3 DOD Emergency Response Assets

39 DOD has a number of Weapons of Mass Destruction Civil Support Teams (WMD-CST) that are
40 able to rapidly deploy, and assist local first responders in determining the nature of an attack,
41 provide medical and technical advice, and pave the way for the identification and arrival of
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1 follow-on State and Federal military response assets. The mission of WMD-CSTs is to assess a
2 suspected nuclear, biological, chemical, or radiological event in support of the local incident
3 commander, advise civilian responders regarding appropriate courses of action; and facilitate
4 requests for assistance to expedite arrival of additional State and Federal assets to help save
5 lives, prevent human suffering and mitigate significant property damage. WMD-CSTs could be
6 called upon in the event of some incidents involving the Nuclear Sector.

7 1.2.11.4 Interagency Emergency Response Assets

8
9

10
11

12

13
14
15
16
17
18

19
20
21

22
23
24

25

26
27
28

29
30
3,

32

33
34
35

The Domestic Emergency Sul
interagency team composed c
and EPA. It provides guidanc
threats and actual incidents, a

4 I Qto- rtz w Q :v Plc

)port Team (DEST) is a specialized, rapidly oyable,
of subject matter experts from the FBI, F 4OD, DOE, HHS,
e to the FBI Special Agent in Charge concerning WMD
nd has limited operational cap

* .%F %I' u.Mul J u y u vaa

Sector security goals state the comprehensive protecti posture that t government and
infrastructure owners and operators are workin togeth to acbleve fo e sector and will help
lead to a steady-state of protection. These g f; reflec e Iall risk anagement outcomes
that owners/operators and government leade sek. nped ese goals will inform
the objectives sought and activities performe Z ing t Iplementati f the remaining steps
of the Risk Management Framew \fr e

These goals were develope-in e fu pe yive activities (i.e., awareness,
prevention, protection, res e, an eco s reas correspond to five of the
goals from the DHS Strate Plan. tve a defined in the DHS Strategic Plan as:

o Aware nti derst l J threa assess vulnerabilities, determine potential
impa sp d in j mation to our homeland security partners and the
Ame n pu i/

o Prevy ion - D ceter, g gate threats to the homeland.

O Prote on - S egu our p pie and their freedoms, critical infrastructure, property
and t econo 0 o r nation from acts of terrorism, natural disasters, or other
emer incies.

O Resp
naturt

o Reco
rebui

se hd, manage, and coordinate the national response to acts of terrorism,
~disrs, or other emergencies

Lead national, State, local and private sector efforts to restore services and
mmunities after acts of terrorism, natural disasters, or other emergencies.

The successful efforts taken to meet the goals and objectives in the sector while addressing
awareness, prevention, protection, response, and recovery will help the Nuclear Sector achieve
a long-term security posture.

36 1.3.1 Elements and Characteristics of Sector Security Goals

37 1.3.1.1 Sector Vision

38 The Nuclear Sector Vision Statement, which concisely describes the ideal protective posture for
39 the Sector, is:
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1
2
3
4
5

The Nuclear Reactors, Materials, and Waste Sector15 will support national
security, public health and safety, public confidence and economic stability by
enhancing, where necessary and reasonably achievable, its existing high level of
readiness to promote the security of the Nuclear Sector; and to lead by example
to improve the nation's overall critical infrastructure readiness.

6 1.3.1.2 Sector Security Goals

7 The Nuclear Sector Vision Statement helped in the development of the Sect
8 which are grouped into the five DHS Strategic Goals that comprise the sp,
9 activities: A.

M
gIrity Goals,
' of protective

10

11
12
13

14
15

16

17
18

19
20
21

22

23
24

25
26

27
28
29

30
31
32

L Awareness 'A�� I

LI

LI

* Goal #1 16 - Establish permanent and robust colla oaon and co ~'unication among
all stakeholders within the Nuclear Sector having urity and e encyresponse
responsibilities. (Office of Primary Resp sibility PR): RC, D

* Goal #2 - Determine the consequences Iepen nd inte dpendencies of
other critical infrastructures and key re s to e cear Se o . (OPR: RMD)

Prevention

p Goal #3- Prevent nuc ioa erom being used for malevolent
purposes. (OPR: DN

• Goal #4 -Coordinate Uirh ed r b Iaw Enforcement Agencies to
develop ta det det nent attacks on fixed nuclear
facilities. ~ . R DV

Protection, l'cove n R t /
* Goal # Protect er a the nuclear sector from being exploited. (OPR:

CNPP ,pRC,p t to
* Goal # Utilize & t better protect the Nuclear Sector from future threats. (OPR:

DHS). |i

* Goal # Useisk-i formed approach that Includes security considerations to
make rige funding, and grant decisions on all identified potential protection
and e g response enhancements. (OPR: CNPPD)

* Goal # Anhance the ability of the Federal, State, Territorial, tribal, local, and
private ector to effectively respond to nuclear and radiological emergencies as a
result of terrorist attacks, natural disasters, or other incidents. (OPR: CNPPD)

I

5 The sector does not include DOD and DOE nuclear facilities associated with defense related activity. However, the sector does
include DOE Research and Test Reactors.

16 The numbering of the goals is not to identify priorities, but is for identification purposes only.
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1 1.3.1.3 Sector Security Objectives

2 Each Sector Security Goal has objectives associated with it. The objectives are specific
3 activities that will be taken in order to achieve progress towards accomplishing the goals. The
4 objectives also help identify how to measure the progress in achieving the goal (which will be
5 discussed in further detail in Chapter 7).

6 On a goal-by-goal basis, the objectives for the goals are:

7
8
9

10
1I

1. Establish permanent and robust collaboration and communication ng all
stakeholders within the Nuclear Sector having security and em Iffy response
responsibilities.

Define, identify and maintain the key points of cont4 .O)having securil
emergency response responsibilities for the Nu aector

ty and

12
13

14
15

16
17
18

19
20

21
22

23
24
25

26
27
28
29

30
31

32
33

2.

• Communicate clear, timely, and comprehen ve at and it Iligence information
as appropriate.

* Increase public awareness of the cseque sax prope a tions following a
release of radioactive material.

* Increase public awareness of pro e me' s in place i he Nuclear Sector, at
a level of detail that wo Whelp d 1 ther an encourag rhelp enable, a
terrorist attack. 9 'I

• Share letssons-I pre us le ind radiological events within the
sector.[ I i1

Determine ons uenc df dene dinterdependencies of other critical
infrastr ursad e~ rces the Nu~ r Sector.

Nu 1 ar d n ncies and interdependencies in order to fully
u erstand d an fo sequences of an interruption of service from another

c al infra tu ource as well as consequences to other sectors.

Prey nudes d ioanimaterial from being used for malevolent purposes.

- I n ove bil to detect unauthorized nuclear and other radioactive materials at
k U.S. p ry p fts where these materials either enter the U.S. or pass through
b re b g transported to other countries.

* I apability to detect unauthorized shipments of nuclear and other radioactive
tiA~s within the U.S.

* I rove security for legitimate shipments of nuclear and radioactive materials
physically transported in the United States, using a graded approach.17

3.

7 This objective includes developing a program of interaction among the Department of State (DOS), NRC, DOT, DOE, and DHS
(CNPPD/RMD/Domestic Nuclear Detection Office [DNDO]IUS Coast Guard [USCGJ), which considers private sector input, to
clearly define the roles and responsibilities associated with tracking legitimate shipments of nuclear and radioactive material into or
through this country, with international support and consensus, by identifying gaps and recommending enhancements to close
gaps.
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I a Improve security and tracking of all risk-significant (Category 1 and 2) sources that
2 are in legitimate use within the U.S.

3 a Through grant programs, improve capabilities of the private sector to better secure
4 their risk-significant (Category 1 and 2) sources. [placeholder objective]

5 * Through grant programs, locate and recover risk-significant (Category I and 2)
6 sources that are declared excess and unwanted. [placeholder objective

7 4. Coordinate with Federal, State, and local Law Enforcement Agencies telop tactics
8 to deter, detect and prevent terrorist attacks on fixed nuclear faciliti sites using
9 risk-significant radioactive sources. I

10 * Develop Buffer Zone Protection Plans (BZPPs) for all c i'aciciti ab power
11 reactors (and associated spent fuel facilities) and fu cilitibyDecember
12 2007.
13 * Work with local authorities and regulators to ident licensees wit i the jurisdiction
14 and provide assistance in assessing lice geese s rity o isk-sig 3cant sources
15 and in developing plans to respond tot noeist evee ites.

16 * Increase local authorities' awareness osequ n of malicio use of risk-
17 significant (Category l and 2 ~re.f~hl objective]
18 5. Protect the cyber assets of t° se i b gexploited.

19 a Implement the NRC r cmen d rity ograms at all the commercial
20 nuclear power plants. 4 1
21 2 Enre, that e us latest cyber security measures22 -*develop y n AelDHIationa br Security Division (NCSD) end
23 by oth M HQoncemed with cyber security.
24 6. Utilize R& D better got the e ector from future threats.

25 * Create annua pj3P summ zg the R&D planning process results.
26 7. Use a risk- fored jpr ah that includes security considerations to make budgeting,
27 funding, a djrant 3tisi l on all identified potential protection and emergency
28 response iance 9nts.
29 a Compl tC existing commercial nuclear power reactors by December 2007.

30 * Comp sitance visits to selected Research and Test Reactors (RTRs) by the
31 end of (ember 2006.

32 * Evaluate other subsectors within the sector to determine which warrant
33 assessments, prioritize the order of assessments, and complete assessments in the
34 chosen areas by December 2010.

35 * Ensure that each facility in a nuclear subsector, which is above a certain risk-
36 threshold, has an emergency response plan commensurate with the level of risk
37 associated with the facility.

38 8. Enhance the ability of the Federal, State, Territorial, tribal, local, and private sector to
39 effectively respond to nuclear and radiological emergencies as a result of terrorist
40 attacks, natural disasters, or other incidents.
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I
2
3
4

5
6
7

8
9

10

11
12
13
14
15

16
17
18

* Review and revise, as appropriate, the Nuclear/Radiological Incident Annex to the
National Response Plan to better delineate the roles and responsibilities of Federal
departments and agencies in preventing, preparing for, responding to and recovering
from nuclear or radiological incidents.

X Incorporate emergency preparedness (EP)-security-based scenarios into the
Emergency Preparedness drill and exercise programs for commercial nuclear power
facilities.

19
20
21
22
23
24

25

26

27
28
29
30
31
33
33

..

*Incorporate prompt notification technologies such as Automated Ba g Down circuits
between the DHS NICC and all Cat 1 and NPP's within the se ,

1.3.1.4 Cross-sector Elements of Goals

Organizations are in place for both industry and government odin 3 between sectors.
The Partnership for Critical Infrastructure Security is utili yi'ndust I work with other CI/KI
sectors, in an effort for all sectors to improve their protta posture. I government, the
NIPP Federal Senior Leadership Council brings togeth rlthe Sector ecific Agencies
(SSAs). These coordination activities are desc 'bed fu in t e NIP

While the goals and objectives listed above a 1-r the [ ector, the goals and
objectives also benefit other sectors, and m aIuire onation withose other sectors.
For instance, the CRs in one of go i's ob ts als nvolves inter ion with the
Emergency Services Sector, a l t sec qork tsther to improve the emergency
response to a Nuclear Sect e goal ipical addresses determining the various
dependencies and interdep Vencie.SSO Ss h Cl/KR sector. Goal #5 addressing
cyber protection has a tie v the I ma Io e sector. Tracking and securing
1.3.2 Po nc d.at is in some of goal #3's objectives, also

1.3. Poc Esa ~s e'\crtyGoals

1.3.2.1 Initia Establish n f Goa

In order to h devel .se r security goals and draft this Sector-Specific Plan, a Nuclear SSF
Working Gro 0 was fqne ith representation from a wide spectrum of private and public
sector entitie t!hat is Fnila In nature to the combined representation on the GCC and NSCC.
This Workincrou at a number of times to develop and then revise the goals. The iGCC an(
NSCC will h p ortunity to review and approve the goals, and an even larger cross-
section of th r will have a chance to comment on the aoals durino the SSP's review

R

d

process. 7
34
35
36
37
38

The GCC and the NSCC led the way with developing a vision for the sector that the Nuclear
SSP Working Group kept in mind as it developed the goals. The Working Group adopted the
five goals previously mentioned from the DHS Strategic Plan to provide an overall structure for
the Nuclear Sector Security Goals. The GCC and the NSCC will approve the Nuclear Sector
goals, as well as this document as a whole, prior to final publication of the NSSP.
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1 1.3.2.2 Revisions to Goals and Objectives

2 The SSA, in coordination with the GCC and NSCC, will reexamine the goals and objectives on
3 an annual basis, or more frequently if necessary, considering changes in the sector's security
4 posture, to determine if any modifications should be made.

r I I E ? I r IIisjti a
'-I

6
7
8
9

10
11
12
13

14
15
16
17
18
19
20
21
22
23
24

25

26
27
28

29
30
31

Due to the dependencies and interdependencies between the Nuclear Secto e other
Cl/KR sectors, some initiatives in order to achieve the these goals and obJs will need to
cut across sectors. For instance, Goal #5 addressing cyber security h ictions to the IT
Sector for which the DHS/National Cyber Security Division (NCSD thSS 9 Goal #8 and
other goals and objectives that address emergency response w l isfit fro interaction with
the Emergency Services Sector. CNPPD is the SSA for bot e ulear and the
Emergency Services Sector. Goal #2 continues the work in tF'er understa ing other
dependencies and interdependencies that the Nuclear Secto has.

Some goals and objectives can benefit other secto well. lstance, t Automated Rin
Down technologies discussed in one of Goal #8's b tives rbably in eDHS
developing a prompt notification system sng Aut d Ri i Down techno ies for all 17
Cl/KR, not just the Nuclear Sector's ca ciiti doi o, HS can nsure that promp
notification between a critical ass n *~ck deIC ~will be asfast andsimple as
possible. Upon receipt of the cal DH U chn s d t h replanned set of calls that will
be able to engage the relevant r onse ftur . ti al Response Plan. In addition,
by using the National Astata e ( B) Ah ne ~tomnated Ring Down lines, the
DHS can notify all ot Imate thin Vme rel tgeographical area. This will
inform the other el c s e m nu the vicinity of the affected resource within
a very short timet g they 'n n ard.

1.4 Value Prop 1tion )
There is a strong i 9entive f rth frivate sector to participate in information sharing with
DHS/SSA. The fo cwing adso reasons the private sector should consider information
sharing an advante rath ha liability:

* Proprie usiness sensitive infrastructure information can be shared with
goveml ,eM entities that share the private sector's commitment to a more secure
homelaF

g

t

32
33

34
35

36
37

* Information sharing will result in better identification of risks and vulnerabilities, which
will help industry partner with others in protecting key assets.

* Industry is helping to safeguard and prevent disruption to the American economy and
way of life.

* Private industry is demonstrating good corporate citizenship that may save lives and
protect communities.

38
39
40
41

* The Nuclear industry recognizes that a successful attack on a nuclear facility would
be devastating to the industry and therefore, it is in their best interest to detect and
deter a terrorist attack before it occurs or if one should occur, to be able to
successfully defend their facilities against it.
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1 Some of the ways that information can be protected includes the Protected Critical Infrastructure
2 Information (PCII) Program, categorizing information as Safeguards Information (SGI), and
3 classifying information. Section 2.5 contains more about protecting information.

4 1.5 Challenges

5 As the sector-specific agency for this diverse sector, DHS/CNPPD recognizes the importance
6 and challenges associated with growing communications links between itself; Federal, State,
7 and local government; and private sector stakeholders. Establishing the GC and the NSCC is
8 one way that the communication links are established.

9 The commercial nuclear power plants have a very structured proto communications with
10 the NRC, State and local organizations. Procedures and polici 1 hing these protocols
11 have been tested over time and remain in place due to their tiven . With the prevalence
12 of security issues in the Nuclear Sector in the post-9/11 ment, munication protocols
13 may need to be established between nuclear facility oe and opera Us, and other Federal
14 agencies besides the NRC. Establishing these new pr cols without promising the existing
15 lines of communication is essential to prevent nfusio r diss merinati of misinformation.

16 Because of its extensive experience in regulef the c clear S Mjtor and its exclusive
17 focus, the NRC understands the sector well, I as e lshed effec working relationships
18 with its licensees and other stake h rs in r. wever, there r the following
19 challenges: ^ y 1\ i

20 Li Achieving regulato sabilit ad rnvironment

21 1 Enhancing dia an rtn Feral and State agencies without
22 creating cesa o and ~Ilcatip efrt

23 1.6 InItiativ$/

24 In order to e nce co ri ion an~ p erships among Federal, State, and local agencies
25 and the priv sector h creatin nnecessary overlap and duplication of effort, there are
26 the following itiativeJ

27 Li DHS PPD /furt r developing communication links and workable relationships with
28 sect ke ders.

29 Li DHS refining and implementing the global detection architecture (building an
30 integ tand technically proficient radiation detection system that will provide users a
31 bette apability to detect nuclear/radiological materials and weapons). DNDO will be
32 establishing multiple pilot programs over the next several years and incorporate previous
33 pilot program activities into the lesson learned process as well as support future efforts
34 to appropriately test and evaluate detection technology to better understand both the
35 technical and operational characterizations of the equipment. Finally, DNDO is
36 establishing the Joint Center for Global Connectivity (JCGC). It will build all the
37 necessary linkages within the Federal, State and local communities, fuse detection and
38 other forms of data to provide a more global and comprehensive understanding of
39 nuclear threats.
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1
2
3
4
5
6
7

10
-11
12
13

14
15
16
17
18
19

E In an effort to allow the exchange of classified information with licensee and industry
managers, DHS and the NRC have begun sponsoring clearances for individuals who
have demonstrated a need for access. For instance, DHS is sponsoring a pilot, which
involves two companies receiving security clearances, safes, and courier passes to
enable them to handle classified material. The DHS Office of Security and the NRC
Division of Nuclear Security are in the process of negotiating a Memorandum of
Agreement (MOA) between the DHS Chief Security Officer and the Director of the NRC
Division of Nuclear Security. When completed, the anticipation is that th QA would
define security roles and responsibilities between the respective offic eting to
classified information sharing with a specific location at each of tvdYies, the
Constellation Energy Group, Baltimore, MD, and The Nuclear r Agtstitute,
Washington, D.C. Currently, the draft MOA is undergoing 9 rma rview at the
NRC....

0

20 0
21
22

23 0
24
25
26
27
28
29

The NRC is in the process of negotiating classified in r ation-excha e administrative
agreements with other countries to interact on securi atters of mu I interest. The
NRC is working with DOS to establish conteE with r t ens del the basis for
exchanging information, and negotiate agre, nts u e h clas d information
can be discussed. The NRC works under t nbrell W foWernment government
security agreements for classified informat c ha

NEI, the NRC, and comme ar p er nts ve established a system for the
encryption of Safeguards atie to edi ha g information of sensitive
unclassified information a mrapidli om in t at information.

The NRC has i *ae ac st han sill ons. As part of the NRC
chairman's* e N ton R tblished a task force on public
communi tns. Th Wk force is to enhance communication with
external N 9sae de ~ eR qlished NUREG/BR-308, Effective Risk
Communic to p 'guideli NRC staff and management to effectively
communi t risk. In edd in, the established a communications council, which is
chartered Oh impro g emal communications.

DHS and Chav ped procedures whereby NRC incident response personnel

I

30
31
32
33
34

35
36
37

38
39
40
41

42
43

LI
statr and mn
significanci
with the NF
the Nucleai

:g
ager1ii nelp starr the DiHSIHSOC aunng incidents of national
ia Ilve Nuclear Sector assets. In addition, DHS/HSOC works directly
Orrations Center for emergency and non-emergency communication with

ctr.

0

LI

A terrorist simulation exercise is being sponsored by the NSCC to develop a playbook to
help insure government and industry coordination regarding public information released
during a terrorist event.

The NSCC is working to ensure that their essential personnel and critical nodes qualify
for subscriptions to a suite of priority telecommunications services being offered by
DHS/National Communications System (NCS). The suite of priority services is as
follows:

* Govemment Emergency Telecommunications Service (GETS) is a PIN card that
gives a user priority through the public telecommunications network during times of

May 2006 Draft Nuclear SSP
Page 51



Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Chapter 1: Sector Profile and Goals

1
2

3
4
5
6

7
8
9

10
21
12
13
14

15
16

17
18
19

20
21
22
23

24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

congestion. GETS is used in an emergency or crisis situation when the probability of
completing a call over normal means would be significantly reduced or hampered.

* Wireless Priority Service (WPS) is a feature that gives a user priority through the
cellular network on a call-by-call priority basis. The NCS executes the program on
behalf of the Executive Office of the President. WPS is now available from T-mobile,
Cingular, and Nextel.

* Telecommunications Service Priority (TSP) provides service vendors with an Federal
Communications Commission (FCC) mandate for prioritizing rest oation and
provisioning on communication circuits. TSP tells the vendor telephone lines
will come up first during a National Security/Emergency P ness (NS/EP)
event.

0 The NRC has a Threat Assessment Section (TAS) tha IdItM
information on a daily basis, and is notified immed!A Vf any E

iintelligence
-urity event involving

LI

LI

LI

El

03

an NRC licensee.

The involvement of other agencies beyond the C in emerge exercises has been
successfully broadened and deepened.

DHS (with NRC, DOJ, and DOD supp has u pilot i R grated response
planning activities with State and lo enfo e tagenci at two reactor sites
(Calvert Cliffs and Indian Point).

An interagency steer developing the National Source
Tracking System, di nd ecti s2 I 6 of this document. Represented on

othersomife are UI) t Commerce Department, DOS, and

oThe 1int i ion, eveloping the global nuclear detection
syste sahit u htyre identifies the necessary layers and components
of th bald c r t nctions and technical requirements of each layer
and Mponen n time- s plan for strengthening the overall effectiveness of
the a itectur Ul Lately, i Walso define in detail the information infrastructure and
data ndards 1c Wary for rapid information exchange, situational awareness, and
enha d coo nat between the detection and response programs.

The DO W n bt pilot deployments of nuclear detection technologies with State
and I I us K The DNDO envisions a multi-year pilot to demonstrate a secure
Inter ransportation corridor that incorporates extant radiation detector
depl along weigh stations, development and deployment of a regional data
fusio r ter, test and evaluation of varying ConOps (including response protocols) for
fixed nd mobile radiation detectors, development and deployment of an appropriate
communications backbone, and red-teaming exercises to challenge the success of the
piloted system as a whole.

39
40
41
42
43

O The DNDO will conduct full characterizations of all deployed technologies. The DNDO
RDT&E and acquisition process is anchored by an independent assessment of
technologies as they are developed, deployed, and operated. This approach is
motivated by the DNDO founding principle of fully characterizing systems (i.e. thoroughly
understanding all aspects of systems performance and potential vulnerabilities) prior to
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I
2
3
4
5
6
7
8
9

10
11

LI

deploying technologies, and ensuring an accurate awareness of systems effectiveness
post-deployment.

The DNDO, under the Security & Prosperity Partnership (SPP) Agreement is working
with our Canadian and Mexican counterparts to ensure the installation of radiation
detection technology at major commercial and passenger ports of entry. The SPP
Initiative is a multi-agency effort to support 10 goals agreed upon between the three
countries. The DNDO is working with the NRC, DOS, DOE and other DH gencies to
coordinate several goals under SPP. These goals include the one not e as well
as the development of trilateral nuclear source tracking systems an stablishment
of new rules and regulations within the US, Canada and Mexico i be in line with
the new IAEA Code of Conduct for import and export require
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1 2 Identify Assets, Systems, Networks, and Functions

Dynamic Threat Environment

- I
-.0

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23

National Risk Prcil

There are many critical assets, systems, ne k, and functions in the uclear Reactors,
Materials, and Waste Sector. Co rcial n row actors accor t for approximately 20
percent of the Nation's electric, ene atio ia ty. n potential impact on the public or the
environment will be determi t ape degree of success of the attack. On a
hypothetical basis, one coud ssum ulti e ye se pacts from a terrorist attack; for
example, if a nuclear powe lant w sthe t aE s essful terrorist attack, the resulting
damage could pot res It in s the release of radioactive material into
the environme, r a~in ti local acd livestock products, economic and
electrical gri i pacts ahd aioss l to individuals defending the plant against the
terrorists. A uccessfu ahta 4 at hat d n or compromised certain fuel cycle facilities could
result in fatal ids from bh ical r eft of weapons-grade nuclear material, and/or a
disruption of S pplies i tb t e defens ustrial base. Additionally, the theft of certain
radioactive :aerials i cu ities of concern used in the medical and industrial fields could lead
to the produ ion and fro use of radiological dispersal devices (RDDs) and radiological
exposure de ies18 (lDs While the radiological impact of such devices would generally be
less danger than le imact of the explosion itself, inherent public fear of radiation could
cause wides ra riic and concern in the wake of such an attack. Similarly, the psychological
impact of a s I s~ful terrorist attack against a nuclear power plant or major fuel cycle facility
could be sig ificant. Other assets, systems, networks, and functions in the Nuclear Sector that
must be prot ded include shipments of certain nuclear materials, spent nuclear fuel, and certain

24 radioactive waste. These shipments travel between manufacturers, licensed users, and disposal
25 facilities along the Nation's roadways, waterways, railways, and air routes.

l8 Radiological Exposure Device (RED) - A device whose purpose Is to expose people to radiation, rather than to disperse
radioactive material into the air, as would an RDD. An RED could be constructed from unshielded or partially shielded radioactive
materials in any form placed in any type of container.
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1 2.1 Defining Information Parameters

2 The regulatory process identifies sector assets. The formal licensing reviews ensure that
3 nuclear facilities and entities using, acquiring, transporting, or disposing of radioactive materials
4 in quantities of concern are identified and assessed. Indeed, a license is required prior to any
5 entity receiving radioactive materials in quantities of concern or operating a civilian nuclear
6 facility.

7 The Nuclear Sector is divided into the following categories:

VI r esows _ V> U 9 1 ' . V LFU I IJ

A. Light Water Reactor Power Plants
B. Other Reactor Power Plants

RESEARCH AND TEST REACTORS
A. Govemment Research and Test Reactors
B. University Research and Test Reactors
C. Private Research and Test Reactors

NUCLEAR FUEL CYCLE FACILITIES
A. Uranium Mining or In Situ Uranium Leach' g
B. Uranium Ore Milling or Leachate Proce
C. Uranium Conversion Facilities
D. Uranium Enrichment Facilities
E. Fuel Fabrication Facilities

1. Category I (Spec' uta e ~ Fa I~e
2. Category 1St I rate Strategic Significance) Fai
3. Category Ill ecial [clear ate l Iftegic Significance) Facilitie

RADIOACTIVE WASTE MANA MENT11
A. Low-Level Radioa Wast roce n to e Facilities
B. Sites Ma Ac ulat of N fally OFrr Radioactive Materials (NORM)
C. Spen u r zel ~o srg and orge 0 1clities

pnNIc ifINt St ~ge Facilities
Spet ~cl ~e rySt rge Facilities

D. Tras ranc s rage Facilities
E. Hig Level RaIa e Wa e and Disposal20 Facilities

NUCLEAR MA VIALS T N ORT
A. Lo lazard Rtio gve Materials Transport
B. Hig Hazard Ediocive Materials Transport

DEACTIVATED IJCL A ITIES

,ilities
5

A. Dee
B. Oth

RADIOACTIVE
A. Mec
B. Res

E hi

!t 2
-

vated actors
ted Nuclear Facilities

t(AL iUSERS
Sc acilities with Radioactive Materials
.rc Facilities with Radioactive Materials

9 The order in which the subsectors in this table are listed does not reflect the amount of risk, threat, vulnerability, or consequence
associated with the types of assets in regard to a terrorist attack.

29 For item E for 'radioactive waste management', the NADB currently states 'High-Level Radioactive Waste Storage Facilities.'
However, a modification plans to be made so item IV.E reads 'High-Level Radioactive Waste Storage and Disposal Facilities.'
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C. Irradiation Facilities
D. Industrial Facilities with Nuclear Materials
E. Radiopharmaceutical and Medical Isotope Production Facilities
F. Radiographers, Well Loggers, and Portable Density Gauge Users21

RADIOACTIVE SOURCE PRODUCTION AND DISTRIBUTION FACILITIES
A. Radioactive Source Importers
B. Radioactive Source Manufacturers

REGULATORY, OVERSIGHT, AND INDUSTRY ORGANIZATIONS
A. Federal Nuclear Agencies
B. Regional, State, and Local Nuclear Agencies
C. Nuclear Industry Organizations

OTHER NUCLEAR FACILITIES

1
2
3
4
5
6
7
8
9

10

In order to facilitate the compilation and management of the Nation's infrastructure data, DHS
created the National Asset Database (NADB). The NADB is the Federal government's
repository for information on the evolving, comprehensive inventory of assets that make up the
Nation's infrastructure. The NADB is t a prioritized list of the Nation's criti nfrastructure,
but the data contained therein is searchable in a variety of ways, and ca ed to create
prioritized lists based on selected parameters.22 The NADB cate oes sector,
subsector, and segment classification, with the broad sector desi Modeled after the
seventeen Cl/KR sector taxonomy used in HSPD-7. Currentl l 9 assets have been
identified from a variety of sources and, once the data on a e ierified, the asset is
added to the NADB.

11 As a first step in identifying sector assets, DHS must defi
12 it seeks to collect about each asset. The select data c
13 contained within the NADB and must be broad ughugh
14 activities for which the NADB serves as an ass ntifi
15 will be sought for assets contained in e NAD S wi
16 view of the asset including all of it rcteri s dth
17 necessary for it to functio *§n sa ~eUe t
18 dependent on multiple ' opnd
19 telecommunications), and it i -taese e sen Sa
20 provide the basis for~seen ,
21 developing proteketre,.

Id ml~
the specific les of information that

,gored will b me data fields
the en range of CIP

fource. I C determining what data
a compre nsive, integrated

,ross-sector Cf/KR dependencies
functionality of many assets are
physical, information technology,

5set interdependencies, that will
Inerabilities, and risks, and

22 Within the NAE
23 segment, while
24 the data fields

it for all assets regardless of sector, subsector, or
sought only for particular asset types. Some of
ess of asset type, include:

25

26
27

E Asset r nd local contact information

o Geoq
coori

3., latitude/longitude, global positioning system (GPS)
nearest major metropolitan area)

21 Items E and F unrelr radioactive material users have not yet been added to the NADB, but will likely be added in the near future.
22 The NADB has been used for this purpose on numerous occasions to date, and has served as the foundation for developing
programmatic focus for a variety of various DHS initiatives by identifying critical assets to be targeted by those initiatives. Those
Initiatives include the Buffer Zone Protection Program (-1800 assets), Site Assistance Visits (-220 assets), Project Sentinel (-440
assets), the Interagency Security Program (-800 assets), and the Urban Area Security Initiative (-8000 assets).
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1 L Classification/taxonomy information (e.g., sector, segment, attribute)

2 L Owner/operator name, address, and type (e.g., public, private)

3 L Chief Executive Officer name and address (if applicable)

4 E Chief Security Officer name and address (if applicable)

5 0 Parent company (if applicable)

6
7

8
9

10

11
12
13

14

15
16
17
18
19

20
21
22
23
24
25
26
27
28
29

30
31
32
33
34
35

O Physical structure information (e.g., square footage, seating capacity, number of floors,
building height)

LI Business identification codes and ratings (e.g., North American Indust 1Classification
System (NAICS), EPA Facility ID, Dun & Bradstreet rating)

O Congressional information (e.g., Congressional district, Repres e, Senator)

O Cyber elements (e.g., distributed control systems (DCS), "o ntrol systems
(PCS), supervisory control and data acquisitions (SCaccess control

dsit~ahaCocw A

LI DHS program information (e.g., Protective Securi fdvisor (PSA istrict; BZPP status)

Licensing is one way that the NRC gathers info tion ao a ssts in th uclear Sector. The
regulatory categories are covered in Section 1. here i b range types of licenses
and the criticality of the assets is quite variable e fact rmin an asset is
considered an asset of consequence for DHS e: p Icasualtie economic impact,
and other societal consequences.

The NRC licenses the design on o r an commissioning of commercial
nuclear plants and licenses o ht nuclear fuel facilities, uranium
enrichment facilities, and no X Aer C receives a license application for
a civilian nuclear real on f the e~js the N riews is safety related information
and control (l&C to t thmeet tteNRC's regulations. The NRC also
licenses the si dlsi n c 0 tion, and closure of low-level radioactive waste
disposal sites rider NR uri ioad t construction, operation, and closure of a geologic
repository for gh-level io tive .e eyond that, the NRC licenses the possession, use,
processing ha ing, an xoting of uar materials and the operators of civilian nuclear
reactors.

In addition to a colle ud t ugh the NADB and the NRC, asset information will be collected
by the SSA wh bwill esp sible for identifying and obtaining data for the assets, systems,
and networks at in e significant dependencies, interdependencies, or critical functionality.
The SSA will a rk with specific countries to identify international interdependencies and
vulnerabilities 1 as to maintain and protect information on foreign critical infrastructure and
resources.

36 2.2 Collecting Infrastructure Information

37 In order to use nuclear materials above a low threshold or operate a facility that uses nuclear
38 materials, the NRC or an Agreement State must license an entity or individual. The NRC or
39 Agreement State reviews the information submitted by the applicant using standard review
40 plans to ensure that the applicant's assumptions are technically correct, and that the
41 environment will not be adversely affected by a nuclear operation or facility.
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I The NRC licenses the design, construction, operation, and decommissioning of nuclear plants
2 and licenses other nuclear facilities, such as nuclear fuel facilities, uranium enrichment facilities,
3 and nonpower reactors. The NRC also licenses the siting, design, construction, operation, and
4 closure of low-level radioactive waste disposal sites under NRC jurisdiction and the
5 construction, operation, and closure of a geologic repository for high-level radioactive waste.
6 Beyond that, the NRC licenses the possession, use, processing handling, and exporting of
7 nuclear materials and the operators of civilian nuclear reactors.

8 Once a facility's license is approved and operations commence, the NRC or Agreement State
9 agency continues to regularly collect data for use in effective regulation. The NRC has a

10 comprehensive program of inspections for commercial nuclear power plants, fuel cycle facilities
11 and RTRs. Generally, inspectors verify that the operation, operator qualifications, design,
12 maintenance, safety, security, fuel handling, material control and accounting (MC&A), and
13 environmental and radiation protection programs are adequate and comply with NRC safety
14 requirements.

15
16
17
18
19

20
21
22
23
24
25
26

27
28
29

In addition, the NRC conducts roughly 2,000 inspections of nuclear mate nsees per year.
These inspections cover such areas as the training of personnel who u Sterials, radiation
protection programs, radiation patient dose records, and security o X a materials. The
Agreement States conduct comparable inspections of the thous . erial licensees that
they regulate.

The reporting requirements of Title 10 of the Code of Fer Regulation equire that all
licensees and Agreement States report certain events an f|onditions to NRC. These event
reports have specific time criteria for notificatio the N Op tions e'nter. This information
isused by the NRC staff to identify threats or resnd to L ies, itor ongoing events,
study potentially generic safety and security pr s, rm performa Ce, identify precursors
of more significant events, and recoge inad.4y or reliability of s cific equipment or
procedures. -g51

Also, the NSCC-Radioisotop Scou I (N ) bas pared an inventory of applications
corresponding to typical radi.ides d a e rpose of prioritizing these on the

basis of risk. The N as ed th n

2.2.1 DHS Dat telpf

Historically, D has us a n•ety I nes for gathering data on the Nation's infrastructure.
In 2004, DHS i tued ad c to St ew.eland Security Offices asking the States to identify
Cl/KR located . thin the rs. Si 1rly, as part of Project Matrix, DHS requested
information fro other F e gencies in an effort to collect data on government facilities
located throug ut the atio In addition to these broad data calls, DHS has coordinated with
individual gov ment ntiti to gain access to Cl information collected In response to
statutory and er re rements. For instance, EPA has shared with DHS information it
collected as p r o isk Management Plan (RMP) program, and the U.S. Coast Guard has
shared with D nfmation submitted in compliance with the Maritime Transportation Security
Act (MTSA). 7

30

31
32
33
34
35
36
37
38
39
40

41
42
43

In addition to working with States and other Federal entities, DHS has collected some asset
data by working directly with asset owner/operators. During the implementation of various
initiatives, such as Comprehensive Reviews (CRs) and Buffer Zone Protection Plans (both of
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1 which are discussed further in Chapter 6), DHS learns valuable information concerning risk-
2 significant critical infrastructure directly from asset owner/operators or local law enforcement
3 and other emergency response personnel. Similar information is garnered when DHS works
4 with asset owner/operators when specific threat intelligence causes DHS to tactically respond to
5 assist in securing select facilities. The knowledge acquired about risk-significant Cl/KR during
6 both strategic and tactical operations performed by DHS is catalogued and maintained in the
7 NADB.

8 2.2.2 Future DHS Data Collection Efforts within the Nuclear Sector

9
10
11
12
13
14
15
16
17

DHS and the NRC are working to develop a partnership in the sharing of asse *nformation in
the Nuclear Sector. As the NRC has information on numerous assets withi sector, DHS is
defining the criteria on which assets would be most useful to have withi rADB. The NRC
has provided necessary asset information to DHS, and will provide u o it on an annual
basis or more frequently as needed. The NRC and SSA will also kother to facilitate the
formatting of NRC and any other industry databases into the orm tncluding using a
standardized format, data scheme, and categorization sys axono 0 defined by DHS.
The SSA will create a schedule for importing necessary e and wi ll bia naaly conduct a
review the information in the database to verify its accu .

18
19

20

21
22
23
24

25

26
27
28
29
30
31
32
33
34
35
36

Another future effort will include DHS/SSA gath g and
infrastructure on which the Nuclear Sector in t ited %

Li
F

o g infon
sdpends.Hition on the foreign

2.2.3 Use of Infrastructure Inform Pt I

As the Risk Management Fra gra co cting information on assets, systems,
networks, and functions is a r requis eto b t to termine the risk associated with
them. Risk assessment then gads to jioriti pn eassets, systems, networks, and
functions, which helj te ire wh rpro a fti e n hould be taken.

2.3 Verifyin g i rI tu a t!e
Once an appli t for a I c-n has s i td an application for nuclear facility operation, or
possession an jse of s gci buclear rial, the NRC staff reviews the application to
determine that meets [gap Icable r ulations. For power reactors and Category I fuel cycle
facilities, the a cliation us iiclude the licensee's safeguards contingency plan, containing
plans for deali with t eats tefts, and radiological sabotage related to the special nuclear
material and n lear f ities eing licensed. The application must also include a physical
security plan, Ma ard qualification and training plan. When the NRC completes its review
and evaluation d res a safety evaluation report (SER), which summarizes the anticipated
effect of the p facility on public health and safety. The NRC has reviewed and approved
the physical s rity plans, guard qualifications and training plans, and contingency plans
submitted in compliance with NRC's April 29, 2003 orders for all power reactors.

37
38
39
40
41
42

The ACRS, an independent group that provides advice on reactor safety, not security, to the
NRC's five-member Commission, independently reviews each application to construct or
operate a nuclear power plant. The ACRS review begins early in the licensing process, and a
series of meetings with the applicant and the NRC staff are held at appropriate times in the
review process. When the Committee has completed its review, its report is submitted to the
Commission via a letter to the chairman of the NRC.
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I Individuals or entities directly affected by any licensing or enforcement action involving a facility
2 that produces or uses nuclear materials generally may request a hearing before independent
3 judges on the ASLBP. The panel conducts licensing and other hearings as directed by the
4 Commission, primarily through individual atomic safety and licensing boards or single presiding
5 officers appointed by either the Commission or the chief administrative judge. The panel, which
6 has no fixed number of positions, is composed of administrative judges (full-time and part-time),
7 who are lawyers, engineers, and scientists. Administrative judges serve as single presiding
8 officers or on three-member boards, which generally are chaired by a lawyer, for a broad range
9 of proceedings.

10
11
12
13
14
15

16

17
18
19
20
21
22

23

24
25
26
27
28

29

30
31
34
35
34
35
36

An entity applying for a specific license to use nuclear materials will also submit an application
to the NRC. For materials licensees, the NRC's goal is to obtain detailed data on the materials
possessed by each licensee, based on radioactivity thresholds. These thresholds help to
determine the point at which a licensee holds an amount of a given isotope sufficient to cause
harm due to accidental exposure or malicious use. This process will be discuss d in more detail
in later sections of this document.

2.3.1 Review of Submitted Material

The NRC's program offices employ technical staff who are well- d in I aspects of facility
operations, licensing, security, and nuclear material safety a eguar When NRC
licensees submit material for review, the technical staff a' is the sub ttal, ensures that it
addresses the correct safety, security, and regulatory iss e and either proves or rejects the
licensee's request. This process often involves requests additional inf nation from the NRC
back to the licensee, meetings, and conference Ils.

2.3.2 Inspection Process

Inspections are an important elem the N 'vers t of its licens . The NRC conducts
inspections to ensure that licen ti fy rea re rements, and operate in a manner
that protects the public and t nviro ent l un e nuclear risk. During the
inspections, information abo The ass t pr S c I d is verified, and this is fed back to
the NRC databases t stor at atfin r
2.3.3 Data on i i p a !als

The U.S. Govent h a se for tracking uranium, thorium and plutonium: the
Nuclear Materi Mana nrand e rds System (NMMSS). NRC and Agreement State
licensees rep MM ; pn they ceive, ship, or perform an inventory of uranium,
thorium, and p nium. 2  , all NRC licensees with material registered in NMMSS were
requested to i ntory t ir terial and ensure the accuracy of the data recorded in NMMSS.
In 2005, selec NRC id reement State licensees' submittals to NMMSS were verified
during onsite i s ecti

Additionally, th and DOE are spearheading a larger initiative to inventory and maintain a
database for ri gnificant radioactive sources held by NRC and Agreement State licensees,
and DOE facili es in excess of certain thresholds. This initiative involves sending a survey form

37
38
39
40 to materials licensees authorized to use the types and amounts of radiological materials above
41 threshold quantities. The purpose of this initiative is to identify the possession and location of
42 materials of greatest concern for use in an RDD. The results from the study are being used to
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1 determine whether additional measures should be taken to protect these materials. The
2 information is maintained in an interim database, which is expected to be replaced by the
3 National Source Tracking System upon adoption of a final rule and deployment of the required
4 intemet-linked database software system.

5 2.4 Updating Infrastructure Information

6 The NRC issues licenses to private sector entities and governmental agencies in the nuclear
7 subsectors defined in Section 1.1. The licensing certification process ensures that any new
8 assets coming into the sector are licensed and properly tracked.

9 The NRC Operations Center staff is on duty 24 hours per day, and concurr eith their other
10 responsibilities, is able to receive information on changes in the status efs.

11 Once it is populated, NRC and DOE will use the National Source 4fih System to
12 periodically update the quantities and types of risk-significant Karma eial held by their
13 licensees.

14 In this sector, the NRC provides asset information to the and DHS's DB on a regular
15 basis, upon request, and when time-sensitive inf rnation bcome s avail le. This information
16 is protected based on guidelines explained in S cion 2I. ThigCs i e of Nuclear
17 Security and Incident Response is the focal po fr inte with the SA. On a biannual
18 basis, the SSA conducts a maintenance revie he as ormation i e NADB, verifying
19 the accuracy of the NADB's informa >

20 2.5 Protecting Infrastruct atil

21 Due to the sensitive nature o . zme i lmalh l X vate sector provides to the
22 government, there n'arou iAf s)t ifrito exempt from public disclosure.
23 Having this prot i a~ n it p ame secptl more willing to share important
24 information wit $e dpmn h is w the government to make more educated
25 decisions in d emining Ok spec'~s efs, systems, networks, and functions within the
26 sector and the ctor as 1w. . Soleo ie ways that information can be protected includes
27 the Protected rjtical Inf Ztr c ure Infy ion (PCII) Program, categorizing information as
28 Safeguards In fmation I nd clasSIfying information.

29 2.5.1 PCII Pro r m

30 The Protected Sitia rastructure Information (PCII) Program creates a framework that
31 enables the p tor to voluntarily submit sensitive and proprietary information about the
32 nation's critica tructure to the government. Congress passed the Critical Infrastructure
33 Information Ac f 2002 (CII Act) to enable private industry to share valuable security-related
34 information without compromising it. The CII Act provides protection for qualified CII from
35 disclosure under the Freedom of Information Act (FOIA) and State and local open records laws,
36 and from use in Federal or State civil litigation.

37 The PCII Program Office, created by DHS to implement and manage the PCII Program,
38 evaluates voluntarily submitted critical infrastructure information to determine whether it qualifies
39 for protection under the CII Act. PCII may be used for many homeland security purposes,
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1 focusing primarily on analyzing and securing critical infrastructure and protected systems, risk
2 and vulnerabilities assessments, and assisting with recovery efforts.

3 There are several benefits of using the PCII Program to share CII.

4
5

6
7

8
9

* Proprietary or business-sensitive infrastructure information can now be shared with
government entities with the legal presumption of protection from public disclosure

* Allows industry to share CHI with several government entities through a single
submission reducing the need for multiple data requests

* Information sharing will result in better identification of risks and vulnerabilities, which will
help industry partner with government in protecting key assets

10 * Information is protected through numerous mechanisms including government user
11 training and handling requirements to access the data

12
13
14

15

16

17
18

19
20

21

22
23

24

Submissions may be made via fax, mail, courier or through a secure Web accessed from
the PCII Program Web site, http://www.dhs.giov/Dcii. The PCII Web sit the latest
Program information and instructions on how to participate.

2.5.2 Classified Information ,4

Ir

Si

Ai
th

2.

S.
Si

m

WV

iformation classified in regard to the Nuclear Sector is p By of two S:

L National Security Information (NSf): Inf rmatio classif d by a xecutive Order,
whose compromise would cause some eree of Vito the aional security.

QU Restricted Data (RD): Information cla e by t eA ic Ener Act, whose
compromise would assist in th design .¶hl fact or utilizatio If nuclear weapons.

everal levels of classified info , rclud op cr Secret, and Confidential.

ccess to classified informati requir a p e ty clearance equal to or higher than
e level of informat nd a eed-t ow.

5.3 Safegua ~ fo i

afeguards in ti of sensitive unclassified information authorized by
Dction 47 of t Atomi neyAct t otected. Safeguards information concerns the
iysical prote jn of o i power1 ectors, spent fuel shipments, strategic special nuclear
aterial, or ot radioa ve terial.

bhile SGI is c rider b ensitive unclassified information, its handling and protection

25
26
27
28

29
30
31

more closely mbehandling of classified Confidential information than other sensitive
unclassified in

The categorie dividuals who are permitted access to SGI are listed in 10 CFR 73.21.32
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1 2.6 Challenges

2 2.6.1 Materials Tracking/inventory

3 With almost 2,000 materials licensees possessing risk-significant radioactive material, about a
4 third of whom are NRC-regulated, and the remainder of whom are Agreement State-regulated,
5 the sector is challenged to acquire and update an accurate database of the risk-significant
6 radioactive materials possessed by its licensees. In many cases, organizations hold active
7 materials licenses, but no longer have radioactive material on hand. In order to effectively
8 protect the public, the NRC must keep this information as accurate and up to date as possible
9 without impeding the safe use of the sources. A

11 ^ 0% 0. 0%
'U

11

12
13
14
15
16
17
18

19
20
21
22

23

24
25

26
27
28
29

30

31
32
33
34

2.6.2 I elecommunnicamons uependendeb

The NRC has, for many years, routinely tested notification and e s
systems with reactor licensees and some fuel cycle licensees. 1 and

.- -4- m -m- n; --- -- 4- : --- -A:;thmt4i eeX rnnt_ti_ -4-9.ot et

! g
t Lit

> h

l S

mmunications
reement State
LhcA -- A 4-4Astl

1

L.UI li IiUE II.LIIUJ I VVILI I I I IOLVI OIRO dl OfU L Ui Of DIP dUUl I Il 4 1bt VbLd t L IUdl VU OfIU LVOLVU.

Commercial telephone lines represent the primary form c fmunicatio § although wireless
and Internet media are used on a more frequent basis. E communica n medium depends
on other critical infrastructures, such as the avail aility of iectrici from grid, and alternate
or emergency power supplies. All reactor sites some l c facilit have alternate and
emergency power capability. 0

Commercial landlines and cell phon re not e ds of comm aon. The changins
threat environment in the sector e n ight o enj for secure means of
communicating vital data ass apoteat sector assets, systems, networks,
and functions.

2.7 InitiativesI;7 i
In order to acc r~ey trl t s of3k- nificant radioactive materials, and to ensure the
validity of ne'w icese a pic n?,t .'r~e following initiatives:

E The N X has co leI the d ment of an interim database of risk-significant
radioa e matel h I by NR and Agreement State licensees. Annual updates of
the dat ase wil on ne to be made until the National Source Tracking System is fully
operatial.

O The NRC

o The NF E
NMMS~
regulat
nuclear r

isb yining the process of revising its MC&A regulations.

9OE are working together to review current reporting requirements to the
tabase to ensure more commonality between the requirements of the two

i agencies while maintaining the validity of licensee reports concerning special
iaterial.

35
36
37
38
39
40

o The Energy Policy Act of 2005 expanded the requirements for fingerprinting and
background checks to include applicants for licensing or certification. The NRC is
considering a pre-application verification process that will validate the legitimate need of
an applicant to obtain radioactive materials in quantities of concern. This process may
involve an inspection prior to receiving sources of concern, to ensure that they will be
used in an appropriate manner.
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1 L The DHS/SSA is working with the NRC, DOE, EPA, and Health and Human Services as
2 necessary to implement source-strength threshold criteria for inclusion as assets, source
3 tracking, and protective measures. The guidance documents for categorizing sources
4 are IAEA TECDOC-1344, Categorization of Radioactive Sources, and the IAEA Code of
5 Conduct for the Safety and Security of Radioactive Sources.

6 0 The NRC is revising the CFR rules to track radioactive materials in quantities of concern

7 0 The NRC revised 10 CFR 110, which governs the import and export of radioactive
8 materials in quantities of concern.

9 0 The NRC has issued a proposed rulemaking to set out more detailed requirements in
10 many areas of the Fitness-for-Duty (FFD) program, including:

11 * Requiring validity tests for urine samples to detect tampering

12 * Tougher sanctions for violations, including permanent denial of unescorted
13 access for refusing, or attempting to subvert a test

14 * Adding Substance Abuse Experts to licensee staff

15 * Codifying individual work hour limits for certain worke

16 * Establishing minimum individual breaks betwee o a n a bi-weekly basis

1 7 * Establishing maximum weekly work sched s'tcertain rups while the plant
18 is operating

19 In order to meet its telecommunications challenges with t NRC nd ot Federal/State/local
20 stakeholders, there are the following initiatives:

21 0 Requiring some licensees to have wirel 0mm ni ns syst to serve as a
22 backup method for contactin e NR i.enco rcial lines ar ot available

23 0 Maintaining reliable pho men ,otifi on system) with all reactor plant
24 licensees. Many reac ns e us n. 0ta telephone lines managed by the
25 Federal Telecommun tions .ice 01) ntract. The NRC facilitates the
26 repair of vital license tlepho line tract by submitting and tracking
27 trouble call n yIi et '~ei epol
28 0 Installi r e e d fa at key cations in NRC facilities and field
29 locatio o facili t ehe cation with power reactor and Category I fuel cycle
30 facility cnsees, hamong NRC offices
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1 3 Assess Risks

Dynamic Threat Environment

Assess ,
Risks

(Consequences,
Vulnemabiites

& Threats) ,

2 National Risk Profile
3

4 The Department of Homeland Security will conti e to c dinat secun sk analyses with
5 other Federal agencies that relate to the activiti in this t tq onsi with the Homeland
6 Security Act, DHS utilizes three major compon in its v n of ris hreat, vulnerability,
7 and consequence. Threat can be described a i l roba f attack o e facility under
8 consideration. Vulnerability is the pr ility t atta k will be succe . Consequence is
9 some measure (lives, dollars, eto da ' . t w d result from a successful attack.

10 Threat and vulnerability are n. iso epro ilti it I -portant only that they be
11 normalized within the set of l a us for comparison in the analysis. Risl
12 is the function of these three / a .s e e units as the measure of
13 consequence. In ro m;1 e~ mr'uc Brik I ~ments, DHS often relies on the

14 private sector cons ence, d threat (or attractiveness) analyses on15 their facilities.

16 The NRC also t eeds to Jricnsks In order to determine what regulatory
17 measures to p)in placr " oowin 11, 2001 attacks, the NRC Commissioners
18 directed an in- epth revi o afeguards and security for the Nuclear Reactors, Materials, and
19 Waste Sector. be NR ev ped a plan for the in-depth review of safeguards and security
20 programs for C-lice d fclities and activities, which described the three-step process that
21 the NRC is follng: thre t definition; (2) security assessments (SAs); and (3) regulatory
22 improvements

23 3.1 Use of R sessment in the Sector

24 The Risk Analysis and Management of Critical Assets Protection (RAMCAP), described below,
25 is one methodology that the Nuclear Sector is utilizing. However, other methodologies are also
26 options, and Appendix 3A of the NIPP addresses the NIPP baseline criteria for assessment
27 methodologies. While that appendix describes the criteria in detail, two important
28 characteristics of an acceptable methodology are credibility and comparability with other
29 methodologies. In order for a methodology to be credible, it needs to address the consequence

k

I
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I vulnerability and threat aspects of risk. It needs to be complete, in that it provides reasonably
2 complete results via a quantitative, systematic, and rigorous process. The methodology must
3 also be defensible, in that it uses recognized methods of the professional disciplines relevant to
4 the analysis and adequately addresses the relevant concerns of government, the Cl/KR work
5 force, and the public. For a methodology to be comparable with other methodologies, it needs
6 to be documented, transparent, reproducible and accurate.

7 When performing risk assessments in the Nuclear Sector, most assess till focus on a
8 specific asset or category of assets within the sector, such as a corn cianuclear power plant
9 or a site where radiological materials are used for medical purpos vever, in a few

10 instances, performing a system-based risk assessment will prolr nal value. For
11 instance, the transportation of nuclear and radiological mat Involv a collection of assets
12 and resources working together to move the material, a Abe anal d in this fashion.
13 Also, the collection of equipment that detects nuclear a d Rdiological trial used to prevent
14 unauthorized material from entering this country, which deployed thr j hout the country, is
15 best viewed as a system, and can be analyze this

16 3.1.1 Risk Analysis and Management of C I As ction yMCAP)

17 RAMCAP is an effort to develop coon crri r co ucting strate risk analyses that can
18 be applied across all 17 Cl/KR s Co rite include: use of common terminology
19 and reporting for defining A dd treat hari on, Consequence and Vulnerability
20 Analysis, Threat and Risk essme. 4, an tv1~na ment. RAMCAP provides a common,
21 non-sector specific, reporti frame Qrk, )iiig > Dlrid resource allocation and
22 consequence mito de ions I patio .MCAP across the 17 Cl/KR sectors

23 will enable a e in of cal an Tgional response capabilities to threats24 extending b oP .

25 The purpose RAMCW i , ,Iflai develop general vulnerability and strategic risk
26 assessment uidelinestiat n be ud as the basis for assessments on assets in all Cl/KR
27 sectors. Se d, dev op parative risk analysis guidelines that can then be used to
28 normalize a ncompa as es from different sectors and allow asset prioritization for protection
29 of our nation Cl/KR.The PP supports the utilization of RAMCAP as an appropriate risk
30 assessment lthod ogy.

31 In order to b.= sful, RAMCAP must be developed by industry for industry; therefore DHS
32 has reached t the private sector to develop RAMCAP. The American Society of
33 Mechanical gineers (ASME) is coordinating the creation of a RAMCAP document that
34 provides guidance on approaches and methodologies for: analyzing strategic risks associated
35 with adversary attacks; identifying and developing countermeasures and consequence-
36 mitigation strategies to reduce risks; and evaluating countermeasures and consequence-
37 mitigation strategies using cost-benefit analyses and other methods to inform resource
38 allocation decisions.

39 The guidance in the document is intended to be broadly applicable to all sectors. Modules will
40 be developed based on a RAMCAP Master Template that will provide sector, sub-sector, or
41 segment specific guidance. RAMCAP is being currently used in the Nuclear Sector and is being
42 piloted in the Chemical Sector. Other sector module sets will follow.
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I As part of the Nuclear Comprehensive Review (CR) process, industry presents any available
2 RAMCAP results for a given site during the CR preparation week. This information significantly
3 assists the CR team in identifying any particular items of interest for the onsite week of the CR.

4 RAMCAP results allow DHS and other Federal agencies to prioritize assets from different
5 sectors based on comparative risk analyses. This will in turn allow DHS and other agencies to
6 implement protective measures and employ our nation's resources in a manner that maximizes
7 the allocation of limited resources for the security of the nation.

RAMCAP Process

wn r r eSlce aclte rvieDSwt

o ,~ >zVulerablll0 AIesmn

OR

8

9 Implementii
10 consequent
11 measures c
12 consequent

Le-end
* - All facilities In sector

Selected facilities In sector
- -DHS onlv

ng prot ive easures can have an impact on the vulrerabilities,
ces d a tiveness of a terrorist attack on a facility. If additional protective
)f a t nature are implemented, then reassessing attractiveness,
ces ulnerabilities should be considered.
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Overall RAMCAP
Process SteD

Step 1:
Asset Characterization

Step 2:
Threat Characterization

Step 3:
Consequence Analysis

Step 4:
Vulnerability Analysis

Step 5:
[-Threat Assessment

Step 6:
Risk Assessment

Step 7:
| Risk Management

Assessment Process
Essential Considerations

* Asset identification
* Assessment of potential severity of consequences
* Consequence-based screening
* Target determination

* Adversary characterization - capabilities, tactics, weapons
* Threat characterization provided separately by DHS
* Owner/operator may choose more

* Potential damage assessment for each threat
* Worst reasonable case consequences

* Identify vulnerabilities leading to worst reasonable consequences
* Assessment of likelihood of adversary success In achieving worst

reasonable consequences
* Evaluate existing countermeasures & mitigation capability

* Asset attractiveness (asset owner)
* Adversary capability and Intent determination (DHS)
* Threat (relative likelihood of attack) as a function of attractiveness

and adversary capability and intent (DHS)

* Consequence from Step 3
* Vulnerability from Step 4
* Threat from Step 5
* Risk =f (C, V. T)

* Consider risk goals and determine need for recommendations
* Determine recommendations
* Evaluate options and decide on enhancements

I
2

3 3.1.1.1 Step

4 Asset charac
5 of a facility tc
6 terrorist act.
7 the impact o0
8 on the facilib
9 identification

10 that produce
11 those assets

d Wen n es the technical details and operational processes
cc ssets n zards and forecasts potential consequences from a
a ctor,t azards being considered include a radiological release,
g and transportation issues. The assets evaluated include those

its rrounding and supporting infrastructure. The analysis includes
sy rofprotection. This analysis differentiates between those assets

pt as a result of a terrorist act and should be reported to DHS and
primarily the concern of the asset owner/operator.

12 3.1.1.2 Step Feat Characterization

13 Threat characterization seeks to identify specific and general modes of attack that may be used
14 by terrorists against a given target. Asset owners/operators, who implement RAMCAP strictly
15 for their own decision-making, may define scenarios as they choose. However, for risk
16 knowledge to be useful to DHS, comparisons must be made based upon a common set of
17 defined threat scenarios. This set of scenarios is provided by DHS. DHS bases its
18 characterizations on the collective activities of law enforcement and intelligence organizations
19 that are charged with developing an understanding of the means, methods and motivations of
20 terrorists. These efforts are aided by the in-depth facility knowledge and perspective of the
21 facility operator, whose own analysis may identify threats not readily recognized by DHS.
22 These threats include various modes of attack (e.g., air, land, and water), and various sizes of
23 attacks (small, medium, and large) with supplemental details to judge impact. Not all threats
24 apply to every facility. Some threats will be screened out from further consideration.
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1 3.1.1.3 Step 3: Consequence Analysis

2 Consequence analysis identifies the worst reasonable consequences that could be generated
3 by a specific threat. This step looks at facility design, layout and operation in order to identify
4 the types of consequences, particularly from a radiological release, that might result. Both
5 causality, both on-site and off-site, and financial impacts, such as the costs of radiological clean
6 up, resulting from different damage scenarios are calculated.

7 3.1.1.4 Step 4: Vulnerability Analysis

8
9

10
11

12

13
14
15
16
17

18

19
20
21
22
23

24

25
26
27
28
29

30

Vulnerability analysis seeks to determine the strength or weakness of a potentially targeted
asset and its protective systems to a specified threat. This involves analyzing the existing
capabilities and countermeasures at the asset or facility and their effectivene n reducing
those vulnerabilities.

3.1.1.5 Step 5: Threat Assessment

Asset attractiveness assessment considers the perceived va e te nist of attacking a
given facility considering the deterrence value of security ures and robustness of the
potential target. This is assessed by the owner/operator. great assess ntis performed by
DHS and includes normalized assessments of attractive ns in light of t igh level objectives
of terrorists and intelligence based assessment f adve 4ry5Pbilitie nd intent.

3.1.1.6 Step 6: Risk Assessment |

Risk assessment is a systematic ad pre e u tion of the p iously developed
terrorism related data for a give I a The Nnr/pe r risk assessment creates a
foundation for selecting strat ieand cti ded e d inst terrorist attacks by establishing
priorities based on risk. The asse e e sults from the consequence
analysis, vulnerability alysi nd t Ae e

3.1.1.7 Step 7: ,

Risk manage ft is the eli lte p s f understanding risk and deciding upon and
implementing ion, e.g ie ing se ountermeasures, consequence mitigation features
or characterist of the e achie an acceptable level of risk at an acceptable cost. Risk
management i haractrIe t y identifying, measuring and controlling risks to a level
commensurat h an i d or accepted value.

3.1.2 NRC Pr css X

The NRC's thr e process for the in-depth review of safeguards and security programs for
NRC-licensed tllies and activities involves: (1) threat definition; (2) security assessments
(SAs); and (3) gulatory improvements.

31
32
33

34 Historically, NRC security regulations have been based largely on deterministic analyses
35 developed without the benefit of quantitative or measurable estimates of risk. Most of these
36 analyses have focused on failures of engineered or administrative controls. The security
37 analyses and SAs complement the deterministic analyses by introducing a new set of initiating
38 conditions. Most NRC regulatory requirements for nuclear reactors were developed in the early
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1 stages of reactor technology development, and thus were based on limited experience, testing
2 programs, and expert judgment, in conjunction with conservative design margins and the
3 defense-in-depth philosophy to protect public health and safety. The deterministic approach
4 asks two questions: (1) What can go wrong? and (2) What are the consequences? This
5 approach assumes that adverse conditions can occur, and requires plant designs to include
6 safety systems capable of preventing or minimizing accident consequences.

7
8
9

10
11
12
13

14
15
16
17
18
19

20

21
22
23
24
25
26
27
28
29
30
31
32
3 3

34
35
36
37
38
39
40
41
42

In the past decade, both th
probabilistic risk analysis (I
tool in regulatory decision-i
directs that "the use of PR)
extent supported by the ste

e NRC and the nuclear power industry have ro
'RA) has evolved to the point that it can b
making. In 1995, the NRC adopted a P A lI
A technology should be increased in ~u
ite of the art in PRA methods anta, and

I
k
J

I
I
M

ized that
increasingly as a

y statement which
a matters to the

l rmanner that
complements tMe NRC's deterministic approach and s t e NRC raditional defense-in-
depth philosophy."

In addition to the deterministic approach quest'ns "wh an gi wrong and "what are the
consequences?" the PRA approach asks an Notional 'how ely is it that something
will go wrong?" Applying this additional facto jikelih ce threa d accident analysis
process is known as risk-informing the proce b risk Arming the p ess, the NRC can
focus its regulatory efforts on prot irthe \rm ~eevents that 1)result in adverse
consequences, and (2) are th os tarelyt

3.1.3 Cyber Security in th uclea ect

In September 20VeN iit a c as nr't project with technical assistance
from Pacific N orato (PNL)Warticipants in the project included four
commercial larpw r l jsNC s members, and industry. The primary objective of
this project to dev p ebe urt self-assessment method that can be used by NRC
licensees to sess an ge c at their plants. The focus of the cyber security self-
assessment thod is t i digassets (CDAs), defined as a digital device or system
that plays a a in the e on or mantenance of a critical system or can impact the proper
functioning o ft at sys . critical system is any system that, if compromised, could
adversely im ct the afe ecurity, and emergency response of a nuclear power plant. The

r rcu m e n t e dnob s e r v a t i o n s .d

The NRC completed the project in October 2004, and documented the results in technical
reports NUREG/CR 6847, "Cyber Security Self-Assessment Method for U.S. Nuclear Power
Plants," and NUREG/CR 6852 "An Examination of Cyber Security at Several U.S. Nuclear
Power Plants." Using NUREG 6847 as a foundation and the insight gained during the project,
the industry task force developed Nuclear Energy Institute(NEI ) 04-04 'Cyber Security Program
for Power Reactors," to provide nuclear power reactor licensees a means for developing and
maintaining effective cyber security programs at their sites. In December 2005, the NRC
accepted NEI 04-04, Revision 1, as an acceptable method for establishing and maintaining a
cyber security program at nuclear power plants.

43 In 2006, the NEI expects to recommend that all power reactor licensees implement a cyber
44 security program per NEI 04-04, Revision 1, at their plants within the next two years. NEI's
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I expected recommendation is in line with objective #5.1, which is to implement the NRC
2 recommended cyber security programs at all the commercial nuclear power plants. The NRC
3 plans to continue to interact with the Task Force to encourage licensees to voluntarily
4 implement NEI 04-04. The NRC and the nuclear industry, including international security
5 partners, will continue to collaborate and share information on cyber threats, vulnerabilities,
6 incidents, potential protective measures, and best practices. Additionally, the NRC is currently
7 developing proposed rule language to ensure that power reactor licensees establish and
8 maintain an effective cyber security program at their plants.

9 The SSA, DHS/CNPPD, will work with the other stakeholders in the Nuclear Sector to establish
10 mutual assistance programs for cybersecurity emergencies.

11 3.1.4 Securing Risk Assessment Information

12 When appropriate, risk assessment information will be protected utilizi fthe various
13 methods available to DHS or the NRC, due to the information's se Thes methods,
14 described in more detail in section 2.5, include categorizing the ~ti as PCII, SGI, or
15 classified.

16 3.2 Screening Infrastructure

17 Screening enables a determination to be made ether ore tailed ew of a specific
18 portion of the infrastructure should occur to detine th of risk sociated with it. If
19 the infrastructure is below a certain threshold with l i-level an yis, then resources
20 are better spent further analyzing othe portio t e in Structure that e of greater risk,

21 instead of focusing on low-risk: infr iu.ure.
22 3.2.1 RAMVCAP Screening

23 Many RAMCAP secto odu w ude collect basic information to
24 determine whethe n et ti nou jto wapte performance of a more detailed
25 RAMCAP ass N a Serthe 'top screen' is not always
26 necessary be s ses " mmercial nuclear power plants, are all considered
27 to be critical asts

28 3.2.2 NRC Sc ning

29 The NRC is c ucting s conjunction with PRAs that are described in section 3.2.2.1,
30 across the ran of se ~r as to determine potential vulnerabilities and mitigative strategies
31 for a range of rats ainst existing safety, safeguards, and security requirements, including
32 security enhan t mandated since September 11, 2001. The assessments will allow NRC
33 staff to confir e equacy of the existing regulatory framework, or form the basis for any
34 changes that ryWe necessary, including such enhancements to address general and site-
35 specific signifi nt vulnerabilities identified through other NRC activities such as:

36 0 Conducting force-on-force exercises at operating power reactors and Category I fuel
37 cycle facilities to validate existing measures, or identify general or facility-specific
38 vulnerabilities through the testing of actual performance
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I
2
3
4
5
6
7

8
9

10

O Conducting inspections to validate existing measures, or identify general or facility-
specific vulnerabilities

O Conducting tabletop exercises at operating power reactors and Category I fuel cycle
facilities. Tabletop exercises are analytical tools used to give participants insight into the
licensee's protective strategies. These exercises provide a detailed view of the
protective strategies, including the support of the command structure, hysical barriers,
and personnel. )

o Exploring the use of joint conflict and tactical simulation (JCAT computer simulation
tool, to augment or replace tabletop exercises at operating i reactors and Category
I fuel cycle facilities XlV II

11
12

13

14

15

16

17
18
19
20
21
22
23

24
25
26
27

28

29
30
31
32
33
34
35
36
37
38
39
40

The general approach to conducting SAs is through four lemenl hich can be used as
screening analyses, detailed analyses, or both. These felements ar

1. Threat characterization and scenario d nition

2. Barrier analysis

3. Systems response analysi

4. Consequence anal 7-'
These elements are not ne sar quei e in one element can reduce or

obviate the need f ork i ther en ore if a threat or facility produces little orno consequen npq c s e further work on threat

characteriza bar n rnsnc responses is unnecessary. Several of the NRC'smajor securi nt rs th ncept to great advantage. Some of the efforts
described in r sectis this c pen regard to assessing consequences, vulnerabilities,
and threats, also u d i t process.

DHS will co ement isti SAs conducted by the NRC and licensees using the buffer zone
protection pi (BZP te plate and training. The results will be used by the SSA, licensees,
NRC, and St and Ia Icials to develop effective strategies to enhance security around
nuclear pow Ia nd other sensitive nuclear facilities.

3.2.2.1 Scre p during Licensing

As discussed earlier, part of the initial licensing process requires the applicant to submit a safety
analysis report that includes a discussion of various hypothetical accident sittationp and their
potential consequences. In addition, a probabilistic risk analysis (PRA) is applied as a
systematic process for examining engineered systems design and operation baseid on these
requirements and practices, and the manner in which human interactions with these systems work
together to ensure plant safety. This process is quantitative, in that probabilities of events with
potential public health and safety consequences are calculated, as are the magnitudes of these
potential health consequences. The risk associated with such events is the product of the events'
probabilities and their consequences. Information on this risk, and which failures contribute most to
the risk, are of great value to the NRC and licensees in helping to determinefthe acceptability of a
licensed facility's overall design and operation, as well as in focusing the NRC's and the regulated
industry's resources on those aspects of design and operation that are most risk significant. The
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1 NRC uses a decision-making framework process as a tool to aid in the evaluation of results of SAs
2 into future security measures for materials and research and test reactor licensees. This tool assists
3 in identification of the appropriate level of site-specific mitigative strategies required for given
4 scenarios. The framework considers the attractiveness of the asset, system, or network and
5 determines consequences based solely on prompt fatalities from radiation exposure and chemical
6 effects associated with radioactive material processes.

7 To provide adequate protection of public health and safety, current regulations require
8 conservatism in design, construction, testing, operation, and maintenance of nuclear power
9 plants. A defense-in-depth philosophy is pursued in order to prevent accidents and to mitigate

10 their consequences. Furthermore, emergency response provisions are mandated to provide
11 additional defense-in-depth protection to the surrounding population in the unlikely event of an
12 accident or event resulting in the release of radioactivity.

13 3.3 Assessing Consequences

14 Regardless of its initiator (e.g., terrorist act, human error, equip t Il ction, natural
15 disaster, etc.), an event resulting in a significant radioactive will I e many potential
16 consequences. Some of these consequences, such as a Qrdiation d from a plume
17 released from a nuclear power plant, or panic induced in local popul n following the report
18 of a terrorist attack on a nuclear facility, are prompt. Oth onseuence uch as those
19 resulting from contamination of stored food supE s, con in oflo livestock and
20 poultry, or long-term economic effects, are of a ore chn fe.

21 The discussion below describes the p cesse by tanalyze suences of
22 potential terrorist attacks across t p sfhe clear Sector. co ng areas are23 considered:arfsSco.hfolwnaesae

24 Health Impact: Effect uma e Il-being (e.g., fatalities - both early
25 fatalities and I tet er fat 9ejr~)
26 0 Govem e he n '~al m~~rment's ability to maintain order,
27 deliver inmmes ta b1ise 1 cs, ensure the public's health and safety, and
28 carry o tration sc ~t-et ions.
29 0 Econo mpac on thlState, Tenitorial, tribal, regional, or national
30 econo (e.g., c tckbuild , cost to respond to and recover from attack)

31 0 Psych ogical I mct: ffect on the public's morale and confidence in the national
32 econo 1and p tica pstitutions

33 DHS is workin na ex (ne consequences to other critical infrastructure and ky resources
34 through analy oe ndencies and interdependencies. One entity established in support of
35 this effort is th a l Infrastructure Simulation and Analysis Center (NISAC). NISAC's
36 charter is to d ep advanced modeling, simulation and analysis capabilities of the Nation's
37 Cl/KR and thei physical and cyber cross-sector dependencies and interdependencies in an all-
38 hazards context (natural, accidental, and malevolent). Table 3 in section 1.1.6 of this document
39 details dependencies and interdependencies associated with the Nuclear Sector.
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1 3.3.1 Assessment Methodology

2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18

19
20
21
22
23
24
25

26

27
28
29
30
31
32

43

34

36
37
38
39
40
41
42
43
44

The NRC and the nuclear industry employ several methodologies to assess the potential
consequences that would occur if one of the industry's assets, systems, or networks was
compromised. Security assessments (SAs) and safety assessments have been in use since the
first civilian nuclear facilities were constructed in the 1960s. The NRC, with the support of
National Laboratories, conducted extensive SAs in the 1970s and '80s. The assessments
provided the foundation for the NRC's existing security requirements for Or reactors and
other facilities.

Following the September 11, 2001 attacks, the NRC initiated a As consisting of
aircraft, land-based, waterborne, and cyber assessments to ti po tial vulnerabilities of
plant structures and systems, including reactor contain spent fu, and dry fuel
storage casks. Security assessments are also being pe Qhed to idenfpotential
vulnerabilities associated with radioactive material use, orage, and w e facilities. The results
of the SA studies are used by the NRC to confi and 4panc as ne sary, the mitigative
strategies put in place by the NRC's Februa 2002 d fr a ra of threats. These SAs
support decisions by the NRC on whether exit sec frasures aesufficient to protect
the public, and whether additional measures e Xeces The NRC i orporates the results
of the SAs into, any necessary rewry im r en

In late 2004, DHS, specif Ri Ma 'e t D 3ion (RMD), was given overall
responsibility to coordinate id integae t f oft different agencies in a
Comprehensive Review (C of nu r fa IIti e Federal organizations are required
by various leaila4mnd pd ma a~to n dct assessments of vulnerabilities,
.consequence n e mm ial nuclpower reactors and associated facilities
topotential t rrrsta ek heR roc s is intended to support the overall goal of reducing
the nation's fn r b i- o e r s

One of seve CRtea Ivvisit the nation's commercial nuclear power reactors and
associated f 0lities ov a rjected two-year period that began in the spring of 2005. The
individual as essmen xne the site's exposure to attack, the consequences of such an
attack, andies c local, State, and Federal to respond. The interaction between
emergency r Spons reparedness and security is explicitly considered. The CR teams consist
of represent. es DHS (RMD, CNPPD, USCG), FBI, NRC, and the industry. An
analytical, o and administrative staff supports the CR field teams.

3.3.1. 1 Reg toy Improvement .

The NRC uses results from its ongoing security and mitigating measures assessments to assist
in determining what, if any, additional preventive and mitigative actions may be n eded to
protect against threats that are likely to cause unacceptable consequences. Specific actions are
required of licensees to protect against threats within the DBTs or pertinent threat
characteristics, in cases where an applicable DBT has not been established. The NRC uses the
results as the technical basis for subsequent actions and decisions regarding the design,
operation, safety, and security of licensed facilities and activities. The results are also used to
re-evaluate the physical protection, material control and accounting,:access authorization, cyber
security, safety and emergency preparedness controls, and related requirements needed for
each category of facility and activity. Since September 11, 2001, the NRC has used these
results to impose additional requirements on a wide range of licensees, as described elsewhere
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1 in this document. Further regulatory improvements that the NRC may, for example, pursue after
2 evaluating the results of an additional SA include:

3 L Working with licensees to assure well-implemented and well-executed mitigative or
4 preventative measures

5 E Requiring immediate action to maintain safety or enhance security

6 L Modifying or eliminating current security measures

7

8
9

10

11
12
13
14

15
16

17

18
19
20
21

22
23
24
25
26
27
28
29
30
31
32

O Modifying the NRC's regulations and policies

O Issuing advisories, guidance, or other generic communications for significant, but not
immediate, safety or security concerns

O Enhancing cyber security

At the same time, there is recognition that some threats to the sector c idered beyond
what is reasonable to expect nuclear sector owner/operators of Cl/K Aemselves, to
provide protective measures for, and the NRC will work closely i S d the private sector
to address these threats. 2

The results of the SAs will also help to inform national de i s ort protecting the
Nation's infrastructure.

3.3.2 Aircraft Attack at a Nuclear Power Pla

The Nuclear Sector believes that the preventi n air r ftattack thro such enhanced
measures as airport passenger an gage ing, engthening o ckpit doors, and the
Federal Air Marshal Program, r th e m f e tive rategy to protect our nation's
infrastructure. St 1 1

The NRC has conduct d an ensiv naly nso ot ~tial vulnerability of nuclear power
plants to airraft a sWhi Ithis n~ysis s~.as eeRC remains convinced that
nuclear power mn t vi p n facilities in the United
States. SAs tha t a cessful aircraft attack, the likelihood of damaging
both the react pore an el asing r d a ity that could affect public health and safety is low.
Thus, the NR raintain a uclea plant safety, security, and emergency planning
programs cont ie to pr d rasona assurance of adequate protection of the public health
and safety. Th 4RC co nu to perform additional analyses to look for potential
vulnerabilities d ident an Appropriate mitigating actions. For example, the NRC is
conducting St cural a fys f two spent fuel pools to provide added assurance of spent fuel
pool safety m n. /
3.3.3 Assessi g79 ergency Planning In Determining Consequences

The intent of t NRC's emergencV Dlanning (EP) regulations is to reduce the imDact of an

33

34
36
36
37
38
39
40

accident on the public and the environment, and to protect the public from radiation exposure
through protective actions that take into consideration plant conditions, evacuation times, shelter
factors, and other conditions that may exist at the time of an event. The concept of emergency
planning zones (EPZs) is discussed in detail in NUREG-0396, Planning Basis for the
Development of State and Local Government Radiological Emergency Response Plans in
Support of Light Water Nuclear Power Plants. In essence, EPZs are areas for which detailed
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pre-planning is required to assure that prompt and effective actions can be taken to protect the
public in response to a radiological event. When considering the potential consequences of the
impact of a release from a facility, it is useful to consider the area required for pre-planning as a
means of distinguishing between the facilities. Appendix E to 10 CFR Part 50 addresses EPZs
and emergency preparedness for production and utilization facilities. In Appendix E, NRC
licensees are required to define EPZs surrounding their facilities, based upon the size of the
reactor and the potential for the radioactive plume from a nuclear accident t ffect the
surrounding population. Appendix E divides the EPZ requirements into t ereas:

1. Nuclear power plants with an authorized power level gr an 250 megawatts
(MW) thermal-10 mile radius EPZ for plume expos pe 0 le radius EPZ for
ingestion exposure.

2. Gas-cooled nuclear reactors and nuclear re ith an a orized power level
less than 250 MW thermal-EPZ determine n a case-by- e basis (e.g. the now
decommissioned Ft. St. Vrain's EP or plu x urewa miles)

3. RTRs-EPZ requirements determ i usin gulato Guide 2.6. (typically
the EPZ for plume exposure is les n 1 i .

The NRC continues to pe rm epts i \12 j2 review of seurity and the EP basis
for nuclear power plants. T 1 h $ con at h EP basis for nuclear power plants
remains valid in terms of ti n and E gni e ge of potential radiological
consequences of a terrorist i S e p ib 1, 2001 threat environment. Nuclear
plant emergency n win l plia with lEP a iskrovide reasonable assurance that
adequate prot ,cpn ca eml nted tootect the public health and safety. This is
true whether coS c e E equipment failure, human error, natural
phenomena' b e Rrf. isse is based on multiple studies (some preliminary)
performed b ~ 1e N C nd it ohr trs.

3.3.4 Radiol gical Dipert Device (RDD)

The use of rioactiv atr Is in an unconventional attack via some dispersal mechanism,
commonly k ivn as 4adi ogical dispersal device23(RDD), is widely recognized to have a
greater likeli ood pysical and social disruption than of lethal radiological consequences;
however, thp ogical and economic consequences of dispersal could be high. The
conseauec dend not only on the radioactive material involved (its isotopic comDosition
and physicall&in), but also the dispersal mechanism (explosive or nonexplosive) and the
environmental conditions under which it is released (e.g., urban, rural, weather). Thus,
determining the absolute consequences of any potential dispersal in advance of its occurrence
is impossible2 4.

36 There is a wide range of possible consequences that may result from an RDD, depending on
37 the type and size of the device, and how dispersal is achieved. The consequences of an RDD

23 Radiological Dispersal Device (RDD)-A device or mechanism intended to spread radioactive material from the detonation of
conventional explosives or other means.

24 U.S. Department of Energy and U.S. Nuclear Regulatory Commission, 'Radiological Dispersal Devices: An Initial Study to Identify
Radioactive Materials of Greatest Concem and Approaches to Their Tracking, Tagging, and Disposition, May 2003.
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I may range from a small, localized area, such as a single building or city block, to large areas,
2 conceivably many square miles; however, most experts agree that the likelihood of affecting a
3 large area is very low. In most plausible scenarios, the radioactive material would not cause
4 acutely harmful radiation doses, and the primary public health concern from those materials
5 would be a small, more likely minute, increased chronic risk of cancer to exposed individuals.

6 3.3.5 Industrial and Medical Facilities That Use Risk-significant Radioactive Sources

7 The following discussion outlines the manner in which the NRC, DOE, and IAEA use potential
8 radiological consequences to set thresholds for tracking radiological material.

9 In June 2002, the Secretary of Energy and the Chairman of the NRC convened an Interagency
10 Working Group on RDDs to address the Nation's concerns regarding the use radioactive
11 materials for a malevolent act. The Working Group's report25 used a systa nalysis to
12 broadly assess radioactive materials and determine which are of great cem for use in an
13 RDD. The report used input from an analysis prepared for this purpe andia National
14 Laboratories26 to provide a relative indication of materials of co r at e than an absolute
15 ranking. The report identified those radioactive materials ofdit con n, which were given
16 first priority for consideration of increased security meas a

17 Concurrently, the IAEA, in developing the revision of the de of Conduor the Safety and
18 Security of Radioactive Sources, assessed the atve ri of spitlces in CDOC-1 344 27 . This
19 TECDOC publication provides a categorization tem faradioa ve sources based on
20 their potential to cause harm to human health,.o rui~he pract cs in which these
21 sources are used into discrete categor' s. Th p pse ategorizing r oactive sources is to
22 provide a fundamental and intern al ha dn.D id for risk-info d decisions. It
23 provides a categorization for ra o s u e in nustry, medicine, agriculture,
24 research and education. 7 J 1br..V
25 Consistent with the N 's o0 all a ch rei performed for licensed users that
26 possess risk-sign.Ian e mat cause of the great number and
27 diversity amon s , re acill s with ioactive materials in quantities of concern
28 are being ass sd

29 3.3.6 Radloac 1e Mate[l nspo Packages, and Radioactive Waste and Storage

30 The SA metho 9logies f ira active material transportation packages, and radioactive waste
31 and storage of e sect pre scussed below. Significant protective measures continue to
32 ensure the saf ransp .of Ech risk-significant nuclear material as special nuclear material
33 and high-level ste. unlikely that a significant release of radioactivity would occur from an
34 accident involng ansport of this type of material. However, any release resulting from a
35 terrorist or mal act would, in all likelihood, be localized, which would limit the potential

Ibid
26 Sandia National Laboratories, An Initial Study to Identify Materials of Greatest Concern for Use in a Radiological Dispersal

Device, November 15, 2002.
27 International Atomic Energy Agency, Categorization of Radioactive Sources, TECDOC-1344, Revision of IAEA-TECDOC-1191,

Categorization of radiation sources, July 2003.
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I consequences on the public. Any material stolen or diverted from a shipment could, however,
2 be used in an RDD, with similar potential consequences to those described above.
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Current regulations ensure adequate protection of the public and the environment from
radioactivity remaining at a reactor site when the reactor license is terminated following
decommissioning. Consistent with the safety requirements at decommissioned sites, the NRC
will consider on a case-by-case basis reducing the requirements for emerge -y planning, onsite
and offsite insurance, and safeguards for permanently shut down-plants uested by
licensees.

Spent fuel storage casks are maintained at several decommississ l These casks present
a possible target for terrorists who may attempt to carry out craft i ck. Another possible
method of attack on spent fuel storage casks is an expo atonatio djacent to a cask. The
NRC has sponsored scientific studies to investigate the it its of both enarios from the
perspective of initial impact from the aircraft/explosion, d the subseq nt fire that would
result. The results of these studies are classifi A. In 20 the -edenhancements to
security measures for spent fuel storage in p and i C ifg e ea

3.3.7 Research and Test Reactors

The NRC is nearing completiompr n iv de lion-making mework process that
uses SA information to det ath ppr t I velmitigative strategies to be
implemented at RTRs. For ese dejled pe ifi reshold scenarios, action sequences,
and adversarial attributes v e dev ped. p4f1 use the detailed SAs to determine
whether any actio a reu red a dis . In the interim, the NRC has worked
with licenseesn Ro a t o enha security measures. The NRC confirmed
the measure f e esai A h t issuance of confirmatory action letters and
subsequent i pection .1 additio the 1 has worked with the licensees to develop specific
protective m asures g e 1or thret s to implement the Homeland Security Advisory
System (HS ). Mor ration ob~he decision-making framework can be found in section
3.4.1. .1
3.3.8 Other ustr ndedical Facilities

There are otI~r fates that use radioactive materials that are not categorized as radioactive
materials in ts of concern. The form and quantity of material varies greatly, ranging from
small tracer mnts of radiochemicals to large quantities of unsealed materials utilized in
radiopharmauiitical, radiochemical, or risk-significant sealed source manufacturing. The
license for these facilities may contain certain conditions imposed by the NRC or Agreement
State, and agreed to by the licensee, that takes into account emergency preparedness and
response plans commensurate with the scope of operations and the potential risk posed by the
materials the licensee is authorized to possess. Users of radioactive material that pose a
greater risk to workers or the public are required to be analyzed in greater detail and some may
be required to have a formal emergency plan subject to approval by the NRC or Agreement
State. Some may also be subject to NRC orders for enhanced security measures in addition to
regulations and license conditions for securing radioactive materials.
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1 3.3.9 Tools for Assessing the Consequences of a Radiological Event

2 Considerable insight into the consequences of a radiological event can be gained by using
3 computer modeling software. Generally, the software takes into account the source term, or
4 amount of radiation associated with the release, and factors in the atmospheric conditions in the
5 vicinity of the release, to model the exposure to the surrounding public caused by the
6 radioactive plume.
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An example of a modeling program is the Radiological Assessment System for Consequence
Analysis (RASCAL) program, which projects radiological consequences during accidents that
can be compared to EPA protective action guidance and thresholds for acute health effects. The
NRC is enhancing the code with a new RDD source term library that incorporates results from
Research and Development (R&D) testing of mock RDDs. The RASCAL-ge ated source
terms are used by the National Atmospheric Release Advisory Center (N o in atmospheric
dispersion codes. Also, RASCAL-generated deposition patterns are u he Federal
Radiological Monitoring and Assessment Center (FRMAC) for initial s ments of nuclides
present and doses from deposited materials. A
The October 2004 Nuclear/Radiological Incident Annex o aational R fponse Plan states
that, for Incidents of National Significance, "The Interage c.Modeling a tmospheric
Assessment Center (IMAAC) is responsible for productio rdination, d dissemination of
consequence predictions for an airborne hazar 4s mat I re se. Th C generates the
single Federal prediction of atmospheric disper os and } seque sutilizing the best
available resources from the Federal govemm lan No D 320 0 4 t hRC approved a
memorandum of agreement with IM C on th e an sibi Federal
departments and agencies with re t} IM

3.4 Assessing Vulnerabil1'

3.4.1 Engineering A a s Nuc 2 Fa yInriltes

As previously. e iap ch to assessing vulnerabilities of
licensed nucle . ac n c arerials. A SA is a systematic evaluation in which
qualitative an antitati t qud aee plied to determine potential vulnerabilities to
radiological sa tage or heft dr diver i radioactive material. The NRC uses SAs to identify
effective count easur a mitigati measures that can be used to protect specific targets
or materials. T result aee sad by the NRC to confirm or enhance the mitigating measures
implemented resul th Iebruary 25, 2002 NRC orders and to assist national efforts to
enhance infra cture n.

The NRC con 4
facilities, transa
These assess.T

It As for operating power reactors, spent fuel pools, nuclear fuel cycle
giin of nuclear material, and radioactive sources in the 1970s and 1980s.
ns were used to establish the technical basis for security requirements for the

. r
37
38
39
40
41
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facilities and rraterials. The potential impacts of terrorist attacks on power reactors were also
routinely evaluated as part of the Force-on-Force exercise program on a plant-by-plant basis
during the 1980s and 1990s. Force-on-Force exercises are also conducted at Category I fuel
cycle facilities in accordance with 10 CFR 73.49 (9). The NRC observes one exercise at the
Category I facilities annually. In addition, as a result of growing concerns about the threat and
vulnerability of critical facilities to computer attacks, the NRC initiated cyber SAs in 1991. Prior
to 2001, there were no SAs of an intentional aircraft attack on a nuclear power plant, although
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I some evaluations had been conducted to assess accidental crashes and the loss of large areas
2 of the plants due to natural disasters, fires, or explosions.

3 After the terrorist attacks in 2001, the NRC promptly assessed the likelihood and potential
4 consequences of terrorists targeting nuclear facilities for air attack, the physical effects of such a
5 strike, and such compounding factors as meteorology that would affect the impact of potential
6 radioactive releases beyond the site boundary. As a result of these prelimin ry evaluations, the
7 NRC required that nuclear power plant licensees conduct interim enhanc ts to mitigate
8 potential consequences in the unlikely event of a successful air attac n uclear power plant.

9 The NRC also initiated a series of SAs consisting of aircraft, w tlr ground, explosive, and
10 cyber assessments to identify potential vulnerabilities of pla tcture nd systems. As for the
11 potential for aircraft impact, the NRC has evaluated the "pllity and ential consequences
12 of an aircraft attack on nuclear power reactors, conside site layout, ms design,
13 topographical features, and mitigation systems. Of pri ryimportance he design of the
14 nuclear power plants themselves. Although nu ar p p t were specifically designed
15 to resist attack by aircraft, such as those that tck the o ade er and Pentagon,
16 nuclear power plant structures are extremely st, a arride stros that would help
17 to limit the effects of an aircraft strike. Nudle r~vr pi ~srcue have relatively low
18 profiles, and many are shielded bI ural o ' mad bstacles suc s hills, trees, power
19 lines, and other buildings, red h likeli ao1 as ccessful hit by an aircraft.

20 With respect to waterbome ats, t NR [ht'la )ated with the U.S. Coast Guard
21 (USCG) regarding the ass sments gquire daritime Transportation Security Act.
22 The NRC has est atsed i 4rac vith ct'n he development of area maritime
23 security plans a ~aed t as r Uncfr'vtr Assault Working Group, and is
24 developing a ree t tSCt G this area. The NRC has conducted specific studies
25 of potential ear r n vu ab ies to attacks from the bodies of water located
26 adjacent to t plants. Ir April T orders require nuclear power plants to defend
27 against wate me as ult

28 In January 2 g, the IC l diated implementation of a decision-making process (framework)
29 for materials Ed RT As his decision-making framework serves as a tool for NRC to use
30 SA informati to deefmin the appropriate level of mitigative strategies required for a given
31 threat scenac fo cific materials or RTRs. The development of the decision-making
32 framework n frmed by the DHS Risk Analysis and Management of Critical Assets
33 Protection (FLAP) methodology. The facility-specific description which was used as part of
34 the SA input the decision-making framework was provided to respective individual licensees
35 for verification. Framework results, in conjunction with facility-specific SAs and reviews, which
36 focus on prompt fatalities, are used in the determination of whether further actions by N1RC are
37 necessary to enhance facility security and/or measures to mitigate the consequences resulting
3 from an attack.

39 Further NRC SA efforts will be directed to confirm and extrapolate results of existing studies.
40 Studies will focus on power reactor facilities and spent fuel pools to identify the consequences
41 and risk mitigation measures associated with specific modes of attack. The NRC is developing
42 SA methodologies to examine specific elements of the current threat environment.
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1 3.4.2 Radioactive Material Users and Sources (Radioactive Materials In Quantities of
2 Concern)
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Facility vulnerabilities are determined using a performance-based approach to assess the
physical security protection system effectiveness for preventing theft and sabotage events. Site
visits to the representative facilities provide site-specific data, along with expert judgment in
assessing physical protection system effectiveness. A conditional probability of successful
attack is calculated for a variety of event scenarios using an adversary threat matrix with
increasing capabilities. Facilities are analyzed at the path and scenario levels. The relative
probability of successful attack is used to categorize the event threat scenarios. Risk is then
evaluated qualitatively, using a risk matrix, by integrating the consequences for each scenario
with the conditional probability of successful attack. Risk rankings by facility, type of material,
event, scenario, and threat, are developed. The lowest adversary levels wer--termined to be
the realistic threats for which to begin identifying countermeasures.

The materials SA also evaluates cyber systems and human eleme J abilities. The human
element is considered in both the physical protection system rsary threat matrix
(e.g., insider threat). Generally, information technology/cybe m ele nts do not control
chemical/physical processes involving radioactive materi uantities whose
failure would result in a consequence of concemn Rather, X ber system e nents are assessed
consistent with their importance to the physical protectio stem (e.g., a sscontrols) and its
effectiveness for preventing a theft or sabotage ent. j

Countermeasures for reducing the consequen nd im 9 the ph ial security protection
system effectiveness are evaluated. I entory ution, d limiting factties to specific forms
and quantities of isotopes are con re for ru ~th 4onsequenceso events.
Countermeasures to improve t p lity t Ea y rsa s will be detected, interrupted, and
successfully neutralized are fE sed. ene f o ction is developed for
countermeasures to examin e trad be the risk-reduction benefit.

3.4.3 Transpo aO1 is Ig loacti e urces
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Prior to Septer er 11, Z
radioactive mrn eal ship
railway, or in t air. In t
stolen. attacke or diver

JU~I1,
~n1

~d f

Ml
II

spro aie event to produce undesirable consequences for
vas t o be a severe accident on a roadway, waterway,

Lhreat ffi ment, the possibility that a shipment may be
malicio ~puroses must also be considered.

32
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In the aftermat
safeguards ad,
Radiological M
licensees impl
these advisoric
shipments fron
shipments hav

a J
the t or o, ttacks of September 11, 2001, the NRC issued multiple
ories nhuce the security of spent fuel transportation and shipments of
erial antities of Concern (RAMQC). These advisories recommended that

rbepcditional security measures during shipments; licensees fully adhered to
.NRC also required enhancements for security measures for spent fuel

power reactors and RTRs beginning in August 2002. The security measures for
also been adjusted to reflect changes in the Homeland Security Advisory

39 System (HSAS) threat level.

40 In addition to the safeguards advisories, the NRC has used regulatory issue summaries (RISs)
41 as a method to provide guidance on such subjects as:

42 L NRC Threat Advisory and Protective Measures System
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O Additional protective measures for transportation of spent nuclear fuel (SNF) greater
than 100 grams

O Use of existing emergency plans and procedures for the potential deployment of
National Guard, State Police, and other emergency responders in the controlled and
unrestricted areas at a nuclear power plant

0 Filing requirements for advance notification of the shipments of SNF d SNM

Additionally, the Homeland Security Act of 2002 amended the Federal zarous materials
transportation law, 49 USC 5103, to include security in the Secreta rnsportation's
mandate to "prescribe regulations for the safe transportation, inc curity, of hazardoL
materials in intrastate, interstate, and foreign commerce." DQh ipeliand Hazardous
Materials Safetv Administration issued regulations effectiv e ember 2003 reauiring

Is

20
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shippers and carriers of most hazardous materials, mn IR g'6ertain ra active materials, to
develop and implement security plans and to ensure th h eiremploye raining includes a
security component. The security plans are based on tructured ana is, such as DOT's Risk
Management Self-Evaluation Framework (R F), an Wov ersonn security, unauthorized
access, and en-route security. The DOT's F eal Mot er Ad istration issued also
regulations effective January 1, 2005 requiri ety p it'for a hig by route controlled
quantity of radioactive material (H whi ude ing a satis tory security program
and associated training.

The radioactive material sh n p cess u 4lot particularly dependent upon cyber
system inputs, and therefo is not.ce e tuo. While generic route
notifications are th RC no ecations links for shipments of
consequence, t oati is time nsitive tu, and shipping packages are well-
protected un DO reg Itions. dditional security measures have been
implemente eNRC nde o Q otifications made by licensees. Routes and times for
spent fuel sh ents a p cted guards Information, and sent to the NRC via
noncyber-rel td medi

The NRC ha Iso su Prt efforts by the DHS Bureau of Customs and Border Protection
(CBP) and t USCG o be advance electronic notifications of dangerous goods crossing
United State torder and I implement regulations on port and facility security.

In parallel wi t enhancements, the NRC is assessing the potential vulnerabilities and
mitigating st for a spent fuel rail transport package design, a spent fuel truck package
design, and ee radioactive material package designs. The NRC evaluated the response of

28
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me pacKages to grouno assault lacIuCs consismen wimo moe radioiogical sauolage Lo 1, Incluuing
a range of explosive threats.

36 3.5 Assessing Threats

37 The threat in the Nuclear Reactors, Materials, and Waste Sector can be broadly categorized
38 into three classes: (1) threats of radiological sabotage; (2) threats of a malicious or terrorist act
39 that uses radioactive material or special nuclear material stolen or diverted from a nuclear
40 facility; and (3) threats of an intrusion into the cyber systems at a nuclear facility.
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1 The DHS, NRC, and other Agencies have concluded that a general credible threat of attacks
2 exists on nuclear facilities and of theft of risk-significant radioactive material. This threat is larger
3 than assumed prior to September 11, 2001.

4 NRC requirements in 10 CFR Part 73.1 (a) and related security orders, describe the design
5 basis threats (DBTs) that apply to nuclear power reactors and Category I special nuclear
6 material (greater than a formula quantity of strategic special nuclear material). These DBTs
7 have been substantially increased following September 11, 2001. For the remainder of facilities
8 that are not required to have a DBT, the NRC gathers and provides information on the spectrum
9 of threats, and ensures the continued adequacy of security measures to protect against these

10 threats. This information provides a consistent basis for SAs and security measures.

11 The Nuclear Regulatory Commission (NRC) has proposed to amend its regu ns that govern
12 the requirements pertaining to design basis threat (DBT). The proposed r Id amend the
13 Commission's regulations to, among other things, make generically a Me the security
14 requirements previously imposed by the Commission's April 29, 20J3 D orders, which
15 applied to existing licensees, and redefine the level of securityr met x necessary to
16 ensure that the public health and safety and common defen adseuy are adequately

, , t E ,:,
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protected. The proposed rule would revise the DBT requi Us for radi Igical sabotage
(applied to power reactors and Category I fuel cycle facili, and theft iversion of NRC-
licensed Strategic Special Nuclear Material (SSNM) (app d to Category el cycle facilities).
The NRC has developed draft Regulatory Guid eRGs) t e gui ce to licensees
concerning the DBT for radiological sabotage a heft a son. Th e draft RGs have
limited distribution because they contain either Ior cla ,sijd informati . The specific detail
related to the threat, which contain bo SGI a ssifi irnformation, a contained in
adversary characteristics docume. Ds) t r3 not pblicly availab . These documents
include specific details of the a the r ons ent with the requirements imposed i
the April 29, 2003, DBT orde .

The NRC, in cncert itt DH SA the teIge~ ~ law enforcement communities,
evaluates the cur ttrat jro~tin af igr~~ d activities, and performs rapid
assessment e ittyictyents. In addition, the NRC formally
reviews the th envir n ti. a part of a review of the adequacy of NRC's
DBTs based c omest n reigr.,and intelligence information. This process
provides critic nformat sis for updates to the DBTs (most recently in April
2003). After p orming eJreview Ih DHS/SSA and other cleared stakeholders, the NRC
staff proposes dates he:9BTs to the NRC's Commission, if necessary. Participation in
these assess ts are pont in that security partners can understand the risks to their
facilities and n e edI4 ted Dcisions on protective measures to enact. Also, information

s
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sharing will re in bier identification of risks and vulnerabilities, which helps industry partner
with others to r Us key assets, systems, networks, and functions.

Compiling, ev;Wing, and protecting threat information is pivotal to the NRC's ability to assess
and define the hreat environment. Since September 11, 2001, NRC-licensed facilities have
been reporting incidents of a suspicious nature to the NRC Operations Center and regional
offices. These reports comply with requests made by the NRC in a series of advisories
following September 11, 2001. The NRC maintains this information in a protected Web server
and database that are shared with authorized users. A descriptive report is filed each time a
licensee calls in a security-related event, along with information shared with other licensees,
and local, State, or Federal agencies. The database allows the NRC's Threat Assessment
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I Section to evaluate the number and types of events, search for any adverse trends, and share
2 security information with homeland security, law enforcement, and licensee officials who have a
3 need to know. Information on how DHS protects business sensitive or proprietary information
4 can be found in Section 2.5.

5 3.5.1 Homeland Infrastructure Threat and Risk Analysis Center (HITRAC)

6 Periodic Nuclear Sector-wide risk assessments are performed by the Hom 1d Infrastructure
7 Threat and Risk Analysis Center (HITRAC) division within DHS. HIT 16sision is to be the
8 pre-eminent National center for the integration, analysis, and shari formation regarding
9 the risks of terrorist attacks to U.S. infrastructure for others in Federal Departments

10 and agencies, the Intelligence Community (IC), State and lo rm nts and law
11 enforcement agencies, and the private sector.

12 Tactically, HITRAC evaluates and monitors current thr to U.S. infras cture, and support
13 DHS decision makers and external customers ith im iat i.trategically, HITRAC
14 maintains situational awareness of infrastruct secto n velops g-term strategic
15 assessments of their risk factors. This is do integ hreat inf ation with the unique
16 vulnerabilities and consequences of an attac locia d h each inf tructure sector.

17 HITRAC has briefed govemm nvat e sta holders in the Nuclear Sector on the
18 sector's threat information, d dl;in~

19 In a HITRAC threat brief, in atio pr the briefs key findings; a threat
20 overview, includi Intro ctiori reat esd er reporting not associated with a
21 particular th e n it scen aof concem; consequence overview;
22 actions to r d o nta nformation.

23 3.6 Challe es

24 3.6.1 Cyber/

25 Cyber Vuln bility.e mestic and international adversaries are emerging, and new tools
26 are appearin hat c ri/be ed by adversaries to exploit vulnerable systems. The NRC and the
27 nuclear indut a ced with the growing challenge of protecting nuclear facilities from cyber
28 threats that act safety, security, and emergency response at nuclear facilities.

29 3.6.2 Physic I

30 The events of September 11, 2001 forced the Nuclear Sector to review the adequacy of security
31 measures for a broad range of licensees against a broad range of threats. The challenge lies in
32 ensuring that the level of protection of nuclear facilities and materials remains adequate in a
33 dynamic threat environment, and in a manner that minimizes unnecessary regulatory burden
34 and maximizes stability of the regulatory framework.

35 Risk Harmonization. Nuclear facilities remain secure, and have enhanced security following
36 the September 11, 2001 attacks. When compared to other Cl/KR facilities and assets, nuclear
37 facilities are more secure. The challenge is to allocate security resources to reduce risks, to the
38 homeland and avoid squandering resources on lower risks to the detriment of public safety.
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1 3.7 Initiatives

2 Cyber Vulnerability. (See section 3.1.3)

3 Security assessments. Further NRC SA efforts will be directed to confirm and extrapolate SA
4 results. Studies will focus on power reactor facilities and spent fuel pools to identify the
5 consequences and risk mitigation measures associated with specific attacks. Development of
6 land-based assault SA methodologies is also planned for use by NRC and licensee security
7 staff to design more sophisticated physical protection systems than those in place today. Blast
8 effect engineering studies will provide a methodology to assess the fragility of structures, and
9 will be used by licensees when performing blast-effect analyses.

10
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Since the 1980s, the NRC has regularly carried out force-on-force exercises perating
nuclear power plants. Force-on-force exercises are conducted to assess dfebilities and
improve, as necessary, the performance of defensive strategies at lic e cilities. These
exercises have been, and are intended to be, a primary means to 3 erformance-bas
testing of a licensee's security force and its ability to prevent ra izal botage as requir
by NRC regulations (10 CFR Part 73).

Legislation. Over time, the NRC has proposed legislatio the Congre that would allow
NRC's Commission to enhance nuclear security. Legislat proposed b e NRC, and
coordinated with the DHS/SSA and the Admini srtion, in Ildesovisio hat are importar
the protection of the Nation's civilian nuclear in structur I, lht wou elp to prevent ft
use of risk-significant radioactive sources as l(RDD nd radiological
exposure devices [REDs]). 'AM

ed
ed

the

it to
ie

22 The m
23 the En

24 0
25
9A

27
28

29
30

31
32

33
34

35
36
37

38
39
40

0

0

0

0

03

ost important nuclear so e 'nce 4nt Crop $d by the NRC, and incorporated i
ergy Policy Act of 200 I Jude o

Authorization Recu pers a I ed facilities and activities to receive
p ses ine pr ir )um nces S ore powerful weapons important to

Fde rar
Enlarg nt of t e cl sss rgulated entities and activities whose employees
are su to fin e in atnal history background checks

Federariminali Rio u ized introduction of dangerous weapons into nuclea
facilitie / I
Federa riminal atio sabotage of additional classes of nuclear facilities, nuclear
fuel, a rradio ve aterial

Authorinti the NRC to carry out training and fellowship programs to address
shorta eondividuals with critical nuclear safety regulatory skills

Extens fof the NRC's regulatory authority to include discrete sources of accelerator-
produced radioactive material and radium-226, which are not currently covered by the
Atomic Energy Act

n

r

0 Requirement for the NRC to consult with DHS concerning the potential vulnerabilities of
the location of a proposed facility to terrorist attack prior to issuing a license for a
utilization facility. This process is currently under development.
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1 Radioactive Material Users and Sources (risk-significant radioactive material). Since
2 shortly after the terrorist attacks in 2001, the NRC has been working with States and licensees
3 to enhance the security and control of risk-significant radioactive materials. These efforts have
4 included identifying materials of highest risk from a security perspective, and enhancing the
5 security and safety of these risk-significant materials. Licensees who possess risk-significant
6 materials are now implementing increased controls, and the NRC and Agreement States are
7 verifying the adequacy of implementation through inspection. Additional security measures are
8 also being considered for other material. Add ig

9 As explained in the previous section on prioritizing assets, the NR94hg
10 panoramic irradiators, and manufacturers and distributors of ras
11 enhancements are now in place, and have been inspected tNRC#

Enhanced controls on
ources. These
Agreement State

-I X

13
14
15
16
17
18
19
20
21
22
23

inspectors under agreements witn the Nit;.

The NRC and Agreement States are continuing with th enhanceme by addressing
additional licensees with radioactive materials' quant sof cncern ni IAEA category 3 and
beyond (in aggregate). Increased controls ar ing i r grou radioactive material
users that include industrial, medical, or rese irradi edical t, industrial
radiography, well logging, and industrial gau ssua. of the incre sd controls for
licensees in IAEA categories 1, 2 3 and d (w n aggregatedis complete. NRC and
the Agreement States, under rity t th iublic health and safety and the
environment, are in proces isu leg lu g r uirements to put essentially identical
increased controls in place o licens s u atory jurisdiction. Licensees will
complete their implementat of th en June 2006. Then, NRC and the

AreetSsp z 3s c tinvthe increased controls.

Industry In! nis. rn giru nder the auspices of NEI, has contracted the
Electric PowResearW InI ute I).perform several proprietary activities regarding
security issu related th indust iveral of the EPRI efforts are ongoing, including aircraft
impact studi of nucl pier plan dditionally, the following reports have been developed
by EPRI, eit for or ipt 1to the Nuclear Sector:

U Prob listic jgse ence Analysis of Security Threats-A Prototype Vulnerability
Asse nentrcess for Nuclear Power Plants, Report # 1007975, April 2004

O Supe n s.9ntrol and Data Acquisition (SCADA) Systems Security Guide, Report
#100 0 ovember 2003

E An A pach to Risk-informed Changes to Physical Security, Report # TR-1 13787,
October 1999

24
25
26
27
28

29
30

31
32

33
34

35 Federal Initiatives. The NRC has been working with DHS, DOE, the FBI, DOT, DOS, the IAEA,
36 and others to enhance physical protection and control of sources of radioactive material that
37 present the highest risk if used by a terrorist in an RDD. Elements of cradle-to-grave security
38 enhancements will include:

39 U Verification of the legitimacy of applicants for licenses to use radioactive material

40 U Requirements governing the shipment, storage, and use of radioactive material in
41 quantities of concern

42 Ul Controls on access to radioactive sources to prevent diversion by an insider
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1
2

3

4
5
6
7
8
9

10
11
12
13
14
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16
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18
19
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21
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O Tracking and inventorying radioactive material in quantities of concern to ensure that
they have not been lost or stolen

O Export and import controls on radioactive material in quantities of concern

Working with State radiation control programs, the NRC has required certain materials licensees
to enhance security for panoramic irradiators (June 2003), and manufacturers and distributors
that possess radioactive materials in quantities of concern (January 2004) to reduce or mitigate
potential security vulnerabilities. To help guide these efforts and develop security enhancements
in a cooperative manner with the States, the NRC, the Conference of Radiation Control
Program Directors (CRCPD), and the Organization of Agreement States established the
Materials Security Working Group and the Materials Security Steering Committee to guide the
efforts of the working group in June 2003. The working group and steering committee have
been instrumental in developing the performance elements (also known as tional security
measures [ASMs] and increased controls) for security enhancements forand Agreement
State licensees possessing or using risk-significant radioactive materi d in industrial,
medical, and academic applications. The NRC has also issued at enhances the
security of small portable gauges that contain radioactive mated exceed the risk-
significant threshold.

Risk Harmonization. Several of the initiatives discussed
the challenge of risk harmonization. An example is the FE
most radioactive materials in quantities of con posse
method to accurately keep track of them. In ad En, the
focused and well-thought-out effort to protect l vulne

also address

develop a
represents a
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1 4 Prioritize Infrastructure

Dynamic Threat Environment

-�w -4w

2
3

4

5
6
7
8
9

10
11
12
13

of th nite ~ Sts~ti tpossible to protect every asset
te t a ). Con un the Nation's CIP program must

o th tesourc are applied where they offer the most
hrre , reducing vulnerabilities, and minimizing

r inst Iear power plants are among the most well
-ial in ns in the United States. They are constructed to
sty in th event of natural disasters such as hurricanes and
nt malfunction or damage. They also have large and highly

14 Using a syst4atic consistent way of prioritizing assets offers transparency and increases
15 the defensib decisions that are made about both government and private sector
16 resource all Similar principles apply within individual Cl/KR sectors as well, and CIP
17 efforts must oritized within the Nuclear Sector to maximize the benefits of the limited CIP
18 resources s cifically dedicated to the Nuclear Sector. This chapter of the document addresses
19 the process used to normalize the results of assessments of nuclear facilities, and prioritize the
20 sector's assets, systems, networks, and functions. Federal government's support given to
21 protective efforts within the Nuclear Sector is based on those results.

22 There will also be a prioritization among the all of the Cl/KR sectors, including the Nuclear
23 Sector. However, that prioritization is addressed in the NIPP base plan, and is not discussed
24 here. Still, the prioritization that occurs within the Nuclear Sector assists in the overall
25 prioritization across all the Cl/KR sectors.
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1 4.1.1 DHS Efforts to Prioritize Infrastructure

2 As described in the preceding section, the ultimate goal of RAMCAP is the development of a
3 risk assessment methodology that would allow DHS to compare the risk of an asset to the risk
4 associated with other similar assets as well as assets from different sectors. Using the widely-
5 accepted risk equation wherein an asset's risk is a function of the likely consequences of a
6 successful attack, the asset's vulnerability to attack, and the likelihood of an attack on the asset,
7 DHS is able to determine a numerical risk score for an asset.

8
9

10
11
12
13
14
15
16
17

18
10

When comparing risk, risk scores can also factor in the known inter- and intra-sector
dependencies and interdependencies. Those dependencies and interdependencies are
detailed in section 1.1.6. Some of the most critical dependencies include connections with the
energy sector based on the electricity that nuclear power plants provide the electric grid and the
public health/healthcare sector as the Nuclear Sector provides many items to the medical
community, including pharmaceuticals and diagnostic substances. Also, if other Cl/KR is within
close physical proximity of a Nuclear Sector asset, the potential radiation rele from the
Nuclear Sector asset could impact the nearby Cl/KR. Efforts to understan ependencies and
interdependencies in greater detail than they are today, which will assis te prioritization
effort, are covered under Goal #2. f
As risk scores are determined for multiple assets, those assets e p tized based on their
ALA- _0IU Qra I mF

20 Phase II of the RAMCAP effort, which is currently unde , involves th development of
21 sector- or sub-sector-specific modules to assist i imple ptatior of this set prioritization.
22 Included in these modules will be sector-specifi sk-ass (RA) g ance documents to
23 assist asset owner/operators in determining vu sbilitie rfIlnseque e in a format that
24 allows determination of an ultimate risk score t n be coSpared with k scores for assets
25 from other parts of the Nuclear Sect X at do bttrrent utilize RAMC

26 DHS and ASME are cogniza Ih•1Nc t thamrus nsequence, vulnerability, and risk
27 assessment methodologies in exfienc g r ployed by various parts of the
28 Nuclear Sector prior to the d lopme)¶ f MA .T risk assessment methodology being
29 developed as part o0 Luc r Set RA CP ul ill be able to use the results from
30 various other mes Iesgi usjTe ser ,and will be able to normalize the data
31 compiled usin fges aow for pnoritization of assets based on risk, as
32 is required to '¶rmize r u eilt1  n ecsions.

33 CNPPD, as th ISA, al v i the Ned the rest of the GCC, has the responsibility to
34 prioritize the a sits in th u War Sect&. This effort will continue to be refined as time goes
35 on. Sometime the pri iza An can be as specific as a ranked list. Other times, having a few
36 different categ ries of rsltiv higher and lower risk, and placing all assets into one of those
37 categories, is that iseed d. Physical and cyber assets are both considered during the
38 prioritization p i>es athough there currently has been more detailed prioritization that has
39 occurred with sal assets. Cyber assets, to this point, have generally been placed in
40 one of the bro tegories of relatively higher or lower risk. These prioritization efforts will
41 occur on an a neded basis, recognizing the benefit that prioritization has informing the
42 decision making process used to implement protective measures.
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1 DHS maintains the National Asset Database (NADB) as mentioned in Section 2.1. While the
2 NADB is not a prioritized list of the Nation's critical infrastructure, the data contained therein is
3 searchable in a variety of ways, and can be used to create prioritized lists based on selected
4 parameters.

5 There is also recognition that decisions on risk assessments can be controve ial, reflecting the
6 important role that both science and judgment play in drawing conclusion out threat,
7 vulnerability and consequence, as difficulty exists in fully quantifying t components that
8 comprise risk. Perceptions can vary based upon such factors as tle ttto which the
9 stakeholders are directly affected, whether they have voluntarily i 1 the risk or had the

10 risk imposed on them, and whether they are connected with e se the risk. DHS
11 considers these factors when making prioritizations base k.

12 4.1.2 Other Sector Efforts to Prioritize InfrastructuntAl

13 Following September 11, 2001, the NRC prio ized ass thotential
14 consequences of a successful attack. The su equent ees of latory actions taken by
15 the NRC reflect a higher-order set of prioritie as t as . This is also reflected
16 in the NRC's implementation of the AS.

17 The NRC used the results o e de jop¼jd is RlSs to each of the categories of
18 licensees listed above. The lSs tai u'ty asures corresponding to each of the
19 five color-coded levels con tex:in HS

20 The NRC is alsI e ng and ordin g th licensees, the SSA, and other
21 Federal and Gag leie t velop necessary enhancements to security
22 measures to rotect th. u lisai tyTh ae additional enhancements are expected to be
23 applied to th anspo hio f RA Q her than spent fuel and Category 1 quantities of
24 strategic speil nude m t rial) a er uses of radioactive materials in quantities of
25 concern.

26 4.1.2.1 Mate Is Lice Bee

27 As discusse se 4.2.5 Analysis of Consequences, the IAEA has categorized radioactive
28 sources bas d ~ ir potential to cause severe deterministic health effects.

29 The NSCC-.doisotopes Subgroup has developed an inventory of applications used beyond
30 the scope of nuclear power, fuel cycle, nonpower reactors and waste facilities. The list of
31 applications was compiled from information available from NEI, industry groups and
32 representatives of companies or users from this vast community. The inventory was then used
33 as the basis of a matrix that for each category of use provides a description of use, form of
34 materials used, typical radionuclides and maximum quantity. The matrix was developed for the
35 purpose of ensuring that the wide range of radioactive materials applications beyond the scope
36 of nuclear power, fuel cycle, nonpower reactors and waste facilities in the Nuclear Sector were
37 represented as assets and for consideration on the basis of risk for additional controls to protect
38 this sector of the infrastructure. While not all applications involve the use of radioactive
39 materials in quantities of concern, those that do have been highlighted in accordance with the
40 IAEA categorized approach and given priority status on this basis of risk. The matrix has been
41 provided to the NRC and was found to be consistent with their risk assessment, also based on
42 the IAEA Code of Conduct categorization.
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1 4.1.2.2 Radioactive Materals Shipments

2 Shipments of radioactive materials are categorized based on the amount of each isotope
3 contained in the shipment. Any shipments of amounts above a given threshold are reported to
4 the NRC Operations Center. The shipper must provide the amount and type of material shipped,
5 departure and arrival dates and locations, and the route and mode of travel, for each leg of the
6 shipment. Consistent with the NRC's orders on RAMQC shipments, other security precautions
7 are also undertaken, such as pre-notification of States through which shipments are made.
8 Federal regulations define the requirements for shipping radioactive material. Shipments are
9 prioritized based on the amount of each type of isotope in the shipment.

10
11
12
13
14
15
16

Spent fuel shipments, and shipments of strategic special nuclear material, are given a higher
priority than are other radioactive materials due to serious potential conse Aces should a
shipment be compromised. Shipment times and routes are sent to the RtgA'perations Center.
Certain information related to the shipments is protected from disclo controlled as
Safeguards Information. Extra precautions include obtaining NR p I al for a shipping plan,
minimizing time and transit, avoiding intermediate stops, arm srti mobilization devices,
and notifying State Govemnors' representatives of the ship

17 Shipments of radioactive materials in quantities of
18 reported and tracked, to maintain situational aware
19 threat information and security plans.

20 4.1.2.3 Radioactive Waste Facilities

of concern are also
ons in response to

21 Spent fuel storage facilities,
22 radioactive materials in quar
23 source material. Other type
24 storage/disposal and urani
25 the event of an attacK

ities, and othef facilities that possess
d based on the size and type of
(e.g., low-level waste
:se significant offsite consequences in
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1 5 Develop and Implement Protective Programs

Dynamic Threat Environment

A _ , ,,,- _

dentify 0Implement
Risks, Nrmalize& Protective Efc

Secu Asets tC~n~~UefleS, pdrmzeT Programsivns)

2 National $Profi

4 The minimum required security pos r co nral n ear power pl and Category I
5 .-special nuclear material that is t isibi a r/operator is defined by NRC
6 regulation, based upon the d as re T DBT elements and characteristics
7 represent the largest spectru agf tp itesector facilities must be able to
8 defend with high assurance. ¢e DB elem sn a cteristics form the design basis for
9 physical security, env e n d fo capabilities. The NRC

10 rigorously inspe X n tts t e facili meet the DBT through inspection,
I I s force on force 5~bssiit~ s. ~is ensures that these facilities are demonstrably
12 prepared to de ed the lIv sA t al protective measures to defend against threats
13 beyond the D are thes Federal government in coordination with State and
14 local governm ts, as w I a wrs working together in a cooperative and
15 collaborative aner.

16 The nuclear in stry, , a DHS recognize this delineation of private and public
17 responsibility. S re i vs a threats including those that affect nuclear power plants and is
18 responsible fo ting appropriate responses to those threats. Through the performance
19 of Comprehen V iews at commercial nuclear power plants and other critical infrastructure,
20 DHS is identi gditional measures that will enhance the protection of critical infrastructure
21 against a broa spectrum of threats.

22

23 [Another paragraph will go here discussing the relationship between the NRC and DHS in
24 regard to the DB77

25 For more than 25 years, NRC regulations have required rigorous security programs at certain
26 nuclear facilities. Licensees have implemented these programs such that nuclear facilities are
27 among the best-defended and most hardened commercial facilities in the Nation. Following the
28 attacks on September 11, 2001, NRC required security enhancements. The security
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1 enhancements include measures to provide additional protection against vehicle bombs, as well
2 as water and land-based assaults. The NRC also required nuclear facility licensees to assess
3 the potential impact of a terrorist-initiated event on site emergency plans. Additionally, the
4 NRC's emergency preparedness experts routinely observe security exercises to assess and
5 improve the interface between security plans and emergency plans. The NRC has substantially
6 increased coordination with Federal, State, and local agencies.

7
8
9

10
11
12

13
14
15
16
17
18
19

20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
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A protective program is a coordinated plan of action to prevent, deter, and mitigate terrorist
attacks on critical assets, and to respond to and recover from such acts as quickly and
effectively as possible. With cooperation from the public and private sector partners, DHS
serves as the national focal point for the development, implementation, and coordination of
protective programs, including cybersecurity efforts, for those assets that are onsidered critical
on the national scale.

Nuclear power plants in the United States are owned and operated sobriety of entities. For
decades, these facilities have been licensed and regulated by th 4 The NRC has the
responsibility for protecting public health and safety, the envir' t, the common defense
and security from the effects of radiation from commercial cipa reac s,materials, and
waste facilities. To accomplish this goal, the NRC esta d a regula y program containing
requirements that must be implemented by licensees a clear power nts to protect the
spent fuel and the power plant against radiological sab e.

Commercial nuclear power plants have secur easu e Ice to d nd against a broad
spectrum of potential terrorist threats, which iesign Prevent th telease of radioactive
material into the environment. The any la io prot on offered b pbust plant design
features, sophisticated surveilla ecuipmo r .ecurity prote ive features,
professional security forces, a u n uirements provide an effective
deterrent against potential ems t st ivities that could target equipment

-vital to nuclear safety. We I a iage on a nuclear plant, the
,redundant design f tf res the ould likely result in actions taken by
the plant stafftore or ni th so~octive material. The emergency
response pl a o p fopctive a ions for the surrounding population were a
release to o r

The NRC ha contin g pectio ram to review the security program at each nuclear
plant to ens safety c , and c tinued compliance with NRC regulations. The NRC also
has a regula progr c taining requirements for the physical protection of licensed
materials at I4l cycle cili Es and stored spent fuel at independent spent fuel storage
installations IFSIs) ran brtation of spent nuclear fuel and other high-activity shipments is
protected us a v ty of security measures.

As part of th l effort to protect critical infrastructure assets, DHS/RMD assists State and
local authori eand private industry, in developing BZPPs. The purpose of a BZPP, and
protective m asures planning in general, is to develop effective preventive measures that make
it more difficult for terrorists to conduct surveillance or launch attacks from the immediate vicinity
of Cl/KR targets. In the case of a nuclear power plant, the BZPP concept defines a buffer zone
outside of the facility's owner-controlled area. DHS contributes to the security measures in this
sector through the application of the BZPP to augment security provided by plant operators.
This plan engages local law enforcement agencies (LLEAs) to provide an additional layer of
planned protection for facilities in this sector.

May 2006 Draft Nuclear SSP
Page 93



Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Chapter 5: Develop and Implement Protective Programs

1 5.1 Overview of Sector Protective Programs

2
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The implementation of protective programs in the Nuclear Sector is how risk is actually reduced.
All the steps leading up to this, including identifying assets, systems, networks, and functions,
assessing risk, and prioritizing help to identify where protective programs should be
implemented, but what reduces the risk is the implementation of the protective programs
themselves. After protective programs have been implemented, there will be the opportunity to
measure the effectiveness of the programs and make adjustments as necessa .

The Nuclear Sector's protective programs address the full spectrum of p e activity, which
includes: awareness, prevention, protection, response, and recovery oals of the Nuclear
Sector also cover this entire spectrum. Because there is the obvi > r ence, though, to
avoid a terrorist incident from happening in the first place, rath r res nd and recover after
nne hasr. ciumrr mnor Pmnhaqik is niqrcd nn artivities t dM nd de ttrrnrist attacrks
through awareness, prevention, and protection. Howeve aredness the area of
response and recovery is also very important. I
Similarly, the outcome of the sector's protective gram rnng$om de rrng, detecting,
devaluing, and defending against an attack to rpndin ring from an attack,
with somewhat more of a focus on the former t he la ee to the d re to stop an
successful attack from happening in first p

The amount of progress mad a e e g s and objectives, measured via the
Nuclear Sector's metrics, will i a ndther adjustments need to be made in
the sector's overall security s tegy. st i k associated with the Nuclear

Sector will provide v talei it e ~r r ssing.
The protective ot mt ~edsussed i ore detail in the rest of this chapter and
A n 2 R vregulations and recommendations can be
considered on -ery lar r ctive rA, while DHS has a number of other protective
programs.

CNPPD, as w the GCC, recognizes the importance of non-Federal
stakeholders, i luding sector and other levels of government, furthering efforts to
protect the se thro , de loping protective programs of their own. CNPPD and the rest of
the GCC will to rther strengthen the partnership among all of these stakeholders to assist
such non-Fed f eloped protective programs in succeeding and addressing the most
critical needs.

Protecting cyber elements of the Nuclear Sector is a critical part of the overall protection of the
sector, and Goal #5 addresses the need to prevent cyber assets from being exploited. This
includes the sector implementing NRC recommended cyber security programs at all the
commercial nuclear power plants and ensure that the industry maintains awareness of the latest
cyber security measures developed or recommended by DHS/NCSD, US-CERT, and other
government-industry bodies concerned with cyber security. This includes the secure US-CERT
portal, and its successor, the HSIN-Cyber portal. The Nuclear Sector will also continue to
consider participating in other federal cyber programs and exercises. Government and the
private sector need to work together in order to accomplish this, and the partnership between
the two has already been displayed through both working together in creating and approving
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1 NEI 04-04, as described in section 3.1.3. Following this strategy will help the Nuclear Sector
2 prevent, protect, respond to, and recover from a cyber attack.

3 5.2 Determining Protective Program Needs

4
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DHS/CNPPD will work with the other stakeholders within the Nuclear Sector, including the
private sector and the GCC, to determine needs, based upon risk, as well as the best course of
action to reduce potential consequences and vulnerabilities. CNPPD, as the SSA, will maintain
a list of the sector's needs. This list of needs will be validated by CNPPD, working with the rest
of the sector's stakeholders, and detailed information about the specific characteristics of each
need will be captured and recorded. The decision to address or not address specific needs will
be based upon the impact on reducing risk and the cost-effectiveness of the ecessary
measures to address the need. Particular protective programs that meet a itimate need will
be implemented based on their particular characteristics, as well as the of the sector.

The process to decide whether a need should be addressed to i d 3 3 gap involves
determining the threshold for taking action, determining whet I nte gap is possible, and
prioritizing the gaps to determine the order in which they a rsse The amount of risk
associated with a gap determines if that gap meets the r Shold level. etermining whether
closing the gap is possible often involves a feasibility st dy. Prioritizin. at gaps are
addressed involves the amount of risk that can be redut t the co tiveness of the
risk reduction measure. There also needs to a deci nnde if the st of implementation
of the protective measure is worth the cost of eucing ssocia with the gap, and
consideration needs to be given if any existi l.'tecti .pgrams ca Iso be used to address
the gap at less cost. In addition, C PD wil bwith We NRC and o r stakeholders in order
to consider any existing regulati rtan (d tat ht aid or inhi the implementation of a
protective program. ntifyi

The process to develop a n Inprogr ie an existing program involves a
number of steps, in ul ing ntifyi he e gdeeo potential solutions to meet the need,
determining wh on ul e t0lot te solution, evaluate the pilot, make
refinements, p en t r~tctivl easu on a large scale. The success of any
protective pr am, wleh eist , is based in large part to the participation of
relevant sta Iolders Win heir i LAalproviding their cooperation. Initiatives of owners
and operato fave be a contin e e welcome contributions in protecting the sector.

The NRC de es prey tio protection, response and recovery requirements for Nuclear
Sector licen faciliti s Use requirements are detailed, robust and measured regularly
through insp etion a /drill More discussion about the NRC role in regulating these is
available in tI NR 'formation Digest. Details of these security requirements as well as
specific secu ys, strategies, and measures utilized to defend at commercial nuclear power
plants and C I fuel cycle facilities are filed with the NRC, but are not available to the
public. [

39 5.2.1 Decision-Making Processes

40 5.2.1.1 Roles and Responsibilities of Sector Stakeholders

41 Licensees are required to protect public health and safety by applying security measures at
42 nuclear power plants and other facilities, and by complying with the regulations and other
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1 requirements established by the NRC. In particular, the requirements established separately for
2 each category of licensed activity or licensee specifies security measures appropriate for that
3 category of facility or activity. For example, power reactor licensees are required to protect
4 against attacks by adversaries whose purpose is to defeat or destroy the protective systems,
5 prevent the safe operation of the licensed entity, and create a situation that would endanger the
6 public by exposure to radiation. State and local governments, and, in certain situations, Federal
7 agencies, may be called upon to augment security provided by licensees in protecting the
8 facilities or activity, or responding to threats of theft or radiological sabotage.

I
I
I
1

9
0
1
2
3

In addition to ensuring safety and security, licensees operating large nu r ilities are
responsible for onsite emergency response to radiological emergenc. They are requirn
to maintain an adequately trained staff to provide initial facility accrse, available
timely augmentation of response capabilities, an adequate pl , and facilitates to
sunnort interfaces among various onsite and offsite suDort esons ctivities.

red

14 The NRC coordinates incident response actions under th ational Res se Plan (NRP) and
15 associated annexes including the Nuclear/Radiological R sponse Incide Annex for incidents
16 involving NRC-licensed facilities and activities. oordin .tonyfrh DHS, e NRC is also
17 initiating integrated response planning to factor betop. ~ss fcus ngon crisis and
18 consequence planning, and emergency respo re rci its plan go basis, in
19 accordance with the national prepare, ess g i nhe s r ng of 2005, t C updated its
20 incident response program docu d pr le ies order to compl ith the NRP
21 implementation deadline. The e nclu th ele n of references to superseded
22 national-level documents, re- Sing C inre p e modes to better comply with the
23 current threat environment, a irincor atm v I e i ology and organizational changes
24 deie iti h

25 When the NR a d$eu osnd nges tote DBT, the cost to comply to the
26 changes is n ctor i Xe making process, because the changes are of such
27 criticality that t Air imple n ton ca ntp in doubt. However, in other cases, a balance
28 must be struc letween la ing co protective measures versus the risks for particular
29 assets. DHS i ivolved t veral in atives, including BZPPs, Comprehensive Reviews or
30 CRs (which ar xplain in re detail in section 5.3.1.3), and RAMCAP (detailed in chapters
31 3 and 4), whic elp th N uc r Sector find ways to improve protective measures at a
32 reasonable co ] Also dus 's Security Working Group (SWG) assesses cost-benefits of
33 protective me res regular basis.

34 The DHS/SSA with State and local law enforcement and the NRC to develop BZPPs in
35 the vicinity of mercial nuclear power plants and other assets within this sector. Selection of
36 particular asse is commensurate with their risks. Working to address risk-based priorities,
37 DHS provides funding to States for enhanced protective measures in the buffer zones
38 surrounding nuclear facilities in this sector. Conducting BZPPs for commercial nuclear facilities
39 is a very important part of Goal #4, which involves coordination with LLE.

40 DHS/FEMA's radiological emergency preparedness program responsibilities encompass offsite
41 activities. These State and local government emergency preparedness activities take place
42 beyond the nuclear facility boundaries. State and local governments are responsible for offsite
43 emergency response to radiological emergency events within the EPZs. Emergency plans and
44 preparedness provide reasonable assurance that appropriate protective measures can be taken
45 offsite in the event of a radiological emergency.

May 2006
Page 96

Draft Nuclear SSP



Draft Nuclear Reactors, Materials and Waste Sector Specific Plan
Chapter 5: Develop and Implement Protective Programs

1 Regulating the safety of radioactive material shipments is the joint responsibility of the NRC and
2 the DOT. Both agencies establish requirements for the design and manufacture of packages for
3 radioactive materials. The DOT regulates the shipments while they are in transit and sets
4 standards for labeling. While safety regulation is the responsibility of NRC and DOT, security
5 regulation is the responsibility of the NRC, DHS, DOT, and DOE. Following September 11,
6 2001, NRC, DOT, DOE, DHS/TSA and DHS/USCG have worked together to expand necessary
7 security enhancements for radioactive material transportation.

8 5.2.1.2 How Critical Information Generated from Plan Implementation, Particularly the
9 Information on Which Assets Appear to Pose the Highest Risk, Will Be Considered

10
11
12

13
14
15
16
17
18
19
20

21
22
23
24
25
26
27

The NRC regulates the nuclear industry and oversees implementation of its protective systems.
In that role, the NRC also reviews, approves, and, if necessary, orders pr s and systems
designed to protect the plant from an attack by adversaries.

The NRC developed a new threat advisory and protective measuj tm that corresponds to
the color-coded HSAS that allows Govemment officials to con fly hmunicate the nature
and degree of terrorist threats nationwide. The NRC's syst n tifie 4pecific actions to be
considered by various classes of NRC licensees for ea 0 level t eunter projected
terrorist threats. If a credible threat emerges against a EPific nuclear $ility, additional
protective measures may be implemented, even witho change in th verall threat level. As
noted above, the NRC has issued regulatory i e su rie help uje its licensees in
implementing the HSAS. i

The critical information generated in this revi ) risk o ed by assets considered sensitive
and treated accordingly. Depen athe pef!ice ~e the infr in may be sensitive
unclassified safeguards info cco J an ction 147 of the Atomic Energy Act, oi
may be classified as nation Wcrt ornStI) his information is shared with the
DHS/SSA through the NR pe Ce e S/SSA's HSOC. The NRC shares
information and pi 'es, t ts, ec r ith DHS, FBI, the intelligence
community, and e d Ia ncis nicesees.

5.3 Protect eProg nm

5.3.1 Use ofst pra ce nd in ion sharing in encouraging stakeholder
implementa ni

The nuclear ower in ditr a well-integrated industry of major corporations that have
benefited fro a coil 4I a roach to design, maintenance, operation, and protection of assets
in the Nule <ect yr decades. From this experience, licensees have developed continuing
means of co ing and sharing information, both within NRC-sponsored programs and
among them The NRC works with Nuclear Energy Institute (NEI) to address power
reactor licen eoncems in an integrated fashion. The NRC routinely works with the NEI and
lir-,mne rnr% Onn * ch r% haet nr:nior-,.In :,nl enpm rir, mguemi rie 1rw nrvnmrIg KINRC nnA

I.

28

29
30

31
32
33
34
35
36
.,7 I

38
39
40
41
42
43

NEI meet at least monthly to discuss current issues related to nuclear power plant security. The
NRC also shares DHS and FBI bulletins, advisories, and threat messages with licensees and
other stakeholders through a secure protected Web server. NEI representatives, with Electric
Power Research Institute (EPRI) contractors, cleared at the Secret NSI level, have participated
in numerous meetings with the NRC staff concerning SAs. These industry representatives have
participated in technical meetings concerning the NRC's SAs with the ACRS, and have also
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1 attended NRC's Commission briefings. Some results of industry-sponsored assessments have
2 been discussed with NRC staff, and the NRC has described its analysis method and results with
3 cleared industry representatives. The NRC also participates in security working groups to better
4 focus on the real-world concerns of its stakeholders.

5
6
7
8
9

10

11

12
13
14
15
16

17

18
19
20
21
22
23
24
25
26
27
28

29
30

31
32
33
34
35

36
37
38
39
40
41
42

Additionally, the DHS Comprehensive Review (CR) program identifies best practices and
security measures and shares them with the NRC and industry through direct reports. The CR
program and the BZPP likewise identifies best practices and security measures among LLE and
emergency medical and emergency response (EM/ER) organizations. Mett logies for
tracking implementation of potential enhancements and more formally s essons learned
and best practices are being considered. r
5.3.2 How often and by which entity the protective progra it edated and refined

Changes to the acceptable level of required programs, s security mergency
preparedness, the policies and requirements in these ar nd the pr tctive strategies
reflected in the licensees' security plans, have been, and 11 continue to , included as part of
the regulatory process of review and approval l~1pe NR Pro tive pr ms initiated by the
DHS/SSA will be updated and refined as coord t~ d thr DHS/S

General approaches for protecting s inclIe\
AM% 5 9 In1

Prevent or delay an Incid f ear f iiliti thvar degree to which they are
required to provide fix bcuri e sn the risk that the facility or activity
presents to the public Ihe me sre ke y the NRC in its regulations, license
conditions, a rder .ecu j/fo n c ~r power plants and certain fuel cycle
facilities i rote s (e owne n~rolled area, protected area, and vital
area/n s a ys rri e.g., personnel, vehicle, and water),
intrusiofetecti e sions, redundant communications systems, armed
securi trganiza cn vnith reuards specifically trained and detailed to those
functio compr en We ba d checks for personnel with access to protected
areas, ttiess-for t Dpogram or the workforce, and procedures to integrate State and
local re urces it t ir response to malevolent attacks on the facility.

Detect a p ential 6Id i-Licensees at high-risk facilities have programmatic elements
that ar of an ated security program.

Mitigate o e;d to an Incident-Licensees at high-risk facilities have contingency
plans a by the NRC that include integration of site security forces with resources
provid by State and local government agencies. These plans require the facility to
maintain an armed security organization, with response officers specifically trained and
detailed to protect the assets in this sector.

I

Recovery from an incident-Licensees' safeguards contingency plans include steps to
recover control of the facility and resume operation and/or render the facility safe. The
licensees have plans in place for the coordination of these efforts with Federal, State,
and local law enforcement agencies. DHS, in partnership with the NRC, DOJ, DOD, and
other Federal agencies, has undertaken pilot integrated-response exercises at two
power reactor facilities, and further initiatives to strengthen integrated response at power
reactor and Category I fuel cycle facilities are under consideration.
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1 5.3.2.1 Commercial Nuclear Reactors, Fuel Cycle Facilities, Spent Fuel Storage Facilities, and
2 High-Level Waste Disposal Facilities

3 Nuclear facilities that require physical protection include nuclear reactors, Category I fuel cycle
4 facilities, spent fuel storage facilities,-and high-level waste disposal facilities. Key features of the
5 physical protection programs for these facilities include:

6
7

8
9

10
11
12

13
14

O Defense in depth, using graded physical protection areas: exclusion area, controlled
access area, protected area, vital area, and material access area barriers and controls

a The exclusion area is that area in which the licensee has the authority to determine
all activities including exclusion or removal of personnel and property.

a A controlled access area is any temporarily or permanently esta hed area with
clear demarcation, access to which is controlled, and which ffes isolation of the
material or persons within it.

The protected area is an area within the exclusion ar enc passed by physical
barriers, such as one or more chain-link fences.

15
16
17
18
19

20

21
22

23

24

25
26
27
28
29
30
31
32
33

34
35
36
37
38
39
40
41
42

* Vital areas are located within protected area Shave ad onal barriers and
alarms to protect vital equipment.

* Material access areas are any locat ns con aning ecial - -lear material, within a
vault or a building, the roof, walls, floor uachte a physical
barrier.

Intrusion detection l

Assessment of detectic A ? to d $ in sh b Wveen false or nuisance alarms and
Li03

actual intrusions an ; i esp I
o Response to intrusi n

In lAugusit20 sne t ,and Federal agencies
In Auhust 20 i ed a at ad ry and protective measures system based

on th HSA,n po to threats affecting sector-regulated facilities and
activities. Th ystem rvis a nsst t national framework for allowing the NRC to
communicat enatu r degre rorist threats to licensees. When DHS raises the
national thre level, t promp advises licensees operating nuclear power reactors and
other sensiti nuclea fcil ps about the increase in the threat level and the need to implement
pre-planned tectiv e res commensurate with the threat level. The protective measures
associated v the 1 N 6cedures and other security enhancements required by the NRC
generally ince sp actions against attacks by land, water, and air.

In addition, t Chas an on-going program to assess the availability of additional mitigative
measures to hance the safety of licensed commercial nuclear power plants. This effort is
proceeding i three phases, the first of which was to identify readily available measures that
could be brought to bear in a short time frame. The second and third phases of this mitigative
strategy effort will look for additional, readily available measures and 'beyond readily available"
measures to address the safety of the spent fuel pool (Phase 2) and the reactor core and
containment structures (Phase 3). The NRC began site-specific spent fuel pool assessments
(Phase 2) on July 5, 2005 in order to identify additional enhancements to safety of the spent fuel
pool cooling features under severe circumstances. The Phase 2 assessments were completed
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I in November 2005. Plant-specific Phase 3 assessments were begun in September 2005 and
2 are scheduled for completion in April 2006.

3
4
5
6
7
8
9

10
II
12
13
14
15
16
17

18

19
20
21
22

23
24
25

26
27

28

29

30

31
32

In addition, following the terrorist attacks of September 11, 2001, the NRC evaluated the EP
planning basis, issued orders requiring compensatory measures for nuclear security and safety,
and observed licensee performance during security-based EP drill and exercises and security
force-on-force exercise evaluations. The NRC staff also discussed security-based EP issues
with various stakeholders, including licensees and Federal, State, and local go mment
officials. Based on the information obtained, the NRC staff determined that it P planning
basis remains valid, but recognized that security events differ from accid iated events. In
July 2005, the NRC issued NRC Bulletin 2005-02,"Emergency Preparnes and Response
Actions for Security-Based Events" to commercial nuclear power r cy i Ensees. This bulletin
provided guidance on enhancements to emergency preparedn gr s for response to a
security-based event. Also, based on NRC guidance, certa s of nu ar facilities will
develop pilot EP-security based integrated response exe s Program c nisting of two
tabletop exercises and one drill to be completed within o Year. In addi , every nuclear
power reactor facility will have completed a security-base scenario in th rm of an NRC-
observed drill, or an NRC/FEMA-evaluated exe e with

5.3.2.2 Transportation

The transportation of nuclear and ive Lt His r ires certain p ective measures.
There are four broad categorin lateri (st tegi secial nuclear material (SSNM),
spent nuclear fuel (SNF), RA , an a RCS ). ollyn key features of the transportation
protective measures apply to ese m rial part, depending on the security risk:

o Use of N crd h c atation ges designed to withstand certain
hypoth ( dn ebustn of so a packages also provides a degree of
securi s ful c g

I Advan notifica s N ected States, planning, and coordination with local
law en roement n ranspo tion routes

o Protec of shi formation as classified or sensitive unclassified as appropriate.

L Regula :ommu ti between transports and control centers

• Escort rme or some shipments)

O Vehicl ity measures to protect against movement of a hijacked shipment before
respon rces amve

33 Associated with the improving tracking for legitimate shipments of radioactive materials
34 objective of Goal #3, there are currently several international and federal-level efforts being
35 directed at security of radioactive material in transport. The international strategy for controlling
36 radioactive sources includes the establishment of global safety and security standards and
37 import/export controls. Led by the U.S., the Intemational Atomic Energy Agency (IAEA)
38 developed and adopted two instruments to secure and control radioactive sources: the Code of
39 Conduct on the Safety and Security of Radioactive Sources (Code) and the Guidance on Import
40 and Export of Radioactive Sources (Guidance). The leaders of 77 IAEA members have
41 currently agreed to implement the Code and work toward following the Guidance. The IAEA is
42 also developing additional security related companion guidance for transport of radioactive
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I material, to supplement the safety requirements. Security related guidance is also being
2 developed to support radioactive material transit and transshipment evolutions that do not have
3 an origination or final destination point within a given country. To support this effort, the NRC is
4 sponsoring a Transit Transshipment Security Working Group (TTSWG) to formulate a proposal
5 for the Department of State to take forward to the IAEA for either a revision to the Code of
6 Conduct or to be used as supplemental guidance. Additionally, DHS has initiated a tri-lateral
7 Security and Prosperity Partnership for security of radioactive material that includes Canada
8 and Mexico. Finally, as described in section 3.7, the Energy Policy Act of 2005 requires the
9 NRC to promulgate regulations establishing a mandatory tracking system for radiation sources

10 in the U.S. and establishes a task force on Radiation Source Protection and Security to evaluate
11 and provide recommendations to Congress and the President on the security of radiation
12 sources in the U.S.

13 5.3.2.3 Radioactive Material Users and Sources (risk-significant radioa aterial)

14 The users of the radioactive materials in quantities of concem n peqi I nuclear material
15 apply safeguards to protect against sabotage, theft, and dive ng:

16
17

18

19
20
21
22
23
24
25
26
27
28

29
30
31
32
33
34
35
36
37
38

o Physical protection of facilities, radioactive mate I iquantitic Nf concem, and/or
special nuclear material both at fixed sites and cr ng transport; in

O MC&A for radioactive materials in quan ies of lcemnd sp nucear material

The NRC has issued orders for enhanced s yand .A~~rsme sres to certain
materials licensees who possess radioactive t rials qtgntities of cem and special
nuclear material. The requiremen o thes r i' ha since been ed in NRC
regulations. MC&A is associat he c rt rf a f lity's personnel access to, use of, and
transfer of nuclear material In m rin he ttus materials to prevent losses, or detect
losses should they occur. I nsists ac ol ntainment, surveillance, item
monitoring, and bulk materi monit g terial accounting maintains knowledge
of the locations a nntit of ncear nrials a rovides for physical inventories and
material balany Vi ecateria r to detect losses after they occur. It
includes mesrs as e s d measurements.

Since Septerer 11, 41 e r een thoroughly re-evaluating its safeguards and
security pro ms to d r me actioleeded in order to enhance the safety and security of
radioactive aerials Ii ns by the RC for medical, industrial, and academic uses. The
emphasis of )s re-ev at has been on preventing the use of materials that present higher
risks to publi ealth Ad s ty if deployed in an RDD. The objectives of the NRC's programs to
control radio tive t~rial are to ensure the protection of the public and the environment, and
to promote t Na's common defense and security. The overall approach is risk-informed,
focuses on ry e materials of greatest concem, and uses measures based on a
computation odology that systematically evaluates radioactive materials for RDD
concerns. T actions taken and the goals for continuing efforts to enhance security are to

39 ensure that:

40 El RDD attacks are prevented by identifying, adequately securing, and appropriately
41 monitoring radioactive materials of greatest concern (prevent events)

42 O Response organizations are adequately prepared for a potential RDD attack (limit
43 consequences of events)
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1 L International and domestic organizations are addressing RDD issues in an integrated,
2 consistent manner (communication and coordination)

3 In addition to measures intended to prevent the malevolent use of radioactive materials in
4 quantities of concern, other materials used in a wide range of applications beyond the scope of
5 nuclear power, fuel cycle, nonpower reactors and waste facilities require certain protective
6 measures commensurate with the form and quantity of material as well as the radionuclide.

7
8
9

10
11

12
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16
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The NRC has taken additional steps to heighten the security posture, includin ew measures
taken to protect certain regulated transportation activities. These measure implemented
through the issuance of orders for shipments of spent nuclear fuel and I3AMQC. Advisories
were issued to specify which shipments require notification to NRC. e rrent physical
protection measures for risk-significant radioactive material trans clude:

o Preshipment coordination with law enforcement a

o Preshipment notice of States and NRC F
O In-transit shipment call-in to communicate s cent

O Shipment monitoring EnX

l Fcrnrts. if necessarv_ _. ., 1

Both the NRC and DOE continue toerati 0o nati ldatabase a information support
system to track movement of s cle u rsafeguards control. The National
Source Tracking System is e pe~d m eaabl oall authorized Federal
departments and agencies o camp etd.

In developing pro verog asradio tive m eausers, this sector generally uses
working group of t e ativ RC, Agreement States, and other
Federal agenc > -as a D u e a proposed strategy for individual initiatives; the
NRC then app oes eac r A sed Actions are implemented either by rule making,
order, or licen amend E ach i nting process includes stakeholder interactions to
review and co ent on e posed cns. Stakeholder interaction is consistent with the
sensitivity of t propos a n. In some cases, such as work-hour controls for security-force
personnel, bro public ter cion is undertaken. In most circumstances, the sensitivity of the
protective acti requir in ement only of cleared stakeholders. Based on stakeholder input,
the proposed ions revised and submitted to the NRC for final approval. For recent
security orde s iy the NRC, regional meetings were conducted with the specific
categories of Iin s and Agreement State regulators to discuss proposed actions, and to
obtain comme sn the proposed action and implementing guidance. Where practicable,
industry reprentative groups may propose industry-specific implementing guidance that could
be adopted by the NRC. Ultimately, any enhanced protective measures implemented by order
or license amendment will be codified into the NRC's regulations.

P

37 5.3.2.4 Personnel at Nuclear Power Plants and Category I Fuel Cycle Facilities

38 Besides threats from outsiders, insider threats must also be considered in protecting assets
39 within the sector. Therefore, various employees require licensing and background
40 investigations in order to work in nuclear power plants or Category I Fuel Cycle Facilities.
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1 Licensed Nuclear Power Plant Operators. The NRC licenses the individuals operating the
2 controls of nuclear power plants. There are two categories of licenses: reactor operator and
3 senior reactor operator. A senior reactor operator is a supervisory position overseeing the work
4 of the reactor operators. The license is issued after the individual passes both a written
5 examination and an operating test. The senior reactor operator examination also measures the
6 ability of the individual to direct the activities of other licensed operators.

I
I
I
I

7 Moreover, all licensed operators and senior operators are required to participate in their facility
8 licensee's drug and alcohol testing programs, and are prohibited from using, possessing, or
9 selling illegal drugs, and from performing licensed duties while under the influence of alcohol or

10 any prescription, over-the-counter, or illegal substance that could adversely affect their
11 performance.

12 Security Personnel at Nuclear Power Plants. Owner/operators of cor I nuclear power
13 plants are required to establish and maintain a security force that, in e of a malevolent act
14 detailed in the design basis threat (DBT) against the facility, wou d that plant operators
15 and safety systems retain the capability to safely shut down t r tO ssure long-term decay
16 heat removal, and prevent radiological sabotage. The NR e chan s to enhance security
17 requirements in a February 25, 2002, order, and revise BT in an Pril 29, 2003 order. The
18 DBT describes the attributes of the threat against whic owner/operato simust defend their
19 facilities. These security personnel are trained in threat entiflcation, w pons handling, and
20 tactical response, including frequent firing of pons, alis t raining 'der different
21 conditions, and firing against moving and fixe t rgets. Ierato f commercial nuclear
22 power plants made substantial improvement l ecurilff i training, d established work-
23 hour controls for security force pers nel, b s pon 'other April 2003 NRC orders.

24 The security force at every r a nuclr nr demonstrates their ability to defend
25 the plant against the DBT t oh a rce-q-for xe e every three years. The security
26 force is challenged by a tra d adv ~'ry 1 9hsi rficant facility information and
27 advanced tactics. is a aded |erci e e ithe NRC.

28 Security Per nn ta e cle Fac lties. Similar to the requirement imposed

29 upon nuclea p6,r p1t Ii e ;at bry I fuel cycle facility licensees are required to
30 maintain a s crity for can p n eh e theft or diversion of SSNM when faced with a
31 threat chara rized b the TTmade changes to enhance security at Category I
32 fuel cycle fa Iies in a l st 2002 der, and revised the DBT in an April 29, 2003 order.

33 Other Nucl rcl e 1 nnel. All nuclear power plants, along with facilities licensed to
34 possess, us r tra rt ula quantities of SSNM, have fitness-for-duty programs to
3$
38
37
38

provide reas able urance that plant personnel will perform their tasks in a reliable manner;
that they are ptyfer the influence of any substance, legal or illegal, which may impair their
ability to pe d that they are not mentally or physically impaired from any cause which
can adverselffect their ability to competently perform their duties.

39 In the 1980s, the NRC began to focus on the integral role that humans play in the safe operation
40 of a nuclear power plant and certain fuel cycle facilities. The NRC published the Fitness-for-Duty
41 (FFD) Program (10 CFR Part 26) rule in 1989; which requires licensees to implement an FFD
42 program for all personnel with unescorted access to nuclear power plant protected areas, or
43 those personnel who are granted unescorted access to SSNM at a Category I fuel cycle facility
44 that is directly usable in the manufacture of nuclear weapons.
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I
2
3
4
5
6
7
8
9

10

Employee Background Investigations. In addition to the above precautions, the NRC requires
expanded, expedited, and more thorough background check conducted by the licensee, for
nuclear power plant employees to ensure that they are reliable and trustworthy. Every employee
with access to safety equipment is required to pass a background check, including an
examination of past employment, references, credit history, educational history, military history,
military service history, and an FBI criminal history records check. Employees also undergo
psychological testing and a continual behavior observation program. The NRC substantially
improved its access authorization program in a January 2003 order. Employee) of Category I
fuel cycle facilities are required to have a security clearance based on a bac 3r.und
investigation conducted by the federal government.

5.3.2.5 Provide Protective Security Support to Communities

1. The Department of Homeland Security will prov icctive curity support to
flnfl, ,..a.;nie thn *k of ae ~n ahasnrl' af flPrr*tC4,nrA i ,eare 1DOte

11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
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33
34

LUI lifi IUI iIlUO VIa iIV UOV US ULO 10 II:ULVVuI 9 l .lii % i .;4Ul SLy SOi ,lOSIb 0 k ).

Members of the protective community charge ith safeguar n Nuclear Sector will
benefit from this support. To better partner wi State oem nts, local
communities, and the private sector, S pla a of e ,rerienced security
specialists, PSAs, in neighborhood ugho Entry tossist local efforts to
protect critical assets and also prov.A local = e1 ctive to 1 national risk picture.
PSAs are DHS employee ith an y goe of ars of ant rrorism and security
experience and functi libison e. en IS, the private ctor, and Federal,
State, Territorial, I n al itie PS are recruited from, live, and work in
local communities e hd thua j i eth owledge of critical infrastructure and
key resources (Cl ) ) in tiras a r sponsibility, or district. PSAs
maintain g w r ing nr aions wit 1c takeholders, to include law
enforcfiead 0n~~ op Itos R.They act as DHS' on-site critical
inftr u d aity a essmenspcialist; provide expertise and support
to t rincipd I F r. ial( )responsible for domestic incident management
an ecial e nt lanni ; provide real-time information on facility significance
an rrotectiv ne sures. S. 1 will also assist with ongoing local and state critical
infr tructure c ry effort which are coordinated by the state Homeland Security
Ad rs; fac at te flow of programmatic information between stakeholders; assist
in t coordi tior[4f training and exercises; serve as advisors regarding local
infr tructu.'Uuri activation of the National Response Plan; and provide reach-
ba hapy to DHS and other Federal government resources.

prenile Reviews35

36

5.3.3 Corn

- - - I -5. 3. 3. 7 Purpose and scope or Comprehensive Reviews

37 A Comprehensive Review (CR) is a cooperative government and private sector analysis of
38 Cl/KR facilities that considers potential terrorist actions for an attack, the consequence of such
39 an attack, and the integrated prevention and response capabilities of the owner/operator, local
40 law enforcement, and emergency response organizations. The results are used to enhance the
41 overall security posture of the facilities using short-term and long-term risk based investments in
42 training, processes, procedures, equipment, and resources for the community.

43 For the first time, Federal agencies are meeting together with industry representatives,
44 owner/operators, local law enforcement, and emergency responders to conduct a joint analysis
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1 of the multiple functions required to detect, deter, defend, mitigate, and respond to potential
2 terrorist attacks.

3 CRs are being conducted of all commercial nuclear power reactors and associated (spent fuel
4 storage) facilities.

5 The NRC strictly regulates all facets of operating the nation's commercial nuclear power
6 reactors. Unlike previous security assessments of these sites, the Comprehensive Review will
7 also include an examination of the areas outside the perimeter of the facilities, including
8 surrounding water elements, and community emergency response capabilities.

9
10
11

12

13
14
15
16
17
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CRs are an important aspect of accomplishing Goal #7, using a risk-informed approach for
security decisions, and Goal #9, using a risk-informed process for potential ergency
response enhancements.

5.3.3.2 Nuclear Sector Lead in Comprehensive Reviews

While Comprehensive Reviews will be performed in other g r, the clear Sector is the first
to participate in this process. Factors contributing to th Biness of t Nuclear Sector and its
selection as the first in which CRs have been conducte clude the su ort of the private
sector, the high level of a stable baseline of security, a the early rec ition by DHS and the
NRC of the importance of cooperating in a po tepte br IX001 e ronment. As of
December 2005, 14 CRs have been completd\

As each sector has unique characteristics, s spe s f CRs may y in other sectors, as
the CRs will be tailored to the givs ctor. rfIl&g utur conducting C on other subsectors
within the Nuclear Sector will > ere IC fir o er nuclear subsectors could also vary
to some degree.I....\
5.3.3.3 Coordinatin ederl Stat 4cal cnra tor Efforts

In its role as rd S wi Ca R ms composed of experts from the NRC,
FBI, USCG, r~*M B cau hbna n's commercial nuclear power infrastructure is
almost totall wned o etted Vh ~rivate sector, DHS recognizes the importance of a
continued g mmenldu . y part herefore, DHS has established the Nuclear Sector
Govemment ordina g uncil (C) and the Nuclear Sector Coordinating Council (NSCC),
the private s or equi le f the GCC, to coordinate enhanced security of the nation's
nuclear pow r j

5.3.3.4 Nuc sec Com rehensive Review Process

Each team .p for an orientation prior to the actual site visit. A logistics team will provide
evaluation t nd site reference material to each review team. This time will be used to study
the site and lcus on identifying the consequence and critical asset information provided by the
owner/operator, and the various existing security and emergency plans to ensure the CR team
is familiar with site-specific characteristics and capabilities.

31

32
33
34
35
36

37 Following the orientation, the review team will deploy for a three-to-five day site visit. During the
38 site visit, the team will work with site personnel, especially engineering, safety, security, and
39 emergency planning staff as well as senior management. The review team also meets with
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1 critical community response agencies including local, county, and State law enforcement and
2 emergency management leadership to evaluate community-wide readiness and preparedness
3 capabilities.

4 5.3.3.5 Comprehensive Review Results

5
6

7
8
9

10

11
12
13
14
15

16
17
18

19
20
21
22

23

24

25
26

The information that derived from this joint and collaborative review process will be used at a
number of levels to ensure the long-term security of the nation's critical infrastructure assets.

The results will be documented in a formal report for the appropriate stak o rs, including the
various Federal agencies involved, facility owner(s)/operator(s), local, y and State law
enforcement, and emergency response services. The report will i i~e he following:

O An Executive Summary

O A site-specific Integrated Protective Measures PiMP) that dentify resource
gaps, coordination issues, assessment of respon capabilities, ning needs, and
options for potential enhancements to ad ess pr tive nd res nse challenges. The
IPMP will coordinate response plans, e U ng th t e nders a equipment are
adequate to meet planned roles and op t in der du ngscenarios.

The data collected during the site vi itcros **unt ill also srve~ develop an overall
picture of the readiness of the e or a wi rth ssist in identifying industry best
practices in security and resp se~e sres

In addition, the information g tered png C c will be used in reviewing other

critical infrastructur $sI diff n se that r~ils roximity to the sites that are
reviewed. Co e R t further i normalized risk data across critical
infrastructure Ic6lt S li~ . i estment decisions in the future.

5T33e Benefisit the Nge ettensive Reviews
The benefits i lde:

O Facilita g the p tive risk assessment of commercial nuclear power reactors using
a stan izeth loav that produces a measurable baseline. thereby allowing the

27

28
29
30

31
3;
33

34
35

future t of he efficacy of protective response measures and planning.

O Improv Wordination among industry, owners/operators, local law enforcement,
emerg yresponders, and governments to prevent, mitigate, and respond to a
potentiM terrorist event.

O Establishing joint efforts among all stakeholders to reach decisions on best practices in
protective and response measures that will be most appropriate for a given site or
across the sector.

Cl Supporting DHS and other Federal agency investment and budgeting decisions, allowing
for the most efficient and coordinated allocation of resources across multiple sectors.
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1 5.3.4 NRC Rulemaking

2 5.3.4.1 Design Basis Threat Rulemaking

3 The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics that
4 designated licensees must defend against with high assurance. The NRC requirements include
5 protection against radiological sabotage (generally applied to power reactors and Category I fuel
6 cycle facilities) and theft or diversion of NRC-licensed SSNM (generally applied to Category I
7 fuel cycle facilities). The DBTs are used by these licensees to form the basis for site-specific
8 defensive strategies implemented through security plans, safeguards contingency plans, and
9 guard training and qualification plans.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25
26
27
28

29

30
31
32
33
.34

Following the terrorist attacks on September 11, 2001, the NRC conducted horough review of
security to ensure that nuclear power plants and other licensed facilities Hued to have
effective security measures in place for the changing threat environ t En so doing, the NRC
recognized that some elements of the DBTs required enhancem9rn d the escalation of the
domestic threat level. After soliciting and receiving comments al, State, local
agencies as well as industry stakeholders, the NRC impos rder ujhplemental DBT
requirements which contained additional detailed adve y aracteri . The balance
between licensee responsibilities and the responsibiliti tf the local, S e and Federal
Govemments was considered during the development the April 29, I 3, DBT orders. The
NRC's decision was based on the analysis of illigen info ation r garding the trends and
capabilities of the potential adversaries and d sssion 4 eral, I enforcement, and
intelligence community agencies. The NRC' T is n wed on wo case scenarios but
rather on actual adversary character 'tics d e trate worldwide and determination as to
those characteristics against wW t rivat e f 3 could reaso bly be expected to
provide protection.

The NRC is currently cond inga mo -up to the April 29, 2003, orders. The
revised rule will in orat te attr tes we or es ll as a re-evaluation of the threat.
The proposed up tn cum ation b published in the Federal Register for
public cmm

5.3.4.2 Secu eq ej u ig

Along with thchange o t DBTJ re\JRC specified changes to requirements for specific
training enh hement anements to defensive strategies as provided in site security
plans and sit onting cy ins. Additionally, through generic communications, the NRC's
Commission Epress ex btations regarding enhanced notification to the NRC regarding
sani iritv a vo

35
36
37
38
39
40
41
42
43

By October o , all of the nuclear power plant licensees had revised and approved training
plans, securitans, and contingency plans in place. These plans incorporated the
enhancemerfts instituted through the April 2003 orders. While the specifics of these changes
are sensitive, in general they resulted in enhancements such as increased patrols, augmented
security forces and capabilities, additional security posts, additional physical barriers, vehicle
checks at greater standoff distances, enhanced coordination with law enforcement and military
authorities, augmented security and emergency response training, equipment, and
communication, and more restrictive site access controls for personnel, including expanded,
expedited, and more thorough employee background checks.
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1 The NRC is currently conducting a rulemaking which will consolidate the supplemental
2 requirements put in place by the orders and the existing requirements in 10 CFR 73. The
3 proposed rule language will describe the security requirements at a level of detail appropriate
4 for public discussion. Specific details related to the requirements that are safeguards
5 information (SGI) will be consolidated in regulatory guidance documents that will be available
6 only to those with appropriate clearance and need to know.

7 5.4 Protective Program Performance o

8
9

10
11
12
13

14
15
16
17
18

Chapter 6, Measure Progress, details a number of metrics associated w Tiuclear Sectors
" ,.l -1nv4I- 41-

4
- .t s -nn4. mn.-.-.nnrn m h.e i a r

gU dIE ClIU UUJJUAIVr. I 110 I1111JOCLLI OL OiVI a yVI~i IgJI..UVV ijiu Flaib II III UIc ll UrnIlIV VIJla

of these goals, objectives, and metrics is one way to determine th g 1's effective
Even if the protective program is not specifically included in thio:!me t' goals, objf
and metrics for the sector, each protective program should a e its o metrics us
measure its effect. These metrics will be reported on an basis.

CNPPD, as the SSA, along with the NRC, the rest of the C an the p te sector, i,
in recommending improvements to the sector's P4cesse nd chanis for commL
successes and recommendations. CNPPD, a rk the othe akeholders,
lead for ensuring that future decision-making vq4fize ir tion gaine rom protect
program performance monitoring. IIA\

VI OWIII1Z

ness.
qctives
sed to

s involved
inicating
, has the
Jive

19 Following R&D relevant to the ce wil discussed further in Chapter 7, is
20 very important in the process inonit inc 9 de opments that might improve or
21 modify protective programs. chnol im s i sometimes be applied across
22 multiple protective pr msh te c y pplied to one program, then the

23 performance ben e en t techn y is applied to other protective

25 5.5 Challeng $ jI
26 5.5.1 Integrat Respo e

27 There are nu Ious F raltate, and local agencies and organizations with emergency
28 response or ppared ;s re ponsibilities. Integration challenges and competing prioritizations
29 between these vrio mergency organizations are important to resolve. DHS and the NRC
30 are working wi gencies and organizations, along with owners and operators of other
31 key resources Critical infrastructure, to ensure adequate preparation for and response to a
32 terrorist attack ta nuclear facility.

33 5.5.2 Reactor Licensees

34 Physical protection programs at commercial nuclear power plants have come under extensive
35 scrutiny in the aftermath of September 11, 2001. While security plans were robust prior to the
36 terrorist attacks on our country, the NRC and the industry are now implementing measures to
37 further enhance plant security, and are considering additional measures.
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1 5.5.3 Control of Radioactive Materials in Quantities of Concern

2 There are thousands of facilities in the United States licensed to possess and/or use sources
3 containing risk-significant isotopes. These radioactive materials in quantities of concern and
4 their uses have been accurately characterized in previous sections of this document. Proper
5 accountability and control of these sources can only be ensured by the NRC and Agreement
6 States through aggressive and well-thought-out regulation. The NRC is working with Federal,
7 State, and private industry stakeholders to ensure that the users of radioactive materials in
8 quantities of concern are complying with the proper usage and accountability regulations.
9 Protection of these sources is important in order to prevent RDD and RED proliferation.
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1 6 Measure Progress

Dynamic Threat Environment

2
3

4 Critical infrastructure protection (C
5 metrics and sector-specific met *
6 enable comparison and analyb
7 DHS/SSA and security partn~r 4

8 process. Specific issues suc Us i
9 information, as weg eli e w

ken into two Jategories: core
tracked across each sector to
nt types of critical infrastructure.
Ah a data-gathering and reporting
s for the gathering and reporting of

10
11
12
13

14

criptive of the issues related to protection of the
cted with the Sector Security Goals, detailed in
;sful the sector is in meeting the goals set for it will
5 described below.

15 There are two yes oIP metrics: core and sector-specific. Core CIP metrics, common
16 across all sect r set of primarily process measures that will measure initial progress in
17 sector-specifi i plementation. These metrics fit into the overarching framework of
18 Nuclear Secto esures, and are aligned with the key steps in the CIP program
19 implementatio rocess. Sector-specific metrics are specifically associated with the goals and
20 objectives for the Nuclear Sector.

21 Both types should be considered initial metrics, with each evolving as DHS and the nuclear
22 stakeholders become more knowledgeable on their specific CIP challenges. These metrics will
23 serve to meet DHS' needs to monitor performance across all sectors.
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1 6.1.1 Developing Sector-Specific Metrics

2 6.1.1.1 Utilize Core CIP Metrics Defined by DHS

3 Core metrics, which are common across sectors, are still being developed by DHS. However, a
4 list of sample core metrics include:

5

6

1. Total number of assets by class

2. Number of assets with potential for medium or high consequences

7
8

9

10
11

12
13

14

15

16
17
18
19

20

21
22
23

24

25

3. Percentage of medium- and high-consequence assets with completed vulnerability
analyses

4. Percentage of medium- and high-consequence assets rated jh risk

5. Percentage of medium- and high-consequence asset ake active protective
programs to measurably reduce risk

6. Percentage of medium- and high-conseque se that e been assessed for
readiness, response, and recovery capabili

7. Percentage of formal security-part agree nts sector d geographic location

8. Percentage of assets reduced fro i h ris

Information on the core CIP metr Iwl be n \led d a database clear assets by the
SSA; the database will be de o coo. naii wi NRC. DHS/SSA will provide guidance
on the necessary periodici t po a o e plan enhancement, prior to the 1-
year update. j
6.1.1.2 SectorS ar o6rc

Most of the c tie one of the objectives associated with an individual
sector securi goal. re o e, th oing set of metrics are shown in the context of which
sector securi goal an bb Z tive wlty ch the metric is associated.

6.1.1.2.1 In Proce S t Develop Metrics

The metrics l the g e initially drafted by the Nuclear SSP Working Group, which has
representati from 4.ide spectrum of private and public sector entities. This Working Group
met a numb f to develop and then revise the goals, objectives and metrics. The GCC
and NSCC and approve the goals, objectives and metrics, prior to the publication of
the final vers this Nuclear SSP.

28
29
28
29

30 6.1.1.2.2 Awareness Goal Metrics

31 Goal #1: Establish permanent and robust collaboration and communication among all
32 stakeholders within the Nuclear Sector having security and emergency response
33 responsibilities. (Office of Primary Responsibility (OPR): NRC, DHS)
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1
2
3

4
5
6

7
8

9
10
11

12
13
16
17

16
17

18
19

20
21

22
23
24

25
26
27

28
29

30
31
32

33
34
35

U Objective #1.1 - Define, identify and maintain the key points of contacts (POCs) having
security and emergency response responsibilities for the Nuclear Sector. (OPR: NRC,
DHS)

0

* Metric #1.1.1 - Update a comprehensive list of stakeholders having security and
emergency response capabilities and responsibilities that is reviewed by the NSCC,
GCC, and States on an annual basis. (OPR: NRC, DHS)

Objective #1.2 - Communicate clear, timely, and comprehensive threat ad intelligence
information as appropriate. (OPR: CNPPD)

* Metric #1.2.1 - Time needed to get threat and intelligence inf i from DHS to
the private sector. (OPR: CNPPD; Office with Supporting Rp ibility (OSR):
HITRAC) # Po raV

Metric #1.2.2 - Percentage of industry representatv6.h tareI. ared to receive

Li

El

LI

classified threat and intelligence information, ou , set of in sry
representatives that should be cleared to receiv uch informati . (OPR: NRC,
DHS)

Metric #1.2.3 - Percentage of organiz ns wit e repres atives that receive
classified threat briefings. (OPR: NR tS) >

Objective #1.3 - Increase publ' ware the sequences proper actions
following a release of radioa ateri (R: iS; OSR: NSC , NRC, DOE)

* Metric #1.3.1 - Per tfge o eopi ueed o indicate they have an
understanding of w todo i0 radi le e occurs. (OPR: DHS)

Objective #1.4 cre pubs 'war 0 tive measures in place in the
Nuclear Se lev of tha tuld h id r, rather than encourage or help
enable, er i tN c a R 'HS SR: N C, NRC, DOE)

* Metri 1.4.1 - wr pagefe pe surveyed who believe that a successful
terro attack sso ited whAit i uclear Sector would be difficult to accomplish.
(OP lHS) l0f

Objectvsr sons-leamed from previous nuclear and radiological events
within th ector ( ~R: PPD)

* Metri 1.5.1 Per entage of nuclear subsectors for which there has been an
evalu t etermine if a program exists for the sharing of lessons-leamed. (OPR:
CNPD

* Metri 2 - Percentage of nuclear subsectors that have a lessons-learned
shar rdg program for which the federal government is one source for lessons-learned.
(OPR: CNPPD)

i

36 Goal #2: Determine the consequences of dependencies and interdependencies of other critical
37 infrastructures and key resources to the Nuclear Sector. (OPR: RMD)

38 0 Objective #2.1 - Identify Nuclear Sector dependencies and interdependencies in order
39 to fully understand and plan for the consequences of an interruption of service from
40 another critical infrastructure or key resource as well as consequences to other sectors.
41 (OPR: RMD)
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1 * Metric #2.1.1 - Percentage of commercial nuclear facilities that have developed a list
2 of dependencies and interdependencies of other Cl/KR, and developed contingency
3 plans to deal with their loss. (OPR: CNPPD)

4 6.1.1.2.3 Prevention Goal Metrics

5 Goal #3: Prevent nuclear and radioactive material from being used for malevolent purposes.
6 (OPR: DOE, DOD, DHS, DOJ)

7 0 Objective #3.1 - Improve capability to detect unauthorized nuclear and other radioactive
8 materials at key U.S. entry points where these materials either enter the U.S. or pass
9 through before being transported to other countries. (OPR: DHS, DOE, DOJ)

0 * Metric #3.1.1 - Number of key U.S. entry and pass through loca s with the
I capability to detect nuclear and radioactive material. (OPR: QS)2

l2 0 Objective #3.2 - Improve capability to detect unauthorized sagnts of nuclear and
3 other radioactive materials within the U.S. (OPR: DHS, D4 9 SE, DOE, DOT)

I
I
I
1

14
15

16
17
18

19
20
21

22
23

24
25
26

27
28

29
30

31
32
33
34

LI

0 Metric #3.2.1 - Number of key transportation huktlinthi VP.S. with the capability
to detect nuclear and radioactive material. (0 DO/O DHS, DOT)

Objective #3.3 - Improve security for legitimat sIpments of n ear and radioactive
materials physically transported in the United St tes, using a g ed approach.28 (OP
DOT)

* Metric #3.3.1 - International trans secu r ations p osal submitted to a
adopted in International Atomic E Age tand United ions transport
regulations. (OPR: DO i SR: 1S NC, E, DOS)

* Metric #3.3.2 lWit a eme re ctWed rong the involved agencies on the
roles and respo0 s3ities. PR N ;P 0 C DOE, DOT, NRC, DOS)

* Metric #3.3.3 - rcenta of S MQC, and HRCQ shipments with

su th arfunrega sec ty r ie bt Iin rycompliance implemented when

ph ranS i. X e U ed Sta (OPR: DHS; OSR: NRC, DOE, DOT)Obje tv#3-I rie n nd tracking of all high-risk (Category I and 2)
sou that a Iitimat ithin the U.S. (OPR:TBD)

* ric #3.4 L entaQ.high-risk (Category I and 2) sources within the U.S.
t are re F in the National Source Tracking System (OPR: TBD)

* hric3.4. rcentage of high-risk (Category l and 2) sources registered in tt
N onal Sbrcei ackinq System that are in commercial use and have had their

R:

and

El

le

S r ewed. The review will take place starting with those sources of greatest
et OR: TBD)

28 This objective includes developing a program of Interaction among the Department of State (DOS), NRC, DOT, DOE, and DHS
(CNPPD/RMD/Domestic Nuclear Detection Office [DNDO]IUS Coast Guard [USCG]), which considers private sector input, to
clearly define the roles and responsibilities associated with tracking legitimate shipments of nuclear and radioactive material Into or
through this country, with international support and consensus, by identifying gaps and recommending enhancements to close
gaps.
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1 E Objective #3.5 - Through grant programs, improve capabilities of the private sector to
2 better secure their risk-significant (Category 1 and 2) sources. (OPR: TBD) [placeholder
3 objective]

4 a Metric #3.5.1 - Percentage of high-risk (Category 1 and 2) sources within the U.S.
5 that have increased security meeting national requirements. (OPR: TBD)
6 [placeholder metric]

7
8

9
10

11
12

13
14
15

16
17
18

19
20

21
22

23
24

25
26

O Objective #3.6 - Through grant programs, locate and recover risk-signific, nt (Category
1 and 2) sources that are declared excess and unwanted. [placeholdc ective]

* Metric #3.6.1 - Amount of risk-significant (Category 1 and 2) that are

Goal A
tactics

LI

03

LI

recovered. (OPR: TBD) [placeholder metric] -

4:. Coordinate with Federal, State, and local Law Enforc ~t Age c s to develop
to deter, detect and prevent terrorist attacks on fixed Or faciliti (OPR: RMD)

Objective #4.1 - Develop Buffer Zone Protection P s (BZPPs) fo11 commercial
nuclear power reactors (and associated sp t fuel f ilities nd fu ycle facilities by
December 2007. (OPR: RMD)
* Metric #4.1.1 - Percentage of fixed c ercial rpower ctors (and

associated spent fuel faciliti and f le fa es that hav ZPPs in place.

Objective #4.2 - Work tho t es ev pplans to identify and secure

Metric #4.2. Per tage f(J rb Area= u Initiative (UASI) local authorities
assisted O TB

Objectiv . u I iguth ies' awareness of consequences of malicious
use of ri -ignifinn ) sources. (OPR: TBD) [placeholder objective]

* Metri i .3.1 - u b nroflo thorities made aware of need to have adequate
sour ecurity e res.(OFR: TBD) [placeholder metric]

.4 Prote an, Re and Response Goal Metrics

S

27 6.1.1.2

28 Goal #
29 NRC, I

0

5: Prote he c r assets of the nuclear sector from being exploited. (OPR: CNPPD,
private se

Objecti 5.1 - Implement the NRC recommended cyber security programs at all the
commer nuclear power plants. (OPR: private sector)

30
31

32
33

34
35
36
37

El

* Metric #5.1.1 - Percentage of the commercial nuclear power plants that have
implemented the NRC recommended cyber security programs. (OPR: NRC)

0 Objective #5.2 - Ensure that the industry maintains awareness of the latest cyber
security measures developed or recommended by DHS/National Cyber Security Division
(NCSD) and by other government-industry bodies concerned with cyber security. (OPR:
CNPPD)

May 2006 Draft Nuclear SSP
Page 114



Draft Nuclear Reactors, Materials and Waste Sector Specific Plan
Chapter 6: Measure Progress

I * Metric #5.2.1 - Percentage of nuclear cyber security industry personnel who have
2 subscribed to the secure US-CERT portal and its successor, the HSIN-Cyber portal.
3 (OPR: CNPPD with IPD support, private sector)

4 Goal #6: Utilize R&D to better protect the Nuclear Sector from future threats. (OPR: DHS)

5 0 Objective #6.1 - Create an annual report summarizing the R&D planning process
6 results. (OPR: CNPPD)

7 * Metric #6.1.1 - Whether or not the annual list of R&D priorities has been sent to DHS
8 S&T and OSTP. (OPR: CNPPD)

9
10
11

12
13

14
15
16

17
18

19
20

21
22

23
24
25

26
27
28
29

30
31
32

33
34

35
36
37

38
39
40

* Metric #6.1.2 - Whether or not an annual list of gaps has been created and
prioritized, based upon a review of the Nuclear Sector technology equirements and
the current R&D initiatives product review. (OPR: CNPPD)

* Metric #6.1.3 - Whether or not an annual report summari Me R&D planning
process results is created utilizing the list of gaps. (OP OPD)

Goal #7: Use a risk-informed approach that includes securi ons to make
budaetina. fundina. and arant decisions on all identified D i Droted in and emergencv
respon

LI

LI

se enhancements. (OPR: CNPPD)v

Objective #7.1 - Complete CRs of existing co -ercial nuclea r reactors by
December 2007. (OPR: CNPPD; OSR MD, N , Ate sec)

* Metric #7.1.1 - Percentage of co mcial n e> der re c ors that have had CRs
performed on them. (OPR: CNPP

* Metric #7.1.2 - Perce of pot Ienh rments iden d during the CR
process that havee4 lme ed i~PR NPPD)

* Metric #7.1.3 - f p eh ements identified during the CR
process, which i'uire gr ltas ap r i lementation, for which there has been

agrant ~ c t sub ed ( R C F
Objec 47 Cit c visito selected Research and Test Reactors
(RTR Bthe d 6. (OPR: CNPPD; OSR: RMD, NRC, private sector)
* ric #7.2 , lrcent eo elected RTRs that have had an assistance visit to

t facility (0 CNP R SR:RMD, NRC, private sector)

Obje ve #7.3 E uate other subsectors within the sector to determine which warrant
asse sents, Tori z the order of assessments, and complete assessments in the
chos areas D mber 2010. (OPR: CNPPD; OSR: RMD, NRC, private sector)

* MEric #.1 - Percentage of the subsectors evaluated to determine which
sb o warrant assessments. (OPR: CNPPD; OSR: RMD, NRC, private sector)

* M 47.3.Z - For tnose sector elements that the determination was made to
pDrorm assessments, the percentage of facilities that have had assessments
performed on them. (OPR: CNPPD; OSR: RMD, NRC, private sector)

0 Objective #7.4 - Ensure that each facility in a nuclear subsector, which is above a
certain risk-threshold, has an emergency response plan commensurate with the level of
risk associated with the facility. (OPR: CNPPD; OSR: RMD, NRC, private sector)
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I
2
3
4

a Metric #7.4.1 - For those subsectors that the determination was made to verify
emergency response plans, the percentage of facilities that have had their
emergency response plan verified to ensure it includes the appropriate
material.(OPR: NEI)

5 Goal #8: Enhance the ability of the Federal, State, Territorial, tribal, local, and private sector to
6 effectively respond to nuclear and radiological emergencies as a result of terrorist attacks,
7 natural disasters, or other incidents. (OPR: CNPPD) A

8
9

10
11

12
13

14
15
16

17
18
19

20
21
22

23
24
25

26
27
28

29
30

31

32
33
34
35
36
37

O Objective #8.1 - Review and revise, as appropriate, the Nuclear/R
Annex to the National Response Plan to better delineate the rolqe
Federal departments and agencies in preventing, preparing fr
recovering from nuclear or radiological incidents. (OPR: F

Iiojical Incident
r responsibilities of
nding to and

0

LI

* Metric #8.1.1 - Revise te Nuciear/iaaioiogicaI a nt Annex December MMu6.
(OPR: FRPPC) j

Objective #8.2 - Incorporate emergency prepared s (EP)secu based scenarios
into the Emergency Preparedness drill an xercis rogus for mercial nuclear
power facilities. (OPR: DHS, NRC)

* Metric #8.2.1 - Each nuclear power r tr faci ill integrate curity events fully
into the drill and exercise ;am toI UP tent at one bienni xercise per six-
year period is an EP-s eiMerc V N ( )

* Metric #8.2.2 - Per otl co e al u ar facilities within the Nuclear
Sector that annuall mUe qu ct curity drills responding to
simulated t~~st a tcks.(- R:Ey

ObjectIv o P mptl fifctio chnologies such as Automated Ring
Doncir Deen D1~~IC ndalCt I and NPP's within the sector. (OPR:

* Metri 8.3.1 - .re t of C NPP's within the Nuclear Sector with installed
Auto t Rin o teleco unications capability with the DHS NICC. (OPR:
DHS

* Metrn 8.3.2 e t of cross-sector Cl/KR near Cat 1 and NPP's with Automated
Ring wn t so unications with the DHS NICC. (OPR: DHS)

6.1.2 Informatil !90ion and Verification

The Office of Pri Responsibility (OPR) and Office of Supporting Responsibility (OSR) have
been determine for each goal, objective, and metric. They will provide a vital role as the
agency responsible for determining the means of assessing the metric, as well as collecting and
verifying sector-specific metric information and submitting that information to the SSA.
Additionally, the SSA may call on the various agencies for assistance in collecting and verifying
information on the core metrics.

38 The OPR and OSR will have the responsibility for determining the validity of the information that
39 is submitted. One method for verifying accuracy is through the submission of official
40 documentation that supports the information being collected. Metrics will be assessed and
41 information collected and reported on an annual basis, unless stated otherwise. Some of the
42 information that is collected may be sensitive or proprietary and protocol for protecting this
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1 information will be followed. Section 2.5 contains information on how sensitive or proprietary
2 information is handled and protected.

3 6.1.3 Reporting

4 The SSA has responsibility for collecting data on the metrics from the OPR, and OSR if
5 applicable, of each metric. The format used to assess the metric will be determined by the
6 OPR. On at least an annual basis, the SSA will report to the GCC and the NSCC on the
7 progress in accomplishing the goals as well as any gaps that may be found in existing goals.
8 Also, HSPD-7 calls for sectors to report annually to the Secretary of Homeland Security on
9 progress. In many instances, it may be useful for sector security partners to know the status of

10 a metric. The SSA may determine whether a metric should be shared with stakeholders and
11 can utilize any of the information sharing mechanisms to do so. ,

12

13

6.2 Implementation Actions

The following table contains implementation actions described tJc this idocument.

14 [Material will be added to this table shortly. The table
15 reflect what has been discussed in the rest of the doct
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I

4
5
6
7
8

6.3 Challenges and Continuous Improvement

It is important to incorporate metrics into the decision-making process. In an effort to do so, the
SSA, in coordination with the GCC and NSCC, will reexamine the metrics, along with the goals
and objectives, on an annual basis, or more frequently if necessary, considering changes in the
sector's security posture, to determine if any modifications should be made. In providing
quantitative and qualitative feedback, metrics are necessary tools for indicating whether or not
progress is being made towards achieving sector goals. If the SSA, GCC, or NSCC determine
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1 that there is not sufficient progress being made towards a particular goal, the SSA can work with
2 the OPR and OSR, if applicable, to address the concern.

3 Though this set of metrics is believed to be robust, having incorporated efforts to ensure the
4 metrics are both measurable and comprehensive, there will still be room for improvement.
5 Updating and refining the metrics will take place during the annual SSP revision process. Also,
6 changes in the sector's security posture will result in changes to the objectives and metrics.

7 Identifying and implementing measures to improve the Nuclear Sector's security posture
8 involves reassessing risk in a changing security environment, and by taking action on those
9 items that address areas of greatest risk or are cost-effective solutions that, in combination,

10 reduce risk the most. This approach will be used in modifications to the goals, objectives, and
11 metrics. A

12

13
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1 7 CI/KR Protection R&D

2 7.1 Overview of Sector R&D

3
4
5
6

7
8
9

10
11
12
13
14

15
16
17
18
19
20
21
22

23
24
25
26
27

28
29
30

31

Through technological advances, Research and Development (R&D) programs can provide
cost-effective and efficient means of utilizing limited resources. Effective R&D programs will
result in mitigating risk in the sector at low enough costs that regardless of bud et capabilities,
all security partners can enjoy the benefits.

As the SSA for the Nuclear Sector, DHS/CNPPD communicates R&D to support the
DHS/Science and Technology Directorate (S&T) and Office of SciO ec Technology Policy
(OSTP) in cooperation with the NRC, DOE, DHS/DNDO and D u rting agencies.
There will be formal efforts to communicate these R&D nee n ann basis, and other
less formal communication on an as needed basis. Also, jSfS&T has primary
responsibility to develop the annual National Critical Infra tucture Prote n R&D Plan, and
CNPPD, as the SSA, will provide input into that. DHS/S T is represente n the GCC, and this
helps to enable the dialogue between CNPPD t4DHS/ T

Each supporting agency maintains its own R& ning ss, and C PD, as the SSA,
integrate sector needs. CNPPD will piect in Srthe tor's R&D ne son an ongoing
basis from all sector stakeholders m of t ID ial nefits of R& hat CNPPD will
consider, when evaluating the c cto R ee ,are: 1) ensuring the compatibility of
communications systems wit iteropl bilit t rs; exploring methods to authenticate
and verify personal identity; .joordi png t ev Jo 't of Nuclear Sector protection
consensus standard X4) provItcil ce, monitoring, and detection
capabilities.I

Cyber R&D ne cswlb o itnn-cyber R&D needs. The group of
stakeholders t which ZJP cooit cyber R&D needs will be slightly different than
other R&D neq., and i 11 uds DHS/. among others. CNPPD will solicit information from
NCSD, DHS/S and T about on Qin R&D initiatives that may help the sector meet cyber
security-relate echnol rqtirements.

As expressed 3Goal /and orresponding objectives and metrics, technology development is
necessary and teref one of the top priorities in the Nuclear Sector is to better utilize R&D
which will help c (he sector from future threats.

7.2 Sector R equirements

32 To support development of the Federal CIP R&D plan, DHS/SSA will communicate sector R&D
33 requirements to DHS S&T and OSTP. The DHS/SSA will request and integrate inputs from the
34 NRC, DOE, and DOT as supporting agencies as well as other sector stakeholders on an
35 ongoing basis. Supporting agencies will coordinate with appropriate stakeholders in developing
36 inputs. Prior to engaging supporting agencies, DHS/SSA will solicit information relative to the
37 themes that DHS S&T and OSTP have identified for integration across sections. Supporting
38 agencies will identify requirements relative to these themes. The SSA will work with security
39 partners to collect and prioritize capability requirements that can be supported by technology
40 developments. This information can then be used to determine whether current R&D programs
41 meet the requirements or whether new programs may be needed.
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1 7.3 Sector R&D Plan

2 7.3.1 Current R&D Initiatives

3
4
5
6
7
8
9

10
11
12
13
14

In conjunction with the determination of the technology requirements above, the SSA will
annually provide supporting agencies with a listing of the current Federal R&D initiatives. The
source of this list is DHS/S&T and OSTP. The SSA will coordinate a review of sector
challenges, technology requirements, and current Federal R&D initiatives with the sector-
supporting agencies and DHS/S&T and OSTP. Sector-supporting agencies wiloordinate with
and represent the views of their sector stakeholders. The product of this refill include a
prioritization of the current Federal initiatives relative to the sector challe es nd performance
measures. Some of the factors that will be considered during this re ere: need; the
potential impact in reducing risk that could result from the R&D; c t feness; likelihood of
success of the R&D effort; and amount of time estimated that e nee from the start of
the R&D effort to implementing the technology in protectiv9sres. 1 SSA will provide the
product to the DHS/S&T and OSTP. 7

15 7.3.1.1 DOE Activitie'

16 DOE is leading a mul
17 plant. The goals of t
18 operation, and enhan
19 nations including Jap;
20 agreement to proceec
21 2005.

22 DOE is leading a mul
23 spent nuclear ru Pn
24 invitation, the I
25 this area.

26 DOE is leadin mull
27 include the N nd
28 Interational V ing
29 projects:

ti
h
c
a
I

H

national effort in the dev
at effort are enhanced p
ed environme tafrien
n, France , ana

on the h~ratip

1Oyh gene ion nuclear power
itance, imp e economy of
9cretary of E rgy, and four other
igdom, signed a framework
: development on February 28,

ftlas ifia-in guidance for transportation of
aste tcte Yucca Mountain repository. At DOE's
taking joint action to harmonize their guidance in

tipeje ultinati ~pent nuclear fuel sabotage program. Participants
int ) Haal partrers from Great Britain, Germany and France. The
G Gip Sabotage of Transport and Storage Casks has identified three

tInvolves the experimental determination of the radioactive source term
environment as a result of transportation sabotage and the
consequences of this radioactive release.

30
31
32
35
36
35
36

o The fir.
releasE
enviror

O The se End project involves development a risk-based approach for comparing a wide
range of terrorist attacks on various transportation targets.

O The third project, which is pending, will involve the development of sabotage barriers for
transportation and storage casks.

37 DOE is developing a Multilateral Agreement that would permit the exchange of classified
38 information on these projects.
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1 7.3.1.2 DHS DNDO Activities

2 The DNDO is currently developing the next generation of passive radiation portal monitors
3 through the Advanced Spectroscopic Portal (ASP) program. ASP systems address a
4 substantial capability gap in currently deployed systems by increasing the probability of
5 detecting a smuggled nuclear device, while decreasing the probability of falsely alarming on
6 naturally occurring radioactive materials or innocent radioactive materials (such as granite tiles,
7 ceramics, and kitty litter) or incorrectly dismissing nuclear material. ASP sys s use their
8 ability to identify the source of detected radiation through spectroscopic is identification to
9 accomplish this.

10 The DNDO is developing the next generation of active imaging ra ca y systems through the
11 Cargo Advanced Automated Radiography Systems (CM 9am to jitomate radiographic
12 image processing, as well as provide considerable impro hs in the e of radiographic
13 inspection. It will scan cargo containers or other convey nfis of interest d provide an
14 automated alert based upon the threat. The implemente chnology wil istinguish between
15 low density non-threat materials such as alumin and s eel, a higher nsity materials such
16 as lead, uranium or plutonium. CAARS will als ,ecapa e detecti of traditional
17 contraband such as high explosives and drugs may o so with t ame level of
18 automation. Search for traditional contraband i C ntin So require op tor image analysis.

19 he ND sytem dvelps Im al i des rogram to deliver to the U.S.
20 Gove ment, advise State/T I go em a reness of next generation handheld
21 and man-portable systems red er a the U.S. Coast Guard, CBP, Border
22 Patrol, State, Territori local ad trib Law freetgencies and first responders. These
23 handheld, mobile kp C sy ar a i ary detection tools by our Border
24 Patrol and US I~l ~ to 0 rdit1 CBP uses this equipment as a
25 secondary ins ion to iw e rial, local and tribal law enforcement agencies and
26 first responde May us this .uiprnf ueued search and secondary identification.

27 In FY 2006, th ONDO ib n the i ves that will develop regional deployment strategies
28 aimed at achiefg the r.tective and integrated use of detection equipment for domestic
29 detection and iterdictio. T einitiatives will provide design engineering support to State and
30 local agencies the d ilop nt of procurement, deployment and lifecycle upgrade strategies
31 suited to their i livid iocale. This support will enable the DNDO to ensure that State and
32 local agencies II ilire and deploy systems with proven performance characteristics, that
33 these deploym. consistent with the global detection architecture, and that they will be
34 interoperable v he DNDO Joint Analysis Center (JAC). State and local agencies must
3 purchase equi ment, as well as related training, exercise, and support packages, using Federal
36 grant funding, thus freeing up the Federally-owned equipment for use in additional
37 engagements.

38 7.3.1.3 NRC Activities

39 The NRC process for planning and budgeting its research activities is consistent with the
40 strategies and measures in the NRC's FY 2004-2009 Strategic Plan. As key uncertainties in
41 analyses that influence the agency's ability to make realistically conservative decisions are
42 identified, safety-focused research is proposed to address uncertainties that are amenable to
43 being reduced through research. These candidate research programs are prioritized according
44 to their contribution to accomplishing strategic goals. For example, one of the NRC's strategic
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1
2
3
4
5
6
7
8
9

10
11
12

13
14
15
16

17
18
19

20

21
22
23
24
25
26

27

28
29
30
31
32
33
34

goals is to enable the use and management of radioactive materials and nuclear fuels for
beneficial civilian purposes in a manner that 1) protects public health and safety, and the
environment, 2) promotes the security of our Nation, and 3) provides for regulatory actions that
are effective, efficient, realistic, timely, and open. A research activity is considered 'high" if it is a
significant contributor to the strategies to be used to accomplish a goal (e.g., if accomplishing
the activity is critical to being able to implement the strategies to accomplish a goal). It is
"medium" if it directly contributes (e.g., if accomplishing the activity supports being able to
implement the strategies to accomplish a goal), and "low" if it has a less-substantial contribution.
The expected outcomes of NRC activities associated with this strategic goal inoude: (1) no
nuclear reactor accidents; (2) no releases of radioactive materials that resuignificant
radiation exposures; (3) no acute radiation exposures resulting in fataliti (4) no releases
of radioactive materials that cause significant adverse environmentalt .

Research activities are prioritized along with other NRC activit d a earch budget is
established. Activities with relatively low-ranking scores ar Ed or d 1 yed if the NRC's
budget cannot support those research activities. The NR g Xcoordinat irough DHS/SSA to
communicate identified R&D needs to DHS S&T and OS annually.

NRC coordinates inter-agency R&D planning a ctiviti hr , the nter-Terrorism
Technical Support Office, Technical Support W g G dOD's ysical Security
Advisory Group.

7.3.2 Gaps

DHS/SSA will request a revi b D &T H NDO Joint Requirements Board
(JRB), or OSTP of the sector ichnolo req 1a S current R&D initiatives product. The
product of the revie be I id pf the aw sector technology
requirements an ind artme 1f Homeland Security/SSA will review
these gaps wit geese s s t piortize the significance of the gaps, and

7.3.3 Planned &D Init' givs5

The gap priori tion a i~'si erformed by DHS/SSA and the sector-supporting agencies will
be forwarded t.HS So 0 P, and DHS/JRB with a request for identification and description
of R&D initiatE that ofenti fill identified aaDs. DHS/SSA will review the initiatives Drovided
with sector i
is to be a re
process res
R&D initiatih

Ia-- ----- 7r-- ------------- ------ r~ ~
Su irtigencies to determine relevancy to the sector. The output of this review
Po o DHS S&T, OSTP and DHS/JRB summarizing the R&D planning -
ult ding: technology requirements, current R&D initiatives, gaps, candidate
teslevance of R&D initiatives to the sector, and gaps that are not addressed by

35 the candidate R&D initiatives.

36 7.4 R&D Management Processes

37 CNPPD, as the SSA, will continue to monitor the progress of R&D development, assess its
38 impact on the sector goals, and update its R&D strategy as needed. In order to accomplish this,
39 CNPPD will work with the GCC, SCC, and other stakeholders. CNPPD will also keep apprised
40 of non-Nuclear Sector specific R&D efforts that could have benefits to the Nuclear Sector,
41 through information provided by DHS/S&T, OSTP and others.
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1 The transition process from R&D to implementing the technology in protection programs in the
2 field is also critical to the success of R&D efforts. Each R&D technology will require at least a
3 slightly different implementation path, due to each technology's unique characteristics.
4 However, in most cases, there will be a pilot project where the technology is implemented out in
5 the field prior to its widespread use. CNPPD will work with the appropriate stakeholders to
6 identify the best implementation process for a given technology.
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1 8 Managing and Coordinating SSA Responsibilities

2 8.1 Program Management Approach

3
4
5
6
7

8
9

10
11

12
13

14
15

16

Within CNPPD, there is a program management office in place in order to fulfill CNPPD's
Nuclear SSA responsibilities listed throughout this document. The staff of the program
management office tracks the responsibilities of CNPPD in order to ensure the completion of
those tasks. In many cases, CNPPD will coordinate with the other stakeholders in the sector to
verify that their responsibilities listed in this document have also been fulfilled.

In the Nuclear Sector, there is already a large amount of cooperation a rdination that
takes place among sector stakeholders, including interaction betwe h rivate sector and
government. CNPPD's philosophy is to take the strong relations a xist today, and
continue to grow those, and when appropriate, foster new rel sips.

The chart in section 6.2, listing implementation actions a c ated with th document, will be
used as a starting point in ensuring that key processes w e implement and monitored.

CNPPD will evaluate the structure of its progra anag e ce pen ically, to ensure that
the structure is the most effective one to meet pon it

8.2 Processes and Responsibi itj

8.2.1 SSP Maintenance and

The Nuclear SSP is one of th lrimar Ian nln l ement documents associated with
the Nuclear Sector. 1 lear S r', curi t E will continue to change, revisions to
the document wide I least annu-asis, with a full rewrite of the document
every three ye rIhe tlr (ork .Group, which provided a coordination mechanism
to allow input f in both iu and oer ent into the document, will be the primary body
responsible fo .aking t e.ange GCC and the NSCC will approve the modifications
to the Nuclear P. v

CNPPD will w with t re f DHS, other federal agencies, State and local govemments, the
private sector Ad othe secu y partners to aggregate information and build a comprehensive
picture of Nucl r Sect infr structure protection efforts across the nation. This will assist DHS
in understandi g ho Q/KR protection is being conducted across the country, what priorities
and requireme these efforts, and how such efforts are funded.

8.2.2 Annual orting

17

18
19
20
21
22
23
24

25
26
27
28
29

30

31 On July 1st of each year, the SSA will submit an annual Cl/KR protection report on the Nuclear
32 Sector to the Secretary of Homeland Security. Nuclear Sector protection requirements, NIPP-
33 related initiatives, and relevant requirements for Nuclear Sector protection will be identified. The
34 report will also include:

35 L Priorities and annual goals for Nuclear Sector protection

36 0 Nuclear Sector requirements for Cl/KR protection activities and programs based upon
37 risk and need
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1 E Projections for NIPP-related program funding that will be included in the SSA budget
2 request to the Office of Management and Budget as part of the annual Federal budget
3 process.

4 8.2.3 Resources and Budgets

5 CNPPD, as the SSA, will outline Nuclear Sector protection requirements and related budget
6 projections as a component of the annual budget submission to the Office of nagement and
7 Budget (OMB). The process for determining which areas are considered p 4es for the
8 purpose of Cl/KR protection funding will be based on cost-effectiveness d e reduction of
9 risk.

10 In the February - July timeframe of each year, CNPPD will de o C 1tP-related aspect of
11 their budget submission with the support of the rest of DHS neces ry and consistent
12 with NIPP requirements established through the collabor rocess. September let of
13 each year, CNPPD will work with the rest of DHS to ratio ize individual quirements and
14 recommend funding in the cases where gaps or c plicati effort exist. ten, between
15 September and November of each year, CNPP ill wor he ce of 1 agement and
16 Budget (OMB) and the rest of DHS in subsequ ntudge e ations t medyany gaps or
17 shortcomings in NIPP-related funding.

18 CNPPD will also serve as subjec atexp wi and providing commendations for
1 9 specific target grant programs $ei wo gloel ith the private sector to promote the
20 most efficient use of both Fe afnd n-F e reou S.

21 8.2.4 Training and El ati

22 Awareness is c a t t e o all success of protecting the Nuclear Sector, and
23 the first two N ear Se g9 *fo son b areness. Goal #1 is to establish permanent and
24 robust collabo ion and m rnicat n yng all stakeholders within the Nuclear Sector
25 having securi nd eme en respo sponsibilities. Goal #2 is to determine the
26 consequences depen nc and int rdependencies of other critical infrastructures and key
27 resources to t Nuclea Fe These efforts will go a long way to helping in to successfully
28 protect the Nu liar Se a.

29 The Base NIP Stat number of objectives associated with a national awareness program,
30 which OHS is c( ith the SSAs and other security partners to develop and implement.
31 The Nuclear S till coordinate with the overall national awareness program to ensure that
32 the efforts are.<ynch.

33 Periodic exercises and training involve not only the nuclear power plant plants themselves, but
34 also the NRC, State and local governments and emergency response officials - including fire,
35 medical, law enforcement and traffic control authorities. All these entities are also included in
36 the licensee's emergency response plan.

37 Extensive training onsite and offsite is conducted periodically. Ongoing communication and
38 regular drills and exercises ensure that the plant personnel and the community's emergency
39 response organization are in the ready to protect the health and safety of the public.
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1 Coordinated onsite offsite training often includes the following: Emergency Response Support;
2 notification methods; emergency communications; public information, including dissemination of
3 information and acquainting news media with emergency plans; accident assessment;
4 protective response options; radiological exposure control, including decontamination
5 procedures; specialized training and periodic retraining, including medical services and hospital
6 support, fire and rescue, and local law enforcement.

7
8
9

10
11
12
13
14
15
16
17

18
19
20

21
22
23
24
25

26

27

28
29
30
31
32
33
34

DHS provides overarching coordination to the National Exercise Program to ensure the Nation's
readiness to respond in an all-hazards environment and to test the steady-statn protection plans
and programs put in place by the NIPP and their transition to the incident aement
framework established in the NRP. Some examples of national exercis TOPOFF and
Ardent Sentry. The SSA will coordinate sector-level participation in t Nonal Exercise
program and other sector-level preparedness activities. DHS/SSi c to ensure that the
National Exercise Program and National Cyber Exercises indqu testing of steady-
state Cl/KR protection measures and plans, including infor sharin - pplication of the risk
management framework; and the ability to protect core o icitical Cl/ services, such as
power, food and water, and emergency transportation, to ithstand attac r natural disasters
and continue to function at an appropriate level.

The NRC provides some training to States, ma to trail .dors of eement States. The
NRC does not advocate or promote activity in Nuclea e tor, in ord oretain its neutrality
as a regulator. ]
A combined effort of DHS/SS reral s, a additional security partners will
review and update existing C f prot ~ion- a ur to align with the NIPP. Two areas
within DHS that may offer su coursq are t d Training and DHS/Risk
Management Divisi I D ddit' lly, *jdLenti d updating programs, CNPPD,
Grants and Traiit IV >srk to her to idntify and fill any gaps that may exist.

Overall, the S Ill pro to ,el KR protection education, training, and awareness.

8.3 Implerne ng the e lir Pari tip Model

The Sector Pa ership pd as the framework used to promote and facilitate sector and cross-
sector plannin ioordi fion ollaboration, and information sharing for Cl/KR protection
involving all le s of g 1 yem1e1nt and private sector owners and operators. Within most
sectors, a Gov medoordinating Council (GCC) exists to coordinate government efforts and
a Sector Coor uncil (SCC) exists to coordinate private sector efforts. The NIPP
discusses the Magi of the Sector Partnership Model that enables the all of the GCCs and
SCCs to work gether on issues applicable to more than one sector.

35 8.3.1 Coordinating Structures

36 The Nuclear Sector has both a Nuclear Sector Government Coordinating Council (GCC) and a
37 Nuclear Sector Coordinating Council (NSCC). DHS/IPD will serve as a liaison between the
38 NSCC and the GCC in its role to facilitate implementation of public-private partnerships. Both
39 councils were established on October 13, 2004, and they held their first joint meeting on that
40 day. The GCC and NSCC meet quarterly to continue developing this important partnership.
41 The councils are part of the overall sector partnership model which is described in detail in the
42 Base NIPP.
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1 8.3.1.1 Nuclear Sector Government Coordinating Council

2 The objective of the GCC is to provide effective coordination of civilian nuclear security
3 strategies and activities, policies, and communications across the government and between the
4 government and the Nuclear Sector to support the nation's homeland security mission. In
5 addition, the GCC plays a coordination role with the existing emergency management and
6 public health and safety communities regarding response and recovery issues associated with a
7 terrorist act involving the Nuclear Sector. J _
8 The GCC accomplishes this objective primarily through four types of a .First, identify
9 items that need public-private coordination, and the communication d rdination of those

10 items. Second, identify needs/gaps in plans, programs, policies 4 ,s and strategies.
11 Third, acknowledge and recognize successful programs and a S. . fourth, leverage
12 complementary resources within government and betwee mment industry.

1
I
I

RV km
13 The GCC consists of representatives from:

14

15

16

17

0

0

0

0

:1
A

I Ii
18 0

19 0

20

21 0

22 There may als
23 Defense is a c
24 DHS/IPD provi
25 scheduled or c

26 8.3.1.2 Nuclea

e ad 6 or-officio members added to the GCC, and the DOD/Homeland
ent icio member. The OHS/CNPPD representative chairs the GCC and
s retarial support. Meetings are held quarterly, with additional meetings

ce calls held when needed.

Sector Coordinating Council

27 The NSCC consists of representatives of the nuclear industry and covers the broad interests of
28 Nuclear Sector security. The scope of the NSCC covers all companies licensed to operate
29 commercial nuclear power plants in the United States, nuclear plant designers, major nuclear
30 architect/engineering firms, fuel supply and fabrication facilities, research and test reactors,
31 commercial nuclear waste management and transportation firms, and other organizations and
32 individuals involved in the nuclear industry. There is also a Radioisotopes Subgroup of the
33 NSCC for those in the industry that are involved in the use, manufacture, distribution, and
34 disposal of radioactive materials beyond nuclear power and the fuel cycle.
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1 Specific NSCC membership will consist of key representatives and senior decision makers
2 involved in nuclear security issues at their respective companies. Makeup of the NSCC will
3 generally conform to the following guidelines:

4
5

* Six members from companies owning or operating at least one commercial nuclear
power reactor

6 * One member from owners of fuel manufacturing or fuel fabrication facilities

7 * One member from manufacturers of nuclear reactors or component

8 * One observer from the National Organization of Test, Resea Training Reactors

0 f r~nn mumkar frrni M n I^1-Inr WAPtCM mlnrnf1mMnt rfr treAnvfro mmo
is W.l l**~ ~fl' I,~11.W Y..fl*, - .tut,,wa, vvL.Jt~ * W.. * 2W ...... II ro * F ;"

10

11

12
13
14
15
16

17
18
19
20
21
22
23
24

25
26
27
28
29

* One member from NEI

* Representative(s) from the NSCC-Radioi topes bco)ncil

The Nuclear Energy Institute (NEI) has a repre Cative n ! C b use NEI represents
a large portion of the overall sector, including uent e Radiois apes Subgroup. All
domestic operators of commercial nar po wr nts Efuel process facilities are
members of NEI. Through NEI, LIutry u erta initiatives that commit the entire
industry to specific actions.

The NSCC-Radioisotopes S ouncil SC ndrecommends strategies that will
enhance the physic uri and emEgen s of the radioisotope sector under
thecmuspices om N usI.r . unta y collab rtes with the GCC to identify and
recommend m ore sot sof concern from being stolen, diverted and used
in Radiological ispersi D ses ( D sso Radiological Exposure Devices (REDs). The
outcome will b ensu h hera sector continues to provide benefits for medical,
industrial and earch , lii ions in e and secure manner while protecting the public
health and sat i

The National r anizat' of st, Research, and Training Reactors (TRTR) represents
research react facilit acr ss the nation from government, universities, national laboratories,
and industry. mary mission is education, fundamental and applied research, and
application of ogy in areas of national concern and improving U.S. technological
competitivene Lund the world.

30 8.3.1.3 Federal Radiological Policy Coordinating Committee

31 The Federal Radiological Policy Coordinating Committee (FRPCC) provides a national-level
32 forum for the development and coordination of radiological prevention and preparedness
33 policies and procedures. It also provides policy guidance for Federal radiological incident
34 management activities in support of State, local, Territorial, and tribal government radiological
35 emergency planning and preparedness activities. The FRPCC is an interagency body chaired
36 by DHS/CNPPD. The FRPCC establishes subcommittees, as necessary.

37 The FRPCC also coordinates research-study efforts of its member agencies related to State,
38 local, Territorial, and tribal government radiological emergency preparedness to ensure
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1 minimum duplication and maximum benefits to State and local governments. The FRPCC
2 coordinates planning and validating requirements of each agency, reviewing integration
3 requirements and incorporating agency-specific plans, procedures, and equipment into the
4 response system.

5 8.3.1.4 State, Local, Territorial and Tribal Government Entities

6
7
8
9

10
11
12

13

14

15
16
17
18
19
20

21
22
23
24
25
26

27
28
29
30
31
32
33
34

U.S. commercial nuc
State law enforceme
hinh level of monoira

clear power reactors have developed close relationships y local and
int agencies as well as emergency response organiza:l go achieve a
ition for Pmernancv nlannina and resnonse. This r s ighio will fully

support the development of a sector-specific plan.

When considering State government entities, recognize that re hirty-three
Agreement States which are listed in Table 2 in section 1 I hgreem .States are
described in more detail in Section 1.2.1.5.

8.3.1.5 International

8.3.1.5.1 International Atomic Energy Agency

The IAEA, established in 1957, is epen et erg mmental, sci and technology-
based organization, in the Unite ti n fa , t a se s as a global focal point for nuclear
cooperation. The IAEA assis 38 emb St e, i e context of social and economic
goals, in planning for and usi nucle icie Tch logy for various peaceful purposes,
including the generation of el tricity d fa I ;t h t Ejisfer of such technology and
knowledge in a su ma\e ner A e ng M St tes.

Part of the IAE i in X sve gnuclear safety standards and, based on these
standards, pro pting th c e 1eme1 t aintenance of high levels of safety in applications
of nuclear ene fas we se prot f human health and the environment against
ionizing radiati.The I A g o verifin rough its inspection system that Member States
comply with th comm e under the Non-Proliferation Treaty and other non-proliferation
agreements, t se nuc rI akerial and facilities only for peaceful purposes.

To assist mer r Stag in te identification of the best means by wnicn to strenginen tneir
nuclear securi4' IA ~as initiated the International Nuclear Security Advisory Service
(INSServ). Re dy a Member State, INSServ missions aim at identifying overall needs for
additional or in ed security measures for nuclear-related activities of the Member State,
whether involvm nuclear material and facilities or other radioactive material, such as:
radioactive sources, and relevant facilities. The INSServ mission generates recommendations,
which provide the platform for subsequent, more specific, nuclear security assistance, either
through IAEA programs or through bilateral support programs.

35 With the help of International Physical Protection Advisory Service (IPPAS) missions, the IAEA
36 assists Member States in strengthening and enhancing the effectiveness of their physical
37 protection of nuclear materials and facilities. An IPPAS mission may be conducted on a nation-
38 wide basis, or it may be facility-specific. During the IPPAS mission, the Member State's physical
39 protection system is reviewed and compared with the international guidelines and internationally
40 recognized best practices. Based on this review, recommendations for improvements are
41 provided including follow-up activities and assistance. Following the recommendations from
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1 IPPAS missions, actual upgrades of physical protection systems have been initiated in several
2 Member States, through bilateral support programs.

3 The IAEA also has missions to help smaller countries without nuclear programs to develop
4 safety and security measures for sources and radioactive materials. An example is the
5 Radiation Safety and Security of Radioactive Sources Infrastructure Appraisal (RaSSIA)
6 mission.

-7 0 4 AT % Ai ... 1_ I i . , A---.. 1AlA I
t

8
9

10
11
12
13
14
15

16
17
18

19

O.O. I.V. NIUCe;IJf Cnwgy /igefIy (IVCAJ A
The NEA is part of the Organization for Economic Co-operation and Dev ent (OECD). The
NEA's mission is to assist its member countries in maintaining and fu geveloping, through
international co-operation, the scientific, technological, and legal qbe ired for the safe,
environmentally friendly and economical use of nuclear energ race purposes. To
achieve this, the NEA works as a forum for sharing informaisi de nce and promoting
int~mrnm#tin~lrnncrtI1n n r^ntrnf g~r n In w h tieh kanm ffmrkmr br-^ tn nnnl a

20
21
22
23
24
25

26

27
28

29
30
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maintain their technical expertise; and a vehicle for facilitti g policy anal es and developing
consensus based on its technical work. l

NEA membership currently consists of 28 coun in N n Ica, Eu l e, and the Asia-
Pacific region. Together, the countries accou rppro r a ely 85% o the world's installed
nuclear capacity. The NEA works I l with EA.f

8.3.1.6 International Nuclear I aI~1Sslai\N

Established in January 1997, e INRts me do s of the most senior officials of the
nuclear regulatory a 'oties f the f% win ontri nada, France, Germany, Japan,
Spain, Sweden, F% K d t United pats. It provides a forum where the most
senior regulat ify ry challenges and exchange views on broad
regulatory poli .ssues. rk INRA seeks to accomplish the following
objectives:

* Build a obal nu arfety cu re;

* Seek i grnatio co bnsus on approaches to nuclear safety issues and facilitate
intema nal co era n to implement sound solutions;

j

* Coope
and

at

V
other international and national organizations involved in nuclear safety;

31 * Encourage the most efficient use of resources.

32 8.4 Information Sharing and Protection

33 8.4.1 Homeland Security Information Network

34 The Homeland Security Information Network (HSIN) is a highly secure network backbone built
35 over the Internet with a common set of information sharing functions and tools for various
36 communities consisting of people with a "common interest" (e.g., the Nuclear Sector). The
37 Nuclear Sector is currently piloting usage of HSIN to support the Comprehensive Review (CR)
38 Program and provide threat-warning products. HSIN's benefits include: information sharing and
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I coordination enhancements within each community; a built-in capability for cross-community-of-
2 interest and public-private sector information sharing once 'communities" are established; and a
3 common platform for growth and improvements in the future.

4 Two of the many other parts of HSIN are:

5 0

6
7
8
9

10

Critical Infrastructure Warning Information Network (CWIN) - A private government
network within HSIN that provides mission-critical connectivity and aivable DHS
capability for information sharing, collaboration and alerting to Fed tate, and local
agencies for critical infrastructure restoration when primary for ofe~mmunication are
unavailable. e

HSIN-Critical Infrastructure (HSlN-CI) - Supports thuenge o treat information to
11
12

13

14
15
16
17
18
19
20
21

critical infrastructure owners and operators in a v oindustri and locations, first
responders and local officials.

8.4.2 Operation Centers nL

Operation centers associated with the Nuclear or ins e Homel Security
Operations Center (HSOC), the DNDO Joint C for obal Connectiv (JCGC), the NRC
Operations Center, FBI Strategic I eation t Is Center (SI ), DOE Emergency
Operations Center, and Nation ntrse C te nth vent of an emergency, the
operation centers will work to e r to Fodresth~knLtte r instance, the NRC will provide
staffing to the HSOC and the OC du giposeoperations, and the DOE
Emergency Operatio Cent r will wawit hD Sa NRC to monitor and direct the DOE
emerency re ts in i sponse operations.

8.4.2 1 Homel n euy(r~HSOC)

The HSOC se s as th Na or'S hufo ormation sharing, situational awareness, and
domestic incid mana ep -incre g coordination among Federal, State, Territorial,
local, tribal, an private At partners, as well as select members of the international
community. T SOC us representatives from more than 35 agencies, ranging from State
and local law jorcemlt to deral intelligence agencies, each supporting and contributing to
the vital infor on st ing and coordination functions of the center. The HSOC monitors
vulnerabilities d ates them against threats, providing a centralized real-time flow of
information be XHorneland Security partners. The HSOC will remain in constant
communicatio the White House, acting as the situational awareness conduit for the White
House Situatio Room by providing information needed to make decisions and define courses

22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

of action. During elevated threat conditions, the NSCC will participate in teleconference led by
the DHS Assistant Secretary of Infrastructure Protection. The National Infrastructure
Coordinating Center (NICC), an extension of the HSOC, is a 24/7, year round watch operation
center that maintains operational and situational awareness of the Nation's Cl/KR sectors. The
NICC provides a centralized mechanism and process for information sharing and coordination
between and among government, SCCs, GCCs, and other industry partners. The NICC will
share and coordinate information on: Alerts and Warnings; Suspicious Activity and Potential
Threat Reporting; Incidents and Events; and National Response Planning & Execution.
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1 8.4.2.2 DNDO Joint Center for Global Connectivity (JCGC)

2
3
4
5
6
7
8
9

10
11

4 .)

The DNDO is presently in the process of establishing the Joint Center for Global Connectivity
(JCGC). The JCGC will enhance the effective sharing and use of nuclear detection information
and intelligence from all mission related detection systems to provide a greater situational
awareness of the nuclear and radiological threat. By fusing the international and domestic
detection streams and information generated by the intelligence and counterterrorism
communities, the JCGC will be able to provide a better-informed decision making environment,
enabling more effective alarm resolution, trend analysis, and threat awareness Additionally,
this information and analysis capability will be integrated with a detailed un rtanding of
current and future detection system performance to increase our aware d confidence in
the global detection architecture. f
Q A 11 ' AlEWr Nnr tione 4 Aatr2

I 0 U.t.-.Q 15VJFI w1.jlp clull.P uLawll

,oo_ [N
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

The NRC Operations Center staff is on duty 24 hours per serve a e focus point for
communications, analysis, and response in support of St t and local ag cies during an
emergency involving a U.S. commercial nuclear power p , research, t ing or test reactor,
fuel cycle facility, or nuclear materials licensee e Hea q as Opera ns Officer (HOO)
receives event reports and emergency declara otific erforms an initial
assessment of the safety significance of each d bas extensive hnical training,
experience, agency guidance, and p Eedure e rts may come om NRC licensees,
State agencies that regulate Agr el |en Stat e s es, curity and law enforcement
personnel, contractors, militn a me e the ov Am agencies (U.S. or foreign) or private
citizens. Event and routine reos are int, e 1lat Uses, and posted to the NRC Web
site on a daily basis. Securi ports als an «e a database, but are only shared
with select personn e C, th 6cens esand th tate and Federal agencies.
Significant event u acili that dc potentially affect the public require
activation of th.Cs Id ~.~ e n, and prompt notifications to other Federal
agencies, inclug DH.h sv tsca e related to a plant accident involving equipment
malfunction or perator ror hat cou> to a potential radioactive release. They can also be
due to an increa.e in th e See's sells posture due to some real or perceived threat to the
facility. In.addidn to reprtin ctual e ents, facilities routinely contact the NRC Operations
Center to con.jt comrn ii tns testing.

8.4.2.4 Strate o In ond Operations Center (SIOC)32

33
34
35
36
37
38
39
40
41
42
43
44
45
46

The Strategic jii4n and Operations Center (SIOC) serves as the FBI's 24-hour
clearinghouse t tegic information, and the center for crisis management and special event
monitoring. Th incipal duties and responsibilities of the Center include its function as the
FBI's central entity for the 24-hour collection and dissemination of strategic information. This is
done through the SIOC Watch, which is operated on a 24/7, year round basis and consists of a
minimum of two Supervisory Special Agents (Watch Supervisors) and three Emergency Action
Specialists (EAS). This core group is joined by a representative from the National Security
Agency, one to two members of the SIOC Information Support Group (SISG), an electronic
technician and one or more information technology specialists. In the event of an incident at a
nuclear power plant, the Nuclear Regulatory Commission will provide a liaison representative to
the SIOC staff.

The watch teams on duty in the SIOC identify and assess potential emergency situations, and
decide on follow-up measures, in accordance with standard operating procedures and

May 2006 Draft Nuclear SSP
Page 133



Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Chapter 8: Managing and Coordinating SSA Responsibilities

I operational checklists. They assist and advi-
2 after hours and on weekends on operational
3 of information between the field and headqu
4 government agencies and provide other sup
5 needed. They publish and post the SIOC Se
6 Home Page on the FBI Intranet, Monday thr
7
8 The staff is charged with maintaining the ph,
9 communications equipment resident in the C

10 coordination, and/or management of special
11 watch teams aids HQ investigative divisions
12 incidents and events, assists the protection i
13 General, the Director of the FBI, and their fa

5e field offices and Legal Attach6 Offices (LEGATS)
I and informational matters. They facilitate the flow
arters (HQ) executives, substantive units, and other
port to FBI Executive Management and LEGATS as
intinel and the SIOC Morning Report to the SIOC
ough Friday.

Vsical facilities, information syste. and
Center that facilitates the effe onitoring,
events and critical incide SIOC with its
in maintaining operatio sight of high-interest
details that ensure 3 &uri of the Attorney
milies and serunications focal point

14

15

16
17
18
19
20
21
22
23
24

25

26
27
28
29
30
31
32
33
34
35

for the Director while on travel.

8.4.2.5 DOE Emergency Operations Center E

The DOE Emergency Operations Center (EOC fuGtion OEfo ~point for collecting,
receiving, and disseminating essential informa bout ncies, si tions, incidents, or
events affecting Departmental facilities sites, roErms, perations, and ivities. It
coordinates requests for usage of prtfor pen pnational em ngcyresponse
assets and capabilities. In add' 2OC Is c s ified and unclassified-level
emergency response operati d ruire nnt d f itates inter- and intra-Departmental

interfaces relating to emerge c~resp e o jiosco !unation, and information exchange.
The EOC is stafe o ff 27year r nd b .. i c to various secure and non-secure

IT and physical r e u t com icati s tems/networks, etc.
8.4.2.6 Nation C

The primary fu otion of t e N onal se Center 29 is to serve as a national point of
contact for rep ding all r iol ical cal, biological, oil, and etiological discharges into the
environment a ~here i he nited States and its territories. The National Response Center is
staffed on a 2., year rund Isis by USCG personnel. In addition to gathering and
distributing spi liata fo ed al On-Scene Coordinators and serving as the communications
and operation center the National Response Team, the National Response Center
maintains agr Antith a variety of federal entities to make additional notifications regarding
incidents mee tablished trigger critera. For the Nuclear Regulatory Commission and
DOE, the Nati esponse Center makes telephonic notification of all incidents involving
radioactive ma erial releases to the environment.

36 The National Response Center also takes Terrorist/Suspicious Activity Reports and Maritime
37 Security Breach Reports. The National Response Center established the Domestic
38 Preparedness Chemical/Biological Hotline in conjunction with DOD and DOJ. The National
39 Response Center takes reports via the toll-free numbers (1-877-24-WATCH or 1-800-424-8802)

29 The acronym for the National Response Center is NRC. Because the acronym for the Nuclear Regulatory Commission is also
NRC. the NRC acronym will not be used In this document for the National Response Center. In this document, the NRC acronym
represents the Nuclear Regulatory Commission, and the National Response Center will be referred to by Its full name.
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1 on any incident related to potential or actual domestic terrorism and coordinates notifications
2 and response with the FBI and the Soldier and Biological Chemical Command (SBCCOM).
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1 List of Acronyms and Abbreviations

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22
23

24

25

27

28

29

30

31

32

33

ACMUI

ACNW

ACRS

AEA

AEC

AMS

AOR

ASLBP

ASM

ASME

BCIS

BZPP

CBP

CDA

CFR

CII Act

Cl/KR

CIP

CNPPD

CR

CRCPD

CWIN

DBT

DCS

DEST

DHS

DHS-SAVE

DNDO

DOD

DOE

DOJ

DOS

Advisory Committee on the Medical Uses of Isotopes

Advisory Committee of Nuclear Waste

Advisory Committee on Reactor Safeguards

Atomic Energy Act

Atomic Energy Commission

Aerial Measuring System

Area of Responsibility

Atomic Safety and Licensing Board

Additional Security Measures

American Society of Mech ical E nee

Bureau of Citizenship an migra dices

Buffer Zone Protection

Bureau of C s an r Pr ction

Critical PgaA t

Code eder egu

.tical frast ure mat of 20o2

c~al Itr yRe rc

C Il a ur rotection

C i and c Preparedness and Protection Division

C rensive evew

Cfer ce of Radiation Control Program Directors
ical nrstructure Warning Information Network

esign Basis Threat

Distributed Control Systems

Domestic Emergency Support Team

Department of Homeland Security

DHS's Security Systematic Alien Verification for Entitlemrents

Domestic Nuclear Detection Office

Department of Defense

Department of Energy

Department of Justice

Department of State
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I

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

DOT

EM/ER

EMS

EP

EPA

EPRI

EPZ

FBI

FCC

FDA

FEMA

FFD

FR

FRMAC

FRPCC

FY

GCC

GDP

GETS

GPS

GTCC

HHS

HQ

HSAS

HSC

HSIN

HSIN-CI

HSOC

HSPD-7

I&C

IAEA

IAEA TECDOC

IMPEP

IND

Department of Transportation

Emergency Medical and Emergency Response

Emergency Medical Services

Emergency Planning

Environmental Protection Agency

Electric Power Research Institute

Emergency Planning Zone

Federal Bureau of Investigation

Federal Communications Commission

Food and Drug Administration

Federal Emergency Manage ent A cy

Fitness-for-Duty

Federal Register

Federal Radio I Mon ri and sessmer

Fei Po in g Comm

Fisa

ittee

tions Service

jfYneland Security Advisory System

Homeland Security Council

Homeland Security Information Network

Homeland Security Information Network - Critical Infrastructure

Homeland Security Operations Center

Homeland Security Presidential Directive 7

Instrumentation and Control

International Atomic Energy Agency

IAEA Technical Document

Integrated Materials Performance Evaluation Program

Improvised Nuclear Device
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1 INPO Institute of Nuclear Power Operations

2 INSServ International Nuclear Security Advisory Service

3 IPD Infrastructure Partnerships Division

4 IPPAS International Physical Protection Advisory Service

5 ISFSI Independent Spent Fuel Storage Installation

6 ISL In situ leach

7 JCATS Joint Conflict and Tactical Simulation

8 LEGATS Legal Attach6 Offices

9 LLEA Local Law Enforcement Agency

10 LLE Local Law Enforcement

11 LLW Low-Level Waste

12 MC&A Material Control and Acc ting

13 MOA Memorandum of Agree

14 MTSA Marine Transp tion

15 MW Mgw

16 NADB Nation se ba

17 NAICS North. rc dus s ,a ni System
1 8 NARAC *on t ern elese vsry Center

19 NCS m

20 NEA N e l

21 NEIN ea neg ut

22 NICC N o frastructure Coordination Center

23 NIMS ion ncident Management System

24 NIPP tional Infrastructure Protection Plan

25 NMMSS uclear Materials Management and Safeguards System

26 NNSA National Nuclear Security Administration

27 NORM Naturally Occurring Radioactive Material

28 NRC Nuclear Regulatory Commission

29 NRP National Response Plan

30 NSI National Security Information

31 NSCC Nuclear Sector Coordinating Council

32 NSCC-R Nuclear Sector Coordinating Council - Radioisotopes Subcouncil

33 NUREG United States Nuclear Regulatory Commission Regulation

34 OAS Organization of Agreement States
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I OECD Organization for Economic Co-operation and Development

2 OSHA Occupational Safety and Health Administration

3 OSRP Offsite Source Recovery Program

4 OSTP Office of Science and Technology Policy

5 PCII Protected Critical Infrastructure Information

6 PCS Process Control Systems

7 PFS Private Fuel Storage

8 PNNL Pacific Northwest National Laboratory

9 PPSDP Physical Protection Significance Dete n Proc s

10 PRA Probabilistic Risk Analysis

11 PSA Protective Security Advisor

12 PSAT Protective Security Adviso am

13 R&D Research and Developme

14 RAMCAP Risk Analysis anag m of C ca Assets Pr ection

1 5 RAMQC Radiologi eI Qu tii fCcern

16 RAP Radiolo I

17 RASCAL UFol I As m e st nsequence Analysis

18 RaSSIA nd S uty dioactive Sources Infrastructure
19A
20 RD Res~t at

21 RDD Rad o ip Device

22 REAC/TS Ra tio mergency Assistance Center/Training Site

23 RED Ra lo I Exposure Device

24 RIS ulatory Issue Summary

25 RMD isk Management Division

26 RMP Risk Management Plan

27 RTR Research and Test Reactors

28 S&T Science and Technology Directorate

29 SA Security Assessment

30 SAC Special Agent in Charge

31 SAV Site Assistance Visit

32 SBCCOM Soldier and Biological Chemical Command

33 SCADA Supervisor Control and Data Acquisition

34 SER Safety Evaluation Report

35 SFP Spent Fuel Pool
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1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

SGI

SIOC

SM

SNF

SNM

SRP

SSA

SSNM

SSP

SSVNS

SWG

TAS

TRTR

TSA

TSP

USC

USCG

USEC

WANO

WMD

WMD-CST

WPS

Safeguards Information

Strategic Information and Operations Center

Source Material

Spent Nuclear Fuel

Special Nuclear Material

Standard Review Plan

Sector-Specific Agency

Strategic Special Nuclear Material

Sector-Specific Plan
Social Security Number Verificatio em

Security Working Group

Threat Assessment Secti

National Organization fo t, Re ,anc Reactors

Civil Support Teams

Service
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1 Glossary of Terms

1
1
1
I

I
I
I
I

I
I

2 Byproduct material - Generally, nuclear material (other than special nuclear material) that is
3 produced or made radioactive in a nuclear reactor. Also the tailings and waste produced by
4 extraction or concentration of uranium or thorium from an ore processed primarily for its source
5 material content.

6 Code of Federal Regulations (CFR) - The codification of the general and r nent rules
7 published in the Federal Register by the executive departments and a the Federal
8 Government. It is divided into 50 titles that represent broad areas sy t ederal regulation.
9 Each volume of the CFR is updated once each calendar year an naue n aquarterly basis.

0 Nuclear facilities - A term that includes all facilities that ar o the nu 4 ar sector, such as:
1 commercial nuclear power plants; research and test reacto nuclear fuel Yle facilities;
2 radioactive waste management facilities; deactivated nude facilitiys faci tis housing
3 radioactive materials; and radioactive source pro tion a tion fa ies.

4 Nuclear material - Uranium, plutonium or anot. ibsta c h is or ay be used for
5 extraction of nuclear energy (nuclear f, or a . und ning such substance; thorium
6 or another substance suited for conk into fc Ir fue racompoun containing such a
7 substance; and spent nuclear fu s n e.~lac in final storage.

8 Radioactive Material - Materid 0hat un eogo t emission of radiation (alpha,
9 particles, beta partig a ra dire n )ble atomic nuclei.

0 Radioloalcal EX I b i' A d ice wh e purpose is to expose people to
I radiation, rather hn to dipr ive terial into the air, at would an RDD. An RED
2 could be constr ed from ts elded 6 j lly shielded radioactive materials in any form
3 placed inoanyc fo cont L er

4 Radioactive ma erials In u tties of concern - Cateaorv I and 2 values in the IAEA Code

2
2
2
2

2
25

26
27

28

of Conduct on S ecad Iy of Radioactive Sources (July 2003).

Source materla - Nat uranium or thorium or depleted uranium that is not suitable for use as
reactor fuel

Soeclal nuclear material - Uranium-233 or uranium-235, enriched uranium, or plutonium

29 Strategic sPecial nuclear material - Uranium-235 (contained in uranium enriched to 20
30 percent or more in the U-235 isotope), uranium- 233, or plutonium.
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8

9

10 A e i

11

1 2
13

14

1 5

16

1 7
1 8
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1 1 Authorities

2 Protection of the assets defined in this sector requires activities that entail a high level of
3 cooperation and coordination among diverse entities in the public and private sectors.
4 Numerous legal authorities govern these activities. These authorities are summarized below.

5 Department of Homeland Security

6 The Department of Homeland Security's authority is derived fi
7 Pub. L. 107-296, 116 Stat. 2135 (2002), and a number of Hon
8 Directives. ,,

9 On December 17, 2003, the President issued HSPD-7, w
10 Federal departments and agencies to identify and prioriti;
11 and key resources and to protect them from terr Ist atta
12 of Homeland Security, in accordance with paraah 29 c
13 the NRC and DOE in order to ensure the neces, protE
14 sector, including nuclear reactors, mat rials, a ste. I
15 HSPD-7, DHS and sector-specific oenrisa
16 entities, and continue to encou iereve tmof
17 mechanisms. Additionally, thapi
18 private sector and continue t4'uippor qco~r~~t

rom th H ' land Security Act,
IS ec .y Presidential

"establishe national policy for
iited State critical infrastructure
r w]Secret r of the Department

, will l tinue to work with
Hof the ass ; described in this
mordance paragraph 25 of
th appropri e private sector
iation sharing and analysis
agency shall collaborate with the

-hanisms:

19
20

21
22

O To iden
resour

O Tofacil
inciden

protiok of critical infrastructure and key

physical and cyber threats, vulnerabilities,
and best practices

23 On April 15, 2(
24 This Directive

ied-HSPD-114/NSPD-43, wDomestic Nuclear Detection".
), within DHS to:

25
26
27
28
29

30
31
32

33
34
35
36
37
38
39
40

o Serve
and su~
attempt
explosi
improv

S

SI

the gary gntity in the United States Govemment to further develop, acquire,
ort deployment of an enhanced domestic system to detect and report on

ort, possess, store, transport, develop, or use an unauthorized nuclear
.ice, fissile material, or radiological material in the United States, and
hat system over time;

O Enhance and coordinate the nuclear detection efforts of Federal, State, local, Territorial,
and tribal governments and the private sector to ensure a managed, coordinated
response;

O Establish, with the approval of the Secretary of Homeland Security and in coordination
with the Attorney General and the Secretaries of Defense and Energy, additional
protocols and procedures for use within the United States to ensure that the detection of
unauthorized nuclear explosive devices, fissile material, or radiological material is
promptly reported to the Attorney General, the Secretaries of Defense, Homeland
Security, and Energy, and other appropriate officials or their respective designees for
appropriate action by law enforcement, military, emergency response, or other
authorities;
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26
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29

30
31

0 Develop, with the approval of the Secretary of Homeland Security and in coordination
with the Attomey General and the Secretaries of State, Defense, and Energy, an
enhanced global nuclear detection architecture with the following implementation: (i) the
DNDO will be responsible for the implementation of the domestic portion of the global
architecture; (ii) the Secretary of Defense will retain responsibility for implementation of
DOD requirements within and outside the United States; and (iii) the Secretaries of
State, Defense, and Energy will maintain their respective responsibilities for policy
guidance and implementation of the portion of the global architecture outside the United
States, which will be implemented consistent with applicable laws and vant
international arrangements; A

O Conduct, support, coordinate, and encourage an aggressive, eg
and transformational program of research and developm V
set forth in paragraph (I); i�I

� j

d, evolutionary,
support the policy

o Support and enhance the effective sharing and use opriate i rmation generated
by the intelligence community, law enforcement ag eies, countert rism community,
other government agencies, and foreign goveemme , as w1II as p ide appropriate
information to these entities; and f . j

o Further enhance and maintain continuou rene alyzing ormation from all
DNDO mission-related detection system

On December 7, 1979, the Preside d ted t F eral ergency Man ement Agency
(FEMA) to assume the lead res Or al Sffsi.\,ucl r planning and response. FEMA's
activities are conducted pursu 44 Ce o e re R lations (CFR) Parts 350, 351, and
352. Thes e regulations are a elem n t i P Emergency Preparedness (REP)
P rogram established fareng a Tee r ile ;d eg Pow er Station accident in (arch
1979./ V
FEM99A Rule 44 350 bl lies and procedures for REP's initial and continued
approval of triba tate, a cIloI govee,' radiological emergency planning and
preparedness fo ommerl lear p lants. This approval is contingent, in part, on
State and local Qemmet a ipation bijoint exercises with licensees.

REP's responsi ies in r iol cal emergency planning for fixed nuclear facilities include the
following:

o Taking t offsite emergency planning and in the review and evaluation of
radiologi ergency response plans (RERPs) and procedures developed by State
and local emments;

I

32
33
34

35
36
37

38
39
40

41
42
43

o Determining whether such plans and procedures can be implemented on the basis of
observation and evaluation of exercises of the plans and procedures conducted by State
and local governments;

O Responding to requests by the U.S. Nuclear Regulatory Commission (NRC) pursuant to
the Memorandum of Understanding between the NRC and FEMA dated June 17,1993
(44 CFR Part 354, Appendix A, September 14, 1993); and

O Coordinating the activities of Federal agencies with responsibilities in the radiological
emergency planning process through the Federal Radiological Preparedness
Coordinating Committee (FRPCC) and the Regional Assistance Committee (RAC).
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2

2 Department of Transportation

3 The Federal hazardous materials transportation law, 49 United States Code (USC) 5101 et seq.
4 and pipeline safety law, 49 USC 60101 et seq. give the Secretary of Transportqlion the
5 regulatory and enforcement authority to enhance the safe transportation of zardous materials
6 by all modes, and hazardous liquids and natural gas by pipeline. The Se t f
7 Transportation also has authority to marshal transportation in a defin area to aid in the
8 national defense and homeland security, via the Defense Producti cf 1950, 50 USC
9 App.2071 and the Robert T. Stafford Disaster Relief and Emer nKAss sance Act, 42 USC

10 5121 et seq. In allocating or prioritizing civil transportation rices, the ecretary, with
11 appropriate funding from one of three agencies (DOD, D lDHS) ha xtensive authority, in
12 all modes, to organize transportation in the event of an e rgency. Also Homeland
13 Security Act of 2002 amended the Federal hazar ous m Istrn on law, 49 USC
14 5103 to include security, so the mandate now r s that 1S g tary of ansportation
15 prescribe regulations for the safe transportatio Icludin By, of h rdous materials in
16 intrastate, interstate, and foreign commerce."

17 Nuclear Regulatory Commisslo

18 The Atomic Energy Act of 19 4 s a 'nde s pim source of the NRC's authority to
19 regulate radioactive material n civi u ti NRC regulations are set forth in
20 Title 1 0 of the CFR, y rts O-

21 The NRC and I nsn ; s cmo espons ility to protect public health and safety;
22 Federal regula cns and J it 4 jpf>to trogram are important elements in the protection of
23 the public. NR icense h Lever, ao e day-to-day responsibility for ensuring the safe use
24 of nuclear mat rals.

25 The following Iripal s iut authorities govem the NRC's work:

26 E Atomli nerg ct1954, as amended (AEA): Under the AEA, the NRC has broad
27 authori'tore ul te (by regulation, licensing or order) the possession, transfer, and use
28 of sour Viduct, and special nuclear material to protect the public health and safety
29 and to for the common defense and security. Under AEA § 147,42 USC 2167,
30 the NR wso has the authority to designate information as "Safeguards Information"
31 (SGI) to prevent its unauthorized disclosure.

32 0 Energy Reorganization Act of 1974: This act abolished the Atomic Energy
33 Commission (AEC) and moved the AEC's regulatory function to the NRC, establishing
34 the NRC as an independent regulator of certain nuclear materials and facilities. The act
35 also created what eventually became the DOE. The DOE addresses military uses of
36 AEA material, as well as nuclear energy research. Unless specifically authorized by
37 legislation, NRC does not regulate DOE activities, which includes the promotion of
38 nuclear energy and development of nuclear materials for military uses.

39 Other statutes that form the basis of NRC regulatory authority:

40 L Energy Policy Act of 2005: As part of the Energy Policy Act, the NRC is required to
41 conduct security evaluations, including force-on-force exercises not less than once every
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25
26
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0

0I

0E

three years at licensed commercial power reactor facilities; the Design Basis Threat
(DBT) will include rulemaking and public comment; the NRC must assign a Federal
security coordinator employed by the NRC in each region; requires NRC to promulgate
regulations establishing a mandatory tracking system for radiation sources in the U.S.;
establishes a task force on Radiation Source Protection and Security to evaluate and
provide recommendations to Congress and the President on security of radiation
sources in the U.S. from potential threats; expands the scope of fingerprinting and
criminal history checks at licensee facilities; in coordination with the Depajtment of
Justice, allows for a broader class of weapons to be used to protect N icensed or
certified facilities or materials; expands criminal sanctions for sabo nuclear
facilities, fuel or material; expands the provisions for unlawful tr with dangerous
weapons, explosives, and other dangerous instruments at N icnied and NRC-
certified facilities; and requires the NRC to consult with D ard the proposed
location of new utilization facilities. H

Uranium Mill Tailings Radiation Control Act of 1 7This act re ates uranium mill
tailings and any remediation that might be associatd with the mill

Nuclear Non-Proliferation Act of 1978: is act ( n mate n the AEA) gives
the NRC authority to license the export a 1 port O mae and equipment to
ensure that these items are used for pea purp For all nu r exports, the
NRC must find that the export i not beI t le common d nse and security."
No commercial export licen iclea Saies, o rce material, or special nuclear
material may be issued 1eN1 uni t S t1 nit States Government and the
.country of export have i gre eration meeting the requirements
of AEA §123,42 USC 13
Nuclear WVt4Zic t N ciar ~tolicy Act Amendments of
1987/Ene vjl A f Th sa acts, mbnto set forth requirements for
the deve pnt ii nsn~iY ountain, a proposed high-level radioactive
waste re gitory bthjg qvelopdby9 E. In contrast to the NRC's legislatively
mandate 3uthoritnt runulate spj I, NRC's ability to regulate transportation to the
reposito sspecil Jijnited b e Nuclear Waste Policy Act, as amended, to the
certificati of tran port °on packages and the prenotification of shipments.

Diploma I Secuj;y a Anti-Terrorism Act of 1986: This act requires the
Secretar of D efse, tate, and Energy, and the NRC to review the adequacy of the
physical dcuriandards currently applicable to the shipment and storage outside the
United S pecial nuclear material which is subject to U.S. prior-consent rights,
with spe wntion to protection against terrorist acts. The act also requires these
officials the NRC to report to specified congressional committees on the results of
such review.

The act also amends the AEA to require each licensee or applicant for a license to
operate a utilization facility (e.g., a nuclear power reactor) to fingerprint each individual
who is permitted unescorted access to the facility, or is permitted access to certain
Safeguards Information. The act provides that all fingerprints shall be submitted to the
Attorney General for identification and a criminal history records check, with all costs to
be paid by the licensee or applicant.
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1 O Solar, Wind, Waste, and Geothermal Power Production Incentives Act of 1990: This
2 act amended the AEA to require licensing of uranium enrichment facilities, other than
3 existing gaseous diffusion plants.

4 Federal Bureau of Investigation (FBI)

5
6
7
8

9

10

11
12

13

14
15
16
17
18

In addition to the FBI's overarching terrorism response authorities as outline various
National Security and Homeland Security Presidential Directives the fol ostatutes apply
specifically to the FBI's enforcement of statutes aimed at preventing n /terrorist activity
involving nuclear/radiological materials:

0 Atomic Energy Act (42 USC 2011-2284)
'A. .

O 18 USC 831 (Prohibited Transactions Involving Ni

O 18 USC 832 (Participation in Nuclear and Weapoi
to the United States)

O 18 USC 2332a (Weapons of Mass Des *on St.

As also stated in the National Resp Plan R the
through the FBI, has lead respo rcri na ivesi
threats and for coordinating s ther em is
detect, prevent, preempt, Inv igate, si
including incidents involving lear/r toc I

C ear MaterialsE
Enof Mass Dest tion (WMD) Thre.

tomey Gene , generally acting
ations of terrorist acts or terrorist
ie law enforcement community to
tacks against the United States,

ats
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1 2 Sector Protective Programs

2 Initiatives

3 Integrated Response

4 To promote better communication of protective program issues between the NRC and its
5 stakeholders, the NRC and DHS are coordinating State and local outreach effoand exercise
6 participation initiatives to: v:

7 O Promote consistency

8 0 Promote participation in more national-level exercises es i
1
9
in

11
12

13

14
15

16
17
18
19
20

21
22
23
24
25
26

27
28

29
30
31
32
33
34
35
36
37

38
39

O Encourage revisions of State and local plans and pr e s in ord for them to be
aligned with the NRP

O Integrate the National incident Managemen Syste NIMSlinto cu nt State and local
concepts of operations

Reactors and Spent Fuel Facilities f t

The following sector initiatives contr if enh cI co ercial reactor ant and spent fuel
facility securitv: 1A_ 1X

0I

LI

The owner/operators of e nuWr nts undertook an initiative to
review the vulnerabilitie and m- atio\ r spent fuel pools. This initiative
was complet pt ber 05. T •esult il e reviewed by a panel of industry
experts an r imp en a of additional measures provided to the
owner/o r or.
The NR as urge fts.ensee. Federal government databases to help prevent
the use Xraudule d ment a r gaining access to nuclear facilities. The Social
Security ministr ion jveb-bas~d Social Security Number Verification System
(SSNVS nd DH 'S urity Systematic Alien Verification for Entitlements (DHS-
SAVE), ch ver i's t immigration status of non-citizens, are two examples of this
informati shardi n ive

The NR ring expanded, expedited, and more-thorough background checks for
nuclear I plant employees to ensure that they are reliable and trustworthy.

The NR s part of its comprehensive security program, is increasing the frequency
and fideli of force-on-force exercises at power reactor sites and Category I fuel cycle
facilities. The NRC has regularly carried out force-on-force exercises at operating
nuclear power plants since the 1980s. Force-on-force exercises are conducted to assess
and improve, as necessary, the performance of defensive strategies at licensed facilities.
These exercises are intended to be a primary means to conduct performance-based
testing of a licensee's security force, and its ability to prevent radiological sabotage, as
required by NRC regulations (10 CFR Part 73). Force-on-force exercises are also part of
a robust network of the NRC's security oversight program.

03

0I

O The full force-on-force exercise, which includes onsite tabletop and force-on-force
exercises, is conducted over several days. First, NRC security, emergency
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preparedness, and operations specialists conduct tabletop exercises in which they
evaluate the effectiveness of the licensee security plans against a series of attack
scenarios. The role of Federal, State, and local law enforcement and emergency
management officials is also discussed in this phase of the exercise. In the second
phase, armed with information from the tabletops, and with information gathered prior to
the tabletops, detailed plans are made for a number of commando-style ttacks seeking
to probe for potential deficiencies in the defensive strategy.

o The NRC has required enhanced training and qualifications for personnel at
nuclear power plants, especially in tactical response. This in g ore frequent firing
of weapons, more realistic training under different conditi rand ing against moving
and fixed targets. To minimize security personnel fati te NR Qstablished detailed
requirements for a 48-hour work week, except for circums ces, and limits on
the amount of overtime that guards can work.

o In addition to requiring licensees to implement ad itlonal potecti easures, the NRC
is responding to the terrorist threat in a rprehe iveion. aio .TNRC has
undertaken a comprehensive re-evalua «of its u rds and curity program,
regulations, and procedures that has r t d in n m ious secunimprovements. As
part of this program review, t RC h ide in im revisions he DBTs, and is
moving towards a formal r ang t ethe nd other revisions permanent.

LI The NRC is supportin ,Sa~ the med S ~urity Council (HSC) to conduct
tabletop exercises air at en cin ed sponse planning and exploring
coordinated re onse lcal $tte n~~k~l encies.
The NR pro a F agencies to assess and respond to
potenti a r t f xamle, the N C has worked with the Federal Aviation
Admini !aion a l 0,lto pe a notice to airmen, advising pilots not to circle or
loiter a pve nucl p ap e other nuclear facilities. If they ignore the notice,
they ca expect }e retervie y law enforcement personnel.

O Congr 4 recent en ted in the Energy Policy Act of 2005 provisions that will further
enhan securi f N b-licensed activities. One provision will allow the NRC, in
consult on wit e morey General, to authorize guards at NRC-designated facilities
the aut rity A ssess or use weapons comparable with those used by the DOE's
guard f eh other provision will make it a Federal crime to bring unauthorized
weapo r xplosives into NRC-licensed facilities. The NRC will also expand Federal
prohibi on sabotage applicable to the operation and construction of certain nuclear
facilitie and materials. In addition, the NRC has been given authority to require
fingerprinting and criminal checks of broader categories of licensee employees who
have access to radioactive material or safeguards information.

O DHS/SSA is in the process of implementing the BZPP within this sector. The BZPP
establishes a protection zone outside the licensees' property in which LLEA will seek to
identify and deter any security threat to the infrastructure asset.

O Department of Homeland Security is coordinating potential integrated response
enhancements, building on pilot exercises conducted at two power reactor facilities.

O The commercial nuclear power plants have developed a close working relationship with
local law enforcement and local offices of the Federal law enforcement agencies through
integrated emergency planning beyond those initiated by power plant events.
Coordination during natural disasters such as hurricanes, tornadoes, flooding and other
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industry initiated events has established strong lines of communication. Further, the
facilities at commercial nuclear power plants, such as firing ranges, are generally
superior to local available facilities and, therefore, are offered to the law enforcement
agencies for their use. Since 9/1 1, local law enforcement has increased their presence
at commercial nuclear power plants as a visual deterrent to terrorism.

The comprehensive review process that will be performed at every commercial nuclear
power plant is providing another avenue for further cooperation among off-site agencies
and the power plant security force. Solving problems of communication etween
agencies and the power plant security groups increases the opportu tr interaction

Li

and real-time sharing of information.

Radioactive materials in quantities of concern

The NRC. States. and the nuclear industry have taken a numbac ions

W

1k! ensure the safe
operation of nuclear facilities that possess and use radiolo djrterials. following
information outlines the NRC's protective program plan for >-significant ioactive sources
licensed by the NRC for medical, industrial, and academic s. It include ctions that are
completed, under way, or planned, to enhance s i an af:ontrols r the materials of
concern for use in RDDs: i

o The NRC is coordinating with D and ? ith the IAE encourage
member States to participat mod p cts upgrading tion protection
infrastructure and other rmtae an ecra I -to-grave national regulatory
safety and security con lsc dove da v or

LI The NRC has started t evel ent 3 c is to track radioactive material of
greatest coni u a p s 0 tion, to include tagging sources,
database ~l nt jLccSibil'W an ir ng capabilities. DHS, NRC, DOE, and
other Ag sp arcoertrgi th~ Ievelopment of a National Source Tracking
System. e info atio riheis te Hwill be protected.

o The NR ill contie )everag nology in its efforts to protect radioactive
material quanti oncem im theft and diversion. Systems are being
consider that wi n ce the ability of materials shippers to accurately track the
status of k-signi Mant ipments using satellite tracking systems, and other state-of-
the-art te nolog

LI The NR i in process of establishing the mechanisms for verifying the legitimacy of
licenseeaccessible database, to include NRC and Agreement State licensees.
This will Ha licensee that is transferring licensed material to verify that the recipient
is license to possess the material, thereby mitigating the vulnerability of fraudulent
license documents being used to acquire radioactive material.

O The NRC is developing and implementing inspections and enforcement protocols for
security requirements of radioactive materials in quantities of concem.

O The NRC is participating in the development and incorporation of security standards into
IAEA's transportation guidelines.

0 The NRC is participating in an international working group that is addressing sabotage
concerns for transport and shipping casks.
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The NRC coordinated with DHS and States to implement security enhancements for
non-AEA (i.e., naturally occurring) radiological material of concern for use in RDDs.
Ultimately, Section 651 (e) of the Energy Policy Act of 2005 expanded the definition of
byproduct material in Section 11 e. of the Atomic Energy Act of 1954 to include certain
naturally-occurring and accelerator-produced radioactive materials (NARM). The NRC is
coordinating this issue with the States to develop a consistent nationwid regulatory
framework for the safety and security of these radioactive materials. NRC considers
cyber security issues, as appropriate for materials facilities, as p ftongoing
vulnerability assessment program.

DHS, NRC, and DOE are expanding the existing offsite rre very program
(OSRP) program to identify, collect, and dispose of stost, a orphaned sources,
to include unwanted or end-of-life radioactive mat conce

The NRC is coordinating with DOE, other Federal ancies, the bference of Radiation
Control Program Directors (CRCPD), and 'ndivid [State to est ish a strategy for
storage/disposal of radioactive materiald quanti ds o ncem.

The NRC continues to coordinate with i \und P to imple nt and further
develop its national orphan source pro L i

The NRC is working withbher ai age ies, and Stat to assure proper and

El

LI

LI
secure disposal of so t o Jen sin oTCC sources.

03 DHS is undertaking a nhan ent Ii olocal public safety personnel to
detect radioactive ma 'ias th the control of their owners, for

DHS is coordi twi t pucle Device ND)/RDD working group efforts. The D
IND/RDD Pha e I Work o fall Federal agencies working together (with DH
as chair of six bgroup to pare o ptions to prevent terrorist introduction or use of
nuclear and/or diologi d ces an 'terial within the United States through detection,
interdiction, ne alizatia a isposa such devices, and to respond quickly in the afterm;
of a domestic i/or nu ar nt. The HSC is coordinating similar efforts to combat nuclear
and radiologi rrorisn tha rosscut numerous Agencies.

Information S urity

The staff has i ruled a rue making to enhance the measures concerning access
authorization, Iplng, and protection of Safeguards Information as it pertains to licensees.
Other steps in de computerized training for users/designators and a designation guide to
facilitate improved understanding of what is Safeguards Information. Subject matter experts
have assisted counterparts in other Federal agencies in order to provide protection for such
information and ensure proper handling. Some of the ways that information can be protected
includes the Protected Critical Infrastructure Information (PCII) Program, categorizing
information as Safeguards Information (SGI), and classifying information. More information
about protecting information can be found in Section 3.4.

HS
S

ath

40 The NRC continues to be involved in ensuring that the appropriate balance exists between the
41 sensitivity of information and the right of the public to be informed about NRC actions and
42 decisions. To that end, NRC formed a Task Force on Public Disclosure and Security-Related
43 Information. The existence of the Task Force, as well as current NRC posture, have been made
44 publicly available.
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