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11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers

[[Jis extendec, [:l is not extended.

Offers must acknowl2dge recelpt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:
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KNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY
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(X) |A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.

X 52.243-3 CHANGES--TIME--AND--MATERIALS OR LABOR HOURS

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES

{such as changes in paying office, appropriation date, etc.)
SET FORTH IN {TEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). .
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14, DESCRIPTION OF AMENDMENTMODIFICATION

{Organized by UCF section headings, including
This modificztion: (1) Extends the period of performance of the order through 07/31/2006; (2) increases the lLevel of
Effort by 92C labor hours, from 1,521.5 to 2,441.5 labor hours; and (3) provides funding in the amount of $87,275.0C
to allow for continued contractor support to run quarterly and ad-hoc independent internal security tests on the NRC
infrastructure, identify weaknesses, and track resolution of weaknesses identified. As a result, the ceiling. and
obligated amcunts of the Delivery Order No. 2 are increased from $167,329.00 to $254,608.00.

Reference is made to your email cost proposal in response to this modification.

Accordingly, the Period of Performance of this order is revised to read as follows:

"PERIOD OF PERFORMANCE: May 22, 2003 ~ July 31, 2006."

Veontract subject matter where faasibla.)

Attachmants #1-SOW and #2-PRICE SCHEDULE reflecting the above changes are hereby made a part of this order.

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.

Except as provided herein, all \erms and conditions of the document referencad In ltem DA or 104, as heretofore changed, remains unchanged and in full force and effect.
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Attachment #1 - Statement of Work (SOW)
Delivery Order No. 2
Modification No. 8

Backqground:
Each nof NRC’s web sites and our LAN/WAN infrastructure faces an ongoing and increasing risk. A

successful attack could result in defacement, or the loss or manipulation of sensitive information. Abuse
can result from the vulnerability of NRC web sites resulting in loss of public trust. An effective way to
determine if the NRC's web sites and the LAN/WAN infrastructure are secure is to test them for
vulnerability to attacks. There are tens of thousands of potential Internet security vulnerabilities. Security
gaps at NRC can result from off-the-shelf software, simple systems changes, or advances in hacke*
technology. The NRC also must account for an increasing threat to its network infrastructure from iasider

malicious activities.

Requirements:
The contractor shall run independent external penetration tests on NRC web sites and internal situational

awareness testing of the NRC LAN/WAN infrastructure at headquarters and at remote locations to
discover vulnerabilities that could be exploited by an attacker to damage or deface NRC web sites and
their underlying network infrastructure systems. At headquarters, the contractor shall test the two NRC
web sites and the LAN/WAN infrastructure numerous random times throughout each quarterly testing
cycle. In addition, the contractor shall conduct an annual internal and external penetration test. The:
contractor shall also conduct vulnerability testing in each of the four regions and the Technical Training
Center, and two to three resident sites per region. Testing will including social engineering, vulnerability
scanning of the network, and physical security.

Deliverables:

The contractor shall document its findings from the various vulnerability tests conducted at headquarters
and in the regions in the form of reports and include detalled information on each NRC security gap that is
identifiad. In addition, the contractor shall make available to the NRC a representative to discuss the

reports:
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1 NRC Web Site and LAN/WAN Security
Test Report

2 LAN/WAN Security Test Report at regions, | 5 days after tasked by Government
TCC, and/or resident sites Project Officer, (or as directed by

the Government Project Officer).

3 NRC Internal Network Security Situational | 5 days after tasked by Government

Awareness Test Report Project Officer, (or as directed Ly

the Government Project Officer).

4 Monthly Progress Reports Monthly; 10" day of each month




