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Attachment #1 - Statement of Work (SOW)
Delivery Order No. 2
Modification No. 8

Background:
Each of NRC's web sites and our LAN/WAN infrastructure faces an ongoing and increasing risk. A
successful attack could result in defacement, or the loss or manipulation of sensitive information. Abuse
can result from the vulnerability of NRC web sites resulting in loss of public trust. An effective way to
determine if the NRC's web sites and the LAN/WAN infrastructure are secure is to test them for
vulnerability to attacks. There are tens of thousands of potential Internet security vulnerabilities. Security
gaps at NRC can result from off-the-shelf software, simple systems changes, or advances in hacke-
technology. The NRC also must account for an increasing threat to its network infrastructure from insider
malicious activities.

Requirements:
The contractor shall run independent external penetration tests on NRC web sites and internal situational
awareness testing of the NRC LAN/WAN infrastructure at headquarters and at remote locations to
discover vulnerabilities that could be exploited by an attacker to damage or deface NRC web sites and
their underlying network infrastructure systems. At headquarters, the contractor shall test the two NRC
web sites and the LAN/WAN infrastructure numerous random times throughout each quarterly testing
cycle. In addition, the contractor shall conduct an annual internal and external penetration test. The
contractor shall also conduct vulnerability testing in each of the four regions and the Technical Training
Center, and two to three resident sites per region. Testing will including social engineering, vulnerability
scanning of the network, and physical security.

Deliverables:
The contractor shall document its findings from the various vulnerability tests conducted at headquarters
and in the regions in the form of reports and include detailed information on each NRC security gap Ihat is
identifisd. In addition, the contractor shall make available to the NRC a representative to discuss tho
reports

Period of Performance: April 1. 2006 - July 31. 2006 (Mod. No. 8)

1 NRC Web Site and LAN/WAN Security Quarterly; 1 0h day of each quarter
Test Report

2 LAN/WAN Security Test Report at regions, 5 days after tasked by Government
TCC, and/or resident sites Project Officer, (or as directed try

the Government Project Officer).

3 NRC Internal Network Security Situational 5 days after tasked by Government
Awareness Test Report Project Officer, (or as directed by

the Government Project Officer).

4 Monthly Progress Reports Monthly; 10Ot day of each month


