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Inadequate Compensatory Measures For A Loss Of The Security Computer
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ABSTRACT (Limit to 1400 spaces, i.e., approximately 15 single-spaced typewritten lines)

On February 063, 2006, during maintenance of security equipment, power was lost to some assessment equipment
and the required compensatory measures were not in place within the time specified in the Site Physical Security
Plan. A 1-hour report was made to the NRC. Following the recovery from this event, operational testing was
performed to ensure all security equipment was operable and the compensatory measures were secured. Later it
was discovered that the testing of the security systems should have been performance testing, not operatiorial
testing and anather 1-hour report was made. Performance testing on the affected equipment was performed and
all testing was satisfactory. The root cause of the security computer event is that the work management process
did not adequately consider security risk. The work management prioritization process will be revised to properly
prioritize securty work and consider security risk. The cause of the incorrect testing is inadequate procedural
guidance. The security procedures have been ravised. This report is being submitted pursuant to the requirement
of 10CFR73.71(d).
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PLANT AND SYSTEM IDENTIFICATION

Hope Creek - Gieneral Electric — Boiling Water Reactor (BWR/4)
Salem 1 and 2 -- Westinghouse — Pressurized Water Reactor (PWR/4)

Plant Security System - {IA}

IDENTIFICATION OF OCCURRENCE

Event Date: February 06, 2006
Discovery Date: February 06, 2006
Discovery Date: February 09, 2006

CONDITIONS PRIOR TO EVENT

Salem Units 1 and 2 were in Mode 1 with reactor power at approximately 100% prior to the loss of the securi'y
computers. Hope Creek was in operational condition 1 with reactor power at approximately 100% prior to the: loss of the
security computers. There was no other equipment out of service that contributed to this event.

DESCRIPTION OF EVENT

On February 6, 2006 at 1328, during maintenance on security equipment, power to some Salem / Hope Creek (SHC)
security equipment was lost. This resulted in the loss of some assessment capability. The planning for the 'work had
determined that only the Hope Creek assessment equipment would be affected and the appropriate compensatory
measures had been identified and were implemented prior to commencing the work. When other assessment
equipment was impacted, Security implemented the required compensatory measures for that equipment. These
measures were not expected to be completed in the required timeframe, so a 1-hour report was made to the NRC.

Power was resiored to the security computers at approximately 1525 on February 6, 2006. Operational testing of the
security computers was performed in accordance with station security procedures. This testing confirmed that the
assessment equipment was functional. At this point, the compensatory measures were secured.

'On February 9, 2006, an NRC inspector reviewed the event. The NRC identified a conflict between the testing that
was performed to verify operability of the security computer systems and the testing required by Regulatory (Suide

(RG) 5.44. The NRC inspector identified that due to improper retesting, the compensatory measures were s=cured
prior to verifying that each zone that lost power was performance tested. The incorrect retest of computer functions

was reported tc the NRC in another 1 hour report.

ANALYSIS OF EVENT
The Site Physical Security Plan requires compensatory measures be employed when assessment equipment is
inoperable. In this event testing was incorrect and the compensatory measures were secured. However,
subsequent petrformance testing verified that all systems affected by the loss of power were capable of performing

their functions after power was restored on February 06, 2006.
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CAUSE OF EVENT

The root cause of the maintenance event is that the work management process did not adequately consider ecurity
risk. As aresu't, the removal of the inverter was inadequately reviewed for system impacts. A contributing cause is
that the Security Operations Supervisor who performed the review did not have sufficient technical knowledge to
perform the review. Another contributing cause is the difficulty in determining which specific ioads are powered from
the security panel. The cause of the failure to completely retest all security computer functions is inadequate:
procedural guidance.

CORRECTIVE ACTIONS

Security procedures with specific retesting requirements have been revised.

Revise the worik management prioritization process to properly prioritize security work and evaluate security risk.
Develop load lists for specific security related power supplies.

Provide power supply training to Security staff.

PREVIOUS SIMILAR EVENTS

In July 2005, while performing maintenance on security equipment, some communications were lost. The security and
digital systems security engineers reviewed the proposed work plan and were aware of the potential impact on required
compensatory measures. During this evolution a fuse blew. The partial communication loss appears to be frcm a loss of
equipment that was not assessed adequately prior to removing the inverter from service.




