December 17, 2007

MEMORANDUM TO: Those on the Attached List

FROM: Luis A. Reyes /RA/
Executive Director for Operations

SUBJECT: POLICY REVISION: NRC POLICY AND PROCEDURES FOR
COPYING, SCANNING, PRINTING, AND FAXING
SAFEGUARDS AND/OR CLASSIFIED INFORMATION

The U.S. Nuclear Regulatory Commission (NRC) is committed to providing appropriate
protection for Safeguards Information (SGI) and classified information. Use of copiers, printers,
and fax machines connected to the agency network (unclassified, non-SGI networks) places the
information at risk of compromise. This includes copiers, printers, and fax machines connected
to workstations that are connected to the agency network. In addition, use of devices that have
internal memory or disk storage without properly clearing out the memory and disk storage also
places the information at risk of compromise.

The revised "NRC Policy for Copying, Scanning, Printing, and Faxing Safeguards and Classified
Information” is available at http://www.internal.nrc.gov/ois/it-
security/documents/Copiers_Scanners Printers Faxes.wpd and establishes NRC policy and
handling requirements.

This policy establishes the following significant changes to the current use of copiers, scanners,
printers, and fax machines:

« Copiers, scanners, printers, and fax machines that are connected to the agency network
shall not be used for either SGI or classified information.

« Copiers, scanners, printers, and fax machines that may be used for SGI processing shall be
specifically designated for that purpose. Operating procedures for use of the equipment for
processing SGI shall be posted next to the equipment.

« Copiers, scanners, printers, and fax machines that may be used for classified processing
shall be specifically designated for that purpose. Operating procedures for use of the
equipment for processing classified information shall be posted next to the equipment.

« Never copy or reproduce Top Secret information without approval from the Top Secret
Control Officer.

CONTACT: Kathy Lyons-Burke, SITSO/CSO
301-415-6595
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The new policy and procedures will be incorporated in the next revision of Management
Directive 12.5. Other guidance will also be available at the IT Security Policy Web site,
http://www.internal.nrc.gov/ois/it-security/index.html, to assist the staff in implementing the
requirements.

Enclosures:

1. NRC Policy for Copying, Scanning,
Printing, and Faxing Safeguards and
Classified Information

2. NRC Procedures for Non-Networked
Multi-Level Copiers, Scanners, Printers,
and Fax Machines without Disk Storage
and NRC Procedures for Non-Networked
Multi-Level Copiers, Scanners, Printers,
and Fax Machines with Disk Storage
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MEMORANDUM TO THOSE ON THE ENCLOSED LIST DATED: December 17, 2007

SUBJECT:  POLICY REVISION: NRC POLICY AND PROCEDURES FOR COPYING,
SCANNING, PRINTING, AND FAXING SAFEGUARDS AND/OR CLASSIFIED

INFORMATION
Mail Stop

Frank P. Gillespie, Executive Director, Advisory Committee on Reactor

Safeguards/Advisory Committee on Nuclear Waste and Materials T-2 E26
E. Roy Hawkens, Chief Administrative Judge, Atomic Safety and

Licensing Board Panel T-3 F23
Karen D. Cyr, General Counsel 0-15 D21
John F. Cordes, Jr., Director, Office of Commission Appellate Adjudication 0-15 D21
William M. McCabe, Chief Financial Officer T-9 F4

Hubert T. Bell, Inspector General 5 E13
Margaret M. Doane, Director, Office of International Programs -4 E21
Rebecca L. Schmidt, Director, Office of Congressional Affairs 1

Eliot B. Brenner, Director, Office of Public Affairs 1
Annette Vietti-Cook, Secretary of the Commission 1

Bruce S. Mallett, Deputy Executive Director for Reactor

0]
@)
@) E1
@)
0]
and Preparedness Programs, OEDO 0O-16 E15
O
O
0]
0]
T
O

4
6 D3
6 G4

Martin J. Virgilio, Deputy Executive Director for Materials, Waste, Research,
State, Tribal, and Compliance Programs, OEDO
Darren B. Ash, Deputy Executive Director for Information Services
and Chief Information Officer, OEDO
Vonna L. Ordaz, Assistant for Operations, OEDO
Peter J. Rabideau, Director, Strategic Organizational Planning and
Optimization, OEDO -16 E15
Timothy F. Hagan, Director, Office of Administration -7 D26
Cynthia A. Carpenter, Director, Office of Enforcement -4 A1ba
Charles L. Miller, Director, Office of Federal and State Materials

N
o

E15

E15
E15

L4
(o) Ne)]

and Environmental Management Programs T-8 A23
Guy P. Caputo, Director, Office of Investigations 0O-3 F1
Edward T. Baker, Director, Office of Information Services 0-6 E3M
James F. McDermott, Director, Office of Human Resources W-5 A6
R. William Borchardt, Director, Office of New Reactors T-6 F15
Michael F. Weber, Director, Office of Nuclear Material Safety and Safeguards EBB 1
James E. Dyer, Director, Office of Nuclear Reactor Regulation 0-13 D13
Brian W. Sheron, Director, Office of Nuclear Regulatory Research T-10 F12
Corenthis B. Kelley, Director, Office of Small Business and Civil Rights 0O-3 HS8
Roy P. Zimmerman, Director, Office of Nuclear Security and Incident Response  T-4 D22a
Samuel J. Collins, Regional Administrator, Region | RGN-I
Victor M. McCree, Acting Regional Administrator, Region Il RGN-II
James L. Caldwell, Regional Administrator, Region I RGN-III

Elmo E. Collins, Jr., Regional Administrator, Region IV RGN-IV
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