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The purposes of this modification are to: (1) exercise CLIN 2C (Option 1C) and CLIN 2D
(Option ID) (2) extend the period of performance (3) identify an Alternate Project Officer; (4)
add as Attachment 2, "NRC Form 187, Revision 1, dated November 4, 2005"; (5) make
appropriate changes (deletion and addition) to required security clauses; and (6) add the
appropriate option clause. Specific changes to the purchase order are identified below:

1. CLIN 2C (Option 1C) and CLIN 2D (Option 1D) is hereby exercised.

2. Contract Section A.2 entitled, “Duration of Contract Period (MAR 1987)” is hereby deleted in
its entirety and replaced with the following:

This contract shall commence on October 1, 2005 and will expire on June 30, 2006.

3. Contract Section A.9 is hereby deleted in its entirety.

4. Contract Section A.11 is revised to include an Alternate Project Officer as follows:

Richard Speigel
Telephone No.: (301) 415-0103

Email: RXS5@nrc.gov
Mail Stop: T-9-F3

5. Attachment 2, entitled NRC Form 187 - Contract Secunty And/Or Classification :
Requirements, Revision 1, dated November 4, 2005 is hereby added to the purchase order and
included with this modsflcatlon .

6. Contract Séction A.16 is hereby added to the purchase order as follows:

A16 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY ACCESS
APPROVAL (February 2004)

The proposer/contractor must identify all individuals and propose the level of Information
Technology (IT) approval for each, using the following guidance. The NRC sponsoring office
shall make the final determination of the level, if any, of IT approval required for all mdlwduals

working under this contract.

The Government shall have and exercise full and complete control over granting, denying,
withholding, or termmatlng building access approvals for individuals performing work under this
contract.

SECURITY REQUIREMENTS FOR LEVEL |

Performance under this contract will involve prime contractor personnel, subcontractors or
others who perform services requiring direct access to or operate agency sensitive information
technology systems or data (IT Level I).
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The IT Level | involves responsibility for the planning, direction, and implementation of a
computer security program; major responsibility for the direction, planning, and design of a
computer system, including hardware and software; or the capability to access a computer
system during its operation or maintenance in such a way that could cause or that has a
relatively high risk of causing grave damage; or the capability to realize a significant personal
gain from computer access. Such contractor personnel shall be subject to the NRC contractor
personnel security requirements of NRC Management Directive (MD) 12.3, Part | and will
require a favorably adjudicated Limited Background Investigation (LBI).

A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by Security Branch, Division of Facilities and Security (SB/DFS).
Temporary access may be approved based on a favorable adjudication of their security forms
and checks. Final access will be approved based on a favorably adjudicated LBI in accordance
with the procedures found in NRC MD 12.3, Part |. However, temporary access authorization
approval will be revoked and the employee may subsequently be removed from the contract in
the event the employee’s investigation cannot be favorably adjudicated. Such employee will not
be authorized to work under any NRC contract without the approval of SB/DFS. Timely receipt
of properly completed security applications is a contract requirement. Failure of the contractor
to'’comply with this condition within the ten work-day period may be a basis to void the notice of
selection. In that event, the Government may select another firm for award. When an , :
individual receives final access, the individual will be subject to a reinvestigation every 10 years. -

‘The contractor shall submit a completed security forms packet, including the SF-86,
*Questionnaire for National Security Positions,” and fingerprint charts, through the Project

- Officer to SB/ DFS for review and favorable adjudication, prior to the individual performing work
under this contract. The contractor shall assure that all forms are accurate, complete, and
legible (except for Part 2 of the questionnaire, which is required to be completed in private and
submitted by the individual to the contractor in a sealed envelope), as set forth in MD 12.3

which is incorporated into this contract by reference as though fully set forth herein. Based on
SB review of the applicant's security forms and/or the receipt of adverse information by NRC,
the individual may be denied access to NRC facilities, sensitive information technology systems
or data until a final determination is made of his/her eligibility under the provisions of MD 12.3.

Any questions regarding the individual's eligibility for IT Level | approval will be resolved in
accordance with the due process procedures set forth in MD 12.3 and E. O. 12968.

In accordance with NRCAR 2052.204-70 "Security,” IT Level | contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g., bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems and data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.
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SECURITY REQUIREMENTS FOR LEVEL I

Performance under this contract will involve contractor personnel that develop and/or analyze
sensitive information technology systems or data or otherwise have access to such systems or
data (IT Level II).

The IT Level 1l involves responsibility for the planning, design, operation, or maintenance of a
computer system and all other computer or IT positions. Such contractor personnel shall be
subject to the NRC contractor personnel requirements of MD 12.3, Part |, which is hereby
incorporated by reference and made a part of this contract as though fully set forth herein, and
will require a favorably adjudicated Access National Agency Check with Inquiries (ANACI).

A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by SB/DFS. Temporary access may be approved based on a
favorable review of their security forms and checks. Final access will be approved based on a
favorably adjudicated ANACI in accordance with the procedures found in MD 12.3, Part 1.
However, temporary access authorization approval will be revoked and the employee may
subsequently be removed from the contract in the event the employee’s investigation cannot be
favorably adjudicated. Such employee will not be authorized to work under any NRC contract
without the approval of SB/DFS. Timely receipt of properly completed security applications is a .
contract requirement. Failure of the contractor to comply with this condition within the ten
work-day period may be a basis to void the notice of selection. in that event, the Government .
may select another firm for award. When an individual receives fmal access, the individual will
be subject to a relnvestlgatlon every 10 years. _

The contractor shau submit a completed security forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the Project
Officer to the NRC SB/DFS for review and favorable adjudication, prior to the individual
performing work under this contract. The contractor shall assure that all forms are accurate,

complete, and legible (except for Part 2 of the questionnaire, which is required to be completed
in private and submitted by the individual to the contractor in a sealed envelope), as set forth in

MD 12.3. Based on SB review of the applicant's security forms and/or the receipt of adverse
information by NRC, the individual may be denied access to NRC facilities, sensitive information
technology systems or data until a final determination is made of his/her eligibility under the
provisions of MD 12.3. Any questions regarding the individual's eligibility for IT Level |l approval
will be resolved in accordance with the due process procedures set forth in MD 12.3 and

E.O. 12968.

In accordance with NRCAR 2052.204-70 "Security,” IT Level Il contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g. bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems or data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
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or otherwise requires issuance of an NRC badge.
CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for investigation is to be withdrawn or canceled, the contractor shall
immediately notify the Project Officer by telephone in order that he/she will immediately contact
the SB/DFS so that the investigation may be promptly discontinued. The notification shall
contain the full name of the individual, and the date of the request. Telephone notifications
must be promptly confirmed in writing to the Project Officer who will forward the confirmation via
email to the SB/DFS. Additionally, SB/DFS must be immediately notified when an individual no
longer requires access to NRC sensitive automated information technology systems or data,
including the voluntary or involuntary separation of employment of an individual who has been
approved for or is being processed for access under the NRC "Personnel Security Program.”

(End of Clause)

7. Under Contract Section A.13 the clause 52.217-7 is hereby marked as applicable. Contract
Section A.17 is hereby added to the purchase order as follows:

-52.217-7 Option for Separately Price Line ltem (MAR.1989)

The Government may require the delivery of the numbered line items, identified in the Schedule
as optional items, in the quantity and at the price stated in the Schedule. The Contracting
Officer may exercise the option by written notice to the Contractor within the period of
performance. '

8. This modification obligafes $17,090 of FY 2006 funds. Therefore, the total amount
obligated for this purchase order is increased from $34,000 to $51,090.

9. All other terms and conditions of the purchase order remain the same, including the total
cost for Base and all Options of $94,240.00.
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NRC FORM 187
{1-2000)
NRCMD 12

CONTRACT SECURITY AND/OR
CLASSIFICATION REQUIREMENTS

U.S. NUCLEAR REGULATORY COMMISSIONJAUTHORITY

The policies, procedures, and criteria of the
NRC Security Program, NRCMD 12, apply to
performance of this contract, subcontract or
other activity.

COMPLETE CLASSIFIED ITEMS BY
SEPARATE CORRESPONDENCE

1. CONTRACTOR NAME AND ADDRESS

Focal Point Consulting Group
2311 Henslowe Drive
Potomac, MD 20854-2951

A CONTRACT NUMBER FOR COMMERCIAL
CONTRACTS OR JOB CODE FOR DOE
PROJECTS (Prime contract number must be shown

for all subcontracts.)

2. TYPE OF SUBMISSION

D A ORIGINAL

B. REVISED (Supersedes all
A

B. PROJECTED C. PROJECTED pravious submissions)
START DATE COMPLETION DATE [l
C. OTHER {Specity)
08/30/2005 | 06/30/2006 Y

3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

A. DOES NOT APPLY B. CONTRACT NUMBER

DATE

@' NO (If *NO,* proceed 1o 5.C)

] | DR-09-05-342 06/30/2006
4. PROJECT TITLE AND OTHER IDENTIFYING INFORMATION
DPBA Standards and Work Planning Project
5. PERFORMANCE WILL REQUIRE
A. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED INFORMATION NOT NATIONAL SECURITY RESTRICTED DA_TA
D YES (N "YES," answer 1-7 below) APPLICABLE
T SECRET .. | CONFIDENTIAL| .SECRET | CONFIDENTIAL

1. ACCESS TO FOREIGN INTELLIGENCE INFORMATION

2. RECEIPT, STORAGE, OR OTHER SAFEGUARDING OF
CLASSIFIED MATTER. (See 5.8.)

3. GENERATION OF CLASSIFIED MATTER.

4. ACCESS TO CRYPTOGRAPHIC MATERIAL OR OTHER
CLASSIFIED COMSEC INFORMATION,

5. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED
INFORMATION PROCESSED BY ANOTHER AGENCY.

6; CLASSIFIED USE OF AN INFORMATION TECHNOLOGY
PROCESSING SYSTEM. :

7. OTHER (Specify)

HERE QEE

Ooono|ooo

0y OO0 ooy
OO 001
Ojo00 ) Ojms

B. IS FACILITY CLEARANCE REQUIRED? D YES D NO

m

D. D ACCESS IS REQUIRED TO UNCLASSIFIED SAFEGUARDS INFORMATION.
- [J] ACCESS is REQUIRED TO SENSITIVE IT SYSTEMS AND DATA. (:E'-T" 'IL‘—\

F. [ | UNESCORTED ACCESS TO NRC HEADQUARTERS BUILDING.

C. D UNESCORTED ACCESS IS REQUIRED TO PROTEGT ED AND VITAL AREAS OF NUCLEAR POWER PLANTS. l

FOR PROCEDURES AND REQUIREMENTS ON PROVIDING TEMPORARY AND FINAL APPROVAL FOR UNESCORTED ACCESS, REFER TO NRCMD 12.

NRC FORM 187 (1-2000)

PRINTED ON RECYCLED PAPER

This form was designed using inForms
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INFORMATION PERTAINING TO THESE REQUIREMENTS OR THIS PROJECT, EVEN THOUGH SUCH INFORMATION IS CONSIDERED UNCLASSIFIED,

8.
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY:

NAME AND TITLE

‘SIGNATURE DATE

Leslie W. Barnett, Director V74 /
Division of Planning, Budget and Analysis CW Oct~
Office of the Chief Financial Officer

7. CLASSIFICATION GUIDANCE

NATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLASSIFICATION GUIDES

€. CLASSIFIED REVIEW OF CONTRACTOR / SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS WILL BE
CONDUCTED BY:

D AUTHORIZED CLASSIFIER {Name and Title) D DIVISION OF FACILITIES AND SECURITY

9. REQUIRED DISTRIBUTION OF NRC FORM 187 Check appropriate box(es)

@ SPONSORING NRC OFFICE OR DIVISION {ltem 10A) M DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT

J| DIVISION OF FAGILITIES AND SECURITY (item 10B) CONTRACTOR (item 1)

’ ‘ SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE
A OFFICIALS NAMED IN ITEMS 108 AND 10C BELOW.

10. APPROVALS

SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE OFFICIALS NAMED IN
ITEMS 108 AND 10C BELOW.

NAME (Print or type) SIGNATURE DATE

A. DIRECTOR, OFFICE OR DIVISION SIGNATURE ™ W DA7
Leslic W. Barnett Cw\ % ¢+

B. DIRECTOR, DIVISION OF FACILITIES AND SECURITY SIGN DATE
Sharon D. Stewart . Vﬂ % /// }/ / o

C. DIRECTOR, DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT o SréNATURE DATE
(Not applicable to DOE agreements) M
/ .
y J\ Mary Lynn Scott "—-’ Y s
4

yw\nxs




