
UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE PRE-LICENSE APPLICATION PRESIDING OFFICER BOARD

In the Matter of ) Docket No, PAPO~OO
)

U.S. DEPARTMENT OF ENERGY ) ASLBP No. O4~829~O1~PAPO
)

(High Level Waste Repository:
Pre~Application Matters)

THIRD CASE MANAGEMENT ORDER

I. DEFINITIONS

For purposes of this Third Case Management Order, the following definitions shall apply:

A. “DOE” means the United States Department of Energy, which includes the Naval

Nuclear Propulsion Program.

B. “.Document” means any written, printed, recorded, magnetic or graphic matter or

.materiai regardless of form or characteristic that contains “documentary .m.aterial” as that term is

defined in 10 C.RR. § 2.1001.

C. “Information protection. .require•ments” refers to the cont.rols or syste.ms that a

requester must have in place to possess sensitive unclassified information and prevent its

unauthorized dissemination.

D. “Naval Nuclear Propulsion Information” or “NNPI” concerns the design,

arrangement, development, manufacture, testing, operation, administration, training,

maintenance, and repair of the propulsion plants of the naval nuclear powered ships or

prototypes, including the associated nuclear support facilities. NNPI is created and controlled by

the .Naval Nuclear Propulsion Program. The disclosure of NNP.1 is g...overned by 42 ~

§ 7158, 50 U.S.C. § 2406, 10 U.S.C. § 130, Executive Order No. 12344, and 15 C.F.R. Parts,



734,744,and774,22C.F.R. Part120,and32 C.F.R. Part250. The unauthorizeddisclosureof

NNPI mayresult in the imposition ofcivil andcriminal penalties.

E. “Official UseOnly information” or “OUO information” for purposesof this Third

CaseManagementOrderreferstoDOE information that maybeprotectedfrom disclosureunder

Freedom of Information Act (5 U.S.C. § 552(b))Exemptions2 and 3. Information protected

from disclosureasOUO information under Exemption2 is information predominantlyinternalto

DOE, the disclosureof which would risk circumvention of applicable law or render the

documentsoperationallyuseless,andincludes: critical infrastructureinformation; vulnerability

assessments;inspection guidelines;classificationguidelines;andevaluationsof critical nuclear

systems,facilities, stockpiles andothersimilar assets. Information protectedfrom disclosureby

statuteasOUO information under Exemption 3 includesexport controlledinformation whose

unrestrictedpublic disseminationcould assistproliferantsor potential adversariesof the United

States. As used in this Third Case ManagementOrder, OUO information does not include

SafeguardsInformation, NNPI, or UnclassifiedControlled NuclearInformation.

F. “Originator” meansa potential party that createsand asserts that a document

qualifies, in wholeor in part, asexempt from inclusion on the LSN in full text formatbecauseit

contains sensitiveunclassifiedinformation.

U. ‘Potential party” meansDOE, theNRCStaff, the StateofNevada,and any person

or entity that meetsthe definitions of “party,” “potential party,” or “interestedgovernmental

participant” under 10 C.F.R. § 2.1001.

H. “Receiver” meansany personto whom accesshas beengranted to a document

that containssensitiveunclassifiedinformation pursuant to thisThirdCaseManagementOrder.
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I. “Requester” is any potential party seeking access to an un-redacted document on

the LSN that contains sensitive unclassified information pursuant to this Third Case Management

Order.

J. “Safeguards Information” or “SGI” is information that is authorized by § 147 of

the Atomic Energy Act (AEA) of 1954, as amended, to be protected from inadvertent release and

unauthorized disclosure, and that is further governed by 10 C.F.R. Part 73. The unauthorized

disclosure of SGI may result in the imposition of civil and criminal penalties under §~147, 223,

and 234 of the AEA, and applicable regulations.

K. “Sensitive unclassified information” means any SG.i, UCNI, NNP1, or OUO

information.

L. “Sensitive unclassified information log” means a chart that identifies documents

claimed to be protected from disclosure because they contain sensitive unclassified inforn. ation

and, without revealing protected information, establishes that each identified document is

entitled to be protected from disclosure on the LSN in full text format.

M, “Techn.ical competence” means demonstrable knowledge, .skill, experience,

training or education.

N. “Unclassified Controlled Nuclear Information” or “UCNI” is information that is

authorized by § 148 of the AEA, as amended, to he protected from inadvertent release and

unauthorized disclosure, and that is further governed by 10 C.F.R. Part 1017. The unauthorized

disclosure of UCNI may result in the imposition of civil and criminal penalties under §~148 and

223 of the AEA and 10 C.F.R. § 1017,18.



II. GENERAL REQUIREMENTS

A. ~çqpç.

Unless indicated otherwise, the requirements of this Third Case Management Order shall

apply equally to all potential parties. This Third Case Management Order does not address the

procedures to be followed for documents containing primary or secondary privileges, which are

addressed in the PAPO Board’s Second Case Management Order. The provisions of this Third

Case Management Order also do not restrict the use of documents containing sensitive

unclassified information received outside this proceeding.~

B. Burden of Persuasion.

The requester bears the burden of persuasion regarding access to sensitive unclassified

information in this proceeding. The originator bears the burden of persuasion that information is

entitled to be protected as sensitive unclassified information for those categories of sensitive

unclassified .inform.ation over which the PAPO Board, another Pre.siding Officer in this

proceeding, and the Commission have authority.

The provE ions of this Third Case Management Order do not apply to NRC staff, counsel,
consultants, and contractors with respect to sensitive unclassified information that the NRC is entitled to
receive apart from its role as a litigant in this proceeding (e.g., information available to, or required to be
submitted to, the NRC by statute, regulation, or license condition or information submitted to the NRC in
support of a requested licensing action). Such information is subject to internal NRC requirements
governing the treatment of protected sensitive information. See NRC Management Directive 12.6, NRC
Sensitive Unclassified Information Security Program.” The provisions of this Third Case Management
Order do apply to NRC staff, counsel, consultants, and contractors with respect to sensitive unclassified
information that NRC would not he entitled to receive except by virtue of an Order in this proceeding.
Upon filing a niotion with the PAPO Board, another Presiding Officer in this proceeding, or the
Commission, the provisions of this Third Case Management Order are subject to such modifications as
may he necessary to conform to revisions to 10 C.F.R. Part 73 following notice and comment. The
provisions of this Protective Order also do not apply to DOE staff, counsel, consultants, and contractors
with respect to sensitive unclassified information in this proceeding because such information is
otherwise subject to protection pursuant to its internal DOE Orders. See DOE Order 471.IA
(Identification and Protection of Unclassified Controlled Nuclear Information) (Approved June 30, 2000);
DOE Order 471 .3 (Identifying and Protecting Official Use Only Information) (Approved April 9, 2003);
DOE Order 471 .2A (Information Security Program) (Approved March 27, 1997).
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C. Designation of Point of Contact.

Each potential party certifying an LSN document collection pursuant to 10 C.F.R. §

2.1009(h) shall file a notice identifying the person who will serve as its primary point of contact

(POC) for purposes of requests for documents with sensitive unclassified information and the

pre-motion consultations required under 10 C.F.R. § 2.323(h) and this Third Case Management

Order. The notice shall include the name, address, email address, and office phone number of

the POC. All potential parties are encouraged to designate at least one alternate POC. The POC,

or alternate POC, should generally he available for consultation between the hours of 9:00 a.m..

and 5:00 p.m. in the time zone in which the principal office or residence of the POC is located.

The LSN Administrator (LSNA) shall prominently post a list of the POCs on the LSN. Each

potential party shall file such notice at the time they certify their document collection.

D. No Subject Matter Waiver.

A potential party’s production of a document that contains sensitive unclassified

information, even if intentional, shall not cause a subject-.matter waiver with respect to that

potential party’s other documents that contain sensitive unclassified infor.mation ..A potential

party shall not be permitted to compel the p.roduction of another potential party’s’ documents on

the ground that its production will not affect a subject-matter waiver regarding other documents

that contain sensitive unclassified information.

E. .Rc-claiming Docum.ents that Contain Sensitive Unclassified information.

A potential party that inadvertently produces sensitive unclassified information will he

permitted to take appropriate steps to protect the sensitive unclassified information from further

unauthorized dissemination, including working with the LSNA to promptly remove a document

from the LSN and re-claiming a document inadvertently produced to potential parties. The

potential party re-claiming the inadvertent production of sensitive unclassified information will



provide notice as soon as practicable to the PAPO Board and other potential parties of the steps

taken to protect the sensitive unclassified information from further unauthorized dissemination.

F. Withdrawal of Sensitive Unclassified Information Protection.

A potential party that withdraws its claim that a document requires the sensitive

unclassified information protection shall, within three (3) business days or as soon thereafter as

practicable, make all necessary corrections to its LSN document collection.

G. Good Faith Consultation.

I.n order to maximize the early resolution of .issues without PAPO .Board intervention,

motions will he summarily rejected if they are not preceded by a sincere attempt to resolve the

issues and include the certification specified in 10 C.F.R. § 2.323(b). Each potential party shall

make itself available on a timely basis for consultation and shall cooperate in attempting to

resolve the issues. Without revealing the substance of any settlement discussions, the required

certification shall .state if the other potential party was not available or refused to discuss’ the

.m.atter.

H. ~ui~itions.

The right to and terms of access to sensitive unclassified information pursuant to this

Third Case Management Order may be stipulated by written agreement among the relevant

potential parties, and the stipulation will he filed with the PAPO Board, another Presiding

Officer in this proceeding, or the Commission.

I. Accounting Records.

Receivers shall keep a record of all un-redacted documents containing sensitive

unclassified information that they receive pursuant to this Third Case Management Order. Every

six months for as long as it possesses such documents, each potential party shall file with the

PAPO Board and serve on the originator from whom access has been granted an accounting of
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the un-redacted documents that contain sensitive unclassified information that the potential party

and all other receivers under its control have received under this Third Case Management Order,

including the LSN Accession number of each document and the persons given access to such

information during the preceding six months. The accounting shall be filed and served via the

Electronic Information Exchange (EIE). The PAPO Board, with the assistance of originators,

will keep a master list of receivers who have been granted access to un-redacted documents

containing sensitive unclassified information.

J. Inadvertent Puh.hc Release.

inadvertent public release of information designated as sensitive unclassified information,

regardless of when such release occurs, does not relieve anyone from complying with this Third

Case Management Order. Information formerly designated as sensitive unclassified information

that is properly disclosed in the public record of this proceeding is no longer subject to this Third

Case Management Order.

K. Timely Completion of Pre-License Application Phase Document Discovery.

In the interest of completing pre-license application phase document dis.covery in a

timely .manner, the procedures’ prescribed in this Third Case Management Order are vvithout

prejudice to a potential party’s right to move, for good cause, to cut off another potential party’s

right to pursue privilege claims or prevent the dissemination of sensitive unclassified

information. A potential party should pursue its requests for access to sensitive unclass.ified

information, and any challenge to determinations regarding access to sensitive unclassified

information, over the pre-license application period consistent with this Third Case Management

Order and should avoid delaying and raising such challenges at the end of the period. Except as

provided herein, the time period in 10 C.F.R § 2.323(a) is inapplicable to challenges during pre-

license application phase document discovery.
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L. Filings and Service via the NRC’s Adjudicatory EIE System.

All potential parties should note, however, that not all of the required steps in the various

procedures set forth in this Third Case Management Order require filing and service via the EIE.

For example, a potential party’s request for access to sensitive unclassified information may he

submitted by email, if appropriate, directly to the originator’s POC and should not he filed and

served via the EIE. Similarly, the response to such a request may he submitted by email directly

to the requester and should not be filed and served via the EIE. As used herein, the term

“submit” denotes an action that is not filed and served via the EIE. On the other hand, a

requester’s motion and response to such a .motion must he filed and .served via the EIE. .As used

herein, the term “file” denotes an action that is filed and served via the EJE.

III. REDACTION OF SENSITIVE UNCLASSIFIED INFORMATION

A. Requirement to Produce Redacted Versions.

1. Each origi6ator that withholds a document on the ground that it contains

sensitive unclassified information shall make an electronic redacted version of the document

available on the LSN, with an appropriate bibliographic header, to the extent the sensitive

unclassified information can reasonably be segregated from the non-sensitive unclassified

information. The bibliographic header for the redacted document shall cross-reference the

bibliographic header for the un-redacted document. The redacted version shall be a separate

document on the LSN.

2. Unless otherwise ordered by the PAPO Board, another Presiding Officer

in this proceeding, or the Commission, an originator need not make an electronic redacted

version of a document available on the LSN if the document is also subject to a claim of primary

privilege as defined in the Second Case Management Order.
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3. The amount of information deleted shall be fully and accurately indicated

in the redacted version of the document. See 10 C.F.R. § 9.19.

B. Producing Redacted Versions of Documents by DOE.

DOE shall make a redacted version of each document from its current document

collection that is protected as sensitive unclassified information available on the LSN, with the

appropriate bibliographic header. To the extent practicable, DOE will make these documents

available on the LSN at the time of initial certification to the extent the redacted documents have

not already been made available. During the course of this proceeding, if DOE creates new

documents that contain sensitive unclassified information, DOE will pro.mptly make redacted

versions of those documents available on the LSN.

C. Producing Redacted Versions of Documents by Other Federal Agencies.

All other federal agencies originating sensitive unclassified information subject to this

Thi.rd Case Management Order shall make a redacted version of each document that contains’

sensitive unclassified information available on the LSN, with an appropriate bibliographic

header, within seven (7) days of the date prescribed by 10 C.F.R. §~2.1003 and 2.1009 for their

initial certification. During the course of this proceeding, federal agencies originating sensitive

unclassified information subject to this Third Case Management Order may also create new

documents that contain sensitive unclassified information, and they will promptly produce

redacted versions of those documents on the LSN.

IV. ACCESS REQUIREMENTS FOR UN~REDACTEDDOCUMENTS THAT
CONTAIN SENSITIVE UNCLASSIFIED INFORMATION

Only requesters who agree to comp.iy with this’ Third Case S.anage.ment Order and the

appropriate Protective Orders in Appendices A through D, and who have executed and filed with

the originator and PAPO Board the attached Non-Disclosure Affidavit may have access to
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sensitive unclassified information. Access requirements for each category of sensitive

unclassified information are set forth below.

A. SGI.

1. Access to SGI must conform to the requirements in 10 C.F.R. Part 73 and

is subject to the following conditions.

a. Access shall he granted to only those portions of documents

designated as containing SGI that are both relevant to and necessary for the preparation of

contentions and conduct of this proceeding.

h. A potential party shall have established a need to know for the

SGI2 defined as a determination by the participant originating the SGI that the proposed

recipient’s access to the SGI is necessary in the performance of official, contractual, or

employment duties with respect to the conduct of this proceeding.3 In support of this

determination:

(1) A potential party must file a brief statement with the originator

of the SGI,4 or holder of the SG1 from whom SGI is sought, .indicati.ng why the potential party’s.’

possession of SG1 is’ necessary2 to the potential party’s’ formulation of a contention(s) for a

licensing hearing. As part of this statement, the potential party must indicate: (i) the nature of

2 The NRC Staff will make a determination of need to know when it is in sole possession of an

501 document or when that document is held by parties in addition to the .NRC Staff. In cas.es where the
NRC staff is in possession of an SQl document originated by another party, the NRC Staff will consult
with the originator of the SQl prior to making a need to know determination. In all other cases, a
determination of need to know shall be made by the originator of the SQl.

See 10 C.F.R. § 73,2.
2 If the statement is filed with a holder of SGI who is not the originator, pursuant to footnote 2,

the holder shall consult with the originator prior to making a need to know determination.

~Necessary in this context means an actual and specific need for the SGI at the time that it is

requested.
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the potential party’s general interest in the proceeding including how the potential party would

be adversely affected by the licensing action for the high-level waste repository;6 and (ii) the

potential party’s technical competence, to evaluate the specific information requested.

(2) A potential party through its representative, counsel,

consultants or assistants must demonstrate the technical competence necessary to evaluate the

SQl requested by the potential party. Where the potential party obtains the services of an

individual with the requisite technical competence, a potential party’s counsel or assistants

working with that individual need not independently de.monstrate the technical competence

necessary to evaluate the requested SGI.7

c. Any individual seeking access to SQl must he determined to he

trustworthy and reliable based upon voluntary submission of a standard fingerprint form SF-87

to the NRC Staff to he used in conducting a fingerprint crindnal history background check. The

SF-87 is available on request from the NRC Staf~in addition to local law enforcement agencies.

The form should be mailed to the NRC with the information requested in section V of this Order

and a $27 processing fee.9 in lieu of a fingerprint background check, requesters of SQl must

provide to the NRC Staff s.ufficient in. .formation. .for the Staff to conduct an alternate background

~The State of Nevada, affected units of local government and affected Indian tribes are presumed
to have a general interest in this proceeding.

If qualifications concerning technical competence necessary to evaluate SQl are challenged, the
requester must demonstrate that the individual seeking access to SQl is qualified to evaluate each section
of the SQl to be reviewed.

~Requests for forms should be mailed to: Office of Administration, Security Processing Unit,
Mail Stop T6E46, Nuclear Regulatory Commission, Washington, D.C. 20355-00012.

~Office of Administration, Security Processing Unit, Mail Stop T6E46, U.S. Nuclear Regulatory
Commission, Washington, D.C. 20555-00012. Payable by check or money-order made out to the U.S.
Nuclear Regulatory Commission.
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check~°to determine trustworthiness and reliability. Information required to be provided to the

NRC Staff for the alternate background check shall he submitted on standard form SF-85.1 The

requested information should he mailed to the NRC along with the information requested in

section V of this Order and a $345.75 processing fee.~2

d. The requirements in section IV.A. 1 .c of this Case Management

Order do not apply to NRC Staff, counsel, consultants and contractors, DOE personnel, and

individuals designated by a Governor of a State as representatives of that State.

e. Access to SQl by potential parties, and counsel, consultants,

assistants and others representing a potential party, shall be conditioned such that they sha.ll use it

solely for the purpose of participation in this proceeding before the PAPO Board, another

Presiding Officer in matters directly pertaining to this proceeding, or in any further Commission

or judicial proceedings in this case.

f. Potential parties, and coun~.’el,consultant, assistants and others

representing a potential party, who receive any access to SQl (including transcripts of in camera

hearings, filed testimony, or any other document that reveals SQl) shall maintain its

confidentiality as required by this Case Management Order, attached Protective Order and the

~° A background check must he sufficient to support the trustworthiness and reliability
determination in order that the NRC Staff performing the check and the PAPO Board, another Presiding
Officer in this proceeding, or the Commission have assurance that granting the individual access to SQl
does not constitute an unreasonable risk to the public health and safety or the common defense and
security.

Available at www.opm.gov/Forms/html/sf.asp or by mail from the Office of Administration,
Security Processing Unit, Mail Stop T6E46, U.S. Nuclear Regulatory Commission, Washington, D.C.
20555-00012. The alternate background check shall include a credit check requiring the requester to
complete a release form which can be obtained from the NRC at the same Office of Administration
address.

~2 Office of Administration, Security Processing Unit, Mail Stop T6E46, U.S. Nuclear Regulatory

Commission, Washington, D.C. 20555-00012. Payable by check or money-order made out to the U.S.

Nuclear Regulatory Conimission.
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attached Non-Disclosure Affidavit (the terms of which are hereby incorporated in this Case

Management Order).

B. NNPI.

Access to specific documents that contain NNPI will be granted once the requester ha.s

established (i) a need to know the NNPI and (ii) that the requester is a United States citizen.

1. For purposes of access to NNPI under this Third Case Management Order,

a requester has a “need to know” if it: (a) submits to the jurisdiction of the PAPO Board, another

Presiding Officer in this proceeding, or the Commission; (b) states that it will use NNPI solely

for the purpose of participating in any Commission proceeding concerning a license application

for a geologic repository at Yucca Mountain or any appeal to a federal court from such

proceeding; (c) identifies the documents by a LSN Accession number and the particular subject

of inquiry for which the NNPI is sought; and (d) submits a statement that the requester shall

abide by this Third Case Management Order.

2. For purposes of access to NNPI, a “United States citizen” is any United

States national who does’ not represent a fore.ign governm.ent, foreign private .interest, or foreign

national on any matter in this proceeding. The term “United States citizen” does not include

immigrant aliens. A requester may seek a waiver of this requirement by submitting an

application to the POC at the Naval Nuclear Propulsion Program. Such waivers can only be

granted by the Chief of Naval Operations.

C. OUO .Information.

Access to specific documents that contain OUO information will be granted once the

requester has established a need to know the OUO information. For purposes of access to OUO

information under this Third Case Management Order, a requester has a “need to know” if it: (I)

submits to the jurisdiction of the PAPO Board, another Presiding Officer in this proceeding, or

2
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the Commission; (2) states that it will use OUO information solely for the purpose of

participating in any Commission proceeding concerning a license application for a geologic

repository at Yucca Mountain or any appeal to a federal court from such proceeding; and (3)

identifies the documents by a LSN Accession number and the particular subject of inquiry for

which QUO information is sought. To the extent that the OUO information is also export

controlled information, access to such information must be in accordance with § 57b of the AEA

and 10 C.F.R. Part 810.

D. UCNI.

.Access to specific documents that contain UCN1 under this Third Case Management

Order will be granted pursuant to the “special access” provisions of 10 C.F.R. § 1017.16. A

requester must submit a request that includes: (1) the name, current residence or business

address, birthplace, hirthdate, and country of citizenship of the person submitting the request; (2)

a LSN Accession number of the document that contains’ the UCNI requested; (3) a description of

the purpose for which the UCNI is needed; and (4) a statement that the requester shall abide by

this Third Case Management Order. .Nothing in this’ Third Case .Management Order will prevent

a potential party from receiving access’ to UCNI under the “routine access” provisions of 10

C.F.R. § 1017.16.

V. PROCESS FOR REQUESTS FOR ACCESS TO SENSITIVE UNCLASSIFIED
INFORMATION

A potential party may request full-text access to specific documents containing sensitive

unclassified information from the originator of such document as set forth below.

A. ~gqpests.

Requests for documents containing sensitive unclassified information shall he made

pursuant to 10 C.F.R. § 2.l018(a)(l)(iii). All requests under this Third Case Management Order
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for SQl. QUO information, and UCNI shall be submitted electronically to the email address of

the appropriate POC posted on the LSN for the potential party whose document collection

contains the requested document. All requests under this Third Case Management Order for

NNPI shall be submitted via U.S. mail, return receipt requested, to the address of the appropriate

POC posted on the LSN for the Naval Nuclear Propulsion Program. All document requests shall

contain the information set forth below.

1. The requester’s name; address; telephone number; email address; and a

statement that the sender of the electronic document is deemed the signer of the document, and

consents to comply with the regulations set forth in 10 C.F..R Part 2 and a.il order.s of the P.APO

Board, another Presiding Officer in this proceeding, or the Commission concerning access to and

protection of sensitive unclassified information.

2. The requester shall identify if access: h’ s.’ought for an entire document or

the information that is redacted fro.m a document.

3. The request shall also provide the requisite information for each category

of sensitive unc.lassified information identified in Part IV ~(bovefor which the requester seeks’

access to a.ilow an originator to m..ake an access determination.

4. Failure of a requester to .submit the request to the posted email or mailing

address, as appropriate, of the appropriate POC and to include the required information shall

constitute sufficient grounds for denial of the request.

B. Response to Requests.

Within ten (10) business days of receiving a request for access to NNPI, QUO

information or UCNI, the originator of the requested document shall either (I) grant access

subject to this Third Case Management Order and upon the execution and filing by the requester

of the Non-Disclosure Affidavit attached at Appendix E, (2) submit to the requester a denial that
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fully justifies and explains, without revealing the sensitive unclassified information, the reasons

for the denial, or (3) indicate that the originator continues to process the request for access and

provide an estimated time for making a determination on the request.

Within twenty (20) business days of receiving a request for access, the originator of the

requested SQl document shall either: (I) submit to the requester a denial that fully justifies and

explains the denial based on a failure to show an adequate need to know; or (2) notify the

requester that an adequate need to know has been shown and that either fingerprint forms or

information required for an alternate background check pursuant to section IV.A. I .c of this

Order will need to be provided to the NRC Staff in order for a final determination of SG.i access

to be made. Within forty (40) business days of receiving the supporting information requested

above, the SQl originator will either: (1) grant access to the requester; (2) submit to the

requester a denial that fully justifies and explains, without revea.iing the sens’itive unclassified

information, the reasons for the denial; or (3) indicate that the originator continues to process the

request and provides an estimated time of completion.°

C. Process for Resolving Disputes Concerning Sensitive Unclassified Information.

1. If a requester disagrees with the reasons denying it acces.’s to sensitive

unclassified information or contends that a decision on whether to grant access has been

unreasonably delayed, the requester may file a motion consistent with 10 C.F.R. §~2.323, 2.705,

and 2.1010.

2. As provided in Part II.Q., prior to filing any motion, the requester must in

good faith confer with the POC of the originator. The good faith discussion shall include: (a) a

~ A requester may expedite the clearance process by submitting the fingerprint or alternative
background check forms concurrently with the request for SQl.
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disclosure by the originator as to whether, during the proceeding, it has previously provided

access to the document (or parts of the document) at issue to another potential party; (b) the

submission by the originator of an entry for the particular document on a sensitive unclassified

information log (the form of which is described in Appendix F to this Third Case Management

Order); (c) whether the document is subject to other claims of privilege, which may moot a

challenge regarding access to the sensitive unclassified information; (d) whether the requester or

originator believes that the dispute raises a controlling issue of law; and (e) information provided

by the requester that would allow the originator to conclude whether the requester can meet the

access or informat.ion protection requirements for sensitive unclassified information. The

certification by the requester shall specify the results of the discussion of these issues.

3. Within seven (7) business days after such written motion has been filed,

the originator (and no other potential party except as provided below) may file as a matter of

right a response to the motion, along with any supporting affidavits or other accompa:nying

evidence. Submission of supporting affidavits or other accompanying evidence that contain

sensitive unclassified information must be submitted in camera to the PAPO .Board, another

Pre.siding Officer in this proceeding, or the Com.mission. In those circumstances in which m.ore

than one federal agency could be considered a dual holder of a document containing sensitive

unclassified information, each such federal agency may file a response to the motion. The

response to the motion may also address whether the PAPO Board, another Pre.siding Officer in

this proceeding, or the Commission has authority to fully and finally resolve the issues in

question.
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4. The requester shall have no right of reply, except as permitted by the

PAPO Board, another Presiding Officer in this proceeding, or the Commission pursuant to 10

C.F.R. § 2.323(c).

D. Form and Format of Sensitive Unclassified Information ~pgy.

Each entry for a document on a sensitive unclassified information log under this Third

Case Management Order shall set forth the elements specified in Appendix F. The information

filed shall be arrayed in a columnar format corresponding to the elements identified in the

Appendix. The log shall be filed via NRC’s EIE process in PDF format as specified in the EIE

Guidance Document. The log will be available to potential parties via the N.RC’s Electronic

Hearing Docket.

Concurrent with any such filing, parties shall submit the electronic file used to generate

the log to the LSN Administrator.

VI. INFORMATION PROTECTION REQUIREMENTS

Upon receiving access to sensitive unclassified information, receivers must prevent the

unauthorized dissemination of and consider whether they can possess such information. The

originator w.ill he available to provide advice and information that will assist the receiver in

implementing any or all of the information protection requirements described herein and in

Appendices A through D. If after consultation with the originator a receiver is unable to comply

with all of thos’e requirements or the originator and receiver othervvise agree that access should

be had at the originator’s premises in lieu of possession, the originator will make sensitive

unclassified information available, upon reasonable notice, for inspection to a receiver at the

originator’s premises.

Specific information protection requirements for each category of sensitive unclassified

information are set forth in the appropriate Protective Orders found at Appendices A through D
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of this Third Case Management Order: SGI (Appendix A); NNPI (Appendix B); QUO

information (Appendix C); and UCNI (Appendix D). The general information protection

requirements for sensitive unclassified information are set forth below.

A. General Information Protection Requirements Applicable to All Categories of
Sensitive Unclassified Information.

I. After receiving an un-redacted version of a specific document that

contains sensitive unclassified information, a receiver may provide that document to other

persons who (a) have been authorized to access and possess such information under this Third

Case Management O.rder, and (h) have executed and filed the Non-Disclosure Affidavit.

Sensitive unclassified information received pursuant to this Third Case Management Order shall

only be used, and its disclosure shall be reasonably limited to those authorized to receive such

information, as required for the conduct of any Commission proceeding concerning a license

application for a geologic repository at Yucca Mountain or any appeal to a federal court fro.i.ir

such proceeding.

2. Rece:ivers of sensitive unclassified information subject to this Third Case

.Manage.ment Order may take notes: on such information. If such notes contain sensit:ive

unclassii.ied information, they must he .marked and protected to the same extent as’ the original

sensitive unclassified information. Receivers of sensitive unclassified information subject to this

Third Case Management Order may make copies of such information to the extent provided in

Appendices A through D for the particular category of sensitive unclassified information.

3. If a receiver has reason to suspect that a document containing sensitive

unclassified information may have been lost or misplaced, or that it has otherwise become

available to unauthorized persons, then the receiver shall promptly notify the PAPO Board, or
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another Presiding Officer in this proceeding, and the originator of the sensitive unclassified

information, of those suspicions and the reasons for them.

4. Any pleading or other filing (including testimony) that contains sensitive

unclassified information shall be:

a. Marked in accordance with the applicable marking requirements

identified in Appendices A through D for the particular category of sensitive unclassified

information;

b. Stibmitted and transmitted in accordance with the applicable

trans.mission by mail requirements identified in Appendices A through D for the particular

category of sensitive unclassified information;

c. Served only on the NRC Office of the Secretary (the NRC Office

of the Secretary receives the original), other potential parties and counsel .identified on the master

iht referenced in Part 11.1 who have been granted access and possession under this Third Case

Management Order to the specific sensitive unclassified information contained in the pleading or

filing, and the individual me.mbers of the PAPO Board, another Presiding Officer in this

proceeding, or the Commis’sion, as appropriate; a:nd

d. Accompanied by a cover letter or memorandum that will be filed

via the EIE, and that briefly describes the contents of the pleading or other filing without

revealing the sensitive unclassified information.

VII. MISCELLANEOUS

A. Reservation of Rights.

Nothing in this Third Case Management Order, or any appendices attached hereto, shall

preclude the following.
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1. Any potential party from objecting to the introduction or use of sensitive

unclassified information in this proceeding.

2. Any potential party from seeking public disclosure of sensitive

unclassified information in accordance with applicable regulatory procedures.

3. The appropriate federal agency having cognizance over the sensitive

unclassified information from finding in the course of this proceeding that all or part of

previously-designated sensitive unclassified information need no longer he protected. A

potential party may request that the appropriate federal agency make such a determination, and

the filing of such a request does not preclude a challenge that the particular federal agency does

not have authority to make that determination. If the appropriate federal agency make.s such a

finding, the sensitive unclassified information shall nevertheless be subject to this Third Case

Management Order for ten (10) business days’ f..rom the date of issuance of the decision. If a

potential party seeks continued protection under this Third Case Manage.ment Order and requests

that the issue he certified to or files an interlocutory appeal with an appropriate forum, this Third

Case .Management Order shall apply unti.1 the issue has been resolved.

4. Any potential party fro.m. requesting that the Com.mission order the

disclosure of sensitive unclassified information over the objection of the originator.

5. Any federal agency from arguing that neither the PAPO Board, another

Presiding Officer in this proceeding, nor the Commission has the authority to override the

originator’s determination that a document contains sensitive unclassified information.

B. Availability of Sensitive Unclassified Information.

Sensitive unclassified information shall remain available to receivers until the later of the

date that an order terminating this proceeding is no longer subject to judicial review, or the date

that any other Commission proceeding relating to the sensitive unclassified information is



concluded and no longer subject to judicial review. Absent further order, the receiver shall,

within fifteen (15) days of the later date described above, return the sensitive unclassified

information to the originator, or shall destroy the information in accordance with the destruction

requirements for that category of sensitive unclassified information discussed in Appendices A

through D, as appropriate. Within the 15-day period, each receiver shall also submit to the

originator an affidavit stating that, to the best of its knowledge, all sensitive unclassified

information, copies of such information (in accordance with the requirements set forth in

Appendices A through D for the particular category of sensitive unclassified information), and

all notes of such information have been returned or have been destroyed by methods that assure

complete destruction in accordance with this Third Case Management Order.

C. Receiver No Longer Uses or Is Qualified to Access Sensitive Unclassified
Information.

If a rece:iver that has received documents containing sensitive unc.lassified information

under this’ Third Cas’e .Management Order no .Ionger us’es s:uch. .information or qualifies as..: a

receiver or potential party, or if an individual serving as’ counsel, consultant, othe:r representative,

or assis.’tant no longer qualifies as’ such, then within fifteen (15) days, such receiver or individual

shall return or destroy the docti.ments containing s’ens.itive unclassified information in accordance

with this Third Case Management Order and submit an affidavit that it has done so.

D. No Tolling of Time Periods.

All potential parties should note that the pendency of a challenge to DOE’s certification

of its LSN document collection will not stay any other potential party’s time for complying with

the requirements of 10 C.F.R. §~2.1003(a) and 2.1009, or auto:maticaily toil the time in wh:ich

potential parties have to complete discovery. See 10 C.F.R. § 2.342; see also 10 C.F.R. §

2.1015(e).
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E. Violations of Third Case Management Order.

Any violation of the terms of this Third Case Management Oi’der or the accompanying

Protective Orders or Non-Disclosure Affidavit executed in furtherance of this Third Case

Management Order may result in the imposition of sanctions as the PAPO Board, another

presiding officer in this proceeding, or the Commission may deem appropriate. Such sanctions

may include, but are not limited to: (I) refusal to consider a filing by the offending receiver; (2)

denial of the right to receive documents under this Third Case Management Order; (3) denial of

the right to cross-examine or present evidence; (4) refusal to allow the receiver, or counsel,

consultant, or other repres’entative of a receiver to participate in this proceeding; (5) dismissal of

one or more of a receiver’s contentions; or (6) dismissal of the receiver from the proceeding. In

addition, sanctions may include, and are not limited to, an originator: (1) referring the violation

to appropriate bar associations and/or other disciplinary authorities; (2) referring the violation to

the U.S. Department of Justice for criminal prosecution, if appropriate; (3) i.mposing civil

penalties as authorized by applicable law; and (4) denying access to sensitive unclassified

information.

F. fialllingjssrIe5~

If the PAPO Board, another Presiding Officer in this proceeding, or the Commission

concludes that a dispute presents a controlling issue of law that may have broad or general

relevance to the discovery process, additional briefing may he requested of the requester,

receiver, originator, or other potential parties.

Q. Motion for Reconsideration.

Any motion for reconsideration of this Third Case Management Order shall be filed by

[DATE]. Answers to any such motion shall be filed by [DATE].
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H. Alterations to Third Case Management Order.

The PAPO Board, another Presiding Officer in this proceeding, or the Commission may

alter or amend this Third Case Management Order as circumstances warrant at any time during

the course of this proceeding. The potential parties shall be afforded notice and an opportunity

to he heard before any such alterations or amendment comes into effect.

It is so ORDERED.

For the Pre-License Application
Presiding Officer Board

Thomas S. Moore, Chairman
ADMINISTRATIVE JUDGE

Rockville, Maryland
[date]
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UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE PRE~LICENSEAPPLICATION PRESIDING OFFICER BOARD

In the Matter of ) Docket No. PAPO4)O
)

U.S. DEPARTMENT OF ENERGY ) ASLBP No. O4-829~OUPAPO

(High Level Waste Repository: )
Pre~ApplicationMatters)

PROTECTIVE ORDER
(Safeguards Information)

A. This protective order governs the protection of SQl information contained in the

specific portions of documents that a potential party is permitted access to after fulfilling

the requirements of sections IV.A and V of the appended Case Management Order. After

being granted access to SQl material, a potential party must comply with.. the information

protection standards in section VI of the Case Kianagement Order and the following

require.ments.

1, Potent:ial parties and counse.l, consultants, assistants and others

representing a potential party, shall be permitted to hand.le SQl only if they have an

approved, documented plan to establish, implement and maintain an information

protection system, including cyber security. Such plan must include the requirements in

10 C.F.R. § 73.2 l(d)-(h) for controlling SQl while in use or in storage.’

2. Use of SQl will be made only: (i) at a facility provided for use by a

designated potential party or counsel; (ii) in a designated office of the potential party; or

A recipient’s information protection systems will be subject to an on-site inspection by
NRC Staff prior to receipt of SQl information.
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(iii) in the NRC headquartersin Rockville, Maryland. Any such facility is to be located

in a controlled accessbuilding that is either attended24 hours a day or locked while

unattended.2

3. When not under the possessor’sdirect control or the direct control of

anotherindividual authorized to have accessthereto, all documentscontaining SGI must

be storedin a lockedsecuritystoragecontainer as defined in 10 C.ER. § 73.2that is in a

location identified in paragraph2 of this Protective Order. Accessto the security storage

containerwill be positively controlled by useofkeysor other comparable means. Keys

and knowledge of lock combinations safeguardingSUl shall be limited to persons

authorized accessto the SO! stored within thesecuritystoragecontainer in accordance

with 10 C.F.R. § 73.21(dXl).

4. Any administrative support woit performed at the request of a possessor

of SO! or under their supervision in this proceeding,or further proceedings,must be

performed only at the above location(s) by personnelwho have executed a Non-

DisclosureAffidavit, which shall be filed promptly with the originatorof the document

and the PAPO Board, another PresidingOfficer in this proceeding,or the Commission

upon execution.

5. SO! shall not be discussedby telephoneor communicatedby email or

facsimile transmissionunlessthe SO! is transmittedthrough the use of an encryption

system that the National Institute of Standardsand Technology has validated as

conforming either to Federal Information Processing Standard 140-1 or to Federal

25~ 10 C.F.R. § 73.2(definition of“Security StorageContainer”).
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Information Processing Standard 140-2, or as otherwise acceptable to the NRC Staff

pursuant to 10 C.F.R. § 73.21(g)(3).

6. In accordancewith 10 C.F.R. § 73.21(h), if SGI is processedon or with

automateddataprocessing,computerizedword processingequipment,or a personalor

laptop computer, accessto such equipmentshall require the use of an entry code for

accessto storedSGI. If useof an entry code is not feasible,SGI maybe processedon,

but shall not he stored in, such equipment. If any SG1 is hacked-upor storedon a

computerhard drive or otherdev.ice, that drive or device shall he .removedandstored.in

thesecuritystoragecontainerreferredto in paragraph3 of this ProtectiveOrder whennot

in use.~Additionally, any suchword processingequipment,dataprocessingequipment,

or computer that is usedto processor store SGI shall be operated as stand-alone or free-

standingequipment,not connectedto any other suchequipmentby meansof a Local

AreaNetwork or Wide AreaNetwork or otherdata-sharingsystem,

7. Eachdocumentthat hasbeendeterminedto containSGI shall be marked

“Safeguardsinformation” in aconspicuousmannerasset forth in 10 C.F.R. § 73.21(e).

B. In addition to the require.mentsin section V1..A.2 of theThird CaseManage.ment

Order, the following requirementswill apply with respectto notesfrom, and copiesof

SO! material. Documentscontaining SO! may only be reproducedor copied to the

minimum extent necessary3and in accordancewith the following provisions. All

reproductionsor copiesof documentscontainingSGI will he enumeratedand shall also

notethe total numberof reproductionsor copiesthathavebeencreated.There shallbe a

limit of two transcriptsper participant for any proceedingconductedon the record in

~See NRC ManagementDirective 12.5.
4See IOC.F.R. § 73.2l(f)(1).
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which 501 is disclosedor discussed. Potential parties, and counsel, consultants,

assistantsand others representing a participant,shall not reproduceor photocopy these

transcriptswithout the expressprior approvalof the PAPO Board, another Presiding

Officer in this proceeding,or the Commission. Notes from, and copiesof 501material

will not be included in the NRC Agency Document Accessand Management System

(ADAMS) or the LSN.5

C. All pleadings and correspondence(including testimony) in this proceedingthat

contain501shall be filed in accordancewith the following procedures—

I. Appropriately marked designatingthat the documentcontainsSO!;

2. Submitted only on a 3.5-inch disketteor CD-ROM produced,marked, and

transmitted in accordance with the requirements of this Protective Order and Non-

DisclosureAffidavit appendedto the CaseManagementOrde~

3. Segregatedand servedonly:

(a) On the NRC Office of the Secretary (the NRC Office of the

Secretaryreceivesthe original), leadcounselor representativeof aparticipant authorized

to receive soP and the individual members of the PAPO Board, another Presiding

Officer in thisproceeding,or the Commission;

(b) By (1) United Statesfirst class, registered,express,or certified

mail, (2) internal NRC mail, (3) messenger-courieror overnight delivery service (e.g.,

FederalExpress),or (4) personal delivery by an individual who otherwise is authorized

5Pursuantto 10C.F.R. § 2.l003(aX4),an electronic bibliographic headermay be
required.

! Eachrecipient will designatealeadcounselor representativewho isauthorized to
receiveSO!and hasexecutedaNon-DisclosureAffidavit.
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accesspursuant to 10 C.F.R. § 73.21(g)(2) or an Order issuedby the PAPO Board,

anotherPresiding Officer in this proceeding,or the Commission;

(c) In two sealed envelopes or wrappers, including (1) an outer

mailing envelope,and(2) a heavy,opaqueinnerenvelopebearingthe nameand address

of the addresseeandthe statement“SAFEGUARDS INFORMATION,” followed by the

statement“TO BE OPENED BY ADDRESSEE ONLY.” Addresseesshall take all

necessaryprecautionsto ensurethat they alone will open envelopesso marked. The

outerenvelopeor wrapperwill contain the intendedrecipient~snameand address,and

will bearno markingor indicationthat thedocumentwithin containsSGI; and

4. Accompaniedby an attachedcoverletteror memorandum, which will also

be filed on the Electronic Hearing Docket via the NRC’s Electronic Information

Exchange,that briefly describesthe contentsof the pleadingor correspondencewithout

inclusionof or referenceto any 501.

D. Each personwho receives SGI in this proceedingshall promptly confirm, in

writing deliveredto theparticipantsin this proceedingwhoprovidedsuchSGI, that he or

shehas receivedthat information. Verification of receipt shril be maintainedby the

participantto whom verificationwasdelivered.

E. Potential parties subject to this Protective Order shall appoint a designated

representativewho is responsiblefor ensuringthat personsunder their supervisionor

controlcomply with this ProtectiveOrder.

F. No individual shall be perm..itted to inspect,participatein discussionsregarding,

or otherwise he permitted accessto SO! pursuantto this ProtectiveOrderunless all

informationprotectionrequirementsof this Orderhavebeenmet.
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G. Even if no longer participating in this proceeding, every person who has had

accessto or received SGI information and executed a Non-Disclosure Affidavit shall

continueto he boundby the provisionsof this ProtectiveOrderand theNon-Disclosure

Affidavit,

It is soORDERED.

For the Pre-LicenseApplication
PresidingOfficer Board

ThomasS. Moore,Chairman
ADMINISTRATIVE JUDGE

Rockville, Maryland
[date]
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UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE PR&LICENSEAPPLICATION PRESIDINGOFFICERBOARD

In theMatterof ) DocketNo, PAPOMO
)

US. DEPARTMENT OF ENERGY ) ASLBPNo. 04~829~0I~PAPO

(High Level WasteRepository: )
Pre~AppIicationMatters)

PROTECTIVEORDER
(RegardingNavalNuclearPropulsionInformation)

This ProtectiveOrdergovernsthe specific informationprotectionrequirementsfor NNPI.

Notwithstanding any order terminating this pre-license application phase proceeding, this

ProtectiveOrder shall re.main in effect until specifically .modified or terminatedby the Pre-

License Application PresidingOfficer (PAPO) Board, a subsequentPresiding Officer in this

proceeding,ortheCommission.

A. Exceptwhereotherwiseexpresslydefi.ned.in th.is Order, all terms usedhereinshall have

thesaii.emeaninganddefinition as..intheThird Case.ManagementOrder.

B. Receiversshall prevent the unauthorizeddisclosureof NNPI as required in the Third

CaseManagementOrderandaccompanyingNon-DisclosureAffidavit (AppendixE).

C. Theoriginatorof documentsthat containNNPI, andany personwho makesnotesderived

from NNPI, shall markthe documentswith the word NOFORN at the top and bottom of each

page. Documentso.riginatedin thecourseof work that reproduce,expandor modify .NNP.i shall

be markedand controlledin the sameway asthe original. Media approvedby Naval Nuclear



Propulsion Program must be marked and controlled similar to the markings on the original

information. The coversheetwill havethe warningstatementshown below:

NOFORN: This document is subject to special export controls and each
transmittal may be made only with the prior approval of the Naval Nuclear
PropulsionProgram.

D. Receiverswho receive any NNPI shall take all reasonableprecautionsnecessaryto

ensurethat it is not distributedto unauthorizedpersons.Reasonableprecautionsshall includethe

following informationprotectionrequirements:

1. Protectionin Use. .NNP.I must remain under the direct control of the receiver.

Reasonableprecautionsmust be taken to preventunauthorizedaccessto documentscontaining

NNPI by persons who are not receivers underthis Third CaseManagementOrder. At no time

may NNPI be left unsecured,such as in a home or automobile, unattended in a hotel or motel

room,or sentwith baggage.

2. Protectionin Storage. Whennot underdirect control of a receiver,NNPI ust be

securedin a lockedcontainer(e.g., file cabinet,desk,safe). Accessto thecontainermustbe such

that only receiverscan accessit and compromiseof the containercan be visually detected.

Containersshouldhaveno labe.lsthat indicatethecontents,If removedfrom thesite,.NNPI must

remainin thepersonalpossessionof a receiver.

3. Reproduction. Receivers are not authorizedto make photocopiesof NNPI.

Additional copiesof documentsthat contain NNPI maybe requestedfrom the originatorto the

minimum extent necessaryto carry out a receiver’sduties in connectionwith this proceeding.

Copies must be protectedin the samemanneras originals. Excessmaterial containingNNPI

shouldbe destroyedasdescribedbelow.



4. Destruction. Disposal of documents containing NNPI shall ensure that the

information is not easily retrievable (e.g., shredding or burning). Alternatively, documentsmay

he returned to theNaval NuclearPropulsionProgramfor disposal.

5. Transmissionby Mail. NNPI may be sentwithin the United Statesvia first class

mail in a singleopaqueenvelopethathasno markingsindicatingthe natureof the contents.

6. Transmissionby Facsimile.NNPI maybe faxed using a laserfax machinewithin

the United Statesprovided there is a receiverwaiting to collect the documentand properly

control it. N.NPI may not be faxed to facilities outsidethe United States,including military

installations,unlessencryptedby .Navai NuclearPropulsionProgramapprovedmeans.

7. Transmission by Email. NNPI cannot be transmitted via email.

8. Transmission over Voice Circuits. NNPI may be transmitted over voice circuits

only to receiverswhohavealsobeengrantedaccessunderthis Third CaseManagementOrder.

9. Processon Automated Information Systems. NNPI may not be processedon

computersunless approved by the Naval Nuclear Propulsion Program. Personallyowned

computing systems,including, but not limited to, persona.i computers,laptops,and Portable

ElectronicDevices such as PersonalDigital Assistants,are not authorizedfor processingNNPI.

Exceptionsrequirethe specificapprovalof the Naval NuclearPropulsionProgram.

It is soORDERED.

For the Pre-LicenseApplication

PresidingOfficer Board

ThomasS. Moore, Chairman
ADMINISTRATIVE JUDGE

Rockville, Maryland
[date]
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UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORETHE PRE~LICENSEAPPLICATION PRESIDINGOFFICERBOARD

In theMatter of ) DocketNo. PAPO~00

)
U~S~DEPARTMENT OF ENERGY ) ASLBP No, 04~829~0UPAPO

(High Level WasteRepository:
Pre~ApplicationMatters)

PROTECTIVE ORDER
(RegardingOUO Information)

This Protective Order governs the specific information protection requirementsfor

Official Use Only (OUO) information. Notwithstanding any order terminating this pre-license

applicationphase p..roceeding,this Protective Order shall remain in effect until specifically

modified or terminated by the Pre-LicenseApplication Presiding Officer (PAPO) Board, a

subsequentPresidingOfficer in this proceeding,or the Commission.

A. Exceptwhereotherwiseexpresslydefinedin this Order, all termsusedhereinshal.i have

thesamemeaning,anddefinition a.sin theThird CaseM.anagementOrder.

B. Receiversshall preventthe unauthorizeddisclosureof OUO information as requiredin

theThird CaseManagementOrderandaccompanyingNon-DisclosureAffidavit (AppendixE).

C. The originatorof a documentthatcontainsOUO information,andanypersonwho makes

copiesor notesderivedfrom OUO information, shall mark it on the front pageas “Official Use

Only” and identify which FOIA Exemptionpreventsthe documentfrom being. disclosedto the

public on the LSN. If information qualifies as OUO information becauseit is exportcontrolled

and exempt from disclosureunder FOIA Exemption 3, then the documentcontaining such



information shall also be marked “Export Controlled Information” along with the accompanying

statement: “Contains technical information whoseexport is restrictedby statute.” Each pageof

a document that contains OUO information must also he marked“OUO” in a conspicuous

manner.

D. Receivers who receive any OUO information shall take all reasonableprecautions

necessaryto ensurethat it is not distributedto unauthorizedpersons. Reasonableprecautions

shall include thefollowing informationprotectionrequirements:

1. Protectionin ‘Use. .Reasonahleprecautionsmustbe takento preventunauthorized

accessto documentscontainingOUO in’formation by personswho are not authorizedunderthis

Third CaseManagementOrder to receivesuchinformation. Receiversshouldnot examineOUO

information in public places (e.g., do not read documents that contain OUO information in a

public place,suchas in acafeteriaor while usingpublic transportation).

2. Protectionin Storage.DocumentsthatcontainOUO informationmaybe storedin

unlocked receptaclessuch as file cabinets,desks,or bookcasesso long as internal building

securityis providedduringoff hou.rs (i.e., abuilding .is protectedby securitypersonnelafter the

close of normal bus’inesshours). When such internal building security is’’not provided, OUO

information shouldbe storedin a lockedroom or o’ffice suite,or in a lockedreceptacle(e.g., a

lockedfile cabinet,desk,bookcase,or briefcase).

3. ~~p~p~iction. Documentsthat contain OUO in’formation may be reproduced

without permissionof the originatorto the minimum extent necessaryto carry out a receiver’s

duties in connectionwith this proceeding. Copiesmust he markedand protectedin the same

manneras originals. Copy machinemalfunctionsmust be cleared,and all paperpathschecked

7



for materials containing OUO information. Excessmaterial containing OUO information should

he destroyedasdescribedbelow.

4. Destruction. A documentthat containsOUO information musthe destroyedusing

a strip-cut shredderthat producesstrips no more than¼-inchwide or by any other meansthat

providesa similar level of destruction. OUO information stored or processedon electronic

storagemedia (e.g., compactdisc) or hard drives of electronicmedia shall also be destroyed.

Regardingdestructionof OUO information on hard drives, SecureClean PC software or its

equivalentshould he used to permanentlyremoveOUO information, or storage.mediashould

otherwisebe destroyedto ensurethatdatacannotbe retrieved.

5. Transmissionby Mail. Usea sealed,opaqueenvelopeor wrappingand markthe

envelope or wrapping with the recipient’s address, a return address, and the words “TO BE

OPENED BY ADDRESSEEONLY.” Any of the following U.S. mail methodsmaybe used:

First Class,Express,Certified,orRegisteredMail. Any commercialcarriermay alsobe used.

6. Transmissionby Facsimile. If encryptionis available,OUO information should

be protectedby encryptionwheneverpossible. If encryption is unavailable,an un-encrypted

facsimiletrans.missionmustbe precededby a telephonecall to the recipientsothathe or shecan

control the documentwhenit is received.

7. Transmissionby Email. If encryption is available,OUO informationshould be

protectedby encryptionwheneverpossible. If encryption is unavailable,theOUO in’formation,

may be included in aword processing‘file that is protectedby a passwordand attachedto the

email message.Sendersshouldcall recipientswith thepasswordso that theycan accessthe file.



8. Transmission over Voice Circuits. If encryption is available, OUO information

should be protectedby encryption wheneverpossible. If encryption is unavailable,OUO

information maybe transmittedover regularvoicecircuits.

9. Processon AutomatedInformation Systems. An automatedinformation system

(AIS) or AIS network must provide methods (e.g., authentication, file access controls,

passwords)to preventunauthorizedaccessto OUO informationstoredon theAIS.

It is’ soORDIERE’D.

For the Pre-LicenseApplication
PresidingOfficer Board

ThomasS. Moore, Chairman
ADMINISTRATIVE JUDGE

Rockville, Maryland
[date]

4
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UNITED STATESOF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORETHE PRE-LICENSEAPPLICATION PRESIDINGOFFICERBOARD

In theMatter of ) DocketNo. PAPO~0()

)
U.S.DEPARTMENT OF ENERGY ) ASLBP No, 04~829MUPAPO

(High Level WasteRepository:
Pre~ApplicationMatters)

PROTECTIVEORDER
(RegardingUCNI)

This Protective Order governs the specific information protection requirementsfor

UCNI. Notwithstandinganyorder terminatingthis pre-licenseapplication phaseproceeding, this

Protective Order shall rema.in in effect until specifically modi’fied or term.inated by the Pre-

License Application PresidingOfficer (PAPO) ‘Board, a subsequentPresiding Officer in this

proceeding,or the Comm,ission.

A. E’xcept whereotherwiseexpress’lydefinedin this Order, all termsusedhereinshall have

the same.meaninganddefinitionas in the Third CaseManagementOrder.

B. Receiversshall preventthe unauthorizeddisclosureo’f UCNI as required in the Third

CaseManagementOrderandaccompanyingNon-DisclosureAffidavit (AppendixE).

C. The originator, and any person who makescopies or notes derived from UCNL shall

mark in aconspicuousmanneron the first pageof a documentor material that containsUCNI

with the following notice:

UnclassifiedControlled NuclearInformation
Not for Public Dissemination



Unauthorized dissemination subject to civil and criminal sanctionsunder
section 148 of the Atomic Energy Act of 1954, as amended(42 U.S.C.
2168).

The first pageand eachpage thereaftershall be markedas “Unclassified Controlled Nuclear

Information” or “UCNI” at thetop andbottomof eachpage.

D. Receivers who receive any UCN1 shall take all reasonableprecautionsnecessaryto

ensurethat it is not distributedto unauthorizedpersons.Reasonableprecautionsshall includethe

following informationprotectionrequirements:

1. Protectionin Use. An individual grantedaccess’to UCNII underthis Third Case

ManagementOrder shall maintainphysical control over any documentor material containing

UCNI that is in useso as to preventunauthorizedaccessto it. Receiversshould not examine

UCNI in public places(e.g., do not read documentsthat contain UCNI in a public place, such as

in acafeteriaor while usingpublic transportation).

2. Protectionin Storage.When anydocu.mentor material containing‘UCNI is not in

use,it must be stored in a securedcontainer(e.g., lockeddesk or file cabinet)or in a location

whereaccessis limited (e.g., lockedor guardedfacility, controlledaccessfacility).

3. ,Reproduction.‘UCN.I may he reproducedto the mini.mum extent necessary

consistentwith the needto carry out official duties in connectionwith this proceedingwithout

the originator’s permission,provided that the reproducedUCNI is markedandprotectedin the

samemannerastheoriginal. Copymalfunctionsmustbe clearedandall paperpathscheckedfor

UCNI.

4. ‘Destruction. UCNI mustbe destroyedby usingstrip cut shreddersdiat result in

particleso’f no more than¼-inchwide strips. Othermethodsthatprovide sufficient destruction

(e.g., an intact documentburied in an onsite, controlled-accesslandfill) may alsohe usedwith



approval from DOE. UCNI stored or processedon electronic storage media (e.g., compact disc)

or hard drives of electronic media shall also he destroyed. Regarding destruction of UCNI on

hard drives, SecureCleanPC softwareor its equivalentshouldbe usedto permanentlyremove

UCNI, or storagemediashouldbedestroyedto ensurethatdatacannotbe retrieved.

5. Transmissionby Mail. UCNI must be packagedto preventdisclosureof the

presenceof UCN1 when transmittedby meansthatcould allow accessto UCNI to an individual

who is not authorizedaccessto UCNI. The addressand return addressmustbe indicatedon the

outsideof the package. A documentcontainingUCNI may be transmittedby: U.S. first class,

express,certified,or registeredmail; anycom..mercialcarrier; or an individual grantedaccessto

UCNI under this Third Case ManagementOrder may hand deliver UCNI as long as that

individual controls accessto thematerial being transmitted.

6. Transmissionover TelecommunicationsCircuits. UCNI must be protectedby

encryptionwhentransmittedby telecom.municationservices,including voice, facsi.mile,narrative

message,communication facilities, and radio communications. Moreover, i’f UCNI is

transmitted over pub.lic-switched broadcast communicationpaths (e.g., Internet), then the

information must always’ be protectedby encryption. Transmissionusing encryption ‘may he

accomplishedusingencryptionalgorithmsthatcomply with applicableFederallaws,regulations,

andstandardsthataddressthe protectionof sensitiveunclassifiedinformation.

7. Processon Automated Information Systems. The AIS or AIS network must

ensure that only individuals authorizedaccessto UCNI can accessthat information. For

example,networksinterconnectedwith apublic-switchedbroadcastnetwork (e.g, Internet)must

provide methods(e.g., authentication,file accesscontrols,etc.)to ensurethatUCNI is protected

againstunauthorizedaccess.



It issoORDERED.

For the Pre-LicenseApplication

PresidingOfficer Board

ThomasS. Moore, Chairman
ADMINISTRATIVE JUDGE

Rockville, ‘Maryland
[date]
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December19, 2005
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UNITED STATESOF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORETHE PRE~LICENSEAPPLICATION PRESIDINGOFFICERBOARD

In theMatter of ) DocketNo, PAPO~00
)

U,S.DEPARTMENT OF ENERGY ) ASLBPNo, 04~829~0UPAPO
)

(High Level WasteRepository:
Pre~ApplicationMatters)

NON~DISCLOSUREAFFIDAVIT
(Regarding SensitiveUnclassifiedInformation)

Under penalty of perjury, I hereby declare my understanding that accessto sensitive

unclassifiedinformation is providedto me pursuantto the termsand restrictionsof the Third

Case‘ManagementOrder, dated[DATE], that ‘I havebeengiven acopy of and havereadthis’

Third CaseManagementOrder;and that I agreeto be boundby it. I understandthat thecontents

of sensitiveunclassifiedinformation,asdei,ined in thatThird CaseManagementOrder, shall not

he disclosedto anyoneother than in accordancewith that Third Case .Manage.mentOrder. I

acknowledgethat a violation of this affidavit or the Third Case ManagementOrder, which

incorporatesthe terms of this affidavit, constitutes a violation of an order of the Nuclear

Regulatory Commission and may result in the imposition of sanctionsas the Pre-License

ApplicationPresidingOfficer (PAPO) Board,a subsequentPresidingOfficer in this proceeding,

or the Commissionmaydeemto be appropriate. Suchsanctionsmayinclude,hut arenot limited

to, refusalto considerafiling by theoffendingreceiver;denialo’f the right to receivedocuments

underthis or anyotherprotectiveorder in this proceeding;denialof the right to cross-examineor

presentevidence;refusalto allow thecounsel,consultant,or otherrepresentativeof a receiverto



participate in this proceeding;dismissal o’f one or more of a receiver’s contentions; or dismissal

of the participant from the proceeding. Sanctions may also include, and are not limited to,

referral of the violation to appropriate bar associationsand/or other disciplinary authorities,

including the U.S. Departmento’f Justice for criminal prosecution, if appropriate,and the

impositionof civil penaltiesasauthorizedby applicablelaw.

WHEREFORE,I do ~solemnlyagreeto protectsuch sensitiveunclassifiedinformation as

may be disclosedto me in this Yucca Mountain licensingproceeding,in accordancewith the

termsof this affidavit.

.Name(printed):

Title: ________________________________________________________

Representing:

Signature:—_________________________________________________

‘Date: ________________________________________________________

NOTARY PUBLIC

My commissionexpireson:
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APPENDIX F
(SensitiveUnclassifiedInformationLog)

SensitiveUnclassifiedInformationLog:

1. LSN headernumber.

2. The datethe documentwascreated.

3. The title of the document.

4. A descriptionof the subject matter of the documentwithout revealing the sensitive

unclassifiedinformation.
5. A justification, without reveai.ing the sensitive unclassified in.formation, that the

informationqualifies.: as sensitiveunclassifiedinformat.ion.

6. A statementto the best of the potential party’s knowledgethat the documentis being
maintainedunder proceduresor practicesthat preservethe protection of the document,
listing anyexceptionsincludingwhetherthedocumentwas previouslypublicly available.

7. The type of document(e.g., internal memorandum, email,handwritten notes).

8. An identificationof all otherprivilegesor protectionsclaimedfor thedocument.
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