UNITED STATES
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D.C. 20555-0001

December 23, 2005

Mr. Michael T. Coyle

Vice President, Nuclear Operations
Nuclear Generation Division
Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

SUBJECT: NRC ACCEPTANCE OF NEI 04-04, “CYBER SECURITY PROGRAM
FOR POWER REACTORS,” REVISION 1

Dear Mr. Coyle:

The purpose of this letter is to inform you that the U.S. Nuclear Regulatory Commission (NRC)
staff finds that Nuclear Energy Institute (NEI) 04-04, “Cyber Security Program for Power
Reactors,” Revision 1, dated November 18, 2005, is an acceptable method for establishing and
maintaining a cyber security program at nuclear power plants. Additionally, the NRC staff finds
that the recommendations provided in the Appendices to NEI 04-04, Revision 1, are an
acceptable way to implement the program described in the body of the document.

On June 6, 2005, you submitted NEI 04-04, Revision 0, dated February 28, 2005, on behalf of
the industry for NRC staff endorsement. Since that time, the NRC staff has worked closely with
the Nuclear Security Working Group’s Cyber Security Task Force (the TASK Force) to resolve
a number of technical and programmatic concerns and comments. The staff based its
concerns and comments on NUREG/CR-6847, “Cyber Security Self-Assessment Method for
U.S. Nuclear Power Plants,” NUREG/CR-6852, “An Examination of Cyber Security at Several
U.S. Nuclear Power Plants,” International Standard ISO/IEC 17799, "Information Technology -
Code of Practice for Information Security Management (ISO/IEC 17799)," and current cyber
security practices described in various National Institute of Standards and Technology special
publications, and System/Admin Audit Network Security Institute’s technical papers.

Subsequently, in a letter dated November 18, 2005, Mr. Jim W. Davis, Director of Operations
for the Nuclear Generation Division, NEI, on behalf of the Task Force submitted NEI 04-04,
Revision 1, to replace NEI 04-04, Revision 0. The staff reviewed NEI 04-04, Revision 1, and
determined that all of the staff’s concerns and comments have been adequately addressed.

If you have any questions regarding this matter, please contact Mr. Scott Morris of my staff at
(301) 415-7083.

Sincerely,

/RA/

Roy P. Zimmerman, Director
Office Of Nuclear Security and Incident Response
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