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LICENSEE EVENT REPORT (LER 2005-S01-01)
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Reference:  Jeffrey B. Archie (SCE&G) Letter to Document Control Desk (NRC), RC-05-0095
Licensee Event Report (LER 2005-S01-00), Entry of Unauthorized Employee into
the Protected Area, June 22, 2005

Attached is Licensee Event Report (LER) No. 2005-S01-01, for the Virgil C. Summer Nuclear
Station (VCSNS). This report identifies the entry of an improperly badged South Carolina
Electric & Gas Company employee into the VCSNS Protected Area and is being submitted in
accordance with 10 CFR 73, Appendix G, [(b). Supplemental information is denoted by a
vertical revision bar in the right side margin.
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16. ABSTRACT (Limit to 1400 spaces, l.e., approximately 15 single-spaced typewritten lines)

At approximately 0745 hours on April 25, 2005, a non-nuclear South Carolina Electric & Gas Company (SCE&G)
employee, without a V. C. Summer Nuclear Station (VCSNS) issued security/door key card badge, was allowed
access to the VCSNS Protected Area (PA). This employee was wearing a company ID badge which is almost
identical to the VCSNS badge with the exception of a small colored stripe located at the bottom of the badge.
The employee was accompanied by an authorized VCSNS employee all the time he was performing work in the
PA except for a few minutes while he was in the restroom and approximately three minutes when he was en
route to exit the PA. Upon his attempt to exit at 1422 hours, it was discovered by a security officer that he had

entered the PA without the correct badge.

Interviews with the non-nuclear SCE&G employee and the VCSNS employee accompanying him determined
that the non-nuclear SCE&G employee did process through all search equipment on entry to the PA. No vital

areas were entered by the non-nuclear SCE&G employee during his time in the PA.

The cause of this event is determined to result from a) Standards, Policies, and Administrative Controls not
being effectively communicated to plant and security personnel, b) security access training emphasized
personnel identification, not authenticating the badge, and c) there is no equipment to alarm, detect, or prevent

this type of event in processing personnel into the PA.

Corrective actions are to provide necessary emphasis and communication on proper authentication of security

badges and to install turnstiles with key card readers and biometric scanners for access to the PA.
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PLANT IDENTIFICATION

Westinghouse - Pressurized Water Reactor

EQUIPMENT IDENTIFICATION

N/A

IDENTIFICATION OF EVENT

A VCSNS security officer observed an individual at the access portal exit door AP01 having difficulty while attempting
to exit the PA of the VCSNS. The officer discovered that the individual did not have a VCSNS security badge but did
have a SCE&G company identification badge. The two badges are similar with the exception of a small colored
stripe located at the bottom of the badge. The officer notified the Central Alarm Station (CAS) and then escorted
the individual out of the PA where the non-nuclear SCE&G employee was detained for questioning and verification of
his identification.

EVENT DATE

April 25, 2005 Condition Evaluation Report CER 05-1434 was generated to address mvestlgatlon cause, and
corrective actions associated with this event.

REPORT DATE
Supplemental Report: September 28, 2005
Initial Report: June 22, 2005

CONDITIONS PRIOR TO EVENT

Mode 6, 0% Power — Refueling Outage 15

DESCRIPTION OF EVENT

At approximately 0745 hours on April 25, 2005, a non-nuclear SCE&G employee, without a VCSNS issued
security/door key card badge, was allowed access to the VCSNS PA. This employee was wearing a Company
ID badge which is almost identical to the VCSNS badge with the exception of a small colored stripe located at the
bottom of the badge. The employee was accompanied by an authorized VCSNS employee all the time he was
performing work in the PA except for a few minutes while he was in the restroom and approximately three
minutes when he was en route to exit the PA. Upon his attempt to exit at 1422 hours, it was discovered by a
security officer that he had entered the PA without the correct badge.
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CAUSE OF EVENT

The cause of this event is determined to result from a) Standards, Policies, and Administrative Controls not
being effectively communicated to plant and security personnel, b) security access training emphasized
personnel identification, not authenticating the badge, and c) there is no equipment to alarm, detect, or
prevent this type of event in processing personnel into the PA. This cause was determined through the
VCSNS Corrective Action Program by Root Cause Analysis Report RCA 05-1434.

ANALYSIS OF EVENT

The improperly badged individual, that accessed the VCSNS PA, is an employee at an SCE&G non-nuclear plant
who was “on loan” to VCSNS for the refueling outage (RF-15). The VCSNS employee that escorted this non-
nuclear SCE&G employee into the PA indicated that he was expecting this employee to call him upon arrival at
the Access Portal. Following receipt of a call from the Access Portal, the VCSNS employee exited the PA and
met the non-nuclear SCE&G employee near the entrance to the security search area. The VCSNS employee
noticed the non-nuclear SCE&G employee wore a SCE&G ID badge, but failed to realize that a visitor badge was
also required for entrance into the PA. The two badges are almost identical with the exception of a small colored
stripe located at the bottom of the badge.

Both employees processed through the security search area. The VCSNS employee allowed the non-nuclear
SCE&G employee to tailgate through the PA entrance door. The security officer, on duty at the Access Portal,
also failed to recognize the difference in the badges between the nuclear and non-nuclear employees According
to the security computer system, this entrance occurred at 0743 hours.

Both employees proceeded to the electrical shop where the non-nuclear SCE&G employee was assigned to work
with another VCSNS employee. During the time of the unauthorized entry, the non-nuclear SCE&G employee
work location was at the 412’ elevation of the Turbine Building, and was in the company of VCSNS employees
continuously with the exception of a few minutes in a restroom, and again when he was en route to exit the PA at
the Access Portal. There was no adverse impact from this unauthorized entry. The non-nuclear SCE&G
employee never entered any vital areas.

CORRECTIVE ACTIONS

This event was reported under Event Notification #41634 at 1521 hours on April 25, 2005 in accordance with
10CFR73, Appendix G, Reportable Safeguards Events. Corrective actions are to provide necessary emphasis
and communication on proper authentication of security badges through training and administrative controls to
VCSNS Security personnel. A plant modification has been initiated to install turnstiles with key card readers
and biometric scanners for access to the PA.

PRIOR OCCURENCES

None.
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