COMSECY-05-0054

October 26, 2005

MEMORANDUM TO: Those on the Attached List

FROM: Luis A. Reyes /IRA/
Executive Director for Operations

SUBJECT: POLICY REVISION: HANDLING, MARKING, AND PROTECTING
SENSITIVE UNCLASSIFIED NON-SAFEGUARDS
INFORMATION (SUNSI)

In a memorandum to you dated January 19, 2005, | directed that the recommendations of the
SUNSI task force be implemented by a staff working group supported by the offices and chaired
by the Office of Information Services. The interoffice working group completed the requested
work and identified numerous key changes on how the Agency handles SUNSI. All of those
changes are identified in the attached Communication Plan, with the significant changes listed
below. The new policy:

1 Eliminates the need for all cover sheets except for Allegation Information and
Investigation Information;

Requires marking of header and footer for each type of SUNSI;

Determines that portion marking of documents is not required; and

Notes that SUNSI must be encrypted when transmitted electronically.

I am implementing the new policy and procedures effective on the date of this memorandum.
The attached “NRC Policy for Handling, Marking, and Protecting Sensitive Unclassified Non-
Safeguards Information” describes the new policy and procedures which will be incorporated in
the next revision of Management Directive 12.6. Additionally, over the next four months, SUNSI
awareness training sessions will be held in the Auditorium. Staff should take advantage of
these training sessions to become familiar with the new policy. Further training will be
incorporated into the Computer Based Learning (CBT) class on Information Computer Security
in the spring of 2006.
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MEMORANDUM TO THOSE ON THE ATTACHED LIST DATED: October 26, 2005

SUBJECT: POLICY REVISION: HANDLING, MARKING, AND PROTECTING SENSITIVE

UNCLASSIFIED NON-SAFEGUARDS INFORMATION (SUNSI)

John T. Larkins, Executive Director, Advisory Committee on Reactor
Safeguards/Advisory Committee on Nuclear Waste

G. Paul Bollwerk, IlI, Chief Administrative Judge, Atomic Safety and
Licensing Board Panel

Karen D. Cyr, General Counsel

John F. Cordes, Jr., Director, Office of Commission Appellate Adjudication

Jesse L. Funches, Chief Financial Officer

Hubert T. Bell, Inspector General

Janice Dunn Lee, Director, Office of International Programs

William N. Outlaw, Director of Communications

Rebecca L. Schmidt, Director, Office of Congressional Affairs

Eliot B. Brenner, Director, Office of Public Affairs

Annette Vietti-Cook, Secretary of the Commission

Luis A. Reyes, Executive Director for Operations

William F. Kane, Deputy Executive Director for Reactor
and Preparedness Programs, OEDO

Martin J. Virgilio, Deputy Executive Director for Materials, Research,
State and Compliance Programs, OEDO

Jacqueline E. Silber, Deputy Executive Director for Information Services
and Administration, and Chief Information Officer, OEDO

William M. Dean, Assistant for Operations, OEDO

Timothy F. Hagan, Director, Office of Administration

Michael R. Johnson, Director, Office of Enforcement

Guy P. Caputo, Director, Office of Investigations

Edward T. Baker, Director, Office of Information Services

James F. McDermott, Director, Office of Human Resources

Corenthis B. Kelley, Director, Office of Small Business and Civil Rights

Jack R. Strosnider, Director, Office of Nuclear Material Safety and Safeguards

James E. Dyer, Director, Office of Nuclear Reactor Regulation

Carl J. Paperiello, Director, Office of Nuclear Regulatory Research

Janet R. Schlueter, Director, Office of State and Tribal Programs

Roy P. Zimmerman, Director, Office of Nuclear Security and Incident Response

Samuel J. Collins, Regional Administrator, Region |

William D. Travers, Regional Administrator, Region Il

James L. Caldwell, Regional Administrator, Region Il

Bruce S. Mallett, Regional Administrator, Region IV
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