
After this Briefing t i % BALANCE

Teemust be a common;
sense balance between
the need to use

YOU1 information, and the
(I s lrestrictions on its use

dictated by security
considerations.
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. .no o How to Recognize Classified
Classified Infontationa .

; I Information c edaEut Or
* National Security Information (NSI):

*Inforrnation ciassified by an iExecutive Order, whose el .a~

compromise would cause some degree of dam'age to o'Z CONFIDENTIAL '
the national security.

*Restricted Data (RD): o
Information classified by the Atomic Energy Act, r 7 0  SECRET 1Orm ° l r
whose compromise would assist in the design, I (lip
imanufacture or utilization of nuclear weapons. I I.os In31OP SECRE

i X~sr' ; >I foxCitAna ~~~CI TOPS___E___CRE__ __ ,
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SENSITIVE UNCLASSIFIED
* Safeguards Information

* Looks, tets and tmdls 11e CONVEkNTIAL OFF3CI~AL

* Proprietary Information LONWY L

* Important to someone else

• Offilcial Use Only=~ -

* Privacy Information
- important to you _ I

* Predecnsonal orlntenal Data . - :
-Important to -NRCw

au= = A)

ACCESS AUTHORIZATIONS
(SECURITY CLEARANCES)

* Access to Classified Information requires a
clearance equal to or higher than the level of
Information, a "Q" or an "L," and a NEED-
TO-KNOW!

* Access to Sensitive Unclassified Information
requires no clearance but is limited to those
who need the Information in the conduct of
government business. (NEED-TO-KNOW)!
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STORAGE OF CLASSIFIED

* When not in use, store
it in a security
container.

* Use a Form 702 to
record opening and0
closing.

* Have a 'double check W
procedure" in place.

STORAGE OF
UNCLAS

* OPENLY within
NRC IlQs and
Regions If there are:
* Electronic Controls

P or
* Guards

BUT

a

I

'SENSITIVE I
;SIFIED
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SAFE COMBINATIONS
* Don't use sequential

numbers ECOREMB
* Don't use your birthday YCOMBO

or similar numbers
* Don't use the same

combo on more than
one safe,

* Don't use one contain Er
to build on another

Cover sheets for Sensitive
Unclassified Information

- .I--- -i,. i

.O* .. OE . V USE

! - tior~~~ArEU rlA. 0ri z ''

USE of the OUO COVER
SHEET

* Use to aler others that the
information may not be OFFICIAL '
publicly releasable , USE c

* Use when marking of ONLY
documents may not be
practical, e.g., in the case of
documents subject to
"CONDITIONAL -.

RELEASE"
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Types of Information
Exempt From Public Disclosure

* Related to Internal personnel rules & practices,
* Authoriied to be kept secret, (classified)
* Records exempted from disclosure by statute
* Trade secrets, financial or privileged information
* Correspondence not avaliable to a party In

litigation ,t fi-
* Personnel and medical Information Involving

personal privacy '' ''
* Infoiination'cornpiled for law enforcement '

purposes

- -. -

kmL-- - ---
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Classified Topics

Information about Security and Safeguards at
CAT- I Facilities
* Enrichment Facilities (e.g. Paducah and

Portsmouth GDPs) - C
* Some Fuel Fabrication Facilities (BWXT, NFS,

MOX)

* Information alout Nuclear Technolos(RD)
* The Navy PuclearProgram h V
* Centrifuge,'GaseousDiffusionAVLTsSiLEX

rag; ah;en;H_
I
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CLASSIFIED Modified Handling (SGI-M).
Any Information at a Nuclear Pow * Post 9/1 1, the Commission determined a need to
Reactor Site protect additional information as "Safeguards"

i & 4*under Section 147 of the Atomic Energy Act.

., ._Safeguards and Security Informationgic
'-`1Reato'r Sites is handled as *7 Specifically a licensee's or applicant's detailed

security measures for the physical prtcto f
source material or byproduct material in ITRIAD D By

SAF E UA DS -;:-:quantities significant to the public health and ?cI\

WSAFEGUARDS INFORMATION I safety or the common defense and security. '

_~~~7 ____,M

_ ' * '-~i' -___ ...__ ,_______' '' ___ I

i_ . E BY Sateguard 1normation |
SGTRITD BY odified Handling for

121 DIAION ~ ~M L icensees
* Much was previously protected . Acces . both

as 2.790(d) information.Ls Access to SGI-M requires oh \ i2
as 2.90d)ir . need-to-know and a determinatid dn

Some reduction in handling requirements is concerning the trustworthiness of
authorized consistent with consequences. individuals having access (Nofingerprint

* BUT: Civil and criminal penalties i I check).
applicable to Safeguards Information now ! Stored in a locked file drawer or container
apply to unauthorized disclosures of SGI-M (Security Container Not Required)

… = a' }- - I. * - -- -- -- --= gI

Safeguard Ififormation - . *
Modified Handling for NOTE

Licensees By Until further
Prcssed or produced on ADP system requiring use ofUni fu t e

entry code/password; saved to removable media stored in TREATED notice.At
locked file drawer or cabinet (No requirementfor $4 n ... At
standalone computer) .te NRC, SGI-M

* Specific files containing SGI-M must be password will be handled
protected to preclude unauthorized access I exactly like

* If SGI-M is produced on a typewriter. the ribbon mustbe |b |Ae ATIIN regula
removed and stored in the same manner as other SGI-M IRRADIATIONszv~vs regular

H infortion IPr Fr-snness Safeguards
encr SG-Ne fius maybedtransmittedoveranetworkifthe fileis Cli I 1a1 tWy Information

I encrypted using Federal Information Processing Standards lj| |i rn o
- (I FIPS)I140 IIl..--11
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, Choose the Right Guide
B.

sp gide 1 orider for the si llcasioo or
Wortrnation coossorg () reaer NdW
rnoeeb ftailities Iht bv ra di\ia You must determine which
florooa qouasities ofSSNMK 2) shipow claicatlion guide is
_ csidtin-.nd 3) fp cyeb foeltisiet pprepriate to we for the

_ed to oo mODn m e! Information In question.

IC g MN it y sy O win also find a general
to croleified informtio or "cce.

1 
ocleaw Iscusslon of the reason that

ildis rtawn iodittreveal. a mA rblity raa1 rtintypesfetinformation
odo bypu or II.*frctiv are considered for

ece Classification or Is deemed to
unclassIfied.

!4 oo~rte _-o = ______._
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tINRODUCTION

I.0 Barrier

L2 Cossrs Shotl Seals

30 Casxode Operations

4.0 Uranium Material and Floms

5.0 Cascade Equip. and Materials

i0 Analytieal Metbods and Data

7.0 Process Deelop-at

LO Casts

9.0 Cascade Itmprovernear & U'pratnlg

10.0 Sofeenr s rsd Scaritl

_ 'nit NRCYmOE Cnluifi G.ik
_ o Usos assitr So-uii by l
_ - Dstifft. Po

You can easily detersine
what pat of a classificstion
guide is applicable to the
intformasion that you ate
dealing with through the
Table ofContents.

This is also an excellent way to
familiarize yourself with what
genenl topic reas rny be
classified.

--- Table or Cof, ts CG-PGD-
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Table of Contents CG-SILEX-
.*

Chapte I tnt,-osfis

Cbsptl G.lStLlEX- VointjAu

Crs, SILEX P Terb-k Ctasstc a
IE~tnchme

Cbr -4 SILEXEaktsbMto SlEXrS

cspsdgooo A ,s-df3t laS oro

Appodi-

App-dis I Ddotti

App.dis 2 Abb.A.s nd A.-y

A"dk. VJAt'odttkd dtpsa otSLEX roo
Appods 4 Ctlodrd SILEX Eqot'psio td rt D.1al

Appood s Rd-

lds

utralian-UnirdStates
rtio Guddrfor
ott of Uranium by the
rporstiot oflsotopes
*ralum)

LJ
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Specific Topic Areas
-Foes cir asamcrn, atm

I Ll cltst ostatemet intrc |21 cijooroStd" the mostD tt alleinclsv

2.17 ZO b no5. o roto cD~tO U classification gude

2.2 Sp.Uk.1k- tt' Wg.t - tty This columin tells a

whal kvel the
24 Asy hosh t Otd O p ta s.ld > Information should

be classified, the

I js b an NS ltopsrelating lo . treason why it's
Informnation which points out a cla ssifild lnd bow
Secsteby eslnesabilisy or long it wi
limsitation temain classified.

I!I

|..The Stamp for NSI>

Derived From: CG-PGD-5 did 09/09/99
Reason 1.5(fl
Declassify On: 2

I I A..Lynn-Silvieus- I .
e and Classifier's i

fosds_ _ - _ _ =

. .
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- lReasonsi cfor
Claq~sifiention

l

--w btSc -- z'-
a) Military ptans, weapons or operations.

b) Foreign governnent infornation.

c) Intelligence activities..., cryptology.

d) Foreign reltiaons.-conflidential sources.

e) Scientific, technological, or economic matters.

f) ItS aovernment Drorrams for safeguarding nuclear
materials or facilities.

g) Vulnerabillties or capabilities or systems,
Insta1lat1ons.relating to Natl security.

1--mNot

- l i i It
r-- i~AM I-

1 I
Ri-CORD Ci ASSIFiCATiON ACniON SYSTiEM

D. o . .... . . . .. . .

e__=.I - s. x. e :
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Cpnfldential & Secre?-p

U.S. SlailThcluding RegisteCertified
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Wrapping and Mailing Classified Information

Use: Two opaque USNRC '
envelopes; CLASSIFIED MAMIG
classification level; ADDRESS

Intended Recipient; ATrN: 'TIENDED RECIPIEN

Wrap to make tamprn

de-tection e Outer envelope

USNRRC shall have no

CLASSIFIED classification
161AILrc markings!
ADDRESS

- - - - By- -

__-tJMJ -

ADAMS 0

* Some Sensitive Unclassified !
Processing willbe Permitted

4

* DO NOT USE ADAMS for
SGI or Classified

Il
--- -* p4
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ADAMS
* Of ficial Use Onl' * Safeguards Information
You may Type, Process, ou may not Process or

Store and Transmit You mayhn ADAMs
using Adams within the Store within ADAMS bu -

usLAN may Transmit using the
_ A LAN*

*Proprietary Information * Classified Information
You may Type. Process You may not Process. Store

Store and Transmit using or Transmit using
Adams within the LAN ADAMS or the LAN

_ ~ii) '
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DESTRUCTION

* Classified and Sensitive Unclassified
Information should be destroyed when no
longer needed, unless it meets the criteria for
retention as a permanent agency record.

* Destruction can be accomplished In a varied of
ways: tearing into small pieces, shredd n

burning, placing In special disposal bo x
located at NRC. E

.M I Y i .
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, , Minimum Requliwments fot Handling Classified
and Sensitive Unclassified Inlom-ation

NZ_) US No* FX1y cratve

Orr_.
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