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ADJUDICATIONS STAFFMr. Bernard W. Stapleton
Program Manager for Safeguards Information
NSIRIDNSJNSO/ISS
U.S. Nuclear Regulatory Commission
One White Flint North
11555 Rockville Pike
Rockville, Maryland 20852-2738

Dear Mr. Stapleton:

The Office of Classification and Information Control has prepared comments for
the Nuclear Regulatory Commission's proposed rule "Protection of Safeguards
Information" (RIN: 3150-AH57). Although we have missed the deadline for
submitting comments published in the Federal Register, we would like to submit
them to you informally for your consideration. We are also enclosing comments
from another office. We apologize for the delay.

Please call me at (301) 903-3689 if I can be of assistance. The staff point of
contact for this area is Ms. Emily Puhl. She can be reached at (301) 903-9048.

Sincerely,

A'idrew P. Weston-Dawkes,'Director
Office of Classification and Information Control
Office of Safeguards and Security Policy

and Classification Management
Office of Security
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DOE Comments on NRC Proposed Rule

1. In section 73.22 (a)(1)(ii) and (iii) - These paragraphs contain specific types of
information which must be protected as Safeguards Information. We recommend that
you consider adding language to these paragraphs which excludes information that is
observable from a publicly accessible area. Certain security features (e.g., fences,
barriers, guard posts, some security cameras) are in plain view and therefore cannot
be protected.

2. The Department of Energy notes that this proposed rule is explicitly intended, through
the addition of paragraphs §63.21(d) and §63.42(e), to apply to the Yucca Mountain
Geologic Repository. The Department and the Nuclear Regulatory Commission have
prepared joint guidance, "Joint DOE and NRC Sensitive Unclassified Information
and Classification Guide for the Office of Civilian Radioactive Waste Management
Program (U) (CG-OCRWM-1)." This joint guidance defines what information
concerning the Yucca Mountain Project should be protected as sensitive unclassified
information, including SGI.

The proposed rule was issued subsequent to the development of the joint Guide, and
the Nuclear Regulatory Commission states in the "Need for Rule" section of the
proposed rule

"Since September 11, 2001, the NRC has issued orders that ... have added
additional types of security information considered to be SG0."

Based on its review of the proposed rule, the Department still considers the joint
guide, CG-OCRWM-1, adequate and acceptable as written for the identification of
SGI, and feels its continued use in the 10 CFR 63 licensing process will be in
compliance with the proposed rulemaking.



Office of Safeguards and Security Policy

Comments on information sent regarding NRC rule

1. Background in SUPPLEMENTARY INFORMATION

"Although SGI is considered to be sensitive unclassified information, it is handled
and protected more like classified NSI than like other sensitive unclassified
information.

1. With as many requirements on SGI as there is, it sounds as if it is NSI
classified information. As SGI is described, the DOE would of made the
information classified NSI and not UCNI (comparable to SGI). When DOE sites
are licensed facilities, there may be difficulties in making the decision if the
information should be CNSI or SGI.

"An individual's access to SGI requires both a valid "need to know" such
information and authorization based on an appropriate background
investigation."

2. What about vendors selling security equipment to NRC/DOE facilities. Do
they need an appropriate background investigation? What about all the workers
performing maintenance during fuel outages. Do they ALL need an appropriate
background investigation?

"Power reactors, certain research and test reactors, and spent fiel storage
installations are examples of the categories of licensees currently within the scope
of the provisions ofpart 73 for the protection of SGI."

3. Some point in time, NRC needs to work with DOE and address the DOE types
of facilities that will be licensed by the NRC and include mention of something
clearly to that affect in the regulation. For example, even though geologic
repositories are covered in IOCFR60 and 63, since SGI will be used there it could
be specifically called out in part 73. .

"Examples of the types of information designated as SGI included the physical
security plan for a licensee 'sfacility; the design features of such a licensee's
physicalprotection system; and operationalproceduresfor the licensee's security
organization."

4. I thought the NRC, such as DOE, uses OUO as well. Not all of this
information should be considered SGI. OUO should be considered before
marking the information as SGI. DOE and NRC will have to decide also if DOE
OUO will apply or NRC OUO will be used to mark documents at DOE NRC
licensed facilities.



* "Violations of SGI handling and protection requirements, whether those specified
in part 73 or those imposed by order, are subject to the applicable civil and
criminal sanctions.

5. The way this reads is that if the licensee violates an NRC order (but not
necessarily a regulation) they can go to jail. I don't think NRC wants to say that.
It should be made clear that criminal sanctions are only imposed for willful
violations.

II. Need for Rule in SUPPLEMENTARY INFORMATION

"The unauthorized release of this information could result in harm to the public
health and safety..."

6. The AEA says it has to be "significant to the public health and safety",
"significant adverse effect on the health and safety; of the public." It has to be
made clear that the harm would be significant. Also, some information should be
made available on what would be determined to be significant.

"This designation for SGI applies to certain quantities of source, byproduct, and
special nuclear materials for which the risk of unauthorized disclosure of
information is relatively low."

This is in reference to Safeguards Information-Modified Handling. I have two
comments on the above statement.

7. I can see where the risk for theft of quantities of source or byproduct material
may be low. Not special nuclear material. Perhaps NRC really meant this for
nuclear materials, not including special nuclear material.

8. Or looking at the statement in another way, I would question why the risk of
unauthorized disclosure would be relatively low compared to other types of SGI
information.

"Orders apply only to the licensees named in the orders.... "

9. Would DOE NRC licensed facilities be excluded from all orders?

III. Purpose of Rulemaking in SUPPLEMENTARY INFORMATION

"Expand the scope ofpart 73 to include additional categories of licensees (e.g.,
source and byproduct material licensees, research and test reactors not
previously covered, andfuel cycle facilities not previously covered);"
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10. Since what was forwarded to me did not include the actual draft regulation, I
could not determined if all DOE facilities in the revised scope under (and those to
be under) NRC license were clearly provided in the new scope.

"Update Sec. 73.21 to address advanced technology, such as new types of
portable communication devices and copiers using digital technology. "

11. A preliminary comment is if this is commercial technology would NRC be
realistically able to make it SGI. Another comment is isn't communications
equipment already covered under (b)(I)(v)?

"...that the unauthorized disclosure of the information that is the subject of the
proposed rlde could reasonably be expected to have a significant adverse effect
on the health and safety of the public or the common defense and security by
significantly Increasing the likelihood of theft. diversion, or sabotage of nuclear
material or afacility.

12. What would really be helpful, is if the regulation would clearly define by what
is meant by significant adverse effect and significantly Increasing the
likelihood." Perhaps even add to the definition section.

IV. Request for Specific Comment in SUPPLEMENTARY INFORMATION

"...performing background checks...

13. The NRC has to clearly state when background checks are and are nor
required in regards to commercial vendors that supply security equipment and
needed services to the facilities on an infrequent basis.

14. Since I have not seen new proposed sections 73.21-23 as discussed in the
supplementary information, it has been difficult to provide information in regards
how the changes in Part 73 will affect Parn 60 or Part 63.

15. My comment on SGI-Modified Handling. Why institute this? Why not
either make some of the less risk associated information OUO or some of the
more sensitive information CNSI? This could affect DOE classification guides
that contain SGI topics.


