
                                                                                           Attachment 2

PROTECTION OF LICENSEE-GENERATED INFORMATION IN RESPONSE TO 
GROUPS 1 THROUGH 4 PROTECTIVE MEASURES

The Materials Security Working Group (MSWG) re-examined the issue of appropriate security
requirements for information generated by licensees in response to the Protective Measures
(PMs) for Groups 1 through 4.  After further consideration, the MSWG continues to recommend
that the PMs for Groups 1 through 4 and their associated guidance not be designated
Safeguards Information (SGI) or Safeguards Information - Modified Handling (SGI-M).  As
discussed in detail in “Information Security for Protective Measures for Group 1 Materials
Licensees,” (Attachment 4 to COMSECY-04-0045 [ML041970651]), the MSWG believes the
disadvantages of designating the PMs, their associated guidance, and the licensee-generated
response to the PMs for Groups 1 through 4 SGI or SGI-M substantially outweigh the
advantages associated with such a designation.  

To achieve effective implementation of the Groups 1 through 4 PMs, the MSWG expects the
NRC, states, and local law enforcement agencies will have to communicate closely with a very
large number of licensees answering questions and cooperating to develop security plans to
meet the objectives of the PMs.  Information-protection requirements should not be so stringent
that they cause administrative burdens that would unduly restrict these important
communications or otherwise interfere with effective implementation.  Effective implementation
of the PMs, not any information-protection requirement, will provide actual security for the
radioactive material.   

In the interest of information protection the MSWG recommends licensees be required to restrict
dissemination of their security plans to avoid disclosing essential security features to potential
adversaries.  To accomplish information protection, the MSWG recommends that the Order
imposing the PMs for Groups 1 through  4 contain language requiring licensees to protect
information generated in response to the order, but not at the SGI or SGI-M level.  Rather,
licensees would be required to protect information at a slightly lower level, thus easing the
important pre- and post-implementation communications between licensees and regulators that
will be necessary to ensure the goal of effective PM implementation.  This relaxed approach will
ease the communications necessary to ensure effective implementation, avoid undue
administrative burdens that could delay implementation, and provide a level of protection over
security-related information commensurate with the risk posed by disclosure of that information.

These information-protection requirements would be issued under the Commission’s general
licensing authority, as opposed to its specific SGI authority.  Violation of these information-



 -2-

protection requirements would subject licensees to traditional enforcement mechanisms.  The
order language below sets forth the MSWG’s proposed information-protection approach, and is
followed by a discussion of its legal basis.

Proposed Order

The Order to licensees in Groups 1 through 4 to protect information generated in response to
the PMs and their associated guidance should contain introductory information regarding the
purpose and intent of the Order, the authority for issuing the Order, and the penalties for
violation of the Order.  It should then include, at a minimum, the following requirement, or
something substantially similar:

The licensee shall protect security information generated in response to the PMs as follows:

1. The licensee shall limit access to the information to those persons who have a
need to know the information to perform their job functions, and those persons
who have been determined to be trustworthy and reliable by the licensee
pursuant to the PMs.  Officials of the NRC, state radiation protection agencies,
and local law enforcement agencies are deemed trustworthy and reliable for
purposes of this requirement. 

2. The licensee shall protect the information from unauthorized access by taking
measures to ensure that persons not authorized access to the information cannot
view, overhear, retrieve, or otherwise access the information.

3. When not in use, the licensee shall protect the information described above from
unauthorized access by securing the information in a locked drawer or cabinet, or
if the information is stored on non-removable electronic media such as a
computer hard drive, local area network (LAN) or shared drive, by password
protecting the information.

4. The licensee shall limit access to the keys, combinations, and passwords used to
secure the information described above to those persons authorized to access
the information.

This differs from the SGI and SGI-M approaches by eliminating some of the restrictions
on communication between licensees, regulators, and local law enforcement agencies. 
Under a SGI or SGI-M information-protection scheme, communication of detailed
security information would be possible only over secure telecommunications lines, or by
mail or courier service in specially-marked and wrapped packages.  By contrast, under
the scheme described above, licensees could ask questions and correspond with the
NRC, states, and local law enforcement agencies without special telecommunications
security or packaging.  Again, the MSWG believes this relaxed approach will ease the
communications necessary to ensure effective implementation, avoid undue
administrative burdens that could delay implementation, and provide a level of protection
over security-related information commensurate with the risk posed by disclosure of that



 -3-

information.

Legal Authority

Under the Atomic Energy Act (AEA), section 161b, the Commission has broad authority
to establish by rule, regulation or order, such standards and instructions to govern the
possession and use of special nuclear material, source material, and byproduct material
as the Commission may deem necessary or desirable to promote the common defense
and security.   This authority was not relinquished to Agreement States under
agreements made pursuant to the AEA, section 274b or 274i; thus the Commission may
issue orders to both Nuclear Regulatory Commission (NRC) and Agreement State
licensees respecting the control of information that, if released, may adversely impact
the common defense and security of the United States.

Nothing in the AEA constrains the Commission to use its AEA section 147 authority,
which governs protection of SGI, to protect other sensitive unclassified information.  The
Commission can and does rely on its general licensing authority to protect information
not rising to the level of SGI in certain contexts.  For example, 10 C.F.R. § 73.56(f)
requires licensees to protect personal information collected on employees subject to
access authorization programs, but does not designate that information SGI.    

Violation of the information-protection requirements of 10 C.F.R. § 73.56(f) would subject
a licensee to traditional enforcement action.  Similarly, licensees in Groups 1 through 4
who violate the information-protection requirements proposed above would be subject to
traditional enforcement.  Enforcement mechanisms include civil monetary penalties
under AEA section 234, and possibly criminal penalties under AEA section 223 for willful
violations.  
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