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March 28, 2005

Annette L. Vietti-Cook DOCKETED
U.S. Nuclear Regulatory Commission USNRC
Attn: Rulemakings and Adjudications Staff
Washington, DC 20555-0001 March 29, 2005 (12:30pm)

RE: RIN 3150-AH57 OFFICE OF SECRETARYRULEMAKINGS AND
ADJUDICATIONS STAFF

Dear Ms. Cook:

OMB Watch appreciates the opportunity to comment on the Nuclear Regulatory Commission's
(NRC) proposed rule for amendments to Safeguards Information (SGI) regulations. While OMB
Watch understands the need to protect information that could be misused for harmful purposes
if disclosed, the new provisions are overly vague, broad, and create an atmosphere of
excessive secrecy around NRC's regulatory duties. NRC's mission statement says that it will
"ensure adequate protection of public health and safety." To achieve this mission, NRC needs
to engage and properly inform the public about health and safety issues. History has shown
that public involvement is a critical component in achieving safer and healthier facilities.

OMB Watch is a nonprofit research and advocacy organization that has as its core mission
government accountability and improving citizen participation. Public access to government
information has been an important part of our work for more than 15 years. For example, in
1989, we launched RTK NET, an online service providing public access to environmental data
collected by EPA, which has given us both practical experience and policy experience with
disseminating government information. Additionally, OMB Watch has been very engaged in
agency regulatory processes, encouraging agency rules to be sensible and more responsive to
public need.

NRC's proposed rule for expanding the SGI regulations is problematic, as they will perpetuate
and expand the secrecy that already pervades the agency. The rule proposes expanding the
amount of information that can be covered as SGI or Safeguards Information-Modified (SGI-M)
and also the amount of facility that can hide information. The agency does not create
procedures for reviewing or appealing the status of SGI or SGI-M. Nor does NRC create
procedures for removing the protected status and releasing the information to the public when it
no longer qualifies for either category. Furthermore, the agency does not offer any evidence
that the proposed changes are needed. OMB Watch details specific problems with the
proposed rule below.
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i 73.2 Definitions

Currently, the definition for Safeguards Information consists of only a few lines in the regulation, -,
but the proposed rule contains an extensive paragraph. The new definition broadens the types.
of security information that can be withheld as SGI to include "security plans, procedures and
equipment." This would include any information about system vulnerabilities, or problems with
security guards. While it is conceivable that such information could be misused, it is also
possible, if not likely, that public awareness and pressure may be the most effective means of
getting a problem addressed quickly. OMB Watch recommends adding language to this
expanded definition that allows only for temporary status as SGI if there is an immediate risk
associated with the information's release. We would recommend a period of six months for this
status, so that facilities can address any serious vulnerabilities before they are made public.
However, SGI should not become a tool that shields facilities from public scrutiny and pressure
for problems they continually ignore or neglect. OMB Watch believes that NRC's proposed
rule overly expands the definition for Safeguards Information.

The expanded definition also adds additional categories of licensees, creating a broader set of
facilities which can hide information as SGI. Instead of only protecting "specialinuclear material"
the SGI would also cover "source byproduct," which is a much less harmful classification of
nuclear material. The proposed expansion would allow SGI to cover materials which would be
of little security threat, but that could pose a health risk to workers and neighboring
communities. NRC should eliminate the expansion of the SGI definition to "source
byproduct" as it seems unnecessary and could adversely Impact workers' and
communities' abilities to monitor health risks associated with NRC facilities.

In direct contrast to what a definition is-a statement closely outlining a fundamental
character-NRC also adds language which allows it to hide anything under the SGI category.
The language grants agency officials the authority to categorize anything as SGI if they believe
it could have an adverse effect of the public or defense security. Such blanket secrecy policies
are highly inadvisable because they are prone to abuse and overuse. NRC should eliminate
blanket exemption language entirely from the SGI definition.

OMB Watch urges NRC to incorporate clearer and more defined limits in its definition of
Safeguards Information. As we will comment on below, there are no mechanisms in place to
review SGI designations, or for the public to appeal decisions to categorize information as SGI.
This means that the agency can hide information that might be embarrassing, or reveal
significant vulnerabilities that no one is attempting to fix. The agency should have strict criteria
that guide decisions to withhold information from the public. The SGI definition should function
as a check and balance for agency officials, not as a free pass to restrict any information they
might prefer.

§ 73.22 Protection of Safeguards Information: Specific Requirements

While the bulk of the amendments in the proposed SGI rule address the new modified
safeguards category, SGI-M, NRC also proposes significant changes to the existing SGI
category. Essentially, NRC proposes changes that would allow covered licensees to increase
the amount of information they can hide under SGI. These changes expand the scope of an
already vague category of information, enabling more unclassified information to be withheld
from the public.
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Physical Protection at Fixed Sites

NRC makes several changes to handling procedures for information concerning physical
protection and vulnerabilities at facilities and sites that contain certain quantities of nuclear
materials. The agency modifies the current language so that all portions of security plans,
composite safeguards contingency plans, and composite facility guard qualification and training
plan would be covered as SGI. Previously, only portions of these plans were designated as
SGI. It should be noted that the SGI provisions cover sites that have a "formula quantity" of this
material. OMB Watch finds the breadth of this provision troubling. Surely, an appropriate
security threshold would require a facility to have more than formula quantity of nuclear
materials.

In the preamble of the proposed rule, NRC writes, "'All portions of would be added at the
beginning of this category to make clear the broader scope of this category of information
intended to be protected as SGI." Once again OMB Watch objects to such a blanket exemption.
Often, documents that contain classified information or information exempt from disclosure
under the Freedom of Information Act (FOIA) can be released to the public with the protected
information redacted from the document. This approach maximizes the amount of information
that the public receives without divulging any protected information, and NRC should retain the
current language that allows only "portions of" these documents to be protected as SGI.

NRC increases the amount of information that can fall under SGI concerning emergency
response forces for facilities. The original language in 10 CFR 73.21 protects information
specific to the "[s]ize, identity, armament, and arrival times of off-site forces committed to
respond to safeguards emergencies." This provision explains exactly what information about
these types of security forces needs to be protected. Such specific definitions leave little room
for interpretation or misuse.

The proposed rule changes this provision so it covers "Information concerning onsite or offsite
response forces, including size, identity, armament, and arrival times of such forces committed
to respond to safeguards or security emergencies." In modifying this provision, NRC replaces
the very specific definition with a vague loophole that could encompass data normally available
to the public. The key change is the insertion of the phrase "information concerning." While
NRC still includes the specific descriptors, they no longer limit the provision but now merely
provide examples of what information can be restricted. The new provision actually allows any
information concerning response forces to be categorized as SGI. Potentially, the expanded
provision could allow NRC to withhold information that communities use to ensure that adequate
response forces exist for nearby facilities. For example, it would prevent a concerned citizen
from ensuring there are enough trained individuals to prevent a disaster that might impact a
child's elementary school or a relative's nursing home. NRC should reject the modified
language in Section 73.22(a)(1)(x) and continue to use the more specific provision
currently in place.

NRC's proposed rule also contains a provision which would allow additional physical protection
information to receive SGI status. Section 73.22(a)(1)(xii) would hide "information related to the
physical protection of the facility or materials if the unauthorized disclosure of such information
could reasonably be expected to have a significant adverse effect on the health and safety of
the public or the common defense and security by significantly increasing the likelihood of theft,
diversion, or sabotage of material or a facility." This could include engineering and safety
analyses, and emergency planning procedures or scenarios.
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Excluding emergency planning procedures and safety studies from disclosure is dangerous.
First, the public has right to know what risks they face from nearby nuclear facilities. Second,
public participation has proven an effective tool for improving facility performance and safety.
Many nuclear and chemical facilities have developed Local Emergency Planning Committees
and Community Advisory Panels to foster increased public involvement. However, information
is the lifeblood of public participation. If the public does not know what is going on at a facility
then it cannot effectively engage the facility and advocate for safety improvements. If the public
is not aware of these procedures, it could put it at risk from an accident or possible attack
against a facility. NRC should drop the proposed language for Section 73.22(a)(1)(xii).

Design Basis Threat

NRC also adds protections for information regarding the Design Basis Threat (DBT), defined by
the agency as "[a] profile of the type, composition, and capabilities of an adversary." Basically,
the DBT is the NRC's estimation of what a force attacking a nuclear facility might look like. The
agency uses this estimation to prepare and evaluate the response forces at each facility. The
agency proposes yet another blanket secrecy policy that would hide all detailed "elements and
characteristics" of the DBT. This includes information about the mechanisms in place to defend
against attacks.

The proposed rule's disclosure exemption for DBT information does not specify what types of
information would be covered. It could include how a facility has performed in DBT exercises,
and if the DBT actually helps safeguard the many communities that could be affected if a
terrorist attack were to take place against a nuclear facility. The public should have access to
the information so it can make sure it is not in harm's way. OMB Watch finds this provision
distressing given that the NRC was sued last year for keeping DBT changes secret. Public
Citizen and San Luis Obispo Mothers for Peace filed suit against the agency for issuing a DBT
rule without going through the proper rulemaking process consisting of a notification period with
public comment. The U.S. Court of Appeals for the District of Columbia Circuit ordered NRC to
complete a proper rulemaking for DBT changes.2 However, if this current proposed rule will
protect DBT information from disclosure, it might undercut the more accountable DBT
rulemaking, as well as any public participation in future changes to DBT.

NRC has also tried to stifle public discussion of DBT problems voiced by various public interest
organizations. For example, the Project on Govemment Oversight (POGO) released a report in
September 2002 that used information it gathered from interviews with guards at nuclear
facilities. The report contains very specific details about estimated threats and many short-
comings at facilities under NRC. The study found that facilities did not have enough security,
and the security guards they did have were not properly trained and were ill-equipped to protect
against attacks.3

The NRC later threatened POGO with criminal prosecution for disclosing what the agency
labeled as SGI after POGO published a letter addressed to the NRC Chairman on its website.
The letter outlined DBT problems POGO found when conducting its study. Instead of
recognizing the assistance that the organization was providing in exposing safety problems at
nuclear facilities, the agency demanded that the letter be removed from the organization's

'http://www.citizen.org/documents/BriefOnMerits.pdf
2 http://www.citizen.org/documints/CourtOrder9-04.pdf
3 http://www.pogo.org/p/environment/eo-020901-nukepower.html
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website because it contained SGI. Government officials requested that POGO rewrite the letter
and eliminate the protected information, but refused to explain their specific concerns and
exactly what information was SGI. POGO withdrew the letter from its website until it could
resolve the government's concerns. According to POGO, after much back and forth between its
lawyers and NRC lawyers, the agency finally explained its concerns, explaining that it did not
want to give terrorists any hints on how to research weaknesses at nuclear facilities and that
POGO's letter had done so. Under the current regulations, NRC does not have the authority to
hide this information from the public. This provision seems to be a clear effort by the agency to
get that control.

Media outlets such as U.S. News and World Report4 and the Washington Post5 , among others,
have also written about security problems at nuclear facilities. An open dialogue about security
problems allows the public to pressure the government to improve safety at these facilities.
Hiding this information from the public does nothing to make us safer or deter terrorists from
attacking vulnerabilities, and the public cannot hold NRC accountable. NRC should remove
references to the Design Basis Threat from this rulemaking, or If It does Include It, the
agency should create more prescribed provisions for what exactly will be covered under
this rule.

Physical Protection In Transit

Similar to provisions for withholding information about physical protection at fixed sites, NRC
proposes two provisions to categorize information about physical protection of nuclear material
in transit as SGI. The provision would again apply to all shipments of nuclear materials over a
formula quantity. While the original provisions in 10 CFR 73.21 concerning information
restrictions for protection of nuclear shipments do contain problems, they have the advantage of
being more specific than the proposed changes.

The proposed Section 73.22(a)(2)(vii) is extremely vague and would allow NRC to conceal any
"information concerning the tactics and capabilities required to defend against attempted
radiological sabotage, or theft and diversion of formula quantities of special nuclear material, or
related information." While it makes sense that NRC would need to withhold certain information
about the physical protection of nuclear material, both at fixed sites and while in transit, the
continued use of blanket language remains troubling. Once again NRC uses vague terms such
as "any information concerning" and "related information." These terms grant the agency an
overly broad ability to hold information secret. Not every aspect related to protection of nuclear
shipments poses a security risk if it were public. Unfortunately, shipments of nuclear materials
travel regularly through certain areas of the country. Towns subject to such shipments retain
the right to understand the risks associated with them, including the security risks. This
provision could conceal information about a town's capabilities to respond to an attack of a rail
car passing through it. The proposed Section 73.22(a)(2)(vii) should be removed.

Looking almost identical to Section 73.22(a)(1)(xii), the provisions in Section 73.22(a)(2)(viii)
would exempt safety analyses, emergency planning procedures, or any other information about
the protection of transported materials. Once again, the NRC appears to ignore the importance

4 "Assessing Threats: At the nation's nuclear plants, problems persist, but some push for more time to fix them,"
U.S. News and World Report, April 28, 2003. http://wwvw.usnews.com/usnews/news/articles/030428/28nuclear.htm
5 "Nuclear Security Decisions Are Shrouded in Secrecy: Agency Withholds Unclassified Information," Washington
Post, March 29,2004. http://www.washingtonpost.coni/ac2/wp-dyn?pagename=article&contentld=A31788-
2004Mar28&notFound=true
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of the public being informed of the risks associated with nuclear materials being transported
through or near communities. This provision specifically targets the most important types of
information to remain public. While security risks are an important concern that need to be
addressed, the reality learned from the shipments of numerous types of dangerous materials is
that the most probable and valid risks are from accidents. The NRC certainly should take steps
to improve security but not at the expense of safety. Public awareness of risks and the
participation of concerned citizens in the process of minimizing those risks is an important
component of achieving safety. This change would prevent communities from learning what
steps are being taken to protect them and from participating in the process of keeping the
community safe. NRC should remove the proposed Section 73.22(a)(2)(viii).

Additionally, provisions in the proposed rule appear to directly conflict with language in the
original statute, the Atomic Energy Act (Public Law 83-703). In the Atomic Energy Act Section
147 it states, "Nothing in this Act shall authorize the Commission to prohibit the public disclosure
of information pertaining to the routes and quantities of shipments of source material, by-product
material, high level nuclear waste, or irradiated nuclear reactor fuel." However, the NRC's
proposed rule narrows the language from the statute. Section 73.22(a)(2)(ii) simply states,
"Routes and quantities for shipments of spent fuel are not withheld from public disclosure." The
agency's new language no longer assures public access to route and quantity information for
shipments of by-product material, nuclear waste, or source material. NRC does not have the
authority to limit this information after Congress has specifically protected public disclosure.
NRC must ensure that the language in its final rule does not undermine the Atomic
Energy Act by narrowing disclosure requirements.

Lastly, the NRC again changes language in this section so that "[a]ll portions of the composite
transportation physical security plan" are withheld as SGI. The current regulation only allows
the agency to categorize portions of the transportation physical security plans as SGI. The
agency presents no argument or evidence that this authority has proven insufficient. Nor does
NRC offer any explanation of a specific change or event that necessitates an expansion of this
provision to cover the entire plan. Without such justifications, NRC should retain the current
language only allowing "portions" to be protected, which encourages the agency to maximize
the release of information to the public. NRC should leave the current language in Section
73.22(a)(2)(i) so that only "portions" of the security plan are protected.

Blanket Exemption

In Section 73.22 of the proposed rule, NRC adds a new catch-all provision for SGI information.
The provision would allow the agency to withhold "[o]ther information that the Commission
determines by order or regulation could reasonably be expected to have a significant adverse
effect on the health and safety of the public..."

This provision is far too broad and would allow the NRC to withhold almost any information from
the public. After 9/1 1, NRC has been issuing orders expanding what qualifies as SGI, as well
as the number of licensees covered by the regulations. However, NRC should commit to
engaging in a formal rulemaking when it adds categories of information as SGI, so it can include
the public in the process. The agency should reserve using orders to categorize information as
SGI as temporary measures for emergency situations. The preamble of the proposed rule
affirms NRC's commitment to such a position. "Finally, it has been Commission policy to codify
requirements in the regulations and not to rely on orders indefinitely to impose requirements that
should have generic application." Therefore NRC should codify this position taken in the
preamble into the actual rule, stating that orders will only be used to classify information as SGI
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in emergency circumstances when a rulemaking process is not available to the agency.
Additionally the agency should commit to always following an SGI order with a rulemaking to
inform the public as to the change and allow citizen participation. NRC should allow only
information specifically detailed in regulations to qualify as SGI, instead of any 'other'
information.

Inspections, Audits and Evaluations

In the proposed rule, NRC deletes a very important existing provision from the current
regulations. Section 73.22(a)(3)(i) of the current regulations contains a provision that states,
"Information regarding defects, weaknesses or vulnerabilities may be released after correction
have been made." This provision recognizes the importance and fundamental fairness of
informing the public about progress in security and safety. Disclosing such information
reassures the public that these nuclear facilities are being inspected and monitored, and there is
no logical reason to hide information about a vulnerability after it has been addressed. OMB
Watch recommends that in the final rule, NRC restore the provision allowing the release of
Information concerning weaknesses and problems that have already been corrected.

Conditions for Access to SGI

NRC adds language to Section 73.21 (c) that requires a demonstration of trustworthiness and
reliability from anyone seeking access to SGI. While OMB Watch supports creating access
procedures for SGI, the proposed rule's criteria are far too vague to be useful. The provisions
the agency provides for trustworthiness and reliability-"means positive attributes as an
indication of an individuals' background and character"- do not clarify the process or the
requirements for access. Using such subjective requirements is the practical equivalent to
using no requirements at all. Without clear criteria and procedures this section devolves into
NRC having the authority to grant and bar access to SGI under whatever subjective terms it
chooses.

OMB Watch recommends the agency detail and define the exact criteria it will use to
determine access to SGI, as well as the criteria to evaluate requestors. It seems that the
existing requirement of a FBI background check would more than suffice, as the information is
not classified.

Removal from SGI Category

The NRC includes a'logical provision, part (h) of Section 73.21, which instructs information to be
removed from the SGI category when it no longer meets the criteria. This provision recognizes
the reality that as circumstances change and information grows older; much SGI will no longer
represent any real security risk. As that time arrives for each piece of SGI, the agency now has
the obligation to release the information. However, as useful and logical as the provision is, it
remains incomplete. The NRC fails to establish any procedures to periodically review SGI to
ensure information still meets the category's criteria. Nor does the rule describe anything that
would function as a trigger for the review of associated SGI. Without any formal or institutional
process to re-review SGI, this provision is meaningless.

The NRC also cautions, "Care must be exercised to ensure that any document decontrolled not
disclose Safeguards Information in some other form or be combined with other unprotected
information to disclose Safeguards Information." While the process of decontrolling should not
cause the unintentional release of restricted information, this provision is so vague and difficult
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to satisfy that it could unnecessarily prevent information from being released even after it no
longer meets the SGI criteria. NRC should avoid this chilling effect by including language that
presumes disclosure of information which no longer meets the criteria for SGI unless there is
clear evidence of how the data meets these requirements. In other words, the agency should
establish that information which meets the requirements for disclosure should not continue to be
withheld because NRC officials cannot definitively answer these vague concerns.

F 73.23 Protection of Safeguards Information-Modified Handling:
Specific Requirements

A major aspect of the proposed rule is the creation of a new category of sensitive but
unclassified information, Safeguards Information-Modified (SGI-M). Unfortunately, the new
category of SGI is overly broad and would permit NRC to hide practically anything it chooses
from the public. Even though NRC estimates that SGI-M data carries a lower risk if released to
the general public, the agency places the same restrictions and stipulations for access as those
for full SGI information. This imbalance between the risks associated with releasing the
information and the strict secrecy imposed on the information is troubling. Consistency
demands that if the NRC defines SGI-M as lower-risk Information, it should establish less
rigorous restrictions and easier procedures for public access.

OMB Watch cautions the NRC against the creation of this category. Establishing a category of
lower risk information that will still be kept secret seems an excessive overreaction to the
current increased security concerns. The SGI category was created to protect specific
information for nuclear materials known to be dangerous. There existed a degree of certainty
that secrecy was necessary for certain nuclear materials and quantities. The information
identified for inclusion in the SGI category is supposed to be data that could immediately and
directly compromise the safety and security of shipments, facilities and communities. However,
NRC has no such convincing argument for this new category. SGI-M represents information
that could conceivably be misused to cause harm. However anything can be used in a harmful
way, from toxic warning labels on cleaning supplies, roadmaps and telephone books. However,
we recognize that the benefits associated with these pieces of information warrant their
disclosure. Holding less dangerous information as secret will decrease accountability and
eliminate the public's ability to be aware of and participate in safety matters that concern their
communities. NRC should not create a new category of secret information when the need
for such restrictions has not been clearly established.

NRC states that the SGI-M requirements apply to information "related to certain quantities of
source and byproduct material and special nuclear material of moderate or low strategic
significance." NRC does not specify or otherwise define how much the term "certain quantities"
means. It should also be noted that the agency refers to several different materials in the
definition of SGI-M, and it does explain if the "certain quantities" that trigger the SGI-M category
vary among the different materials. The various materials listed probably possess different
levels of radioactivity and therefore different health risks. It would seem likely that the NRC
would apply the SGI-M restrictions at lower quantities for the more dangerous materials, and
higher quantities of the less dangerous materials. Yet, the proposed rule offers no guidance or
explanation for how officials may determine when the "certain quantity" threshold is surpassed
for any of these materials. If NRC retains this category, then the agency should define
exactly what materials and above what minimum quantities these safeguards would
apply.
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Physical Protection at Fixed Sites

OMB Watch again objects to the NRC's use of the overly broad term "all portions." In the
proposed rule NRC suggests establishing the authority to restrict "all portions" of the physical
security plans are labeled as SGI-M. Similar to our concerns with Section 73.22, which
proposed expanding the SGI restriction from portions of physical protection plans to all portions,
Section 73.23(a)(1)(i) creates an unnecessary level of secrecy. Automatically establishing such
intense secrecy for a brand new and less dangerous category of information seem completely
unwarranted. Once again OMB Watch urges NRC to adopt a policy similar to FOIA
procedures, which maximize information released to the public by only redacting those
portions of plans and reports that may not be released. If portions of the physical security
plans can be released to the public, then the agency should be permitted to disclose those
portions.

It should be noted that NRC actually proposes a broader policy of secrecy for the lower risk
SGI-M because it includes new types of information that are not specifically mentioned in SGI
provisions. For instance, Section 73.23(a)(1)(vii) restricts "[flacility guard qualification and
raining procedures disclosing features of the physical security system or response procedures."
Under (a)(1)(viii) the agency identifies "[d]escriptions of security activities which disclose
features of the physical security system or response measures" for inclusion in SGI-M.

Mirroring provisions in the proposed rule for SGI, NRC seeks broad authority to categorize
information concerning forces that respond to emergencies at facilities as SGI-M. In Section
73.23(a)(1)(ix) the agency again uses the open-ended term "information concerning" to describe
the types of data on response forces that would be held secret. Such broad and vague terms
give little to no guidance to officials categorizing information and invites misuse by the agency to
reduce oversight and criticism. Again the need for such secrecy is unclear, as these provisions
concern nuclear materials of "moderate or low strategic significance." On the other hand, the
importance of such information to surrounding communities concerned about accidents,
emergencies, and response preparations is obvious. NRC should specify what information
concerning response forces qualifies as SGI-M.

NRC also duplicates the language from the SGI provisions regarding information about the
physical protection facilities for Section 73.23(a)(1)(x). NRC exempts all emergency planning
procedures and safety analyses from disclosure as SGI-M. As stated above, withholding such
information whether under SGI or SGI-M is extremely dangerous. Safety and emergency
information directly impacts nearby communities in the event of an accident. While there may
be some conceivable security issue associated with such information, the agency can not ignore
the safety issues that prompted these documents to be produced in the first place. This
provision may be even more troubling for SGI-M, because it would allow the agency to apply
vague and broad secrecy authority to an already broad and undefined category since NRC does
not detail precisely which facilities and materials SGI-M covers. NRC should eliminate this
provision and not allow emergency planning and safety reports to be hidden under the
new SGI-M category.

Physical Protection in Transit

Section 73.23(a)(2)(i) states, "Information regarding security features of a transportation
physical security plan" would be hidden as SGI-M. This provision is far too broad, as it does not
specify what information could fall into this category. OMB Watch contends that at least some
portion of transportation physical security plans should be available to communities to foster
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awareness about the safety measures applied to nuclear materials shipments passing through
their towns.

Furthermore, NRC asserts that "[s]cheduling and itinerary information may be shared with
others on a 'need to know' basis." This could violate the Atomic Energy Act statute, which
clearly states that "[n]othing in this Act shall authorize the Commission to prohibit the public
disclosure of information pertaining to the routes and quantities of shipments of source material,
by-product material, high level nuclear waste, or irradiated nuclear reactor fuel." NRC's
definition of "itinerary information" could pertain to the routes, as it clarifies when the materials
will pass through communities. There are obvious concerns that public could have about the
routes and timing of these shipments. For instance a community could object to shipments
traveling along lines that parallel major roads during heavy traffic periods such a rush hour.
NRC should reword this section to clarify that the public will retain access to all
information named in the statute.

Again, similar to the provision for SGI, NRC exempts safety analyses, emergency planning
procedures, or any other information about the protection of transported materials from
disclosure as SGI-M in Section 73.23(a)(2)(v). OMB Watch has made clear its view of the
importance of public having access to this type of information. NRC should remove this
provision and instead establish procedures to ensure the public receives access to the
emergency procedures and safety analyses information they need to protect their
communities.

Inspections, Audits and Evaluations

As OMB Watch noted above, current NRC regulations contain language that allows the public to
access information about defects and weaknesses at nuclear facilities after they have been
corrected. Again OMB Watch stresses the logic and usefulness of such a provision in
maintaining accountability and public confidence in NRC's efforts. Given the lower risk
associated with the new SGI-M category, the provision makes even more sense for this section.
NRC is proposing in this rulemaking to eliminate this provision for SGI, which OMB Watch has
opposed above. The agency should add such language to the SGI-M provisions.

Conditions for Access

Essentially, NRC again re-uses the highly restrictive SGI provisions for the new and lower risk
SGI-M category. The only difference between the access conditions for SGI and SGI-M is that
requesters seeking access to SGI-M do not need FBI background checks if they are nuclear
power reactor applicants. Access to SGI-M, identical to the SGI provisions of the proposed rule,
requires a demonstration of the vague and subjective criteria "trustworthiness and reliability."
Troublingly, the NRC establish procedures that only allow those that convince the agency of a
"need to know" to access SGI-M information.

The rest of the categories for SGI-M access are practically identical to those for SGI.
Considering that SGI-M is less sensitive than SGI, it would seem reasonable for the agency to
establish procedures that would allow more people to access the information. Many that would
consider the information important might not receive approval through the agency's subjective
and restrictive access provisions proposed by NRC even though they pose no security threat.
This would include public interest groups critical of NRC activities, outspoken community
leaders of communities near nuclear facilities, and communities through which nuclear materials
are shipped. NRC should provide greater detail on the criteria it will use to decide access.
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Also, NRC should create procedures that allow greater access to SGI-M because the
information poses a lower security risk.

Conclusion

OMB Watch has many concerns about NRC's proposed rule for SGI regulations. The agency
overly expands the definition for SGI and places inappropriate level of secrecy on the new
category for less sensitive information. We urge the NRC to make the following changes before
finalizing the rule.

* Remove the new language that exempts safety analyses and emergency planning
procedures from disclosure, as this information is vital to the public interest.

* Eliminate the addition of "all portions" to language throughout the rule.
* Remove references to the Design Basis Threat from this rulemaking, or if included

describe in greater detail exactly what will be covered under this provision.
* Ensure that the language in its final rule does not undermine the Atomic Energy Act by

narrowing disclosure requirements.
* Allow only information specifically detailed in regulations to qualify as SGI, instead of any

'other' information.
* Establish procedures for reviewing or appealing the status of SGI or SGI-M so that

information that no longer qualifies as SGI or SGI-M are removed from protected status
and released to the public.

* Restore the provision allowing the release of information concerning weaknesses and
problems that have already been corrected.

* Eliminate the new and unnecessary category SGI-M for lower-risk information or at least
define exactly what materials and above what minimum quantities these safeguards
would apply.

* If SGI-M is retained, establish less rigorous restrictions and easier procedures for public
access.

We thank you for considering these comments.

Sincerely,

Sean Moulton Cheryl Gregory
Senior Information Policy Analyst Information Policy Analyst
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From: Carol Gallagher
To: Evangeline Ngbea
Date: Tue, Mar 29, 2005 10:14 AM
Subject: Comment letter on Protection of Safeguards Information Proposed Rule

Attached for docketing is a comment letter on the above noted proposed rule from Sean Moulton and
Cheryl Gregory, OMB Watch, that I received via the Rulemaking website on 3/28/05.

Carol
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