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Attention: Rulemakings and Adjudications Staff

Subject: Comments on the Proposed Rule, Protection of Safeguards
Information, (70 Fed. Rei. 7196; February 11, 2005), RIN 3150-AH57)

Dear Ms. Vietti-Cook:

On behalf of the commercial nuclear energy industry, the Nuclear Energy
Institute (NEI)' provides the following comments on the Proposed Rule,
Protection of Safeguards Information.

The industry agrees with the U.S. Nuclear Regulatory Commission (NRC) that
information concerning the security of the nation's nuclear facilities must be
protected from inadvertent release or unauthorized disclosure. The tragic events
of September 11, 2001, brought new focus on the need to protect this type of
information in the broader public interest by, among other things, ensuring that
only individuals who have demonstrated trustworthiness and reliability, as well as
demonstrating a need to know specific information, are allowed access to this
type of information. To do otherwise would potentially have an adverse impact
on the health and safety of the public by increasing the threat to the common
defense and security.

Notwithstanding the nuclear energy industry's strong support for ensuring that

' NEI is the organization responsible for establishing unified nuclear industry policy on matters
affecting the nuclear energy Industry, including the regulatory aspects of generic operational and
technical issues. NEI's members Include all utilities licensed to operate commercial nuclear
power plants in the United States, nuclear plants designers, major architectlengineering firms, fuel
fabrication facilities, materials licensees, and other organizations and individuals involved In the
nuclear energy Industry.
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necessary protections are in place for security sensitive information, we have
three major concerns with the proposed Rule, and additional comments on
specific provisions in the proposed Rule are provided as Enclosure 1. NEI also
filed comments on March 14, 2005, with the Office of Management and Budget
regarding the industry's concerns with the NRC's statements regarding the
proposed Rule's compliance with the requirements of the Paperwork Reduction
Act of 1995, and those concerns are not reiterated here, but they should be
considered by the NRC in its analysis of comments received on the proposed
Rule.

The industry's first major concern is the method employed in the draft regulatory
analysis, which forms the basis for the backfit analysis that NRC is required to
conduct for any new requirement being considered for implementation that
affects Part 50 licensees. The second is the conflict between the proposed Rule
and 49 CFR Part 15, Protection of Sensitive Security Information, which currently
regulates information concerning shipments of hazardous materials, including
radioactive materials. Our final major concern is with the imposition of a new
program to control "Safeguards Information - Modified Handling" (SGI-M) on
licensees who already have a "Safeguards Information" (SGI) program in place.

Draft Regulatory Analysis

First, the draft regulatory analysis referenced in Section XII of the Federal
Register Notice fundamentally ignores the actual costs to licensees of
implementing the proposed regulation. Perversely, the analysis assumes as a
basis an Order that was never imposed. The conclusion based on this analysis
is that "[t]here would be no impacts or costs associated with the proposed Rule
because of the full-compliance baseline assumption." Obviously, this is not a
sound basis for the proposed regulatory action, because any action that the NRC
could possibly consider could be justified on the same basis. This approach
would make meaningless the required regulatory analysis. In fact, licensees will
incur significant and continuing costs in implementation of the proposed Rule,
and those facts should be taken into account in the NRC's evaluation of the
costs and benefits of the proposed Rule, and the alternatives to the proposed
Rule's provisions that should be considered.

The Regulatory Analysis contains a "Pre-Order Analysis." This analysis
concludes that the costs to the industry are expected to be from $16.2 million to
$17.8 million, depending on discount rate assumed. However, even these
estimates are based on a period of compliance of only ten years. Given the
perpetual nature of the proposed Rule, the ten year period is far too limited.

The Regulatory Analysis states that the proposed Rule could increase public
confidence in the NRC and its licensees because the proposed Rule would
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institute a more systemic approach to protecting Safeguards Information,
implicitly including establishment of the new category of Safeguards Information -
Modified Handling. However, no data supporting that assertion is provided, and
no basis is provided for any subjective judgment. While it is clear that the
Commission has the statutory authority to issue a Rule regulating Safeguards
Information, it has not been demonstrated anywhere in the Federal Register
Notice that there is a need for many of the additional requirements contained in
the proposed Rule.

Section XIV., Backfit Analysis, considers only the "main" regulatory analysis.
The Backfit Analysis does not consider the substantial and perpetual costs to
licensees that would result from implementing the requirements of the proposed
Rule.

This rulemaking should be delayed until an accurate Regulatory Analysis and
Backfit Analysis are completed. The Analyses should consider the actual
substantial cost of Rule implementation. It should also quantify the need for the
'Safeguards Information - Modified Handling" requirements contained in Section
73.23 of the proposed Rule.

Conflict with 49 CFR 15

The proposed 10 CFR 73.23 conflicts with the existing requirements contained in
49 CFR 15, Protection of Sensitive Security Infornation, regarding the protection
of information associated with the transportation of certain types and quantities
of radioactive materials. This results in licensees transporting nuclear material
contending with two separate information protection regulations for some of the
same information. Given no demonstrated urgency to implement the proposed
Rule we again suggest a delay in this rulemaking. The NRC and the Department
of Transportation should develop a coordinated rulemaking to provide a stable
regulatory framework for all involved stakeholders.
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Safeguards Information Modified

Third, the establishment and implementation of a SGI-M program by licensees
who currently have a SGI program is completely unnecessary. The control of
information proposed to be controlled as SGI-M can be much more effectively
and efficiently controlled under current SGI programs by NRC licensees with
those programs.

We appreciate the NRC's consideration of the industry's comments on the
proposed Rule. Although we share the NRC's interest in making sure that
security-related information is properly protected, we believe that the NRC can
satisfy that need in ways that do not pose unwarranted burdens on NRC
licensees. If any further information is desired, please contact John Rycyna at
202.739.8127 or me.

Sincerely,

Douglas J. Walters

Enclosure

c: Glenn Tracy, NRC
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Enclosure 1

NEI March 28 Letter on the Proposed Rule, Protection of Safeguards
Information,

Specific Comments
(keyed to the similarly titled sections in the proposed Rule)

I. Background

Examples of the types of information designated as Safeguards Information
includes "operational procedures for the licensee's security organization." While
this is appropriate for some operational procedures, it is not for others. Some
procedures are administrative in nature and would not assist an adversary in
planning for or committing an act of radiological sabotage. Consideration should
be given to protect as Safeguards Information, only those documents that meet
the definition in the proposed 73.2.

IV. Request for Specific Comment

Individuals to be authorized access to SGI that are not related to a nuclear power
reactor "must demonstrate trustworthiness and reliability through a
comprehensive background check or other means approved by the
Commission." This requirement, if implemented, will require extensive guidance
in at least the following areas:

* Necessary components of the Background Investigation
* Adjudication process
* Program administration requirements
* Authority for determination
* Documentation requirements
* Documentation retention
* Continuing observation or periodic review requirements
* Definition of "other means" acceptable to the Commission

This type of trustworthiness and reliability program requires significant resources
to administer, as demonstrated by the programs that have long existed at
nuclear power reactors. Based on that experience, an implementation time
frame of at least a year would be appropriate to implement such a program at
many licensee sites.

V. Discussion of Proposed Amendments by Section

The discussion of the definition of 'Trustworthiness and Reliability" notes that
this expectation is embodied in Section 73.56 and in 10 CFR 26.10. There is
however, no link to 73.56 and 10 CFR 26.10 in the definition in the proposed
73.2.

The discussion of 73.22(a)(3) should indicate only those items specifically listed

5 of 10
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in 73.22(a)(1) and (2) need be controlled as Safeguards Information. The term
"generally not released" is problematic in that licensees generally release very
little information concerning inspections, audits and evaluations. The focus
should be on protecting Safeguards Information delineated in 73.22(a)(1) and
(2). Because licensees employ a wide variety of protective measures and
procedures from facility to facility, the probability of obtaining information
concerning a potential vulnerability at one site and verifying that the same
technology and procedures exist at another site, which also results in the same
potential vulnerability, is unlikely. In addition, the probability that the potential
vulnerability could reasonably be exploited to commit an act of radiological
sabotage is extremely low. The low probability of this type of information being
obtained at one facility and exploited at another facility is further mitigated by the
sharing of operating experience between the licensees and prompt corrective
action initiated as a result.

Section 73.2 Definitions

The definition of "Trustworthiness and Reliability" should provide a link to Section
73.56 and in 10 CFR 26.10 such that a positive conclusion in the implementation
of Sections 73.56 and 26.10 allow a licensee to conclude an individual is
trustworthy and reliable. However, unescorted access should not be a
requirement for a determination of 'Trustworthiness and Reliability." See
comment to V. above.

One type of information that NRC proposes to protect as Safeguards Information
includes the "location of certain plant equipment vital to the safety of production
or utilization facilities." Although security measures to protect such equipment
should be protected as Safeguards Information, the location of the equipment
should not. NRC has made plant design information, including equipment
location data, generally available to the public and accessible in many locations.
Protection of such information is impractical.

The definition of Safeguards Information is less precise than it is in the current
Rule. Included among the types of information designated as Safeguards
Information are "operational procedures for the licensee's security organization."
While this is appropriate for some security operational procedures, it is not for
others. Some security operational procedures are administrative in nature and
would not assist an adversary in committing an act of radiological sabotage.
Therefore, it should be the responsibility of the licensee to determine which
procedures should be designated as Safeguards Information.

Section 73.21 (a)(2)

Information procedures employed by federal law enforcement agencies should
also be deemed to meet the general performance requirement. Some licensee
facilities are located on federal lands and federal law enforcement officers

6 of 10
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respond to security events.

Section 73.22 Protection of Safeguards Information: Specific
Requirements

The first paragraph is not clear regarding "fuel cycle facilities." It is not clear
whether the provisions are applicable to all fuel cycle facilities or just to those
facilities authorized to possess a formula quantity of special nuclear material.
Further, we believe only Section 73.23 will apply to low strategic significance fuel
cycle facilities.

Sections 73.22(a) and 73.23(a) Information To Be Protected

The terms used include "additional security measures," "protective measures"
and "interim compensatory measures" which are not defined. NRC should clarify
the meaning and application of the undefined terms.

Section 73.22(a)(1)(ii)

This subsection contains the term "substantially represent the final design
features," but the term is not defined. Some measure of the potential usefulness
to adversaries should be added to provide clarity. For instance, "substantially
represent the final design features such that an engineer or security professional
could detect vulnerabilities" would provide important clarity.

Section 73.22(a)(1)(iil)

Clarify identification of emergency power sources applicability only to alarm
systems power sources.

Section 73.22(a)(1)(iv)

This subsection requires written physical security orders and procedures for
members of the security organization to be Safeguards Information, but not all
security-related procedures are properly designated as Safeguards Information.
Some security procedures are more general or administrative and do not require
such protection. Moreover, designation of all security procedures as Safeguards
Information would delay training new employees in the security force. This
section should be modified to allow flexibility in the control of security
procedures.

Section 73.22(a)(1)(x)

Change "identity" to "agency" or "organization" to eliminate any potential
confusion regarding "identity" referring to the identity of specific individuals.
Replace the phrase "safeguards or security emergencies" with "security

7 of 10
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contingency events."

It should be made clear that "armament" refers specifically to the armament of
response forces. To have it apply to licensees would seem to require licensees
to protect as Safeguards Information each purchase order for weapons.

Section 73.22(a)(1)(xi)

Delete "including the tactics and capabilities required to defend against that
threat." This is covered in 73.22(a)(1 )(iv), (viii) and (ix).

The phrase "or other information" should be deleted. This phrase leaves too
much room for interpretation. The first part of this section is clear (i.e.,
information about the DBT beyond what is included in 73.1), and the additional
phrase does not add clarity.

Sections 73.22(a)(1)(xii) and 73.22(a)(2)(vill)

Subsection (xii) requires that a number of classes of documents be controlled if
disclosure of such information "could reasonably be expected to have a
significant adverse effect on the health and safety of the public or the common
defense and security by significantly increasing the likelihood of theft, diversion,
or sabotage of material or a facility." This criterion is not sufficiently precise so
as to alert a licensee as to the type of information the NRC believes should be
designated as Safeguards Information.

This section expands Safeguards Information control too far. For example, the
NRC Staff has indicated to industry that operations procedures prepared in
response to the Imminent Threat Advisory should be controlled in accordance
with 10 CFR 2.390. Additionally, being required to control the Imminent Threat
Procedures as Safeguards Information would decrease the ability of operations
personnel to implement these procedures in the timeframes required as more
time would be required to access the procedures if they are required to be
controlled as Safeguards Information.

The term "could reasonably be expected to have a significant adverse effect on
the health and safety of the public," used here and in other areas is unworkably
vague. What is ua significant adverse effect?" How is the conclusion of
usignificant adverse effect" reached?

It must be clear that the "Engineering and safety analyses" means only
engineering and safety analyses pertinent to physical security. Engineering and
safety analyses pertinent to plant safety are already accessible to the public and
do not qualify for being controlled as Safeguards Information. Control of
emergency planning procedures and scenarios as Safeguards Information would
also make it extremely difficult for licensees to coordinate emergency planning

8 of 10
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with local and state agencies. The proposed 73.22(b) does not appear to
include all local and state agency officials and employees one would expect to
need to know about licensee emergency planning procedures and scenarios.
Further, control of emergency planning procedures and scenarios as Safeguards
Information could jeopardize effective and safe operation of a plant. This
requirement could restrict access to a great deal of plant operational and
procedural information that needs to be readily available to a large portion of the
site plant staff.

The last sentence should be modified to end with "significantly increasing the
likelihood of radiological sabotage or theft or diversion of source, byproduct, or
special nuclear material," which is the phrase used in the definition of
"Safeguards Information" in the proposed Section 73.2.

The marking and control of what will surely be hundreds and perhaps thousands
of documents for each nuclear power plant licensee, not previously controlled as
Safeguards Information, will take a considerable length of time. An
implementation date for completion of this activity is required. A year from
publication of the final Rule in the Code of Federal Regulations appears
reasonable.

The proposed Rule should state that documents which are no longer current and
applicable do not require control as Safeguards Information.

The proposed Rule does not address information related to access authorization
as discussed in Section IlIl., Purpose of Rulemaking.

Sections 73.22(a)(2)(i) and 73.23(a)(2)(i)

These subsections should use the same phrase, "transportation security plan,"
rather than "transportation physical security plan" for consistency.

9 of 10
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Section 73.22(b)(1)(i)(B)

The term "comprehensive background check or other means as approved by the
Commission" is not clear. Requiring a background investigation has proven to
be challenging for transportation companies in that the time required for
background investigations to be completed has often prevented transportation
companies from even bidding on some jobs. The NRC should specify the "other
means" that would be acceptable for entities implementing a SGI-M program and
allow a reasonable time for implementation (e.g., a year from publication of the
final Rule).

Section 73.22(c)(1)

Add power reactor control room as a location in which Safeguards Information
need not be kept in a locked security storage container. Control rooms are
continuously manned and rapid access, if necessary, to pertinent Safeguards
Information material (e.g., controlled operating procedures) would be available.

Section 73.22(c)(2)

This subsection indicates security storage containers "may not identify the
contents." Many nuclear power plant licensees mark such containers (e.g.,
"SAFEGUARDS INFORMATION ONLY IN THIS CONTAINER)" to ensure that
the importance of those containers is clearly understood. These containers are
typically located in areas with no public access. This practice should be
acceptable to the NRC.

Section 73.22(d)(1)

Change "first page" to "first page or cover sheet" to allow licensees to continue
with current practice which meets the intent of the proposed Rule.

Section 73.22(d)(3)

Portion-marking of documents sent to the NRC is an unnecessary administrative
burden on licensees and should be eliminated as a requirement because
licensees control entire documents as Safeguards Information. There may be an
administrative benefit to the NRC that would be achieved by portion marking, but
the cost of this burden on licensees is expected to be substantial and has not
been considered in the NRC's regulatory analysis accompanying the proposed
Rule.

10 of 10
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Section 73.22(d)(4)

This subsection states that documents and other matter containing Safeguards
Information in the hands of contractors or agents of licensees that were
produced more than one year prior to the effective date of this amendment need
not be marked unless they were removed from storage containers for use.
There is no basis for requiring SGI documents produced in the last year prior to
the effective date of the Rule to conform to the marking requirements contained
in the Rules. The regulation should not require the conduct of an extensive
review of documents produced within the last year prior to the promulgation of
the final Rule. Again, this would impose a substantial burden on licensees that
has not been evaluated by the NRC.

Section 73.22(d)(5)

This subsection should be eliminated. It is redundant to, but different from,
Section 73.22(d)(1) that requires material to be marked "Safeguards Information"
at the top and bottom of each page.

Section 73.22(e)

This subsection should not prohibit the use of a copier, printer or scanner
connected to the closed network in the "stand alone" computer system allowed in
Section 73.22(g).

Section 73.22(f)(2)

This subsection should be rewritten to state: "Safeguards Information may be
transported by any commercial delivery or courier company that provides service
with tracking features; U.S. Postal Service, first class, registered express or
certified mail; or by any individual authorized access pursuant to these
requirements." The important attributes being "tracking features rather than
"computer tracking features" and "service" rather than "nationwide overnight
service." This allows licensees to continue to use current trusted local delivery
services. This comment also should be considered under Section XIII,
Regulatory Flexibility Analysis, because it concerns impact of the proposed Rule
on small entities (e.g., local delivery services rather than "nationwide overnight
services").

11 of 10
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Section 73.22(g)

This subsection does not contain a provision permitting transfer of encrypted
Safeguards Information over a computer network. It should be similar to the
proposed Section 73.23(g)(2).

Section 73.22(g)(2)

This subsection indicates that all data must be processed and saved on the
same removable storage media. It should provide that data can be copied onto
other storage media or hard copies made as long as the other media and hard
copies are appropriately controlled.

Section 73.22(h)

In the first sentence, the word "must" should be changed to umay." Licensees
should not be required to perpetually evaluate whether one or more documents
designated Safeguards Information can be decontrolled. To require otherwise
would impose a substantial administrative burden on licensees for which there is
no commensurate benefit.

Section 73.22(i)

The wording should be modified to specify pieces one half inch or smaller on a
side to provide important clarification of how small the pieces would be to
constitute destruction.

Section 73.23 Protection of safeguards Information - Modified Handling:
Specific Requirements

The subsections of Section 73.23, all refer to "Safeguards Information." This
term should be changed to "Safeguards Information - Modified Handling" for
clarity.

Section 73.23(a)(1)(iii)

Clarify identification of emergency power sources applicability only to alarm
systems power sources.

Section 73.23(a)(1)(vii)

Revise this section to agree with the wording in 73.22 (a)(1)(ix).

12 of 10
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Section 73.23(a)(1)(viii)

Delete 73.23 (a)(1 )(viii). It is redundant with other 73.23(a)(1) subsections.

Section 73.23(a)(1)(ix)

Replace the phrase "safeguards or security emergencies" with "security
contingency events," which is used more consistently.

Section 73.23(a)(1)(x)

Modify the last sentence to end with: "significantly increasing the likelihood of
radiological sabotage or theft or diversion of source, byproduct, or special
nuclear material," which is the phrase used in the definition of "Safeguards
Information" in the proposed Section 73.2.

Section 73.23(a)(2)(i)

Delete the word "physical" so that the term consistently used is 'transportation
security plan."

Section 73.23(b)(1)(i)

An implementation date for completion of the "comprehensive background check
or other means as approved by the Commission" is required for licensees who
do not currently have Safeguards Information programs. A year from publication
of the final Rule in the Code of Federal Regulations appears reasonable.

The term "comprehensive background check or other means as approved by the
Commission" is not defined and is not clear. This is especially an issue for
licensees who do not currently have Safeguards Information programs.

Section 73.23(d)(3)

Portion-marking of documents sent to the NRC is an unnecessary administrative
burden on licensees and should be eliminated as a requirement because
licensees control entire documents as Safeguards Information. There may be an
administrative benefit to the NRC that would be achieved by portion marking, but
the cost of this burden on licensees is expected to be substantial and has not
been considered in the NRC's regulatory analysis accompanying the proposed
Rule.
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Section 73.23(e)

This subsection should not prohibit the use of a copier, printer or scanner
connected to the "computer system, provided that the system is assigned to the
licensee's or contractor's facility" as allowed in 73.23(g).

Section 73.23(g)(1)

The stand-alone computer or computer system described in the proposed
73.22(g)(1) should also be an option, not a requirement, in 73.23(g).

14 of 10
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From: "WALTERS, Doug <djw~nei.org>
To: <SECY~nrc.gov>
Date: Mon, Mar 28, 2005 6:04 PM
Subject: RIN: 3150-AH57, Comments on Proposed Rule OProtection of Safeguardsinformationn

Enclosed please find NEI comments on the subject proposed rulemaking.

Doug Walters

This electronic message transmission contains Information from the Nuclear Energy Institute, Inc. The
Information is intended solely for the use of the addressee and its use by any other person is not
authorized. If you are not the intended recipient, you have received this communication in error, and any
review, use, disclosure, copying or distribution of the contents of this communication Is strictly prohibited.
If you have received this electronic transmission in error, please notify the sender immediately by
telephone or by electronic mail and permanently delete the original message.
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