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Subject: Comments on Draft Regulatory Guide DG-1130, (Proposed Revision 2 to
Regulatory Guide 1.152), Criteria for Use of Computers in Safety Systems of
Nuclear Power Plants

Dear Sir or Madam:

The following comments on the draft regulatory guide DG-1130 are submitted by the
IEEE Nuclear Power Engineering Committee (NPEC).

History and Background . .
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Regulatory Guide 1.152 was prevxous]y 1ssued by the NRC asan endorsement of IEEE

Std. 7-4.3.2-1993. With the release’ of the updated TEEE 'Std. 7-4.3.2-2003, the NRC

has issued DG-1130 to deﬁne the NRC endorsement of the updated standard. +A large

portion of DG-1130 is devoted to deﬁmng addmonal dlgltal safety system secunty
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The topic of safety system software security was recognized within the introduction of
IEEE Std. 7-4.3.2-2003 as a needed addition. At that time it was intended that this topic
would be addressed in a future revision of IEEE Std. 7-4.3.2. However, given the scope
of this topic it may be more appropriate for a separate standard.

The overall scope of *“system safety and security™ encompasses more than digital safety
systems. As more computer based control systems are implemented, the issue of system
safety and security must address the non-safety computer systems in addition to the
safety systems. For example, security vulnerabilities in computer based control systems
could lead to initiating events that would challenge the safety systems. This content
would be outside the scope of 7-4.3.2-2003 and should be addressed by another
standard, which would then be endorsed by another Regulatory Guide.

General Security Related Comments Regarding Draft Reg. Guide DG-1130
The material as presented in DG-1130 is based solely upon a life-cycle approach which

is overly restrictive. Other approaches, including risk-based, are available and should
be permitted to address safety system security.
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The additional security requirements imposed by DG-1130 are very general and do not provide
guidance appropriate for a standard. From the general context of these requirements, it is not
clear what should be performed, at a minimum, to ensure security, or what types of threats/attacks
require protection. For example, section 2.4.2 states “... There should be provisions against the
incorporation of hidden functions in the application development software or the system software
that could support potential unauthorized access.”

While the topic of security applies to both hardware and software, the content of the draft guide
focuses mainly on software. Security attributes for hardware need to be addressed as well as
providing adequate consideration for Commercial Off The Self (COTS) based alternatives. The
consideration of hardware aspects would include physical access control, modems, connectivity
to external networks, data-links, open ports, etc.

Additionally, several sections of the DG refer to the use of testing for assurance that security
requirements are met (see section 2.5.2 for example). In general, testing cannot be used to check
for viruses, worms, Trojan horses, bomb codes, or back door codes. Scanning for known viruses
and worms is possible, for a specific operating system environment. Reviews and design
control/configuration management methods must be applied to prevent bomb codes and back
door codes.

Recommended Wording Changes to DG-1130

Safety software security is currently addressed in BTP-14, the Standard Review Plan and IEEE
Std. 1012-1998 as endorsed by Reg. Guide 1.168. Given the overall scope of the Information
Security topic, it 1s recommended that Section C, paragraphs 2.1 through 2.9 be removed. The
appropriate structure to address Information Security will be examined by NPEC as part of the
scope of a new IEEE Project Authorization Request (PAR). Other mdustry guldance that will be -
con51dered as part of this effort w1ll mclude ISO/IEC 17799 o

Section 2 should bc revised to eliminate specific references to the lee-cycle model. Section2
should only provide general reference to the need for safety system security, specifically related
to the scope of 7-4.3.2, and list the types of items that need to be considered. The following is
suggested wording:

The development process for Digital safety system sofiware should address potential
security vulnerabilitics. Topics that should be reviewed and addressed include:

- unauthorized 3"-party access

- unauthorized configuration management library access
- viruses

- worms

- Trojan horses

- bomb codes

- back door codes

Existing QA practices should include appropriate reviews to determine the effectiveness
of the digital safety system security program.
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Specific Non-Security Related Comments Regarding Draft Reg. Guide DG-1130

The 5" paragraph in section B (page 3) states “... Annex C to this standard provides useful
information on providing confidence that an existing commercial computer is of sufficiently high
quality and reliability to be used in a safety system.” On page 4 of section B, item (c) states
“Annex C is not endorsed by the NRC because it provides inadequate guidance.” These two
statements seem to conflict with one another.

Addressing the Broader Topic of Information Security Management

The entire topic of digital safety system security should be addressed within the broader context
of Information Security Management and not via an add-on to an existing Regulatory Guide.
This subject is sufficiently important and complex to merit more considered guidance.

In the final analysis, effective Information Security Management should, at a minimum, address
the following topics:

- Pre-Development; including concept and RFP
- Development Activities; including development model, e.g. Life-Cycle
- Post Development; Acceptance, QA, Operations
- Threat Assessments; unauthorized access, disclosure, destruction
- Security Policies
"= Personnel Involvement; including developers, contractors, service prowders, IT staff

" Y= Incident Reporting -

= Component Protection; soﬁware, hardwarc COTS, operatmg envuonment
-:_'a- Security Procedures; access contro] contingency plans .

It is anticipated that IEEE/NPEC, through the PAR process, will begm work to devclop an overall
stnicture to support a standard that addresses the above topics. During this process, further

" inlteractions with interested parties within the nuclear community will be conducted to collect and

review material for future standards. The draft standard will be submitted for review and
comment prior to release.

Very truly yours,

>

John J. Disosway
Chairman
Nuclear Power Engineering Committee

J. S. Malcolm, NPEC Vice Chairman

J. D. MacDonald, NPEC Secretary

P. L. Yanosy, Subcommittee 6 Chairman

C. J. Roslund, Working Group 6.4 Chairman
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