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by implementing stringent standards of security and accounting in its disposition
K) programs, the United States might be able to develop and demonstrate improved

procedures and technologies for protection and safeguarding of plutonium, which
might be applied in other states as well, reducing proliferation risks.

Thus, both technical and policy factors must be carefully considered under
each alternative in making an overall nonproliferation and arms reduction
assessment of the alternatives for storage and disposition of excess weapons-
usable materials.

Criteria for Storage of Weapons-Usable Fissile Materials

The nonproliferation and arms reduction implications of storage alternatives
are less complex than those for plutonium disposition, because the primary
choices under consideration with respect to storage of weapons-usable fissile
materials relate simply to the specific sites where the material will be stored.
These criteria refer only to interim storage of the excess material; continuing
storage indefinitely (the no-action alternative for plutonium disposition) must be
considered as one of the disposition alternatives, using the criteria for disposition
alternatives described below.

Technical Factors

The principal technical factor involved in storage decisions is the ability to
continue to provide highly effective safeguards and security, to continue to ensure
that no nuclear material could be stolen. All facilities under consideration will
have safeguards and security specified by DOE orders for facilities handling
nuclear weapons or separated plutonium and highly-enriched uranium. All
systems meeting these requirements are expected to be highly effective. However,
the amount of transportation required for particular alternatives, or the ability in
some alternatives to build new, specially-designed security systems that may have
higher levels of effectiveness are factors to be considered.

Policy Factors

There are two main policy factors related to storage of fissile materials. The
first is the degree to which each storage alternative could support bilateral or
international monitoring, while protecting classified information. The second
consideration is the impact, if any, of each alternative on storage of weapons-
usable fissile materials in Russia and other nuclear weapon states or advanced
nuclear industrial states, and on the arms reduction and nonproliferation regimes.
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Criteria for Plutonium Disposition

Technical Factors

Each of the stages of plutonium disposition poses nonproliferation and arms
reduction risks. The risks associated with each stage of the disposition process --
and "standards" for.measures to mitigate these risks -- were summarized by the
NAS Committee on International Security and Arms Control in its 1994 report:

Risks of Storage: Prolonged storage of excess weapons plutonium
would mean a continuing risk of breakout, as well as of theft from the
storage site. In addition, extended storage of large quantities of excess
fissile, materials, particularly in the form of weapons components, could
undeirmine the arms reduction and nonproliferation regimes. Thus, long-
term disposition alternatives should minimize the time during which
plutonium is stored in accessible forms. The timing for each long-term
disposition alternative is dependent on three factors: its technical
readiness or uncertainty, the speed with which public and institutional
approval could be gained, and the time required to implement itb once
developed and approved.

* Risks of Handling: Nearly all disposition alternatives other than
indefinite storage require processing and usually transportation of
plutonium in ways that could increase access to the material and
complicate accounting for it, thus increasing the potential for diversion
and theft. In order to ensure that the overall process reduces net security
risks, an agreed and stringent standard of security, safeguards, and
accounting must be maintained throughout the disposition process,
approximating as closely as practicable the security and accounting
applied to intact nuclear weapons. The committee calls this the "stored
weapons standard.".....

Risks of Recovery: A third key security criterion for judging
disposition alternatives is the'risk of recovery of the plutonium after
disposition. The committee believes that alternatives for the long-term
disposition of weapons plutonium should seek to meet a "spent fuel
standard"-that is, to make this plutonium roughly as inaccessible for
weapons use as the much larger and growing quantity of plutonium that
exists in spent fuel from commercial reactors. Alternatives that left the
plutonium more accessible than this existing stock would mean that this
material would continue to pose a unique safeguards problem indefinitely.
Conversely, as long as civilian plutonium exists and continues to
accumulate, alternatives that went further than the spent fuel standard and
sought to eliminate the excess weapons plutonium entirely would provide
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amount of material needed for a bomb require less security than stores containing
enough material for many bombs.

For these reasons, DOE has developed a "graded safeguards system" applying
different levels of security and control to different types and amounts of nuclear
material. Each type of material is graded on the basis of its "attractiveness" to a
potential proliferator -- that is, how easily it could be used to make a nuclear
bomb. Table 3-1 shows the different levels in DOE's graded safeguards system.

i

i
i
i

ISafeguards Category (I - Greatest Concern)
Versus Quantity of Contained Material (kg)

Type of Material Attractiveness Pt orU.23

I x 11 IV I i in Iv

Weapons' A Any quantity is Category I

Pure productb B >2 .4-2 .2 <2 >5 1-5 .4-1 <4

High-grade materials' C >6 246 .4-2 <.4 >20 6-20 2-6 <2

Low grade materials D NA >16 3-16 <3 NA >50 8-50 <8

All other materials, E any repoetabte quantity Is Category tV any reporabte quanity Is Category IV

NOTE: Reportable quantities are Ig of Pu-239 to P*F242 and enerchedttaniun. .tS of Pu-238. NA - not applicable
a. Assembled weapons and test deviers.
b. Pits, major components. bullons. Ingots recastable metals, directly convertible materials.
e. Carbides. oxides. solutions of>25 L. nituates. etc. LOeC elements and assemblies. alloys and mixtures.

UFPor UF, at 50% or more earkItmesi.
d. Solutions of 1-25g/L process residues. requiting extensive processing. moderately irradiated material.

Pt-238 (euept In waste). UF 4 or lW4 s 20-0% enrichment.
e. Highly Iadiated forms. solutions of slg/L, uranium in any form or quantity containing greater than 20% UV235.

DOE's Graded Safeguards System
Table 3-1

Because getting hold of the fissile material needed for a nuclear bomb is the
key step toward actually being able to make. a bomb, the 1994 NAS committee
report recommended that to the extent possible, security and accounting for
separated plutonium and HEU should meet the same high standards applied to
protecting and keeping track of nuclear weapons themselves -- a concept the NAS
called the "Stored Weapons Standard." DOE's Materials Disposition program has
adopted this recommendation. In other words, the most attractive types of
material in the graded safeguards system material that could be used directly in
nuclear weapons or could be readily converted for such use -- will, to the extent
practicable, be protected and accounted for just as well as nuclear weapons
themselves are. For example, the Materials Disposition Program intends to
transport excess weapons plutonium and fresh nuclear fuel containing excess
weapons plutonium in the same Safe, Secure Transports (SSTs) used to transport
nuclear weapons.

Processing and transport of nuclear material, however, inevitably involves
greater near-term risks than storage in a high-security, continuously monitored

*1
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vault. The NAS committee recognized this, and described the Stored Weapons
Standard as a goal to be approached as closely as practicable, not a standard that
must always be continuously achieved. The proliferation vulnerability Red Team
has concluded that every one of the alternatives for plutonium disposition
alternatives must pass through some steps that do not meet the Stored Weapons
Standard, and cannot be made to do so with any feasible application of resources.
In other words, there will be some short-term increase in proliferation risk
resulting from disposition activities in return for the large long-term reduction
in risk once disposition is complete. With appropriate application of safeguards
and security resources, however, this short-term increase in risk can be reduced to
a low level, so that disposition programs overall clearly reduce rather than
increase net proliferation risk.

Box 3-1

Reactor-Grade and Weapons-Grade
Plutonium in Nuclear Explosives

Virtually any combination of plutonium isotopes-the different forms of an
element having different numbers of neutrons in their nuclei-can be used to make a
nuclear weapon. Not all combinations, however, are equally convenient or efficient.

The most common isotope, Pu-239, is produced when the most common isotope
of uranium, U-238, absorbs a neutron and then quickly decays to plutonium. It is this
plutonium isotope that is most useful in making nuclear weapons, and it is produced in
varying quantities in virtually all operating nuclear reactors. As fuel in a reactor is
exposed to longer and longer periods of neutron irradiation, higher isotopes of plutonium
build up as some of the plutonium absorbs additional neutrons; creating Pu-240, Pu-241,
and so on. Pu-238 also builds up from a chain of neutron absorptions and radioactive
decays starting from U-235.

These other isotopes create some difficulties for design and fabrication of nuclear
weapons. First and most important, Pu-240 has a high rate of spontaneous fission,
meaning that the plutonium in the device will continually produce many background
neutrons, which have jhe potential to reduce weapon yield by starting the chain reaction
prematurely. Second, the isotope Pu-238 decays relatively rapidly, thereby significantly
increasing the rate of heat generation in the material. Third, the isotope Americium-241
(which results from the .14-year half-life decay of Pu-241 and hence builds up in reactor-
grade plutonium over time) emits highly penetrating gamma rays, increasing the
radioactive exposure of any personnel handling the material.

Because of the preference for relatively pure Pu-239 for weapons purposes, when
a reactor is used specifically for creating weapons plutonium, the fuel rods are removed
and the plutonium is separated from them after relatively brief irradiation (at low
"burnup"). The resulting "weapons-grade" plutonium is typically about 93 percent Pu-

: ]) 239. Such brief irradiation is quite inefficient for power production, so in power reactors
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the fuel is left in the reactor much longer, resulting in a mix that includes more of the
higher isotopes of plutonium. In the United States, plutonium containing between 80 and
93 percent Pu-239 is referred to as "fuel-grade" plutonium, while plutonium with less
than 80 percent Pu-239 -- typical of plutonium in the spent fuel of light-water and
CANDU reactors at normal irradiation -- is referred to as "reactor-grade" plutonium.

All of these grades of plutonium can be used to make nuclear weapons. The only
isotopic mix of plutonium which cannot realistically be used for nuclear weapons is
nearly pure Pu-238, which generates so much heat that the weapon would not be stable. X

(Intemational rules require equal levels of safeguards for all grades of plutonium except
plutonium containing more than 80% Pu-238, which need not be safeguarded.)

Designing and building an effective nuclear weapon using reactor-grade
plutonium is less convenient than using weapon-grade plutonium, for several reasons. i

Some nuclear weapons are typically designed so that a pulse of neutrons will start the
nuclear chain reaction at the optimum moment for maximum yield; background neutrons
from Pu-240 can set off the reaction prematurely, and with reactor-grade plutonium the
probability of such "pre-initiation" is large. Pre-initiation can substantially reduce the
explosive yield, .since the weapon may blow itself apart and thereby cut short the chain
reaction that releases the energy. Nevertheless, even if pre-initiation occurs at the worst
possible moment (when the material first becomes compressed enough to sustain a chain
reaction), the explosive yield of even a relatively simple first-generation nuclear device
would be of the order of one or a few kilotons. While this yield is referred to as the
"fizzle yield," a 1-kiloton bomb would still have a radius of destruction roughly one-third
that of the Hiroshima weapon, making it a potentially fearsome explosive. Regardless of
how high the concentration of troublesome isotopes is, the yield would not be less.

Dealing with the second problem with reactor-grade plutonium, the heat generated
by Pu-238 and Pu-240, requires careful management of the heat in the device. There are
well developed means for addressing these problems and they are not considered a
significant hurdle to the production of nuclear weapons, even for developing states or
sub-national groups. Th6 radiation from Americium-241 means that more shielding and
greater precautions to protect personnel might be necessary when building and handling
nuclear explosives made from reactor-grade plutonium. But these difficulties are not
prohibitive. While reactor-grade plutonium has a slightly larger critical mass than
weapon-grade plutonium (meaning that somewhat more material would be needed for a
bomb), this would not be a major impediment for design of either crude or sophisticated I
nuclear weapons. -

The degree to which these obstacles can be overcome depends on the
sophistication of the state or group attempting to produce a nuclear weapon. At the
lowest level of sophistication, a potential proliferating state or subnational group using
designs and technologies no more sophisticated than those used in first-generation nuclear.
weapons could build a nuclear weapon from reactor-grade plutonium-that would have an
assured, reliable yield of one or a few kilotons (and a probable yield significantly higher
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* than that). At the other end of the spectrum, advanced nuclear weapon states such as the

United States and Russia, using modem designs, could produce weapons from reactor-
'3 grade plutonium having reliable explosive yields, weight, and other characteristics

* generally comparable to those of weapons made from weapons-grade plutonium. The
* greater radioactivity would mean increased radiation doses to workers fabricating such

weapons, and military personnel spending long periods of time in close proximity to

them, and the greater heat and radiation generated from reactor-grade plutonium might
result in a need to replace certain weapon components more frequently. Proliferating

states using designs of intermediate sophistication could produce weapons with assured
yields substantially higher than the kiloton-range possible with a simple, first-generation
nuclear device.6

Every state which has built nuclear weapons from plutonium to date has chosen to
produce weapons-grade plutonium for that purpose. States have been willing to make

. large investments in some cases to acquire weapon-grade rather than reactor-grade
plutonium: the United States, for example, in the 1980s, considered spending billions of
C t dollars on the Special Isotope Separation facility to enrich reactor-grade plutonium to
weapon-grade. The disadvantage of reactor-grade plutonium is not so much in the
effectiveness of the nuclear weapons that can be made from it as in the increased
complexity in designing, fabricating, and handling them. The possibility that either a

{ an . state or a sub-national group would-choose to use reactor-grade plutonium, should
i '' sufficient stocks of weapon-grade plutonium not be readily available, cannot be

discounted.

In short, reactor-grade plutonium is weapons-usable, whether by unsophisticated
proliferators or by advanced nuclearweapon states. Theft of separated plutonium,
whether weapons-grade or reactor-grade, would pose a grave security risk.

6See W. 0. Sutcliffe and T.J. Trapp, eds.. Extraction and Utility of Reactor-Grade Plutonium for Weapons. Lawrence
Livermore National Laboratory. UCRL-LR-1 15542. 1994 (SIRD). f***-tpdia-re~ee~e~ Wtae~tuay-eiafie ou!-in 199514

The Pu-240 content even in weapons-grade plutonium is sufficiently large that very rapid assembly is
necessary to prevent pre-initiation. Hence the simplest type of nuclear explosive, a "gun type," in which the
optimum critical configuration is assembled more slowly than in an "implosion type" device, cannot be
made with plutonium, but only with highly enriched uranium, in which spontaneous fission is rare. This
makes HiEU an even more'attractive material than plutonium for potential proliferators with limited access0 to sophisticated technology. Either material can be used in an implosion device.
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| Making Nuclear Material Unattractive: The Spent Fuel Standard

The fundamental purpose of disposition of excess fissile materials is to help
ensure that these materials will never again be returned to weapons, by
transforming them in ways that would make it difficult and costly to retrieve them
for use in weapons. It is important to understand, however, that in every one of
the disposition alternatives under consideration, it would still be possible to
recover nuclear materials which could be used to make nuclear bombs: disposition
would only increase the difficulty, cost, and observability of taking such a step,
not preclude it entirely.

A key question here is "how much is enough?" How inaccessible and
unattractive for weapons use must the plutonium be, before disposition can be
said to have met its goals? To answer this question, the NAS committee pointed

-out that there is a large quantity of other plutonium in the world, most of which
-currently exists in highly radioactive spent fuel from commercial nuclear power

-reactors. (All currently operating commercial power reactors produce plutonium
in their spent fuel as an inevitable byproduct of their operation. Approximately
800 tons of plutonium exists in spent fuel today, much more than the amount in
military stockpiles.) Thus, if weapons plutonium were transformed so as to make
it as inaccessible and unattractive for use in nuclear weapons as plutonium in
spent fuel, it would become only one part of a much larger stockpile that the
international community must deal with in any case, and would no longer add
significantly to global nuclear weapons risks or present a significantly more
attractive target for diversion . Thus, the NAS recommended that the national
objective should be to make the excess weapons plutonium "roughly as
inaccessible for weapons use as the much larger and growing quantity of
plutonium that exists in spent fuel from commercial reactors." They called this
concept the Spent Fuel Standard. The DOE Materials Disposition program has
also adopted this recommendation, with the clarification that the disposition
alternatives should make the plutonium as -unattractive and as inaccessible for
retrieval and weapons use as the residual plutonium in spent fuel from commercial
reactors.

The inaccessibility and unattractiveness of plutonium in spent fuel arises from
several factors. (See "The Spent Fuel Standard: How Accessible Is Plutonium in
Spent Fuel?" p. 48.) The plutonium is chemically diluted with other elements in
the spent fuel, meaning that the spent fuel has to be chemically processed to
separate the plutonium (known as "reprocessing.") The spent fuel is intensely
radioactive, though this radioactivity declines over time (after about a decade of
cooling, the remaining radioactivity declines by half every 30 years). As a result,
the chemical processing must be done remotely in special facilities equipped with
shielding to protect the workers from the radiation. In the case of light-water
reactors, the most common type, the fuel is in massive fuel assemblies requiring
special handling equipment to move. Finally, commercial spent fuel contains
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more of the isotopes of plutonium that are less desirable for weapons purposes
than does weapons-grade plutonium, somewhat complicating the construction of

1- nuclear explosives from this material. Nuclear weapons can be made from either
reactor or weapons-grade plutonium, however.

r The Spent Fuel Standard does not mean that weapons plutonium must literally
be transformed into spent fuel. Nor is it necessary that the final product of a
disposition alternative have all of the characteristics of spent fuel just described
for the alternative to meet the objective. Rather, the idea behind the Spent Fuel
Standard is to create a variety of barriers to recovery and weapons use of the
weapons plutonium which, between them, would make it roughly as inaccessible
and unattractive as the plutonium in spent fuel. The Spent Fuel Standard is a
broad target area, not a single point on some imaginary graph of proliferation
resistance. The NAS committee study, for example, concluded that plutonium
vitrified with highly radioactive fission products, or plutonium buried in miles-
deep boreholes, would be as inaccessible for use in weapons as plutonium in spent
fuel, and thus would meet the Spent Fuel Standard.

The logic of the spent fuel standard is clear. If plutonium disposition
alternatives succeed in making it as difficult to recover the excess weapons
plutonium and make bombs from it as it would be to recover and make bombs
from the plutonium that already exists in spent fuel, then the excess weapons
-plutonium will become only one small part of a larger issue that must be managed
in any case, and will no longer pose any unique security threat. Alternatives that
left the weapons plutonium more accessible than this standard would mean that
this material would continue to pose a unique risk of theft or remilitarization
indefinitely. Conversely, spending additional time and resources making excess
weapons plutonium even more inaccessible and unattractive for weapons use than
plutonium in spent fuel would have little security benefit, because in that case
those who might seek to acquire nuclear weapons would still have the potential
possibility of recovering plutonium from commercial spent fuel.

Types of Threats

The potential threats considered in this assessment include illicit removal, either
overtly or covertly, of plutonium-bearing material for use in nuclear weapons by
either unauthorized parties or by the host nation. It is critical to differentiate
between unauthorized and host-nation threats, and covert and overt means,
because these possibilities raise very different security issues and require very
different measures to address them.

Host State Diversion or Recovery. One possibility is that the host state where
the disposition activities were underway -- the United States or Russia, in the case
of most disposition alternatives -- might attempt to divert nuclear materials during
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), the various processes of storage and disposition, or recover them after disposition
was complete, for use in nuclear weapons.

Given the new reality of ongoing nuclear arms reductions, neither the United
States nor Russia is likely to seek to re-use any of their excess material to re-build
their nuclear arsenals in the near term. In the Clinton-Yeltsin summit statement of
May 1995, the United States and Russia publicly committed themselves never to
use material declared excess in nuclear weapons. During the course of storage
and disposition, it is likely that additional political and legal commitments to this
effect will be made. Thus, a decision to re-use this material in weapons would
mean repudiating a range of commitments, and would only be conceivable in the
context of a radically changed international security environment that seemed to
require the reconstruction of Cold War nuclear arsenals.

An obvious question that arises in considering plutonium disposition is; why
should the United States spend a great deal of money to make it difficult for itself
to get its own plutonium back, should it choose to do so in the future? The short
answer is that the United States needs to do so if it is to expect Russia to take
comparable steps, and to build international confidence that our commitment
never again to use these materials in weapons is not likely to be reversed. The goal
of making it difficult for the host nation to reuse plutonium for weapons once it
-has been declared surplus and entered into the disposition process is fundamental
to two of the objectives identified by the NAS committee report: (1) minimizing
the risk that the materials could be reintroduced into the arsenals from which they
came, thereby halting or reversing the arms reduction process, and (2)
strengthening the national and international control mechanisms and incentives
designed to ensure continued arms reductions and prevent the spread of nuclear
weapons.

Thus, despite the low probability of any effort by the United States or Russia
to divert material during processing, or to recover it after disposition was
complete, it is critical that U.S. disposition programs demonstrate to Russia and
the international community that any significant diversion would be readily
detected, and that any significant recovery of the material would be observable,
costly, and time-consuming -- in particular, that they result in an end state that
meets the Spent Fuel Standard. Both the United States and Russia have
sophisticated nuclear complexes, and would be able to recover plutonium from
any of the disposition forms under consideration, should they choose to do so, but
disposition could increase the detectability, cost, and delay involved in such an
effort, and thereby decrease the probability of a decision to undertake it.

The United States and Russia are nuclear weapon states that already possess
thousands of nuclear weapons, and will continue to possess substantial nuclear
arsenals for some time to come. Therefore, diversion or recovery of a few
kilograms of material by either of these countries would not be strategically

42



* significant. Thus, while LEA safeguards applied under the U.S. and Russian
voluntary offer agreements are traditionally designed with the same detection goal

~. S-~ Jas safeguards applied in non-nuclear-weapon states (that is, detecting removal of
as little as eight kilograms of plutonium, one "significant quantity" in IAEA
parlance), that goal is more than would really be required to provide assurance
that neither the United States nor Russia were removing strategically significant
quantities of material from the process.

'In alternatives in which non-nuclear-weapon states such as Canada or Belgium
would serve as the host state for part of the disposition operations, the issues
would be substantially different. Since neither of these countries are weapon

* states, diversion of even.a single significant quantity would be enough for a bomb;
- in addition, in these states, IAEA safeguards are mandatory, rather than voluntary.
Both of these states have excellent nonproliferation credentials.

, In short, for operations in the United States or Russia, tons of material would
have to be diverted or recovered to be strategically significant, and international

monitoring could easily detect any diversions or recovery on such a scale.
(Indeed, to assure the full credibility of these safeguards and minimize
discrimination, it is likely that, as in the case of the current voluntary offer
agreement, the detection goal the IAEA will aim for, whether it is achieved or not,
will be one significant quantity of plutonium, or eight kilograms.) Thus, covert
diversion and recovery can be effectively ruled out as a possibility if effective
international monitoring is' applied to the process.

Theft by Unauthorized-Parties. Another possibility is that material might be
stolen by unauthorized parties . either in process, or after disposition was
complete. Subnational criminal or terrorist groups, for example, might launch an
overt armed attack on a processing facility .or a material shipment in an effort to
steal plutonium. Altematively, insiders at a processing facility might attempt to

I: covertly steal plutonium -and smuggle it out of the facility. A theft of plutonium
A *~*could lead to a subnational group attempting to make a crude nuclear weapon, or

the thieves could provide the material to a proliferating state, which might use it
to produce more sophisticated nuclear weapons. Subnational groups could range
from lone individuals (who are highly unlikely to be able to gain access to

Z~J0. plutonium in the United States or to do very much with it if they did) to large and
sophisticated groups with many members, substantial financing, and significant
technical expertise.

Unlike the host state case, theft of even a tiny fraction of the total amount of
excess weapons plutonium could pose a major security threat. Four kilograms of
plutonium -- less than one part in ten thousand of the total excess stock -- is
theoretically enough to make a nuclear weapon. As recent confirmed seizures of
stolen weapons-usable nuclear material in Europe and the former Soviet Union

p .
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make clear, the threat of proliferation resulting from theft of nuclear materials is
very real.

Barriers to Using Excess Material In Nuclear Weapons

A variety of measures can help limit the chance that either the host state or an.
unauthorized party would ,use excess material in weapons, imposing different
barriers which must be overcome. How large these barriers are - how much
overall proliferation resistance or diversion resistance a system offers -- is not
measurable, and therefore ;no effort at quantitative estimation is made in this
assessment.

The Proliferation Vulnerability Red Team developed a useful framework for
describing the different types of barriers that would face any effort to use excess
materials in nuclear weapons. This framework focuses on questions such as: how
accessible is the material? :How observable would any effort to remove it and .
recover it be? What utility, would the material have for making a bomb if it was
acquired? What types of measures affect the accessibility, observability, and
utility? (These measures. include physical protection, material control and
accounting (including. both domestic and international monitoring), the J
environment in which the material is located, and the form of the material itself.) 4
Finally, how much do the barriers rely on institutional measures (such as monitors
and guards), and how much do they rely on the intrinsic properties of the material
itself or its inaccessiblelocation?

Figure 3-1 provides. a. graphical depiction of this framework, showing the
general classes of barriers (accessibility, observability, utility) across the top, and *.

the measures that could be used to create these barriers (physical protection,
material control and accounting, the environment in which the material exists, and
the' form of the material itself) down the left. As the figure shows, physical
protection, material control and accounting, and the environment have no impact
on the utility of the material once it was acquired; that is affected only by the form
of the material. Similarly, material control and accounting does not in itself limit
the accessibility of the material in the absence of physical protection -- it only
contributes to the observability of any effort to get to it for use in weapons.
(Material control measures could frequently provide an alarm that would allow
physical protection forces to respond however; ideally, all of these measures are
integrated in a complete system.) ,P

a..
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Figure 3-1 Proliferation Resistance Framework

In the Red Team's framework, accessibility barriers make it difficult to access
and remove plutonium-bearing material from within a disposition process. Armed
guards, secure vaults, an environment such as buried in a deep borehole, and
highly radioactive materials could all contribute to accessibility barriers.
Observability barriers make it difficult to access and remove material without
being detected and recognized, and hence increase the likelihood of recapture and
recovery of the material. All of the categories of measures on the left-hand side of
the chart :could potentially contribute to observability. The utility category refers
to the usefulness of the material for making nuclear weapons once it is acquired:
how difficult would it be to recover the plutonium from the material, and to make
weapons: of the type desired from the plutonium recovered. In general; only the
form of the material itself affects utility. The relative significance of each of these
types of barriers depends in large part upon the type of threat scenario under
consideration.

Categories of Contributing Measures and Features. A wide range of diverse
'features and measures associated with the plutonium disposition processes
*contribute to the various components of proliferation resistance. These have been
grouped into the four broad categories represented by the rows in the figure above:
physical protection, MC&A, environment, and material form.

The "physical protection" category includes measures implemented by the host
state to deter, detect, delay, and deny any attempt by unauthorized parties to
remove material. They contribute to the accessibility and observability barriers.
Physical protection measures are provided by and under the direct control of the
host nation, and therefore have no bearing upon considerations of host diversion.
International safeguards have no protective role in limiting access to the material.

The "MC&A" category includes the domestic material control and accounting
measures which, along with physical protection measures, constitute domestic
safeguards. Both DOE and NRC regulations call for graded domestic safeguards
based upon material attractiveness (quantity and form), with the most stringent
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requirements applied to materials of greatest strategic value. The MC&A X

category also includes the material accountancy and complementary containment
and surveillance measures which constitute international safeguards. The
international safeguards provide a means for the international community to verify
the host's system of accounting for plutonium-bearing material, and thus a means
of detecting illicit diversion by the host nation. This category of measures ,4
contributes only to the observability barriers.

The "environment" category represents a diverse set of features inherently
associated with the conditions under which the material is located within a
particular stage of the disposition process. These features contribute most directly i C
and strongly to the accessibility component of proliferation resistance, in terms of
its exposure to opportunities for illicit removal. For example, the exposure of
material stored in sealed containers within a continuously monitored vault which
is infrequently accessed is inherently less than material being handled by i A
technicians within a processing facility. Some features within the "environment" r
category can also contribute to the observability barrier. For example, material
sealed within an underground repository is not only inherently difficult to reach,
but the access operations may require the use of heavy equipment over long
periods of time, making them difficult to conceal. All of the features in this
category are relevant to the proliferation, resistance against threats from
unauthorized parties. Some features, such as geologic depth, can also provide
significant resistance against host diversion.

The final category of features which influence proliferation resistance is material
form. These are intrinsic properties associated with the plutonium-bearing
material. The properties of primary relevance include plutonium dilution, size "0'

and mass, chemical form, and the presence and intensity of. an ionizing radiation i

barrier. Collectively, these can contribute to all of the barriers. Plutonium in the
form of pits or cans' of concentrated plutonium oxide contribute essentially i
nothing to proliferation resistance. These are significant quantities of plutonium n
in packages that are relatively easy to carry and conceal, and which require
minimal processing to be usable for weapons. In the immobilization and reactor
disposition alternatives, the material form properties listed above are all altered
for the effect of significantly increasing their contribution to proliferation
resistance.

Institutional vs. Intrinsic Contributions. It is also important to consider the .4,

relative reliance upon institutional versus intrinsic contributions to proliferation :
resistance. Institutional measures are those contributors to proliferation resistance
that require the effective performance of people and institutions, including
physical protection, MC&A, and part of the environment category. Intrinsic
features of a disposition process are those that still contribute to proliferation
resistance if the performance of people is removed from consideration. The
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material form and much of the environment category are intrinsic contributors to
proliferation resistance.

The excess plutonium entering the disposition processes is in a condition which
01 relies primarily upon institutional measures for proliferation resistance against

threats from unauthorized parties. However, these provide essentially no barriers
to the ability of the host to rapidly reuse this material in nuclear weapons. All of
the plutonium disposition processes result in end states for which intrinsic
properties contribute significantly to proliferation resistance, and for which there
is less reliance upon institutional measures.

f Examiple: Stored Pits at Pantex. Nuclear weapons and plutonium pits in storage
at Pantex are afforded a very high level of security, representing the Stored

t Weapons Standard. Figure 3-2 depicts some of the components contributing to
proliferation resistance for such conditions. High proliferation resistance against
threats by unauthorized parties is provided primarily by institutional measures,

8 such as the strict access controls and real-time monitoring associated with the
multi-tiered, high security posture. Storage of plutonium in pit form provides no
barrier to reassembly into weapons by the host nation; currently, no international

* monitoring is in place at Pantex, so even an observability barrier is not necessarily
present (though should the United States restart assembly of nuclear weapons, it
would rapidly become widely known, given the openness of U.S. society).
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Figure 3-2 Proliferation Resistance of Stored Pits

Example: Commercial Spent Fuel. Since the goal of U.S. disposition programs
is to meet the Spent Fuel Standard, another useful example of this approach is the
case of commercial spent fuel. The Spent Fuel Standard itself refers to the
intrinsic properties of the material and the environment; however, since spent fuel
itself poses some proliferation risk, institutional measures continue to be needed
to provide some level of protection and monitoring for spent fuel. For example,
proximity of a reactor site security force contributes significantly to the
accessibility and observability barriers against unauthorized theft, and IAEA
safeguards could provide a mechanism for international observability of diversion
by the host state.
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Figure 3-3 Proliferation Resistance of Spent Fuel

Policy Factors

Assessments of the policy factors relating to the nonproliferation and arms
reduction impacts of plutonium disposition alternatives are inevitably more
subjective than assessments of the technical factors. Nevertheless, the impact of
different disposition alternatives on global nuclear arms reduction and
nonproliferation efforts must be carefully considered in choosing a preferred
alternative for plutonium disposition. The choice of plutonium disposition
alternatives can influence the. .likelihood of achieving disposition of Russian
excess plutonium, using methods that benefit U.S. security; the prospects for
achieving further nuclear arms reductions; the prospects for preventing nuclear
proliferation, including international political support for the nonproliferation
regime; and choices relating to the use of weapons-usable materials in the civilian
nuclear fuel cycle. Moreover,.the political implementability of each alternative
must be carefully considered, as that will affect the likelihood of success in
implementing the alternative, and the schedule for implementation.
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Impact on Russian Programs

Russia is the only other nation that currently possesses large quantities of
excess weapons plutonium. A key motivation for disposition of U.S. excess
plutonium is to encourage disposition in Russia, using approaches that would
ensure effective nonproliferation controls. Each alternative's'ability to contribute
to that objective, and to U.S.-Russian cooperation in this area, must be carefully
assessed.

Impact on Nuclear Arms Reduction Efforts

A major goal of any decision .to carry out disposition of excess U.S. fissile
materials is to strengthen ongoing nuclear arms reductions efforts, and lay the
basis for further arms reduction agreements, should a decision be taken to pursue
such agreements. In particular, as noted above, the United States seeks to ensure
that the-nuclear arms reductions now underway will not be reversed, and fissile
material disposition programs can play a key role in demonstrating the lengths to
which the United States is willing to go to meet that objective. Therefore, a major
consideration in assessing any disposition alternative is its potential impact on
efforts to achieve irreversible nuclear arms reductions.

Impact on Nonproliferation Efforts

The United States is and must remain a leader in the international arms control
and nonproliferation arena. Its actions and statements related to nuclear weapons
policies are observed closely by allies and other states. As noted in the previous
section, implementation of plutonium disposition alternatives that met the spent
fuel standard could have a significant positive impact on international perceptions
of U.S. and Russian seriousness in meeting their NPT commitments to pursue an
end to the arms race, with the goal of eventual disarmament.

Implementation of effective plutonium disposition alternatives could also have
.significant impacts on other nonproliferation agreements and negotiations.. For
example, placing excess material under safeguards and carrying out disposition
could help address the issue of existing stockpiles of fissile material, which has
been controversial in the fissile cutoff negotiations Whether U.S. and Russian
disposition choices and the way they are implemented would affect other
countries' nuclear programs and choices should also be considered. States
potentially affected by decisions concerning management of nuclear materials
include other nuclear weapon states, industrialized non-nuclear-weapon states,
developing non-nuclear-weapon states, states outside the nonproliferation regime
(such as India, Pakistan, and Israel), and other states which may be seeking to
acquire nuclear weapons.
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Impact on Fuel Cycle Policies and Choices

Several countries around the world use separated plutonium in their civilian
nuclear fuel cycles. While the plutonium used in these programs is typically
reactor-grade, such material can also be used in nuclear explosives, and therefore
poses a significant proliferation risk. Because of the potential proliferation risk
posed by large-scale handling and use of weapons-usable material, "the United
States does not encourage the civil use of plutonium, and accordingly, does not
itself engage in plutonium reprocessing for either nuclear power or nuclear
explosive purposes." The United States, however, "will maintain its existing
commitments regarding the use of plutonium in civil nuclear programs in Western
-Europe and Japan," while encouraging more restrictive arrangements limiting

7plutonium use in regions of proliferation concern

A U.S. decision to choose reactor alternatives for plutonium disposition could
offer additional arguments and justifications to those advocating plutonium
reprocessing and recycle in other countries; if this in fact led to significant
additional separation and handling of weapons-usable plutonium, that could itself
pose proliferation risks. Alternatively, implementation of plutonium disposition
with stringent security and accounting measures approximating as closely as
practicable the Stored Weapons Standard could create opportunities to
demonstrate improved procedures and technologies for protecting and

SS 5. safeguarding weapons-usable materials, which could reduce proliferation risks.
These factors must be considered, among others, in analyzing the overall

Eu. ,, anonproliferation and arms reduction impact of the individual alternatives.

*Both plutonium disposition and avoiding encouragement of civil use of
plutonium are intended to serve the overall U.S. policy objective of reducing the
risk of nuclear proliferation. Generally, civilian use of plutonium increases
proliferation risks primarily when it inv'olves additional separation of plutonium.
Actions by nations to reduce their existing, already-separated stockpiles of
plutonium, whether by disposal of this material or by burning it as fuel in
reactors, under effective nonproliferation controls, are generally consistent with
the objectives of the President's September, 1993 policy statement. That is why
the statement links the objective of avoiding encouraging civilian use to refraining
from reprocessing in the United States; the language of the directive was carefully

; - crafted to avoid foreclosing the alternative of using already reprocessed weapons
plutonium in reactors for disposition.

A simple way of formulating the U.S. nonproliferation policy approach is as
follows: Separated plutonium poses higher proliferation risks than unseparated
plutonium. Therefore, to the extent practicable, all the plutonium in the world

;that is unseparated ought to stay that way, and all the plutonium in the world that
is separated ought to get unseparated (i.e., be put into a form meeting the Spent

() 7 Nonproliferation and Export Control Policy Statement, The White House, September 27, 1993.
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Fuel Standard) as quickly as practicable, while ensuring effective nonproliferation
controls. This formulation is completely consistent with both disposition
alternatives involving: disposal, and those involving the use of plutonium as
reactor fuel, as long as such alternatives do not lead to additional reprocessing or
other actions that would substantially counteract their nonproliferation benefit. L
For each of the alternatives, the extent to which they might encourage or
discourage civilian use' of plutonium is addressed in this assessment.

Political Implementability

No decision on any of the alternatives can be made in a vacuum. In order to
gain the benefits associated with disposing of excess materials, the United 'States
must be able to implement any decision in a timely fashion. As noted earlier, both
the time to start and the time to finish plutonium disposition are important factors
in gaining the nonproliferation and arms reduction benefits 'of plutonium
disposition. Getting started quickly is likely to be particularly important in '

establishing international credibility for the overall disposition effort. The
technical maturity of- each alternative and the time required to implement it are
addressed in the Technical Summary Report for Surplus Weapons-Usable
Plutonium Disposition4, as are the costs of each alternative, which could also
affect its implementability.

Political implementability is also a key factor in the time required to implement a
selected alternative. An alternative that was widely opposed by the public, creating
uncertainty about the ability or willingness over the long-term to implement would be
unlikely to offer a realistic prospect of achieving the benefits of plutonium disposition
in a timely way. Thus, for each alternative, political implementability is also a key :. X

factor to be considered.

Box 3-2 'J

The Spent Fuel Standard: How Accessible
Is Plutonium in Spent Fuel?

The goal of U.S. plutonium disposition programs is to achieve the Spent Fuel 'jI
Standard - that is, to make excess weapons plutonium as inaccessible and unattractive for
recovery and use in nuclear weapons as the much larger quantity of plutonium in
commercial spent fuel. This raises two obvious questions: how difficult is it to recover
plutonium from commercial spent fuel and use it in weapons, and how do the various
proposed forms for plutonium disposition compare in this respect?

The difficulty of recovering plutonium from spent fuel or other disposition forms
clearly depends on the resources of the state or group seeking to recover it. A weapon
.state with large reprocessing plants available, for example, could use those facilities to

8 Issued by the Office of Fissile Materials Disposition, U.S. Department of Energy, October 31, 1996. 1996.
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recover plutonium from spent fuel with little difficulty, and could fabricate weapons from
that plutonium: time, cost, and observability would be the principal issues. At the other
end of the spectrum, a subnational group that would have to build a facility for chemically
separating plutonium from spent fuel without being detected, steal spent fuel without
being caught, complete the processing without being stymied by unexpected difficulties
and without being detected, and then produce a nuclear weapon without any prior
experience, could be expected to face significantly greater difficulties.

Four primary factors affect the usefulness of civilian spent fuel as a potential
weapon material: (I) the intense radioactivity of the fission products in the fuel (which
decays with time); (2) the need for chemical separation of the plutonium from the fuel
(which must be done by remotely operated equipment as long as the fuel remains
intensely radioactive); (3) the isotopic composition of the plutonium (reactor-grade
plutonium being a less desirable weapons material than weapons-grade plutonium); and
(4) if the party in question does not already have spent fuel in its possession, the difficulty
of acquiring it. The difficulty of overcoming these factors depends on the resources of
the state or group trying to do so.

Subnational Groups

As described in the Red Team report, it would be possible in principle for even a
relatively small sub-national group of extremely dedicated, well-trained individuals to:

build, over a period of half a year or more, in an unexceptional warehouse-sized
building, a makeshift chemical processing facility for plutonium separation, with
crude shielding and crude capabilities for remotely-controlled operation of the
facility;

• steal spent fuel from cooling ponds or storage casks (possibly using explosives to
open the storage casks), hauling the fuel away to the processing facility by truck or by
helicopter;

* chop the spent fuel into pieces, dissolve it, and separate out the plutonium in the
chemical processing facility over a period of two months or more;9 and

* build one or more nuclear weapons from the separated plutonium.

All the essential processes for plutonium separation from spent fuel are
authoritatively described in the open literature, and the requisite technologies are
available on the open market. All the chemicals involved are widely available, used for a
variety of other industrial purposes. Rather than building the large, sophisticated, and
expensive facilities needed to separate plutonium on a commercial scale, a potential
proliferator could rely on simple and relatively low-cost facilities, designed to separate
enough plutonium for a few weapons, with little attention to safety and health. The
individuals who stole the spent fuel, and who worked to process it at such a simple

9 The IAEA's Standing Advisory Group on Safeguards Implementation has estimated that the time required
to convert plutonium in spent fuel into a weapon would be one to three months, compared to seven to ten
days for metallic plutonium.
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facility, would receive radiation doses large enough to increase their risk of cancer, but
not large enough to be immediately debilitating. Depending on the dedication of the
members of the group, the rpospect of such radiation doses might not be a sufficient
deterrents.'

The barriers to accomplishing such an effort successfully and without detection
should not be underestimated, however. In processing the spent fuel, the greatest
difficulties would arise fromn the need, because of the radioactivity, to carry out all the
main steps with remotely operated equipment. The subnational group would need to
include individuals with chefiical and engineering knowledge, and actual experience in
nuclear material processing Would be a significant benefit to such a group. The cost of the
facility -- not considered by the Red Team -- would also be substantial. Although the
processes and technology of rfeprocessing are unclassified, the experience gained in
actually operating reprocessing plants is not widely available, and the group could
encounter unexpected complications and difficulties in separating the plutonium, as
several nations have. But the intense radioactivity of the fuel, and the consequent need for
the operators to remain behind radiation shielding, would increase the difficulty of
making changes in the processing and equipment to deal with initial difficulties.

The larger barrier would be carrying the whole operation to a conclusion without
being detected and stopped. While a terrorist group could potentially defeat the security
where spent fuel or other plutonium disposition forms are stored, spent fuel could not be
removed covertly, without detection. The group removing the material would almost
certainly be pursued. The intense radioactivity of. the fuel would make the vehicle
carrying it easier to detect. Even if the group succeeded in removing the fuel and
transporting it to the processing facility without giving away the location of the
processing facility, the group would have to take into account the fact that intensive
efforts would be made to find 'ind recover the spent fuel in the many weeks before * 4
processing was complete and the plutonium was separated. A crude facility such as that
envisioned by the Red Team would emit volatile gaseous fission products into the
atmosphere, making it much easier to detect. Even a more sophisticated facility including
fission product removal would release radioactive isotopes of krypton into the 23
atmosphere, which can be detected. Thus, the probability that the group would be found .;

and stopped before the plutonium had been successfully separated would be quite high -- At;.a
and the intense radioactivity of the fuel would be a major factor contributing to that
probability. Even if the group could successfully separate the plutonium without being
stopped, designing and building an implosion-type nuclear weapon (the only type
possible with plutonium) would require knowledgeable individuals in several disciplines, '
and some testing of the high-explosive assembly -- which would provide additional

10 The question of how easy such "quick and dirty" reprocessing might be has been debated for many years.
For useful discussions, see, for example, U.S. Congress, General Accounting Office, Quick and Secret
Construction of Plutonium Reprocessing Plants: A Way to Nuclear Weapons Proliferation ?, General
Accounting Office, EMD-78-l0 (Washington D.C.: U.S. Government Printing Office, October 6, 1978),
and W.G. Sutcliffe and T.J. Trapp, eds., "Extraction and Utility of Reactor-Grade Plutonium for Weapons,"
Lawrence Livermore National Laboratory, UCRL-LR-1 15542, 1994 (S/RD).
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By. opportunities to detect the group's activities. Perhaps for these reasons, as far as is
known there has never been an attempt to steal spent fuel, anywhere in the world.

* Proliferating States

For a proliferating state, rather than a subnational group, the difficulties would be
somewhat reduced. A state that already possessed spent fuel of its own would not have to
worry about acquiring spent fuel to be processed. 1 l However, most states operating
nuclear power reactors have full-scope safeguards on their peaceful nuclear activities,

fi including their spent fuel. Removal of the spent fuel from safeguards and sending it to a
(possibly covert) processing facility would be a violation of the state's nonproliferation
commitments. This violation would be detected at the next regular inspection of the
spent fuel (which typically occur once every several months), and would be likely to
provoke intensive diplomatic action (possibly including international sanctions or other
measures), as well as intensive efforts to locate and inspect any covert processing facility
where the fuel might have been sent. No state has ever attempted such an approach to
acquiring nuclear weapons: there are no cases in which any state has decided to remove
spent fuel from international safeguards.

(suchA state that already had operational, unsafeguarded Plutonium separation facilities
(such as India or Israel) would, in principle, be able to reduce the cost and time required
to substantially increase its unsafeguarded plutonium stockpiles by acquiring spent fuel
from abroad. Substantial international political opprobrium Would be attached to any

* NZI\ association with stolen spent fuel, however. There is no evidence that any countries with
such unsafeguarded facilities have ever attempted to acquire spent fuel from abroad,
rather than producing plutonium itself.

A state which had no spent fuel of its own, and therefore had to acquire such
material by theft, as in the case of a subnational group, would face difficulties similar in
some respects to those faced by a subnational group. The theft of the spent fuel would
likely be detected, and it would be difficult (though not impossible) to transport the
material back to the state that wanted to use it for weapons without detection. Similarly,
once there, it would be difficult(though not impossible) for the state to process it and
separate the plutonium without detection. The international community's options for
action if such a facility were detected, however, would be far mnore limited than the
options available to a state that detected a subnational group carrying out similar activities
on its territory. Here, too, a-state with no experience in reprocessing could expect to
encounter some difficulties in its first efforts. Access to experts with experience in such
processing could significantly ease the task.

1 Most industrialized countries and a few developing countries have nuclear reactors, and therefore have
spent fuel on their territory from which they could seek to separate Plutonfiumn should they make a decision
to do so. Many developing countries,-however, including many of those that raise the most significant
nuclear proliferation concerns, do not have commercial power reactors and therefore do not possess
commercial spent fuel containing plutonium. Similarly, subnational groups that might choose to attempt to

. 9build nuclear weapons do not have access to spent fuel except by stealing it.
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Weapon States With Reprocessing Capabilities

For major nuclear weapon states such as the United States or Russia, the issues
involved are quite different. These states already have large, operational reprocessing
facilities designed to separate plutonium from spent fuel, and their ability to do so is not
in question.

If either the United States or Russia chose to rebuild a nuclear arsenal of Cold I?
War size, however, using plutonium from spent fuel or other plutonium disposition waste
forms would be significantly more time-consuming and costly than using already P
separated plutonium. To recover 50 tons of plutonium from typical commercial spent
fuel (which contains roughly 1 percent plutonium by weight) would require processing
some 5,000 tons of spent fuel. In either the United States or Russia, this would take years
to accomplish. The cost would also be substantial. Even if the cost of government-
financed reprocessing using'facilities that already exist is assumed to be significantly
lower than the price of just under $1000 per kilogram currently quoted by commercial A
reprocessors, separating plutonium from 5,000 tons of spent fuel would cost billions of
dollars. Such an operation would involve, in effect, going back to the massiv'e scale of ;
plutonium production operations that existed at the peak of the Cold War.

- 'I

The plutonium recovered from this spent fuel would be reactor-grade, rather than
weapon-grade. While either the United States or Russia could produce reliable and
effective nuclear weapons from reactor-grade plutonium should they choose to do so,
historically both countries have chosen to produce weapon-grade plutonium for their
nuclear arsenals. Neither the United States nor Russia would be likely to choose to
recover reactor-grade plutonium for use in their nuclear arsenals unless an international Y
situation arose in which there appeared to be a need to acquire large~ stockpiles of A1Q
plutonium for weapons more quickly than would be possible by producing new weapons-
grade plutonium in reactors. In such a circumstance, however, reactor-'grade plutonium
could be used.

Recovering Plutonium From Disposition Waste Forms

No matter what disposition option is chosen, plutonium that could be used in
nuclear weapons could still be recovered. Plutonium disposition can only reduce, not
eliminate, the risk that this plutonium will someday be returned to nuclear weapons. ' ',

Overall, the difficulty of recovering plutonium from the various proposed plutonium
disposition waste forms would be generally similar to the difficulty of recovering
plutonium from commercial spent fuel, though the specifics would vary significantly.

In the case of spent MOX fuel, for example, the spent fuel would be virtually
identical to the spent fuel just discussed, except that it would have several times as much
plutonium by weight (in some proposed cases, between 2.5 and 3 percent plutonium in
MOX spent fuel, compared to roughly 1 percent in LEU spent fuel). This would reduce'
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r the amount of material that would have to be reprocessed to recover a given amount of
plutonium. On the other hand, MOX spent fuel is somewhat more difficult to dissolve
than LEU spent fuel. For states planning to use existing reprocessing plants to recover
plutonium, some plant modification could be needed, and for subnational groups or states
planning to carry out plutonium separation for the first time, the likelihood of

.',. encountering unexpected difficulties would be modestly increased, compared to
commercial LEU spent-fuel.

In the case of immobilized forms, somewhat different chemical processes would
be needed, which have never been demonstrated on a large scale. To separate plutonium
from borosilicate glass, the glass would have to be crushed and dissolved in acid. A
number of separation steps would be needed to separate the plutonium from the large
quantities of silica in the glass. The overall level of effort required to implement these
processes would not be-greatly different from separating plutonium from spent fuel, for
either subnational groups. or states, although unlike in the spent fuel case, existing
facilities would have to be significantly modified, or new facilities built -- and in a
process that has never been industrially demonstrated, some unexpected difficulties
would be likely. The loading of plutonium currently planned for the homogeneous
vitrified forms is roughly 5 percent by weight, so a smaller total amount of material
would have to be processed to recover a given amount of plutonium than would be the
case for commercial spent fuel.

The chemical processes needed.to recover plutonium from the ceramic
> 'immobilized forms would be very different, and have not been demonstrated. The overall

level of effort required to separate plutonium from ceramic material also incorporating a
substantial radiation barrier, however, would again be broadly similar to that required to
separate plutonium from commercial spent fuel. Since some of the needed processes

W.i;< have not been published authoritatively, subnational groups might be somewhat less
confident in their ability to recover plutonium from these forms. For a state such as the
United States or Russia, it is likely that large new facilities would have to be built to
recover plutonium from these forms. Current designs of the ceramic forms include 12
percent by weight plutonium, significantly reducing the amount of material that would
have to be processed for recovery.

For the can-in-canister immobilization forms, the difficulty of recovering the
plutonium would depend in significant part on whether the plutonium-bearing cans could
be readily removed from the canisters containing the radiation barrier. As described in
the Red Team report, in current preliminary can-in-canister designs, it would in principle
be possible for either a subnational group or the host state to destroy the canisters and
remove the cans, which could then be processed in glove-box facilities without requiring
remote handling. This would represent a significant reduction in the overall effort
required for recovery. *A new approach is already being designed however, intended to
make it very difficult to remove the cans from the surrounding canisters: if successful,
this could potentially make the recoverability of these forms similar to that of the other
immobilized forms.
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The Meaning of the Spent Fuel Standard A

Fundamentally, the Spent Fuel Standard implies that it should be as hard to
recover plutonium from the disposition waste forms and for weapons production as it
would be to do the same with the much larger quantity of plutonium in commercial spent
fuel. The overall effort required, and the likelihood of success, should be roughly similar.

A broad range of different types of material can achieve this goal. The Spent Fuel
Standard does not imply that excess weapons plutonium must literally be transformed
into spent fuel; rather, it implies that whatever form it is transformed into should be as
inaccessible and unattractive for use in weapons as plutonium in commercial spent fuel. 4
Immobilized forms, for example, also meet the Spent Fuel Standard.. The Spent Fuel
Standard does not imply that disposition forms must have specific levels of radiation,
plutonium concentration, or mass, but rather that the combination of these factors should
be sufficient to meet the goals of inaccessibility and unattractiveness. In other words, if
one were to create a graph of radiation field, plutonium concentration, chemical
processing difficulty, and so on, the Spent Fuel Standard would not be a specific point on
the graph, but a broad and somewhat amorphous region.

It should be noted that commercial spent fuel itself varies significantly in many of
these characteristics. Spent fuel that is forty years old is only half as radioactive as spent
fuel that is 10 years old. The-radiation field from CANDU spent fuel is much lower than
the radiation field from-LWRkspent fuel, because the CANDU fuel bundles are smaller
and contain less material. Spent fuel from fast-neutron reactor cores contains a much
higher percentage of plutonium, which is closer to weapon-grade, than spent fuel from

* LWRs or CANDUs; plutonium in the breeding blankets of fast-neutron reactors is
typically weapon-grade or even super-grade.

Some basic features of material that meets the spent fuel standard can be
identified, however. Both the NAS report that coined the term and subsequent DOE
studies have concluded that for material to meet the Spent Fuel Standard by virtue of the
form of the material itself (rather than its location, in the case of the deep borehole
options), the plutonium, like plutonium in spent fuel, must be:

* substantially diluted in other material, typically down to 1-15 percent (so that major
chemical processing is required to recover it);

*intensely radioactive, typically at hundreds or thousands of rads per hour at one meter
(so that theft of the material is more difficult, and remote operations are needed for *',

the chemical processing);
*contained in items of large size and mass, typically more than half a ton in weight and

more than a meter in length (so that special lifting equipment or means to divide the
items into smaller parts are needed to remove the material, covert theft becomes
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effectively impossible, and the radiation-barrier is increased compared to smaller
items containing less radioactive material).' 2

The Spent Fuel Standard in itself, however, does not imply any hard and fast
limits for the specific levels of dilution, radioactivity, or mass that must be met. The
plutonium in typical commercial spent fuel is also reactor-grade, which reduces its
attractiveness for use in weapons somewhat. As described elsewhere, however, both
weapon-grade and reactor-grade plutonium can be used in weapons, so this difference in
itself is not decisive.

If the excess weapons plutonium is transformed in ways that meet the Spent Fuel
Standard, the material will be substantially more inaccessible and unattractive for
weapons use than separated plutonium, reducing the risk that the excess weapons

.plutonium will ever again be used in nuclear weapons.

Nonetheless;, all of the disposition forms would continue to pose some security
risk, as commercial spent fuel itself does. Plutonium could still be recovered from any of
these forms, if enough resources were applied to the task. Therefore a reduced level of
institutional measures -- including some guarding, and some international inspection --
will have to continue to be applied to these materials, just as similar measures are applied
to commercial spent fuel today. When the excess plutonium is transformed into forms
meeting the Spent Fuel Standard, it will no longer pose a unique security threat, and the
immediate job of plutonium disposition will be complete. But the excess weapons
plutonium will then be one sinall part of a larger issue that society must ultimately
address: what to do with spent fuel and other nuclear wastes. If the benefits of plutonium
disposition are to be attained as quickly as possible, however, it is critical that this
immediate mission not wait until consensus on the broader questions of the future of
nuclear waste and nuclear power has been achieved:

Radiation: The Decaying Barrier

The proliferation risk posed by spent fuel grows with time as its radioactivity
becomes less intense. Ten years after leaving the reactor, the dose rate from a spent fuel
assembly irradiated to a typical bumup would be well over 1,000 rads per hour at 1 meter
from the center of the bundle. The radioactivity then declines by roughly 50 percent
every 30 years. Thus, a century after the fuel is discharged from the reactor, only one-
eighth of this level of radioactivity would remain. The same is true for the immobilized
forms envisioned for plutonium disposition, which also rely on fission products with
roughly 30-year half-lives for.their radiation barrier.

How long it would take to reach the point at which remote processing, the largest
single obstacle to plutonium recovery, would no longer be needed depends on how much

12 CANDU fuel bundles are relatively small and portable individually. For plutonium disposition, 40 of
these bundles would be mounted on a tray, creating a unit with size, weight, and radiation barrier broadly
similar to an LWR assembly.
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radiation the workers in the facility would be willing to tolerate and what precautions
were taken to protect them. DOE, NRC, and the IAEA consider materials emitting more
than 100 rads per hour at 1 meter to be sufficiently self-protecting to require a lower level
of safeguarding. Spent fuel of typical burnup would take more than 100 years to decay to
this dose rate. It should be noted, however, that the Red Team report concludes that
radiation fields of severalfhundred rads per hour or more would be needed to provide a
significant deterrent to physical removal of the spent fuel, and similar dose rates would be'
needed to ensure that shielding would be needed to allow processing to be done without
inflicting lethal doses of radiation on those doing the processing.

Thus, unless something additional is done to make this material more
inaccessible, over the long term spent fuel will pose an increasing security risk. As
described in the Red Team report, geologic disposal would be one effective approach for
reducing this risk to low levels, once the repository had been closed and sealed. At the
same time, the NAS Comihittee on International Security and Arms Control and other
groups have recommended that some level of conceptual research be continued on
concepts which might be able to consume the plutonium nearly completely.

X6.

60i



�4

REACTOR ALTERNATIVES

Light-Water Reactors
Description

One disposition alternative is to use the plutonium as fuel in light-water
reactors (LWRs), the type of. reactor currently in commercial operation ill the
United States and the most common type in other countries. There are two types 13
of LWR design, known as pressurized-water reactors (PWRs) and boiling-water
reactors .(BWRs). Both types are in operation in the United States. The PEIS also
analyzes evolutionary LWRs.

The LWR alternative would involve converting the plutonium from pits and
other forms to plutonium oxide, mixing that material with uranium oxide to form
a mixed oxide (MOX), fabricating fuel from this mixed oxide, irradiating that fuel
in reactors, and then safely managing the spent fuel. The mixture of plutonium
and uranium in the fuel would contain between 3 percent and 7 percent plutonium
by weight, depending on the specific reactor and fuel design used. The reactors
might be loaded with full (100%) MOX cores, or they might use such fuel in only >
a portion of their cores, with the rest using low-enriched uranium fuel. The use of
full-MOX cores would decrease the number of reactors that would have to be used
to carry out disposition at the rate made possible by the capacity of the MOX fuel
fabrication plant, but may require additional control system modifications to
ensure that the reactors. meet the same safety standards as they would using their
customary uranium fuel.

Under this alternative, a portion of the plutonium would be fissioned in the
reactor, and the remainder would, be imbedded as a small percentage of the
material in highly radioactive spent fuel assemblies. This would not pose any
significantly greater proliferation risk than the much larger and growing quantity
of spent fuel from commercial reactors that already exists in the United States and
other countries around the world. The isotopic mix of the plutonium would be
changed from weapons-grade to reactor-grade, but this would not provide a .
substantial nonproliferation benefit, as reactor-grade plutonium can be used in
nuclear explosives without requiring any.greater sophistication than weapons-
grade material.

MOX fuel made from reactor-grade plutonium is in use on an industrial scale
in several other countries, including Germany, France and others (generally with
one-third of the reactor core using MOX, and the rest traditional uranium fuel),
and the process is, therefore, fully technically demonstrated. The use of MOX
made from weapons plutonium as not yet been demonstrated, but such
demonstrations are planned, and no special technical problems are anticipated.
No U.S. reactors, however, are currently using, or are licensed to use MOX fuel.
Moreover, the United States does not currently have an operational industrial-
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scale facility for producing such fuel, though small experimental batches are being
produced at the TA-55 facility at the Los Alamos National Laboratory. Some
existing DOE facilities could provide infrastructure that could be adapted for a
MOX production plant, or a new plant could be built on a "green field."

The LWR disposition would involve the following technical steps relevant to
its nonproliferation and arms reduction implications, following the initial

* .processing steps described above:

* transport of tagged, and sealed containers of plutonium oxide from the
plutonium processing facility to the fuel fabrication facility (this step could be
largely eliminated ifthe two are in the same building)

* fabrication of MOX fuel, including:
- opening Pu oxide containers
- blending of:plutonium and uranium oxides (possibly in several steps)
- milling mixed oxide to appropriate consistency
- pressing of mixed oxide into pellets
- sintering of pellets (baking at high temperatures)
- grinding of 'Pllets to'appropriate shape and finish
- loading of pbllets into fuel rods, and finishing of rods
- assembly of fuel rods into fuel assemblies, and finishing of assemblies
- storage of rnaterial in various forms at several points in the process
- -inspection and assay steps at several points
- processing of scrap and rejected products, return of material to
beginning of

the process. 5
. transport of MOX fuel assemblies to reactors
. storage of fresh MOX fuel assemblies at reactors
* loading 'of MOX fuel assemblies into reactors, followed by irradiation
* unloading of spent MOX fuel assemblies into spent fuel pools
* storage of spent MOX 'fuel assemblies in spent fuel pools and possibly dry

casks
* loading of spent fuel into casks and transport to a geologic repository (possibly

* initial transport to an away-from-reactor interim storage facility)
* emplacement of casks containing spent MOX fuel assemblies in a geologic

repository
* monitoring of emplaced spent fuel (50-100 years)
* closure of the geologic repository

A number of features of this sequence are important to note. The most
proliferation-sensitive steps are those in which the material, in forms attractive to
a potential proliferator, is going through bulk processing and long-distance
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transportation. The initial processing of plutonium, which is largely common to
all alternatives, is among the most sensitive steps. If the reactor alternatives were
used for plutonium currently in impure forms and residues, several complex bulk-
processing steps would be required to purify the plutonium beyond those needed
for the immobilization or borehole alternatives. Ul

. . Long-distance transportation of plutonium in attractive forms will be required 4
-(possibly several times) and they will have to be protected. Finally, once the
MOX fuel has been irradiated in the reactor, it is in a form that meets the Spent
Fuel Standard. It is important to note that once this has been achieved, the spent
fuel is similar to other spent fuel, and can be stored safely and securely for
decades. Thus, as in the case of the immobilization alternatives, the precise date
when a geologic repository might become available is not a critical factor for the
LWR alternative.

Technical Factors

Schedule' 5

Under the LWR alternative, it would require approximately 13 years before
large-scale fabrication and irradiation of MOX fuel made in U.S. facilities could
begin, Thus, all the overall policy risks associated with leaving the excess
material in storage would continue, at least for that 13-year period. Using existing
European MOX fuel fabrication facilities until U.S. fabrication facilities become
available could accelerate the schedule by as much as four years. Under current
concepts, in which four or five reactors using 100% MOX cores would be used,
50 tons of excess plutonium could be irradiated in about 12 years of reactor
operations, meaning that all 50 tons of excess plutonium could be converted to
forms meeting the spent fuel standard within 25 years of a decision to proceed. If
new facilities were built for plutonium processing and MOX fabrication, rather
than modifying existing facilities, the time required would be somewhat longer
(and somewhat more uncertain). The same would be true for using new or
partially completed reactors, rather than irradiating the MOX fuel in LWRs that
are already operational. In either of these cases, therefore, the risks of storage
would be perpetuated for a longer time. For those variants involving the use of
neutron absorbers within the MOX fuel (which could potentially make it possible
to safely use higher percentage loadings of plutonium in the MOX fuel itself), a
significant fuel development program would be needed to prove out this novel
approach, and this would involve some schedule uncertainty as well. Moreover, as

"Co-location of processing and MOX fabrication facilities with current plutonium storage sites would
reduce transport of some of the more attractive forms of plutonium such as weapon pits and separated Pu
oxide.
15 Schedule estimates are based on the results contained in the Technical Summary Report prepared by the
Department of Energy's Office of Fissile Material Disposition and released on July 17, 1996. These
schedules are estimates and may under or over-estimate the amount of time required.
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noted below, these schedule estimates are uncertain, because of political
implementability issues. Thus, it is possible that the period of storage would, in
the end, be significantly longer than expected.

Risks of Theft or Diversion in Process

MOX Fabrication: After the initial processing stages common to all alternatives,
the risk of attempted covert theft of material for the LWR alternative is greatest
during the MOX fabrication process, when the material is undergoing several
complex bulk processing. steps. The material would become a less attractive

,: target for theft over time.

J The material would arrive as pure plutonium oxide powder, a highly attractive
material to a potential proliferant. The plutonium oxide would then be mixed with
large quantities of uranium oxide. The resulting MOX powder would no longer

A be directly .weapons-usable; chemical separation of the uranium from the
plutonium (requiring acid dissolution followed by purification) would be
necessary before the plutonium could be used for nuclear weapons. Moreover,

since the plutonium itself would be only a few percent of the MOX powder, many
times as much material would have to be stolen to get enough plutonium to make
a bomb, making covert theft more difficult to achieve. After the MOX powder
was fabricated into pellets' and loaded into sealed rods, there would no longer be
uncertainties in accounting for it: each rod could simply be counted and -checked
for tampering to provide assurance that no theft had occurred (a process known as
"item accounting.") Once the rods were assembled into fuel assemblies, the
resulting assemblies would still be item-accountable, and would be massive
(nearly 700 kilograms apiece for PWR assemblies, roughly 300 kilograms for
BWR assemblies), making them impossible for one individual to carry, and
making covert theft effectively impossible. The assemblies would then be
shipped to reactors for irradiation.

Nevertheless, it is important to understand that fresh MOX fuel remains a
.}-^'material in the most sensitive safeguards category, because plutonium suitable for

use in weapons could be separated from it relatively quickly and easily. Hence,
U.S. policy and international physical protection standards require the same level
of physical protection and control over fresh MOX fuel assemblies as would be
applied to pure plutonium metal or oxide, and the IAEA applies the same level of
safeguards.

While the plutonium form at the end of the MOX fabrication process would be
a less attractive target for theft and easier to safeguard than the plutonium form at
the beginning of the process, the process itself would involve a number of
complex steps that would both introduce some material accounting uncertainties
and provide insiders within the plant access to materials, increasing the risks of
covert insider theft. These risks can be substantially mitigated with the
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application of appropriate safeguards and security resources. As with other iarge
bulk-processing facilities, there will be uncertainties in accounting for the nuclear
material, and these uncertainties cannot be eliminated with present or projected
technology (see "Material Accounting in a Comprehensive Safeguards System,"
p. 70). Precise measurements of the plutonium would be taken at several stages as
the material moved through the several processing stages in the MOX fabrication
plant.' Each measurement, however, would have some irreducible uncertainty.
Recent standards issued by the European Community's nuclear agency
(EURATOM), endorsed by the IAEA, indicate that currently achievable
measurement accuracy for plutonium oxide is in the range of 99.9% (for
systematic errors). Mixing the plutonium oxide with uranium oxide complicates
the fask of measuring the amount of plutonium somewhat, resulting in an
estimated achievable measurement accuracy of 99.8%. Though these
uncertainties are very small (thanks to modern nuclear material accounting
technology), in a plant that processes tons of plutonium every year through a
complex series of individual bulk-handling steps, it will not be possible to avoid
accounting uncertainties that amount to tens of kilograms a year or more.

This does not mean,, however, that tens of kilograms of material could be
stoleri or diverted without detection. As described elsewhere, in domestic
safeguards systems nuclear material accounting is only one part of a multi-layere~d0 system"'designed to provide defense in depth against any possible theft of nuclear
material. Television monitors and other continuous monitoring systems, alarms,
portal monitors that could detect the removal of nuclear material from any of the
exits to the facility, and a wide range of other material control and physical
protection technologies would provide high levels of assurance that no nuclear
material 'was being stolen - just as similar systems in place at DOE sites
processing equally attractive nuclear material do today. Any MOX facility built in Th
the United States for plutonium disposition would have to meet stringent
standards for material control, accounting, and physical protection. These
standards have been steadily improved for decades, and offer a substantial base of
experience for providing assurance that no material had been stolen during
processing. Once the MOX pellets were pressed, sintered, ground, and loaded
into sealed rods, the material could be monitored with item accounting - simply
counting the rods, and checking to ensure that they had not been tampered with --

with no uncertainties in the measurement. These rods would then be assembled
into large fuel assemblies, which would be stored at the facility until they were
shipped to reactors for irradiation.

There is a significant base of international experience in applying international
safeguards to MOX fabrication facilities, although only one plant - the MELOX
plant. in France -- is as large and as automated as the plant envisioned for
plutonium disposition has begun operation. In general, the operators of these
facilities and the international safeguarding agencies (IAEA and EURATOM)
agree that these plants can be effectively protected and safeguarded -- both for the
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domestic safeguards mission of detecting and preventing theft of nuclear material
by unauthorized parties, and for the international safeguards mission of detecting
diversion by the host nation. Providing assuranceithat the host nation has not
diverted a few kilograms'of material is inherently:more difficult than providing
assurance that a few kilograms have not been stolen by unauthorized parties,
because the 'host nation,". which includes all the operators of the plant, could
potentially have built diversion pathways into the plant or tampered- with
operating records, measurement information and the like. Nevertheless, the
parties to the Nonproliferdtion Treaty have-repeatedly stated their confidence that
the IAEA safeguards system provides adequate assurance that states are fulfilling
their obligations not to divert material under safeguards to military purposes.

As noted above, accounting uncertainties in large bulk-handling facilities
make it impossible, through materials accounting alone,.to meet the IAEA's stated
goal of detecting a diversion of one "significant quantity" (defined by the IAEA as
8 kilograms of plutonium) -within one month. While the IAEA regards material
accounting as the safeguards measure of "fundamental importance," significant
reliance must also be placed on containment and surveillance measures, which
would help detect the specific'actions needed to divert nuclear materials (such as
siphoning material off from a processing line, tampering with measurements to
cover the diversion, and the like). Providing barriers to undetected removal of
material from safeguarded facilities, being able to detect unauthorized presence in
sensitive areas or removal'6f materials (in real time or even after the fact), and
other features of containment and surveillance are important contributions to the
overall . safeguards system, although the level of assurance provided by
containment and surveillance measures is impossible to quantify.

Moreover, in a number7of cases, the experience at real facilities has not been
quite what was hoped formin the planning stages. Unexpected problems in the
fabrication process have led to quantities of material piling up in difficult-to-
measure forms, as dust in plutonium-handling glove-boxes, plated on to pipes,
caught in air purification filters, and the like. (Material held up in process in this
way is referre'd to as "hold-up.") In a Japanese. plutonium processing plant, for
example, the amount of MOX powder held up in the processing lines of a MOX
facility grew to several significant quantities of plutonium, so that the uncertainty
in measuring the material from outside the sealed glove-boxes was itself close to a
significant quantity. The IAEA negotiated an agreement with the owner of the
facility to implement a schedule of selective clean outs so that the powder could
be collected and accurately accounted for. While good engineering and increased
plant automation can reduce these types of problems, real plant experience is
rarely identical to what is projected. Placing a major emphasis in the design phase
on the ability to accurately monitor and account for materials is critical to
effective safeguards.
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In the case of a MOX plant in a nuclear weapons state such as the United
States, .or Russia, assuring that no diversion had occurred that would be large
enough. to have any significant impact on the nuclear stockpile of the host state
would .,be straightforward. Nonetheless, to ensure the credibility of the
international safeguards system and avoid discrimination between nuclear weapon
states. and non-nuclear-weapon-states, the rules and procedures the IAEA uses

*. when safeguarding facilities in nuclear-weapon-states are generally the same as
those used in non-nuclear-weapon states.

Assuming that a MOX facility in the United States for disposition of excess
plutonium would be made eligible for IAEA safeguards, and that the IAEA would
choose, to implement safeguards on that facility, the IAEA would conduct

* . inspections at intervals of not more than one month plus one week, .and a full
. . . physical inventory of the plant at least once a year. During inspections,, plutonium

oxide and MOX powder, pellets, and scrap would be inspected; samples. of pellets
would be taken at the station where they are loaded into the rods at least four
times per year, or, in a plant where the loading is done with automatic equipment,
a fuel rod scanner might be used instead of pellet sampling.

Transport: When attractive nuclear material is being shipped from one place to
another, it is essential to ensure high levels of security, to prevent theft by an overt
attack qn.the shipment. Such overt attacks to seize a shipment have occurred for
centuries in the case of shipments of money and other valuable materials. While
no such seizure of nuclear weapons materials has ever been recorded, it is a
possibility that must be guarded against.

Several transport steps may be involved in the LWR alternative:

transport of plutonium metal, oxide, and other forms from the sites where it isl
currently located to the plutonium processing facility (which may be located at
one of those sites);
transport of plutonium oxide from the processing facility to the MOX
fabrication plant (unless the two facilities are combined into one);
transport of fabricated MOX fuel assemblies from the MOX plant to the
reactor sites;
transport of spent MOX fuel from the reactor sites to a geologic repository or
interim storage site.

In each of these cases, the material would be shipped in tagged and sealed
containers, to ensure that no material could be removed without detection during
the shipment. In the first three transport steps, the plutonium forms would be in
the most sensitive safeguards category, requiring the highest standards of security.

(TO In keeping with the Stored Weapons Standard, DOE intends to use the same Safe,
Secure, Transports (SSTs) for these shipments that are used for shipment of intact
nuclear weapons, with similar security forces and other measures to protect the
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shipments. The level of assurance against possible attack during transport can be
increased to essentially any desired level by applying more resources such as
money, security forces, or technology.

The security risks: posed by transportation of nuclear material can be
minimized by minimizing the amount of transportation required. Unfortunately,
however, no quantifiable measure can adequately assess which alternatives pose
the greatest risk. In its 1994 report, the NAS committee proposed minimizing the
number of "ton-miles" of transportation required for each alternative. However,
"ton-miles" are not a fully accurate measure of the transport risk. A transport step
that requires shipping the material only 100 miles down the highway provides an
opportunity for theft, but shipping the material 1000 miles does not provide ten
times as much opportunity. A shipment that requires delegating security to a
different security force,, which might occur when material crosses international
boundaries, involves different security considerations from a shipment that does

-not. A shipment widely known to cross a single bridge (or other similar
bottleneck) to get to its -destination provides a much better target for attack than a
shipment of the same distance that can follow any one of many different routes.
One shipment carrying a ton of nuclear material provides only one opportunity for
theft, while ten shipments each carrying 100 kilograms of plutonium would
provide ten opportunities to steal enough material for more than ten nuclear
weapons -- yet each of these approaches would count as only one ton-mile.

Even without quantitative mieasures, however,, it can clearly be seen that
particular steps would mitigate the transportation risk. Putting the plutonium
processing and MOX fabrication operations in the same facility, for example,
would eliminate entirely the transport step during which the material is in its most
attractive form. Minimizing the number of sites to which plutonium in attractive
forms had to be shipped, and the distance between those sites, would also help
reduce the risks, and the costs of mitigating them.

Reactor Site Storage and Handling: Reactor sites in the United States already
have significant security requirements, to prevent sabotage of the reactor. Since
the low-enriched uranium fuel these reactors normally use does not contain
unirradiated weapons-usable material, however, the reactors do not have the
security procedures necessary for protecting such material, and additional storage
areas and security would have to be provided. In particular, in some states guards
at licensed commercial facilities (as opposed to DOE or DOD facilities) do not
have legal authority to use deadly force to protect nuclear material. Rules would
need to be changed to ensure that the guard force had recognized authority to take
appropriate action to prevent an attempted theft. (The same would also be true of
the MOX fabrication plant, if it was a commercially-licensed facility rather than a
DOE facility.) With sufficient resources applied to the problem, it should not be
difficult to provide effective security for the material at the reactor sites.
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