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UNITED STATES
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D.C. 20555.0001

March 29, 2004

COMMISSION VOTING RECORD

SECRETARY

DECISION ITEM: SECY-04-0020

TITLE: TREATMENT OF PHYSICAL PROTECTION
UNDER THE REACTOR OVERSIGHT PROCESS

The Commission (with Chairman Diaz and Commissioner McGaffigan disapproving and
Commissioner Merrifield approving in part and disapproving in part) responded to the subject
paper as recorded in the Staff Requirements Memorandum (SRM) of March 29, 2004.

This Record contains a summary of voting on this matter together with the individual vote
sheets, views and comments of the Commission.

Annette L. Vietti-Cook
Secretary of the Commission

Attachments:
1. Voting Summary
2. Commissioner Vote Sheets

cc: Chairman Diaz
Commissioner McGaffigan
Commissioner Merrifield
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VOTING SUMMARY - SECY-04-0020

RECORDED VOTES

NOT
APRVD DISAPRVD ABSTAIN PARTICIP COMMENTS DATE

CHRM. DIAZ

COMR. McGAFFIGAN

X X 3/10/04

X X 3/3/04

COMR. MERRIFIELD X X X 3/22/04

COMMENT RESOLUTION

In their vote sheets, Chairman Diaz and Commissioner McGaffigan disapproved and
Commissioner Merrifield approved in part and disapproved in part the staff's recommendation
and provided additional comments. Commissioners McGaffigan and Merrifield approved Option
5 (Maintain the physical protection cornerstone within the ROP, but make no information
publically available. The results are considered separately from the ROP assessment program
action matrix.) Chairman Diaz voted to approve Option 3 (Maintain the physical protection
cornerstone within the ROP with limited security-related information publically available,
however, inspection reports would not be issued until corrective actions were verified complete.)
Subsequently, the comments of the Commission were incorporated into the guidance to staff as
reflected in the SRM issued on March 29, 2004.
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RESPONSE SHEET

TO: Annette Vietti-Cook, Secretary

CHAIRMAN DIAZFROM:

SUBJECT: SECY-04-0020 - TREATMENT OF PHYSICAL
PROTECTION UNDER THE REACTOR OVERSIGHT
PROCESS

Approved Disapproved

Not Participating

Abstain

COMMENTS:

See comments.
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Chairman Diaz' Comments on SECY-04-0020

Treatment of Physical Protection Under the ROP:

Disapprove Option 2, approve Option 3:

The option chosen for the treatment of physical protection under the ROP must carefully
balance two sensitive issues: the protection of information which is potentially useful to
adversaries, and the public's right to know. The options in the paper balance those issues to
various degrees. The recommended option (Option 2), would provide non-safeguards
information, on inspection findings related to physical protection to the public, after
compensatorv measures had been put in place but before long-term corrective actions were
completed.

I believe that Option 3, which is the same as Option 2 except that information would only be
made available to the public after long-term corrective actions were completed, provides an
enhanced level of information security without significantly reducing the public's right to be kept
reasonably informed of matters related to security.

If staff determines that long-term measures exceed the approved schedule, staff should inform
the Commission.
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SECY-04-0020 - TREATMENT OF PHYSICAL
PROTECTION UNDER THE REACTOR OVERSIGHT
PROCESS
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Approved Disapproved Z. Abstain
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COMMENTS:
I support Option 5 as discussed in the attached comments.
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Commissioner McGaffigan's Vote on SECY-04-0020

I disapprove the staffs recommendation to pursue Option 2. I approve Option 5.

I do not favor Options 2, 3, or 4 because all involve making known to potential adversaries -
either explicitly or by deduction - programmatic and/or performance weaknesses/deficiencies at
operating commercial reactors. These three options differ only in the level of detail and timing
for releasing information to the public, and Options 3 and 4 are derivatives of Option 2. While
Option 3 is merely a more opaque version of Option 2, Option 4 has the illusion of being
"closed" in comparison to Options 2 and 3 in that Option 4 withholds release of inspection and
performance indicator information. It is illusory because, as the staffs analysis correctly points
out, an adversary may be able to determine that weaknesses exist since some plants would
change columns in the Action Matrix for no apparent reason. The adversary could surmise that
security-related inspection findings and/or non-green performance indicators existed at that
site.

The real choice then, in my view, comes down to either Option 2 or Option 5.

The staff recommends Option 2 in part because the staff believes it provides the best balance
between the agency's general goal of openness in carrying out the regulatory process, and the
need to protect sensitive information in order to preserve the public health and safety. They
also believe that Option 2 creates an 'incentive for licensees to maintain management focus on
security performance." I disagree.

I do not believe that the agency's overall commitment to openness should extend to grading our
licensees' security performance in public. Nor do I believe that such openness is needed to
maintain licensee management focus on security. We need to look to the practice of other
agencies and other nations in making this decision. Clearly neither DOE nor DOD shares with
the public the security performance of their installations. If any unregulated industry in the
critical infrastructure were to voluntarily develop security performance indicators and security
inspections/exercises to test security at their facilities, all of that information would clearly meet
the definition of critical infrastructure information promulgated by the Department of Homeland
Security on February 20, 2004, and thus be protected from disclosure if it were voluntarily
submitted to the Department of Homeland Security. In short, across the U.S. government, the
whole thrust since September 11, 2001 has been to protect the very types of information which
the staff would make public under Option 2. The same is true overseas. As for the notion that
openness in this area is needed to create incentives for licensees to perform better, I
completely disagree. We can easily create such incentives, if needed, within Option 5. This
could be done, for example, by inviting State homeland security officials, as appropriate, to
closed regulatory conferences on performance issues or to annual closed performance
assessment meetings.

The staff also argues for Option 2 on the grounds that it will be less resource-intensive. Here
the staff is completely wrong. Every time there is a non-green (mystery) performance indicator
or an inspection report cover letter indicating that non-green (or possibly even green) inspection
findings are enclosed, the staff will be pressed to reveal more information and to assure the
public that, despite these deficiencies, the plant should not be shut down. Congressmen will
feel compelled to write letters. Reporters will feel compelled to seek safeguards information.
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This will be a fool's errand, carried out time and time again, consuming staff and Commission
resources in large quantities. By comparison, Option 5's closed system will consume far fewer
resources. As for the internal NRC workings of Option 5, aside from the need to develop a
separate Action Matrix for the security cornerstone, I see no difference with Option 2. We need
new PIs under Option 2 or Option 5. We need a new SDP both for normal inspection findings
and OSREs under Option 2 or Option 5. As for the separate Action Matrix for the security
cornerstone, I suspect that the existing Action Matrix can be carried over with relatively modest
changes.

Option 5 would establish from the outset a clear agency policy on the handling and release of
sensitive information regarding NRC oversight of licensee physical protection and security
programs. There may be some initial push back from some external stakeholders, but the vast
majority of public and the Congress will support a system that protects this information, the
norm both here and abroad. Moreover, the burden associated with responding to the push
back would be a one-time resource cost, not the recurring resource cost associated with Option
2. Option 5 has the advantage of leveraging the existing ROP framework (internal feedback
processes, administration of the inspection program, inspection procedure processing, etc.),
produces predictable, understandable, objective, and risk-informed assessment results, but
avoids the integration problem characteristic of Option 4 that enables potential adversaries to
deduce physical protection weaknesses.

If the Commission adopts Option 5, the staff would develop a separate process to address how
security-related inspection findings and performance indicators would be considered when
determining appropriate agency response. In my view, meetings with licensees and industry
representatives on revising/replacing the physical protection and security performance
indicators should be closed to the public. Similarly, meetings on the development and
implementation of the revised physical protection significance determination process (PPSDP)
would not be open to the public. Other modifications to the ROP process would have to be
addressed, such as the handling of individual plant inspection findings/plant issues matrix (PIM)
entries. In developing a separate but parallel ROP process for physical protection, the staff
should engage the industry through the existing Security Working Group arrangement, seeking
clarification from the Security Steering Committee on emerging issues and consult with the
Commission, as appropriate, when warranted.
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Commissioner Merrifield's Comments on SECY-04-0020

I disapprove the staff's recommendation of Option 2 to maintain the physical protection
cornerstone within the reactor oversight process (ROP) with limited security-related information
publicly available.

I approve Option 5 with the following comments.

- I approve maintaining the physical protection cornerstone within the ROP and support the
development of a separate process, utilizing the ROP framework, to address how security-
related inspection findings and performance indicators would be considered when
determining appropriate agency response.

- I do not support withholding all information from the public. I believe there is a need and an
expectation from members of the public that the NRC provide information on the security
performance of the facilities we regulate. The question is - How much?

I believe there is a middle ground that can be reached when weighing the options and trying
to balance the protection of information and maintaining a degree of openness in our
regulatory process in the security area. I believe we can provide the public limited
information without completely shutting them out. At the same time, we must avoid shining
a light on a particular plant and helping an adversary prioritize potential targets.

I believe the staff should develop a non-safeguards, publicly available, annual security report.
This report could include a high-level summary of plant performance in the security area
without revealing the specific site names. For example the report could include "X" number
of sites in the licensee response column, "Y" number of sites in the regulatory response
column and "Z" number of green findings and performance indicators. This information is
already being tracked and could be easily formatted into such a report. In addition, consistent
with Option 3, this information should not be included in the report until the corrective
actions were verified complete and acceptable to the staff. In sum, I would urge the staff to
compile as useful a report as possible, which would provide the public with some limited
information and would not compromise security.

I believe this approach appropriately balances the concerns of releasing too much
information, while satisfying the public's desire to know how well the plants are performing
in the security area.

Regardless of the option (2-6) chosen, we are limiting the amount of information that will be
publicly available. Clear communications with our external stakeholders, especially those most
impacted, the public, is going to be essential.

-ell

-'A . I. H

-A X W 7.'. ,,vjsv


