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This order is partially funded in the amount of $83,000.00
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liability on the part of the Government may arise for

performance beyond this partial funding.
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SUPPLEMENTAL INVOICING INFORMATION
If desired, this order (or copy thereof) may be used by the Contractor as the Contractores Invoice, Instead of a separate Invoice, provided the following
statement, (signed and dated) Is on (or attached to) the order 'Payment Is requested In the amount of $_ _ . No other Invoice will be submitted.'
However, If the Contractor wishes to submit an Invoice, the following Information must be provided: contract number (if any), order number, Item number(s),
description of supplies or services, sizes, quantities, unit prices, and extended totals. Prepaid shipping costs will be Indicated as a separate Item on the
Invoice. Where shipping costs exceed $10 (except for parcel post), the billing must be supported by a bill of lading or receipt. When several orders are
Invoiced to an ordering activity during the same billing period, consolidated periodic billings are encouraged.
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TASK ORDER TERMS AND CONDITIONS

NOT SPECIFIED IN THE CONTRACT

A.1 NRC ACQUISITION CLAUSES - (NRCAR) 48 CFR CH. 20
A.2 OTHER APPLICABLE CLAUSES

[ See Addendum for the following in full text (if checked)

U 52.216-18, Ordering

[]52.216-19, Order Limitations

[ 52.216-22, Indefinite Quantity

[x] 52.217-6, Option for Increased Quantity

[x] 52.217-7, Option for Increased Quantity Separately Priced Line Item

[x] 52.217-8, Option to Extend Services

[x] 52.217-9, Option to Extend the Term of the Contract

A.3 SEAT BELTS

Contractors, subcontractors, and grantees, are encouraged to adopt and enforce on-the-job seat belt policies and
programs for their employees when operating company-owned, rented, or personally owned vehicles.



U.S NUCLEAR REGULATORY COMMISSION
STATEMENT OF WORK

CIO-04-348
"CONSULTING SERVICE FOR MS SQL SERVER"

1.0 Background

The NRC uses SQL Server as the backend database for several of its production
applications. The main application is ADAMS with FileNet. The ADAMS Servers house
large databases, called libraries. The libraries house all of the documents and statistics
that must be archived for legal reasons. The current environment is FileNet 5.1 and
SQL Server 7.0. However, ADAMS is scheduled to be upgraded to FileNet 5.3 and
SQL Server 2000 in the first year of this contract. The ADAMS servers must be kept at
a vendor supported release for both FileNet and SQL so future upgrades may occur
during the life of this contract. The ADAMS Servers along with other FileNet
applications will be used in support of the High Level Waste hearings and must be
configured with High Availability. NRC is also using SQL Server to support the 3_Tier
WEB applications.

2.0 Objective

The contractor shall provide NRC with technical support personnel with in-depth
knowledge of SQL Server 2000 or current release and clustering. The Contractor shall
make recommendations for high availability, performance improvement, and best
practices based on NRC's current FileNet application and how it uses SQL Server 2000
or current release. These recommendations must comply with the FileNet software
supported configuration to insure continued support by the Vendor. The Contractor
shall also provide assistance for other NRC SQL Server applications as needed. The
contractor provided shall be a MCS consultant.

3.0 Tasks

The contractor shall provide the NRC with consulting support personnel with in-depth
knowledge of SQL Server 2000 (or current release) and clustering. The contractor
shall take time to learn and understand the current application and how it uses SQL
Server as well as understanding of other products (Tivioli, etc.) that interface with SQL.
The contractor shall, based upon their understanding of the FileNet software
configuration and NRC's performance, high availability, and supportably requirements,
assist and make recommendations for improvement of the SQL installation. The
contractor shall make these recommendations to NRC, contract staff, and vendor staff
via direct knowledge transfer, the contractor shall monitor implementation of suggested
changes for correctness. It is the responsibility of NRC to make sure that NRC,
contractor, and vendor staffs work with the contractor to achieve the goals of the NRC,
and to implement recommendations.



The Contractor shall gain an understanding of, make recommendations for improvement
and assist when needed for the following but not limited to tasks:

* DB design, layout, and schema and existing configuration
* SQL Server configuration with and without clustering
* Windows 2000 or current Operating System (OS) release with SQL
* Guidance and assistance on migrating databases to the current release of

SQL (currently SQL 7 to SQL 2K)
* Configure SQL Server using Clustering on High Available Clustered Win2k

(or current OS) servers with Filenet.
* Configuring Win2k (or current release) Clustered Servers
* Software/Hardware configuration for SQL server using a Storage Array
* Failover and Failback procedures with/without clustering
* Database backups to tape and disk
* Performance monitoring of SQL and OS (currently SQL2k and Win2K)
* Provide assistance to resolve SQL problems such as performance, recovery

etc.
* General ongoing maintenance for SQL and OS clustering
* Identify risks involved with clustering and ways to mitigate them

The contractor shall provide evaluation of the current practices, and make
recommendations for improved support and shall provide a "best practice" document.
The contractor shall work with Microsoft Premier Support for informed problem
resolution and to ensure a smooth transition of support. The contractor shall provide
direct knowledge transfer to NRC, contractor, and vendor staffs.

4.0 Deliverables

The Contractor shall provide onsite knowledge transfer, training and support to
accomplish the duties and tasks defined above.

The Contractor shall provide recommendations on architecture, design, and
implementation/deployment based upon information and requirements collected.
These recommendations shall be provided during the engagement and may be revised
during the course of the engagement as requirements are added, changed, or
removed. The Contractor shall provide monthly status reports on activities,
recommendations for improvement, and resolution of issues encountered.

The NRC will require these services as needed or on-call bases.

5.0 Assumptions

NRC and NRC contractors will be available to work with the contractor to answer
questions and address issues in a timely fashion.



Microsoft Premier or Priority Support is available for problem reporting, tracking, and
resolution. The calls to Microsoft support will not be counted against NRC account.
An adequate network bandwidth is available for the deployment.
All necessary facilities will be made available to the contractor while on-site, to include
access to telephones, analog modem lines, all and any computer equipment as deemed
necessary, the Internet and various test and monitoring equipment.

6.0 Government Responsibilities

The Government shall:
- Provide access to and copies of existing relevant technical documentation
- Provide ready access and sufficient time with the technical, management, and other

personnel necessary complete the duties defined
- Provide use of government facilities and office space sufficient for the contractor

personnel
- Designate a Project Leader who will be the Government's primary point of contact

and provide technical direction to the contractor personnel on this statement of work
- Provide ready access to government personnel

7.0 Staffing

The contractor shall provide a Principal Managing Consultant, a Senior Consultant I with
extensive experience and knowledge in SQL 200 that includes configuration and
performance issues on production systems. Other level labor categories may be used if
agreed upon by both the contractor and the NRC technical project manager and the
contracting officer. During the life of this contract knowledge of the most current release
of SQL and OS shall be substituted as required by the NRC for upgrading and
maintaining SQL and the OS at a supportable release.

8.0 Period of Performance

Base year:
Principal Managing Consultant 40 hrs/year @ $274.13 per hr
Senior Consultant I 400 hrs /year @ $260.15 per hr

Option year:
Principal Managing Consultant 40 hrs/year © $282.35 per hr
Senior Consultant I 400 hrs /year @ $267.95 per hr

Note: Labor hours are estimated.



U.S NUCLEAR REGULATORY COMMISSION
PROJECT OFFICER AUTHORITY

CIO-04-348
"CONSULTING SERVICE FOR MS SQL SERVER"

PROJECT OFFICER AUTHORITY

(a) The contracting officer's authorized representative hereinafter referred to as the project
officer for this contract is:

Name: Judy Seeherman
Address: 11555 Rockville Pike, Rockville, MD 20852
Telephone Number: 301-415-6465

(b) Performance of the work under this contract is subject to the technical direction of the NRC
project officer. The term "technical direction" is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or
tasks, authorizes travel which was unanticipated in the Schedule (i.e., travel not contemplated in
the Statement of Work (SOW) or changes to specific travel identified in the SOW), fills in details,
or otherwise serves to accomplish the contractual SOW.

(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications,
or technical portions of the work description.

(3) Review and, where required by the contract, approval of technical reports, drawings,
specifications, and technical information to be delivered by the contractor to the Government
under the contract.

(c) Technical direction must be within the general statement of work stated in the contract. The
project officer does not have the authority to and may not issue any technical direction which:

(1) Constitutes an assignment of work outside the general scope of the contract.

(2) Constitutes a change as defined in the "Changes" clause of this contract.

(3) In any way causes an increase or decrease In the total estimated contract cost, the fixed
fee, if any, or the time required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, settles any claim or dispute arising under the contract, or issues
any unilateral directive whatever.

(d) All technical directions must be issued in writing by the project officer or must be confirmed
by the project officer in writing within ten (10) working days after verbal issuance. A copy of the
written direction must be furnished to the contracting officer. A copy of NRC Form 445, Request
for Approval of Official Foreign Travel, which has received final approval from the NRC must be
furnished to the contracting officer.



(e) The contractor shall proceed promptly with the performance of technical directions duly
issued by the project officer in the manner prescribed by this clause and within the project
officer's authority under the provisions of this clause.
(f) If, in the opinion of the contractor, any instruction or direction issued by the project officer is
within one of the categories as defined in paragraph (c) of this section, the contractor may not
proceed but shall notify the contracting officer in writing within five (5) working days after the
receipt of any instruction or direction and shall request the contracting officer to modify the
contract accordingly. Upon receiving the notification from the contractor, the contracting officer
shall issue an appropriate contract modification or advise the contractor in writing that, in the
contracting officer's opinion, the technical direction is within the scope of this article and does
not constitute a change under the "Changes" clause.

(g) Any unauthorized commitment or direction issued by the project officer may result in an
unnecessary delay in the contractor's performance and may even result in the contractor
expending funds for unallowable costs under the contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the
contract action to be taken with respect thereto is subject to 52.233-1 - Disputes.

(i) In addition to providing technical direction as defined in paragraph (b) of the section, the
project officer shall:

(1) Monitor the contractor's technical progress, including surveillance and assessment of
performance, and recommend to the contracting officer changes in requirements.

(2) Assist the contractor in the resolution of technical problems encountered during
performance.

(3) Review all costs requested for reimbursement by the contractor and submit to the
contracting officer recommendations for approval, disapproval, or suspension of payment for
supplies and services required under this contract.

(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-
mail) when a contractor employee no longer requires access authorization and return of any
NRC issued badge to SB/DFS within three days after their termination."

(6) Ensure that all contractor employees that require access to classified Restricted Data or
National Security Information or matter, access to sensitive unclassified information
(Safeguards, Official Use Only, and Proprietary information) access to sensitive IT systems or
data, unescorted access to NRC controlled buildings/space, or unescorted access to protected
and vital areas of nuclear power plants receive approval of SB/DFS prior to access in
accordance with Management Directive and Handbook 12.3.
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U.S. NUCLEAR REGULATORY COMMISIL AUTHORITY
The polcies. procedures, and criteria of the
NRC Security Program, NRCMD 12 apply to
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other activIty.CONTRACT SECURITY AND/OR
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This service will provide SQL Server and Clustering support for ADAMS.
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, INFORMATION PERTAINING TO THESE REQUIRtrVIENTS OR THIS PROJECT, EVEN THOUGH SUCH INFOR.. . ION IS CONSIDERED UNCLASSIFIED.
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY: -1

NAME AND TITLE

Judith Seeherman
Project Officier
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7. CLASSIFICATION GUIDANCE
NATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLASSIFICATION GUIDES

N/A

8. CLASSIFIED REVIEW OF CONTRACTOR / SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS WILL BE
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L OFFICIALS NAMED IN ITEMS IOB AND 10C BELOW.
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SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE OFFICIALS NAMED IN
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NAME (Print or type) SIGNATURE DATE
A. DIRECTOR, OFFICE OR DIISION SIGNATURE DATE

Arnold Levin, OC1OICOD -I
B. DIRECTOR, DIVISION OF FACILITIES AND SECURITY SIGNATURE DATE

Thomas 0. Martin, ADMIDFS D ot e Z
C. DIRECTOR, DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT SIGNA EE
k4Not applicable to DOE agreements)

t athryn Green ADM/DC (2- .. ¢ 4'd ,
REMARKS



U.S NUCLEAR REGULATORY COMMISSION
SECURITY CLAUSES

C10-04-348
"CONSULTING SERVICE FOR MS SQL SERVER"

2052.204-70 SECURITY (March 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures,
and criteria of the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1,
"NRC Facility Security Program;" MD 12.2, "NRC Classified Information Security Program;" MD 12.3,
"NRC Personnel Security Program;" MD 12.4, "NRC Telecommunications Systems Security Program;"
MD 12.5, "NRC Automated Information Systems Security Program;" and MD 12.6, "NRC Sensitive
Unclassified Information Security Program"), apply to performance of this contract, subcontract or other
activity. This MD is incorporated into this contract by reference as though fully set forth herein. The
attached NRC Form 187 (See List of Attachments) furnishes the basis for providing security and
classification requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or
may have an NRC contractual relationship that requires access to classified Restricted Data or National
Security Information or matter, access to unclassified Safeguards Information, access to sensitive
Information Technology (IT) systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access to protected and vital areas of nuclear power plants.

(b) It is the contractor's duty to protect National Security Information, Restricted Data, and Formerly
Restricted Data. The contractor shall, in accordance with the Commission's security regulations and
requirements, be responsible for protecting National Security Information, Restricted Data, and Formerly
Restricted Data, and for protecting against sabotage, espionage, loss, and theft, the classified
documents and material in the contractor's possession in connection with the performance of work
under this contract. Except as otherwise expressly provided in this contract, the contractor shall, upon
completion or termination of this contract, transmit to the Commission any classified matter in the
possession of the contractor or any person under the contractor's control in connection with
performance of this contract. If retention by the contractor of any classified matter is required after the
completion or termination of the contract and the retention is approved by the contracting officer, the
contractor shall complete a certificate of possession to be furnished to the Commission specifying the
classified matter to be retained. The certification must identify the items and types or categories of
matter retained, the conditions governing the retention of the matter and their period of retention, if
known. If the retention is approved by the contracting officer, the security provisions of the contract
continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be furnished,
or may develop or acquire, safeguards information, proprietary data (trade secrets) or confidential or
privileged technical, business, or financial information, including Commission plans, policies, reports,
financial plans, other (Official Use Only) internal data protected by the Privacy Act of 1974 (Pub. L. 93-
579), or other information which has not been released to the public or has been determined by the
Commission to be otherwise exempt from disclosure to the public. The contractor shall ensure that
information protected from public disclosure is maintained as required by NRC regulations and policies,
as cited in this contract or as otherwise provided by the NRC. The contractor will not directly or
indirectly duplicate, disseminate, or disclose the information in whole or in part to any other person or
organization except as may be necessary to perform the work under this contract. The contractor
agrees to return the information to the Commission or otherwise dispose of it at the direction of the
contracting officer. Failure to comply with this clause is grounds for termination of this contract.



(d) Regulations. The contractor agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of Facilities
and Security (DFS) and the Contracting Officer. These changes will be under the authority of
the FAR Changes clause referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management
Directive 12.1, NRC Facility Security Program which is incorporated into this contract by
reference as though fully set forth herein. Attention is directed specifically to the section titled
infractions and Violations," including "Administrative Actions" and "Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used
in this clause, means information that has been determined pursuant to Executive Order 12958
or any predecessor order to require protection against unauthorized disclosure and that is so
designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all
data concerning design, manufacture, or utilization of atomic weapons; the production of special
nuclear material; or the use of special nuclear material in the production of energy, but does not
include data declassified or removed from the Restricted Data category pursuant to Section 142
of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this
clause, means all data removed from the Restricted Data category under Section 142-d of the
Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an applicant for the physical protection
of special nuclear material; or security measures for the physical protection and location of
certain plant equipment vital to the safety of production of utilization facilities. Protection of this
information is required pursuant to Section 147 of the Atomic Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to
Restricted Data, Formerly Restricted Data, or other classified information, except in accordance
with the Atomic Energy Act of 1954, as amended, and the Commission's regulations or
requirements applicable to the particular type or category of classified information to which
access is required. The contractor shall also execute a Standard Form 312, Classified
Information Nondisclosure Agreement, when access to classified information is required.

0 Criminal Liabilities. It is understood that disclosure of National Security Information,
Restricted Data, and Formerly Restricted Data relating to the work or services ordered
hereunder to any person not entitled to receive it, or failure to safeguard any Restricted Data,
Formerly Restricted Data, or any other classified matter that may come to the contractor or any
person under the contractor's control in connection with work under this contract, may subject
the contractor, its agents, employees, or subcontractors to criminal liability under the laws of the
United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the contractor shall Insert provisions similar to the foregoing In all
subcontracts and purchase orders under this contract.



(I) In performing the contract work, the contractor shall classify all documents, material, and
equipment originated or generated by the contractor in accordance with guidance issued by the
Commission. Every subcontract and purchase order issued hereunder involving the origination
or generation of classified documents, material, and equipment must provide that the
subcontractor or supplier assign classification to all documents, material, and equipment in
accordance with guidance furnished by the contractor.

(End of Clause)

Badge Requirements for Unescorted Building Access to NRC Facilities

During the life of this contract, the rights of ingress and egress for contractor personnel must be
made available, as required, provided that the individual has been approved for unescorted
access after a favorable adjudication from the Security Branch, Division of Facilities and
Security (SB/DFS). In this regard, all contractor personnel whose duties under this contract
require their presence on-site shall be clearly identifiable by a distinctive badge furnished by the
NRC. The Project Officer shall assist the contractor in obtaining badges for the contractor
personnel. It is the sole responsibility of the contractor to ensure that each employee has a
proper NRC-issued identification/badge at all times. All photo-identification badges must be
immediately (no later than three days) delivered to SB/DFS for cancellation or disposition upon
the termination of employment of any contractor personnel. Contractor personnel must display
any NRC issued badge in clear view at all times during on-site performance under this contract.
It is the contractor's duty to assure that contractor personnel enter only those work areas

necessary for performance of contract work, and to assure the protection of any Government
records or data that contractor personnel may come into contact with."

SECURITY REQUIREMENTS FOR BUILDING ACCESS APPROVAL

The contractor shall ensure that all its employees, including any subcontractor employees and
any subsequent new employees who are assigned to perform the work herein, are approved by
the Government for building access. Timely receipt of properly completed security applications
is a contract requirement. Failure of the contractor to comply with this condition within the ten
work-day period may be a basis to void the notice of selection. In that event, the Govemment
may select another firm for award.

A contractor employee shall not have access to NRC facilities until he/she is approved by
Security Branch, Division of Facilities and Security (SB/DFS). Temporary access may be
approved based on a favorable adjudication of their security forms. Final access will be
approved based on favorably adjudicated background checks by General Services
Administration in accordance with the procedures found in NRC Management Directive 12.3,
Part 1. However, temporary access authorization approval will be revoked and the employee
may subsequently be removed from the contract in the event the employee's investigation
cannot be favorably adjudicated. Such employee will not be authorized to work under any NRC
contract without the approval of SB/DFS. When an individual receives final access, the
individual will be subject to a reinvestigation every five years.

The Government shall have and exercise full and complete control over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this
contract. Individuals performing work under this contract shall be required to complete and
submit to the contractor representative an acceptable GSA Form 176 (Statement of Personal



History), and two FD-258 (Fingerprint Charts). Non-U.S. citizens must provide official
documentation to the DFS/SB, as proof of their legal residency. This documentation can be a
Permanent Resident Card, Temporary Work Visa, Employment Authorization Card, or other
official documentation issued by the U. S. Citizenship and Immigration Services. Any applicant
with less than two years residency in the U. S. will not be approved for building access. The
contractor representative will submit the documents to the Project Officer who will give them to
the SB/DFS. SB/DFS may, among other things, grant or deny temporary unescorted building
access approval to an individual based upon its review of the information contained in the GSA
Form 176. Also, in the exercise of its authority, GSA may, among other things, grant or deny
permanent building access approval based on the results of its investigation and adjudication
guidelines. This submittal requirement also applies to the officers of the firm who, for any
reason, may visit the work sites for an extended period of time during the term of the contract.
In the event that SB/DFS and GSA are unable to grant a temporary or permanent building
access approval, to any individual performing work under this contract, the contractor is
responsible for assigning another individual to perform the necessary function without any delay
in the contract's performance schedule, or without adverse impact to any other terms or
conditions of the contract. The contractor is responsible for informing those affected by this
procedure of the required building access approval process (i.e., temporary and permanent
determinations), and the possibility that individuals may be required to wait until permanent
building access approvals are granted before beginning work in NRC's buildings.

The contractor will immediately notify the Project Officer when a contractor employee
terminates. The Project Officer will immediately notify SB/DFS (via e-mail) when a contractor
employee no longer requires building access and return any NRC issued badges to the SB/DFS
within three days after their termination.

SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY ACCESS APPROVAL

The proposer/contractor must identify all individuals and propose the level of Information
Technology (IT) approval for each, using the following guidance. The NRC sponsoring office
shall make the final determination of the level, if any, of IT approval required for all individuals
working under this contract.

The Government shall have and exercise full and complete control over granting, denying,
withholding, or terminating building access approvals for individuals performing work under this
contract.

SECURITY REQUIREMENTS FOR LEVEL I

Performance under this contract will involve prime contractor personnel, subcontractors or
others who perform services requiring direct access to or operate agency sensitive information
technology systems or data (IT Level I).

The IT Level I involves responsibility for the planning, direction, and implementation of a
computer security program; major responsibility for the direction, planning, and design of a
computer system, including hardware and software; or the capability to access a computer
system during its operation or maintenance in such a way that could cause or that has a
relatively high risk of causing grave damage; or the capability to realize a significant personal
gain from computer access. Such contractor personnel shall be subject to the NRC contractor
personnel security requirements of NRC Management Directive (MD) 12.3, Part I and will



require a favorably adjudicated Limited Background Investigation (LBI).

A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by Security Branch, Division of Facilities and Security (SB/DFS).
Temporary access may be approved based on a favorable adjudication of their security forms
and checks. Final access will be approved based on a favorably adjudicated LBI in accordance
with the procedures found in NRC MD 12.3, Part I. However, temporary access authorization
approval will be revoked and the employee may subsequently be removed from the contract in
the event the employee's investigation cannot be favorably adjudicated. Such employee will not
be authorized to work under any NRC contract without the approval of SB/DFS. Timely receipt
of properly completed security applications is a contract requirement. Failure of the contractor
to comply with this condition within the ten work-day period may be a basis to void the notice of
selection. In that event, the Government may select another firm for award. When an individual
receives final access, the individual will be subject to a reinvestigation every 10 years.

The contractor shall submit a completed security forms packet, including the SF-86,
"Questionnaire for National Security Positions," and fingerprint charts, through the Project
Officer to SB! DFS for review and favorable adjudication, prior to the individual performing work
under this contract. The contractor shall assure that all forms are accurate, complete, and
legible (except for Part 2 of the questionnaire, which is required to be completed in private and
submitted by the individual to the contractor in a sealed envelope), as set forth in MD 12.3 which
is incorporated into this contract by reference as though fully set forth herein. Based on SB
review of the applicant's security forms and/or the receipt of adverse information by NRC, the
individual may be denied access to NRC facilities, sensitive information technology systems or
data until a final determination is made of his/her eligibility under the provisions of MD 12.3.
Any questions regarding the individual's eligibility for IT Level I approval will be resolved in
accordance with the dud process procedures set forth in MD 12.3 and E. 0. 12968.

In accordance with NRCAR 2052.204-70 "Security," IT Level I contractors shall be subject to the
attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for
providing security requirements to prime contractors, subcontractors or others (e.g., bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems and data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.

SECURITY REQUIREMENTS FOR LEVEL II

Performance under this contract will involve contractor personnel that develop and/or analyze
sensitive information technology systems or data or otherwise have access to such systems or
data (IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a
computer system and all other computer or IT positions. Such contractor personnel shall be
subject to the NRC contractor personnel requirements of MD 12.3, Part I, which is hereby
incorporated by reference and made a part of this contract as though fully set forth herein, and
will require a favorably adjudicated Access National Agency Check with Inquiries (ANACI).

A contractor employee shall not have access to sensitive information technology systems or
data until he/she Is approved by SB/DFS. Temporary access may be approved based on a



favorable review of their security forms and checks. Final access will be approved based on a
favorably adjudicated ANACI in accordance with the procedures found in MD 12.3, Part I.
However, temporary access authorization approval will be revoked and the employee may
subsequently be removed from the contract in the event the employee's investigation cannot be
favorably adjudicated. Such employee will not be authorized to work under any NRC contract
without the approval of SB/DFS. Timely receipt of properly completed security applications is a
contract requirement. Failure of the contractor to comply with this condition within the ten
work-day period may be a basis to void the notice of selection. In that event, the Government
may select another firm for award. When an individual receives final access, the individual will
be subject to a reinvestigation every 10 years.

The contractor shall submit a completed security forms packet, including the SF-86,
"Questionnaire for National Security Positions," and fingerprint charts, through the Project
Officer to the NRC SB/DFS for review and favorable adjudication, prior to the individual
performing work under this contract. The contractor shall assure that all forms are accurate,
complete, and legible (except for Part 2 of the questionnaire, which is required to be completed
in private and submitted by the individual to the contractor in a sealed envelope), as set forth in
MD 12.3. Based on SB review of the applicant's security forms and/or the receipt of adverse
information by NRC, the individual may be denied access to NRC facilities, sensitive information
technology systems or data until a final determination is made of his/her eligibility under the
provisions of MD 12.3. Any questions regarding the individual's eligibility for IT Level II approval
will be resolved In accordance with the due process procedures set forth in MD 12.3 and
E.O. 12968.

In accordance with NRCAR 2052.204-70 Security," IT Level II contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furnishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g. bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems or data;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for investigation is to be withdrawn or canceled, the contractor shall
immediately notify the Project Officer by telephone in order that he/she will immediately contact
the SB/DFS so that the investigation may be promptly discontinued. The notification shall
contain the full name of the individual, and the date of the request. Telephone notifications
must be promptly confirmed in writing to the Project Officer who will forward the confirmation via
email to the SB/DFS. Additionally, SB/DFS must be immediately notified when an individual no
longer requires access to NRC sensitive automated information technology systems or data,
including the voluntary or Involuntary separation of employment of an individual who has been
approved for or is being processed for access under the NRC "Personnel Security Program."

SECURITY REQUIREMENTS FOR UNESCORTED ACCESS TO NUCLEAR POWER
PLANTS

Performance under this contract may involve unescorted access to protected and vital areas of
nuclear power plants or access to unclassified Safeguards Information (SGI).



Individual contractors requiring access to protected and vital areas of nuclear power plants or
access to unclassified SGI will be approved for access in accordance with the following
procedures:

A. Interim Approval

(a) The contractor shall submit a completed security forms packet, including the SF-86,
"Questionnaire for National Security Positions," fingerprint charts, copies of the contractor's five-
year employment and education history checks, including verification of the highest degree
obtained, a reference from at least one additional person not provided by the individual, results
of a psychological evaluation, and a certification that the contractor has found all checks
acceptable, through the Project Officer to SB/DFS for review and favorable adjudication, prior to
the individual performing work under this contract. Interim access authorization approval will be
revoked and the employee may subsequently be removed from the contract in the event the
employee's investigation cannot be favorably adjudicated. Such employee will not be
authorized to work under any NRC contract without the approval of SB/DFS. A signed
NRC form 570, "Access Authorization Acknowledgment," from the individual that he or she
understands his or her responsibility to report to the NRC, SB/DFS, any information bearing on
his or her continued eligibility for access authorization as specified in 10 CFR Part 10, Section
10.11 "Criteria" must also be included. The results of a psychological examination, which uses
a reliable written personality test or any other professionally accepted clinical evaluation
procedure, will be used to evaluate a subject's trustworthiness, reliability, and stability. The
contractor shall review all required information for accuracy, completeness, and legibility, except
Part 2 of the SF-86 which is required to be completed in private and submitted by the individual
to the contractor in a sealed envelope. Failure of the contractor to comply with this clause may
be a basis to void the notice of selection. In that event, the Government may select another firm
for award.

Or,

(b) The individual will arrange to be fingerprinted by the subject utility, and the contractor will
submit to the utility's access authorization program.

In Section A above, SB/DFS will conduct criminal history and credit checks and a security
assurance interview with the individual.

Based on the result of these checks, SB/DFS will determine the individual's eligibility for interim
access and provide an objection or no objection to the sponsoring Office pending completion of
the required background Investigation by OPM. Interim access authorization approval will be
revoked and the employee may subsequently be removed from the contract in the event the
employee's investigation cannot be favorably adjudicated. Such employee will not be
authorized to work under any NRC contract without the approval of SB/DFS.

B. Final Approval

(a) The required investigation on the individual has been completed, and is satisfactory,
resulting in NRC's endorsement of the individual's unescorted access at all nuclear facilities.

Or,



(b) The contractor has obtained unescorted access authorization (other than temporary access)
at the specific facility through that utility's access authorization program,

Or,

(c) The individual possesses a valid government issued clearance as verified by SB/DFS. A
valid government-issued clearance is defined as a U.S. Government-issued security clearance
equivalent or higher than an NRC "L' clearance (e.g., Secret) based on a comparable
investigation not more than five years old.

If an NRC contract is let to a foreign owned company employing foreign nationals, SB/DFS will
attempt to obtain security assurance from the respective government that a comparable
investigation has been conducted on the individual. If an acceptable assurance is obtained,
SB/DFS will provide a NO SECURITY OBJECTION without further investigative checks.

The investigation in Section B above may involve Access National Agency Check with Inquiries
(ANACI) or other investigation as deemed necessary by SB/DFS in accordance with 10 CFR
Part 10 and NRC Management Directive and Handbook 12.3. Any questions regarding the
individual's eligibility for unescorted access to protected or vital areas of nuclear power facilities
will be resolved in accordance with the provisions specified in 10 CFR Part 10, which is
incorporated into the contract by reference as though fully set forth herein.Any questions
regarding the individual's eligibility for access to nuclear power reactor SGI will be resolved in
accordance with the provisions set forth in Management Directive 12.3. Based on the review of
the applicant's security forms by SB/DFS and/or the receipt of adverse information by NRC, the
individual may be denied access to nuclear power reactor SGI until a final determination of his
or her eligibility for access is made under the provisions of 10 CFR Part 10. During the
processing by SB/DFS of new individuals for access to nuclear power reactor SGI, access may
be granted under licensee programs.

C. Fitness for Duty

Pursuant to NRC policy, all contract individuals proposed for performance of task orders
requiring unescorted access to nuclear power plants will be subject to the requirements of the
licensee's Fitness-for-Duty program.

D. Basic Exposure Control and Personnel Dosimetry Training Requirements

The contractor shall certify that personnel utilized under the scope of work herein have
completed basic exposure control and personnel dosimetry training sufficient to meet the
requirements of commercial nuclear power plants for unescorted access. Training will be
provided on a one-time basis, upon Issuance of the applicable task order(s), for those
individual(s) for whom the contractor cannot certify as to having completed the above training
within the past year. Site specific training obtained at each site will still be required during the
performance of Individual task orders in addition to the basic training."

SECURITY REQUIREMENTS FOR ACCESS TO CLASSIFIED MATTER OR INFORMATION

Performance under this contract will require access to classified matter or information (National
Security Information or Restricted Data) In accordance with the attached NRC Form 187 (See
List of Attachments). Prime contractor personnel, subcontractors or others performing work



under this contract shall require a "I" security clearance (allows access to Top Secret, Secret,
and Confidential National Security Information and Restricted Data) or a UL)I security clearance
(allows access to Secret and Confidential National Security Information and/or Confidential
Restricted Data).

The proposer/contractor must identify all individuals to work under this contract and propose the
type of security clearance required for each. The NRC sponsoring office shall make the final
determination of the type of security clearance required for all individuals working under this
contract.

Such contractor personnel shall be subject to the NRC contractor personnel security
requirements of NRC Management Directive (MD) 12.3, Part I and 10 CFR Part 10.11, which is
hereby incorporated by reference and made a part of this contract as though fully set forth
herein, and will require a favorably adjudicated Single Scope Background Investigation(SSBI)
for 'O" clearances or a favorably adjudicated Limited Background Investigation (LBI) for 'L"
clearances.

A contractor employee shall not have access to classified information until he/she is granted a
security clearance by the Security Branch, Division of Facilities and Security (SB/DFS), based
on a favorably adjudicated investigation. In the event the contractor employee's investigation
cannot be favorably adjudicated, their interim approval could possibly be revoked and the
individual could be subsequently removed from the contract. The individual will be subject to a
reinvestigation every five years for "0" clearances and every ten years for "L" clearances.The
contractor shall submit a completed security forms packet, including the SF-86, "Questionnaire
for National Security Positions," and fingerprint charts, through the Project Officer to SB/DFS for
review and submission to the Office of Personnel Management for investigation. The individual
may not work under this contract until SB has granted them the appropriate security clearance,
read, understand, and sign the SF 312, "Classified Information Nondisclosure Agreement." The
contractor shall assure that all forms are accurate, complete, and legible (except for Part 2 of
the questionnaire, which is required to be completed in private and submitted by the individual
to the contractor in a sealed envelope), as set forth in MD 12.3. Based on SB review of the
applicant's investigation, the individual may be denied his/her security clearance in accordance
with the due process procedures set forth in MD 12.3 Exhibit 1, E. 0. 12968, and 10 CFR Part
10.11.

In accordance with NRCAR 2052.204-70 cleared contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for providing
security requirements to prime contractors, subcontractors or others (e.g., bidders) who have or
may have an NRC contractual relationship which requires access to classified information;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires NRC photo identification or card-key badges.



BILLING INSTRUCTIONS FOR
FIXED PRICE CONTRACTS (October 2003)

General: The contractor Is responsible during performance and through final payment of this
contract for the accuracy and completeness of the data within the Central Contractor Registration
(CCR) database, and for any liability resulting from the Government=s reliance on Inaccurate or
Incomplete CCR data. The contractor shall prepare vouchers or involces as'prescribed herein.
FAILURE TO SUBMIT VOUCHERS/INVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL
RESULT IN REJECTION OF THE VOUCHER/INVOICES AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/involces, or on the
Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal-
Continuation Sheet." These forms are available from the U.S. Government Printing Office, 710
North Capitol Street, Washington, DC 20401.

Number of Copies: An original and three copies shall be submitted. Failure to submit all the
required copies will result In rejection of the voucher/invoice as Improper.

Designated Agency Billinc Office: Vouchers/linvoices shall be submitted to the following address:
U.S. Nuclear Regulatory Commission

-. Division of Contracts - T-7-1-2
Washington, DC 20555-0001

A copy of any Invoice which Includes a purchase of property valued at the time of purchase at
$5000 or more, shall additionally be sent to:

NRC Property Management Officer
Administrative Services Center
Mall Stop - T-7-D-27
Washington, DC 20555-0001

HAND-DELIVERY OF VOUCHERS/INVOICES IS DISCOURAGED AND WILL NOT EXPEDITE
PROCESSING BY THE NRC. However, should you choose to deliver vouchers/involkes by hand,
Including delivery by any express mall service or special delivery service which uses a courier or
other person to deliver the vouchers/Invoices In person to the NRC, such vouchers/Involces must
be addressed to the above Designated Agency Billing Office'and will only be accepted at the
following location:

U.S. Nuclear Regulatory Commission
One White Flint North - Mall Room
11555 Rockville Pike
Rockville, MD 20852

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED AT OTHER THAN THE ABOVE
ADDRESS

Note that the offIcIal receipt date for hand-delivered vouchers/invoices will be the date It Is
received by the, official agency billing office In the Division of Contracts.

Acency Payment OffIce: Payment will continue to be made by the office designated In the contract
In Block 12 of the Standard Form 26 or Block 25 of the Standard Form 33, whichever Is applicable.

Frequency: The contractor shall submit a voucher or Invoice only after the NRC's final acceptance
of services rendered or products delivered In performance of the contract unless otherwise
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specified In the contract.

Preparation and itemization of the Voucher/invoice: The vbucherlinvolce shall be prepared In Ink
or by typewriter (without strike-overs). Corrections or erasures must be initialed. To be
considered a proper voucher/invoice, all of the following elements must be Included:

1. Contractor=s Data Universal Number (DUNS) or DUNS+4 number that IdentIfies the
contractor=s name and address. The DUNS+4 number Is the DUNS number plus a 4-
character suffix that may be assigned at the discretion of the contractor to identify
alternative Electronic Funds Transfer (EFT) accounts for the same parent concern.

2. Contract number.

3. Sequential voucher/invoice number.

4. Date of voucher/invoice.

5. Payee's name and address. Show the name of the Payee as it appears In the contract and
Its correct address. If the Payee assigns the proceeds of this contract as provided for In
the assignment of claims terms of this contract, the Payee shall require as a condition of
any such assignment, that the assignee shall register separately in the Central Contractor
Registration (CCR) database at http://www.ccr.gov and shall be paid by.EFT In accordance
with the terms of this contract. See Federal Acquisition Regulation 52.232-33(g) Payment
by Electronic Funds Transfer - Central Contractor Registration (October 2003).

6. Description of articles or services, quantity, unit price, and total amount.

7. For contractor acquired property list each Item purchased co'stingg $50,000 or more and
having a life expectancy of more than 1 year and provide: (1) an Item description, (2)
manufacturer, (3) model number, (4) serial number, (5) acquisition cost, (6) date of
purchase, and (7) a copy of the purchasing document.

8. Weight and zone of shipment, If shipped by parcel post.

9. Charges for freight or express shipments. Attach prepaid bill If shipped by freight or
express.

10. Instructions to consignee to notify the Contracting Officer of receipt of shipment.

11. For Indefinite Delivery contracts or contracts under which progress payments are
authorized, the final voucher/invoice shall be marked "FINAL VOUCHER" OR "FINAL
INVOICE."

Currency: Billings may be expressed In the currency normally used by the contractor In
maintaining his accounting records'and payments will be made In that currency. However, the
U.S. dollar equivalent for all vouchers/invoices paid under the contract may not exceed the total
U.S. dollars authorized In the contract.


