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estimated amount of this task order (ceiling) for the products/services ordered, delivered, and accepted under this task
order is $243,835."

2. Under subsection B.3 PERIOD OF PERFORMANCE, the sentence is deleted entirely and the following is substituted
in-lieu thereof: "This order shall be effecive from September 30, 2002, through December 31, 2004.

A summary of obligations under this task order, from date of award through this modification, is given below:
Total FY'02 obligations $200,000
Total FY'04 obligations $ 16,000
Cumulative Total of NRC obligations: $216,000

This modification does not obligate any funds.

All other terms and conditions remain the same.
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STATEMENT OF WORK
UNDER
ORDER # NRC-33-01-191-005 mMop &

June 18, 2004

Background

NRC's primary mission is to protect the public health and safety, and the environment
from the effects of radiation from nuclear reactors, materials, and waste facilities. We
also regulate these nuclear materials and facilities to promote the common defense and
security. NRC carries out its mission by conducting the following activities:

. Provides policy formulation, rule-making, and adjudication oversight.
° Provides information about radiation and NRC's role in ensuring protection of the
public and radiation workers.

The Office of Nuclear Security and Incident Response (NSIR) develops overall agency
policy and provides management direction for evaluation and assessment of technical
issues involving security at nuclear facilities, and is the agency safeguards and security
interface with the Department of Homeland Security (DHS), Department of Energy
(DOE), the intelligence and law enforcement communities, and other agencies. NSIR
Develops and directs the NRC program for response to incidents, and is the agency
incident response interface with the DHS, Federal Emergency Management Agency
(FEMA) and other Federal agencies.

NSIR identified a need to establish a protected network and electronic document
repository system or electronic safe for unclassified safeguards information (SGi). The
protected network will provide the agency more efficiency in transmitting SGI and other
sensitive unclassified information between cleared staff and with other Federal
agencies. The electronic safe will provide the agency more effectiveness in processing,
handling, and storing these types of documents among individuals with a need to know.
The Protected Network (or Local Area Network (LAN) along with the electronic safe
(SLES) would ultimately serve as the NRC's electronic repository and transporting
mechanism for safeguards official agency records. The entire project and resulting
application(s) has been designated as a Major Application.

The NRC requires contractual support in the production of required network
infrastructure security technical reports as provided for in Task 3.5 of Order #NRC-33-
01-191-005 to wit:

The NRC has a requirement to qwckly assess the security impact of any emergent
problems or issues that may be identified with the design or addition of new - --
technologies, or the introduction of new software applications, or the identification of a
new security vulnerability, may all require the NRC Senior IT security Officer to provide a
technical recommendation that helps resolve any issue or problem identified. The
contractor shall be tasked by the Government Project Officer (via email, or via written
memo), to deliver up to five Network Infrastructure Security Technical Reports. As a
minimum standard, each Network Security Technical Report shall be no longer than five
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pages, and shall provide an expert level security engineering analysis or assessment of
each issue of problem identified by the Government Project Officer, an d shall

* recommend a solution or propose a strategy that will mitigate or help resolve the

identified issue or problem.

The primary goal of this contractual support is to assist the NRC government staff in the
successful security evaluation of requirements, risks, and acceptance/mitigation
strategies for the proposed NRC Protected Network for the transport of NRC related
SafeGuard Information (SGI)) at the NRC headquarters in Rockville, MD. In order to
accomplish this goal, the Contractor shall determine the basic protected network related
requirements, associated risks and probable actions that would lead to acceptance or
mitigation strategies of identified risks.

Scope

NRC requires the Contractor to complete the following three (3) milestones with
deliverables as identified within this document. Each milestone consists of performing
required tasks resulting in specific deliverables, as described below:

Milestone 1-1: Develop a Security Requirements Report
Milestone 1-2: Develop a Risk Assessment Report
Milestone 1-3: Develop a Risk Acceptance/Mitigation Report

NRC Protected Infrastructure Milestone Descriptions

Milestone 1-1: Develop a Security Requirements Report

The NRC requires the Contractor shall develop a Protected Local Area Network (PL)
Project Security Requirements Report in accordance with the NRC MD 12.5, and the
applicable National Institute of Standards and Technology (NIST) documents, as well as
working closely with the NRC Office of the Chief Information Officer's Security staff.
The Contractor shall concentrate on producing the security related requirements for the
supporting protected network capable of transporting the electronic digital SG!
documents within the NRC.

224.2° Milestone 1-2: Develop a Risk Assessment Report

The Contractor shall conduct a risk assessment in concert with the security
requirements documented as a result of the completion of Milestone 1-1 of this task.
The Contractor shall develop a Draft and Final Risk Assessment Report. The Risk
Assessment Report shall be completed following the guidance provided in NRC Risk
Assessment Template.

The objectives of this risk assessment for the NRC Electronic Safe and Protected
Network shall be to: identify potential undesirable or unauthorized events; identify risks

that.could have a negative impact on the overall integrity, confidentiality, or availability of

information processed or stored by, or transmitted through the integrated collection of
systems; identify potential controls to reduce, eliminate or respond to risk events; reduce
or eliminate the impact of risk events; and establish responsibilities and milestones for
the implementation of mitigating controls.

The Contractor shall document the results of the process. This shall include
documenting the risk number, a description of each risk, the type of risk (i.e., impacting



the confidentiality, integrity, or availability), the level of risk (i.e., low, medium, or high),
the associated controls, and the action(s) required to minimize each risk.

2.2.1.3 Milestone 1-3: Develop a Risk Acceptance/Mitigation Report

The NRC requires the Contractor to develop a NRC SL Risk Acceptance and Mitigation
Reportt. The Contractor shall use the material and/or information/data collected as a
result of the completion of Milestones 1-1:and-1-2 as input to this task.- The Contractor
shall work closely with the NRC Project Officer (PO)/Senior IT Security Officer (SITSO)
in the development of this report. The PO/ SITSO will provide final approval of the
System Security Plan for NRC.



