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NRC Report to OMB

Bureau Name
Total 

Number
Number 

Reviewed
Total 

Number
Number 

Reviewed
Total 

Number
Number 

Reviewed
Total 

Number
Percent of 

Total
Total 

Number
Percent of 

Total
Total 

Number
Percent of 

Total
Total 

Number
Percent of 

Total
Total 

Number
Percent of 

Total
NRC 1 1 17 4 7 3 17 100.0% 17 100.0% 16 94.1% 16 94.1% 16 94.1%

Agency Total 1 1 17 4 7 3 17 100.0% 17 100.0% 16 94.1% 16 94.1% 16 94.1%

Comments:

Section A:  System Inventory and IT Security Performance
NOTE:  ALL of Section A should be completed by BOTH the Agency CIO and the OIG.
To enter data in allowed fields, use password: fisma

A.1.b.

FY04 Systems

A.1.c.

FY04 Contractor 
Operations or 

Facilities

A.2.e. 

Number of 
systems for which 

contingency 
plans have been 

tested  

A.1. By bureau (or major agency operating component), identify the total number of programs and systems in the agency and the total number of contractor operations or facilities.  The agency CIOs 
and IG's shall each identify the total number that they reviewed as part of this evaluation in FY04. NIST 800-26, is to be used as guidance for these reviews. 

A.2.  For each part of this question, identify actual performance in FY04 for the total number of systems by bureau (or major agency operating component) in the format provided below.

A.2.a.

 Number of 
systems certified 
and accredited

A.1 A.2

A.1.a.

FY04 Programs

A.2.d.

Number of systems 
with a contingency 

plan 

A.2.b. 

Number of 
systems with 

security control 
costs integrated 
into the life cycle 

of the system 

A.2.c.

 Number of 
systems for which 
security controls 
have been tested 
and evaluated in 

the last year 

Thirteen of the systems are major applications, and four are general support systems. NRC also has two major applications in development, for a total of 19 systems. Three of the systems are operating 
under an interim accreditation. The OIG reviewed 4 major applications in detail. Of the 7 contractor operations or facilities, OIG reviewed 2 in conjunction with the system reviews, and reviewed a recent 
network security testing report for another.
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NRC Report to OMB

Comments:

Almost Always, or 96-100% of the time

Yes

A.3.  Evaluate the degree to which the following statements reflect the status in your agency, by choosing from the responses provided in the drop down menu.   If appropriate or necessary, include 
comments in the Comment area provided below. 

d.  The agency maintains an inventory of major IT systems and this inventory is updated at least annually.

A.3

EvaluationStatement

f.  The OIG and the CIO agree on the total number of programs, systems, and contractor operations or facilities.

e.  The OIG was included in the development and verification of the agency’s IT system inventory.

Almost Always, or 96-100% of the time

Frequently, or 71-80% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

a. Agency program officials and the agency CIO have used appropriate methods to ensure that contractor provided services or 
services provided by another agency for their program and systems are adequately secure and meet the requirements of 
FISMA, OMB policy and NIST guidelines, national security policy, and agency policy.   

b.  The reviews of programs, systems, and contractor operations or facilities, identified above, were conducted using the NIST 
self-assessment guide,  800-26.

c.  In instances where the NIST self-assessment guide was not used to conduct reviews, the alternative methodology used 
addressed all elements of the NIST guide.   

e. The OIG does not participate in the development of the agency's major IT system inventory, but does verify the inventory is accurate and up to date.

i. NRC's SITSO left the agency in late 2003 in late 2003, and as of December 12, 2003, the Director of the Program Management, Policy Development, and Analysis Staff within the Office of the Chief 
Information Officer is currently serving as acting SITSO.  The agency is in the process of looking for someone to fill the position and anticipates hiring a new SITSO in the next 60 days.  The former 
SITSO did not report directly to the CIO, and the new SITSO, once hired, will also not report directly to the CIO.  The SITSO will report to the Director of the Program Management, Policy Development, 
and Analysis Staff within the Office of the Chief Information Officer on day-to-day matters, and will have direct access to the CIO on any computer security issues.

b. NRC uses NIST SP 800-26 for reviewing their own programs and systems, however NRC primarily uses methods other than NIST SP 800-26 for reviewing contractor operations and facilities. NRC 
presumes that that two agencies supporting NRC are also following FISMA and NIST guidelines, and there are agreements in place with the 2 Federal agencies.  For contractors and commercial 
entities providing services, NRC includes security requirements in contract language.  

Almost Always, or 96-100% of the time

Yes

g.  The agency CIO reviews and concurs with the major IT investment decisions of bureaus (or major operating components) 
within the agency.

h.   The agency has begun to assess systems for e-authentication risk.

Statement Yes or No

i.  The agency has appointed a senior agency information security officer that reports directly to the CIO.
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NRC Report to OMB

Total 
Number

Total Number 
Repeated 
from FY03 Identify and Describe Each Significant Deficiency

POA&M 
developed?
 Yes or No

NRC 0 0

Agency Total 0 0

Section B:  Identification of Significant Deficiencies
NOTE:  ALL of Section B should be completed by BOTH the Agency CIO and the OIG. 
To enter data in allowed fields, use password: fisma

B.1.  

Comments:

B.1.  By bureau, identify all FY 04 significant deficiencies in policies, procedures, or practices required to be reported under existing law.  Describe each on a separate row, 
and identify which are repeated from FY03.  In addition, for each significant deficiency, indicate whether a POA&M has been developed. Insert rows as needed.  

Bureau Name

FY04 Significant Deficiencies
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NRC Report to OMB

Statement

a. Known IT security weaknesses, from all components, are incorporated into the POA&M.

b.  Program officials develop, implement, and manage POA&Ms for systems they own and 
operate (systems that support their program or programs) that have an IT security weakness.

c.  Program officials report to the CIO on a regular basis (at least quarterly) on their remediation 
progress.

d.  CIO develops, implements, and manages POA&Ms for every system they own and operate (a 
system that supports their program or programs) that has an IT security weakness.

e.  CIO centrally tracks, maintains, and reviews POA&M activities on at least a quarterly basis.

f.  The POA&M is the authoritative agency and IG management tool to identify and monitor agency 
actions for correcting information and IT security weaknesses.

g.  System-level POA&Ms are tied directly to the system budget request through the IT business 
case as required in OMB budget guidance (Circular A-11).

h.  OIG has access to POA&Ms as requested.

i.  OIG findings are incorporated into the POA&M process.

j.  POA&M process prioritizes IT security weaknesses to help ensure that significant IT security 
weaknesses are addressed in a timely manner and receive appropriate resources.  

Comments:

Section C:  OIG Assessment of the POA&M Process
NOTE:  Section C should *ONLY* be completed by the OIG.  The CIO should leave this section blank.
To enter data in allowed fields, use password: fisma

C.1.  Through this question, and in the format provided below, assess whether the agency has developed, implemented, and is managing an agency-wide plan of 
action and milestone (POA&M) process.   This question is for IGs only.  Evaluate the degree to which the following statements reflect the status in your agency by 
choosing from the responses provided in the drop down menu.  If appropriate or necessary, include comments in the Comment area provided below.

C.1

Almost Always, or 96-100% of the time

Evaluation

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

The CIO maintains an internal tracking system used as a POA&M tool for tracking security weaknesses of all NRC systems, not just those owned by CIO.  Program 
officials are still responsible for providing inputs to the tracking system, for correcting weaknesses, and for providing updates to CIO.  CIO uses a separate POA&M to 
track weaknesses reported to OMB on a quarterly basis.

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time
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NRC Report to OMB

Statement
Assess the overall quality of the Agency's certification and accreditation 
process.

Comments:  The OIG reviewed the C&A packages for four systems as part of 
the system evaluations conducted for the FY 2004 FISMA review. All systems 
followed the NRC C&A process, which is based on NIST guidance. All of the 
C&A packages for the systems that were reviewed contained all of the required 
documentation (i.e., risk assessment, security plan, security test and evaluation 
plan and report, contingency plan, contingency plan test report, ISSO 
appointment memo, certification report with certification signature, and 
accreditation signature). However, in some cases the documentation was not 
consistent with NIST guidelines, and in some cases, security protection 
requirements (confidentiality, integrity, availability) were inconsistent within 
security documentation. Security test and evaluation conducted on one system 
as part of the C&A of the system was not comprehensive and was not 
performed by an independent party.

Good

C.1 OIG Assessment of the Certification and Accreditation Process
Section C should only be completed by the OIG.  OMB is requesting IGs to assess the agency’s certification and accreditation process in 
order to provide a qualitative assessment of this critical activity.  This assessment should consider the quality of the Agency’s certification and 
accreditation process.  Any new certification and accreditation work initiated after completion of NIST Special Publication 800-37 should be 
consistent with NIST Special Publication 800-37.  This includes use of the FIPS 199, “Standards for Security Categorization of Federal 
Information and Information Systems,” to determine an impact level, as well as associated NIST documents used as guidance for completing 
risk assessments and security plans.  Earlier NIST guidance is applicable to any certification and accreditation work completed or initiated 
before finalization of NIST Special Publication 800-37.  Agencies were not expected to use NIST Special Publication 800-37 as guidance 
before it became final.  

Evaluation
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NRC Report to OMB

D.1. D.2.

Yes, 
No, or 

N/A Evaluation

Yes

Yes

Almost Always, or 96-
100% of the time

Yes

Almost Always, or 96-
100% of the time

N/A

Yes

Almost Always, or 96-
100% of the time

Yes

Almost Always, or 96-
100% of the time

Yes

Almost Always, or 96-
100% of the time

Yes

Almost Always, or 96-
100% of the time

No

Yes

Almost Always, or 96-
100% of the time

Yes

Almost Always, or 96-
100% of the time

N/A

Yes
Almost Always, or 96-
100% of the time

Yes or 
No Evaluation

Yes

Almost Always, or 96-
100% of the time

Comments:

k.  Oracle

f.  Windows 2003 Server

h.  HP-UX

i.  Linux

Section D
NOTE:  ALL of Section D should be completed by BOTH the Agency CIO and the OIG.
To enter data in allowed fields, use password: fisma

D.1. Has the CIO implemented agencywide policies that require detailed specific security configurations and what is the 
degree by which the configurations are implemented? 

D.1. & D.2.

D.1.  First, answer D.1. If the answer is yes, then proceed.  If no, then skip to Section E.  For D.1.a-f, identify whether agencywide security configuration 
requirements address each listed application or operating system (Yes, No, or Not Applicable), and then evaluate the degree to which these configurations 
are implemented on applicable systems.  For example:  If your agency has a total of 200 systems, and 100 of those systems are running Windows 2000, 
the universe for evaluation of degree would be 100 systems.  If 61 of those 100 systems follow configuration requirement policies, and the configuration 
controls are implemented, the answer would reflect "yes" and "51-70%".  If appropriate or necessary, include comments in the Comment area provided 
below.
D.2.  Answer Yes or No, and then evaluate the degree to which the configuration requirements address the patching of security vulnerabilities.  If 
appropriate or necessary, include comments in the Comment area provided below.  

l.  Other.  Specify: Novell, AIX

D.2.  Do the configuration requirements implemented above in D.1.a-f., address patching of security 
vulnerabilities?

a.  Windows XP Professional

c.  Windows 2000 Professional

d.  Windows 2000

j.  Cisco Router IOS

e.  Windows 2000 Server

b.  Windows NT

g.  Solaris
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NRC Report to OMB

Answer:  

Comments:

b.  Specifically, what tools, techniques, technologies, etc., does the agency use to mitigate IT security risk?

Network vulnerability assessment tools, external penetration testing, internal penetration testing scheduled to begin soon. Testing for wireless 
access points. Virus detection software on all mail servers & desktops.  Cache flow web proxy device to block active content & block access to 
specific web sites.  Intrusion detection system at the perimeter.  Firewall, intrusion detection, and web logs reviewed on a daily basis.

a.  How many systems underwent vulnerability scans and penetration tests in FY04? 

c. The agency follows defined procedures for reporting to the United States Computer Emergency Readiness 
Team (US-CERT). http://www.us-cert.gov

82%14

Number of 
Systems

Statement

E.1

Evaluation

a.  The agency follows documented policies and procedures for reporting incidents internally.

NRC conducts vulnerability scans and penetration tests on portions of their network and not on specific individual NRC systems. Some servers supporting NRC systems were 
scanned when their operating systems were upgraded (part of NRC's process for putting new servers into production). External penetration testing of NRC's network was conducted 
in FY 2004. Two NRC systems, and portions of a third, are not housed at NRC, and were not included in any scanning or penetration testing conducted by NRC.

b. The agency follows documented policies and procedures for external reporting to law enforcement 
authorities.

E.2.

Section E:  Incident Detection and Handling Procedures
NOTE:  ALL of Section E should be completed by BOTH the Agency CIO and the OIG.
To enter data in allowed fields, use password: fisma

Percentage of 
Total Systems

E.2. Incident Detection Capabilities.  

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

Almost Always, or 96-100% of the time

E.1.  Evaluate the degree to which the following statements reflect the status at your agency.  If appropriate or necessary, include comments in the Comment area provided 
below. 
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NRC Report to OMB

F.1.a
Reported 
internally

F.1.b.
Reported to US-

CERT

F.1.c.
Reported to law 

enforcement

F.2.a.
Systems with 

complete and up-
to-date C&A

F.2.b.
Systems without 
complete and up-

to-date C&A

F.2.c.
How many 
successful 

incidents occurred 
for known 

vulnerabilities for 
which a patch was 

available?

Number of 
Incidents

Number of 
Incidents

Number of 
Incidents

Number of 
Systems 
Affected

Number of 
Systems 
Affected

Number of 
Systems 
Affected

I.    Root Compromise 0 0 0 n/a n/a n/a
II.   User Compromise 0 0 0 n/a n/a n/a
III.  Denial of Service Attack 0 0 0 n/a n/a n/a
IV. Website Defacement 0 0 0 n/a n/a n/a
V.  Detection of Malicious Logic 33449 33449 0 n/a n/a n/a
VI. Successful Virus/worm Introduction 93 93 0 n/a n/a n/a
VII. Other 0 0 0 n/a n/a n/a

Totals: 33542 33542 0 0 0 0

Comments:

NRC's reporting of security events changed in December 2003. In the 1st 2 months of FY 2004, NRC reported on 12 types of suspicious activity, and categorized the 
events based on a 5 level system. Level 1 events are observations, level 2 - warnings, level 3 - alerts, level 4 - damage, and level 5 - exploits. For the purposes of 
reporting successful incidents, only level 3 and higher events would be considered successful. In the 1st 2 months of FY 2004, no level 3 or higher events were 
reported. Starting in December 2003, NRC's reports include eight types of events that reflect the eight event types reported in US-CERT statistics. Categories V and 
VI were not tracked in NRC reports for October and November 2003. Detection of malicious logic is considered to be viruses/worms detected at the agency's mail 
gateway, and by virus detection software on servers and workstations. Successful virus/worm introduction are those that were not detected, and had to be cleaned. 
Only workstations (no servers) had any actual "infections."

F.2.
Number of systems affected, by category, on: 

F.1.
Number of Incidents, by category:

Section F:  Incident Reporting and Analysis
NOTE:  ALL of Section F should be completed by BOTH the Agency CIO and the OIG. 
To enter data in allowed fields, use password: fisma

F.1.  For each category of incident listed: identify the total number of successful incidents in FY04, the number of incidents reported to US-CERT, and the number 
reported to law enforcement.   If your agency considers another category of incident type to be high priority, include this information in category VII, "Other".  If 
appropriate or necessary, include comments in the Comment area provided below.

F.1.,  F.2. & F.3.

F.2.  Identify the number of systems affected by each category of incident in FY04.  If appropriate or necessary, include comments in the Comment area 
provided below.
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NRC Report to OMB

Number Percentage Number Percentage

3,468 3,023 87.2% 34 32 94.1%
Security awareness training course required 
for all employees, taken annually. ISSO 
training course.

$46,300

Yes No
Comments:

Total number of employees as of September 21, 2004.  The number of employees includes NRC employees and contractors with LAN accounts vs. all 
employees at NRC. Only employees and contractors with LAN accounts are required to take awareness training.

Section G:  Training
NOTE:  ALL of Section G should be completed by BOTH the Agency CIO and the OIG.
To enter data in allowed fields, use password: fisma

G.1.  Has the agency CIO ensured security training and awareness of all employees, including contractors and those employees with significant IT security 
responsibilities?   If appropriate or necessary, include comments in the Comment area provided below.

G.1.a.

Total number of  
employees in 

FY04

G.1.b.

Employees that received IT 
security awareness training 

in FY04, as described in 
NIST Special Publication 

800-50

G.1.c.

Total number of 
employees with 

significant IT 
security 

responsibilities

G.1.d.

Employees with significant 
security responsibilities that 

received specialized training, 
as described in NIST Special 
Publications 800-50 and 800-

16

G.1.e.

Briefly describe training provided

G.1.f.

Total costs for 
providing IT 

security training in 
FY04 

(in $'s)

G.1. 

G.2.

a.  Does the agency explain policies regarding peer-to-peer 
file sharing in IT security awareness training, ethics training, 
or any other agency wide training?

Yes

Yes or No

10 of 10


