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- obvious. self-interest and poor track rccord l:kc Wackenhut.

T e metev Jua Ve val FY SR ) rugy ' @002

et

TR o v——
tnce 1:9 8 1 S e
. 1 .
;

R T, T, T HERTy
CoE T Y £
3 ﬁ ; b, - 3 Y
% ¢ ¢ .—'”,:*’ . Liof .
; o WA # :
T gt P ] " ‘-';.-j i
e . o . 29 3. . o
Fhojecti0n G elnmentiotersi gt
- . . ) X ! 25 d . - . s

July 30,2004

Chairman Nﬂes J. Diaz
Nuclear Regulatory. Commxssxon

11555 Rockville Pike
_,-’R_ockvﬂlc MD 20852

Via facsimile: (301) 41 5-1757

X Dear Chaxnnan Diaz,

 We have been cncouraged by and supporuve of the NRC’s recent efforts to developa

" credible force-on-force program to test the effectiveness.of guard forces and defensive stratepiés

-at nuclear power plants. 'We were led to believe that the NRC.would develop its own adversary
teams for these tests. Credible adversary teams are essential for these performance tests.

_ Therefore, we were shocked to learn that Nuclear Energy Institute (NED), the lobbymg
arm of the nuclear industry, has hired Wackenhut Corporation to supply and manage these
a2dversary teams. This is more than a case of the proverbial fox guarding the henhouse. It is not

~an apparent.conflict of interest -- but & blatant conflict of interest. As you know, Weckenhut

guard forces protect 30 of the nation's 64 nuclear power plants. At nearly 50 percent of the

. nuclear plants, then, Wackenhut guard forces would be tested by Wackenhut adversaries. Under

these conditions no one wonld have any confidence in the results of these force-on-force tests,
rregardiess of whatéver oversight the NRC might pravide. The NRC should not abdicate its
responsibility to run security preparedness tests to the nuclear industry, much less hand over
authonty to lhe very entity being tested. (Appcndlx A)

Havmg a tramed full-time advcrsary force is a good idea, but  any benefit gained is lost by

' the current arrangement. Oversight of critical infrastructure security is an inherently

governmental function and must not be entrusted to-a private company, parhcularly one with an

5

If this inappropriate arrangement were not enough for the commission to reclaim the
force-on-force program, Wackcnhut’s dubious past performance should. Some examples of
'Wackenhut 3 performance

As recently.as last January, DOE mspector general reported that Wackenhut personnel

~ had cheated during a force-on-force exercise of June 2003 at the Y-12 plant in Oak Ridge, Tenn.

This facility housés hundreds of tons of highly enriched uranium. The inspector generel, Greg

~ Friedman, said the test results were “tainted and unreliable.” Moreover, Friedman gleaned from
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more than 30 testimonies that this was part of *‘a pattem of actions” datmg ‘back almast two
} dccades (Appcnchx B) :

A stuxmmg case study of Wackenhut's mcompetence with nuclear security:
Between 1986 and 2003, Wackenhut provided security at Indian Point #2 Nuclear Power plant
- which is less than 35 mlles north of Manhattan. The utility, Entergy, that had recently acquired
the plant, hlred a consultant to conduct an mtemal probe of Sccunty at the facility; and found:

‘. “Only 19 pcrccnt of thc sccurxty oﬂiccrs statcd that they could adequately defend the

- plant.” _ ,

o: Some officers beheved that as many as “50 per cent of the force may not be
physxcally able to meet the demands._ of defendmg the plant™;

¢ 'Wackcnhut allowed gua.rds to take theu' weapons qua.hfymg tests over and over agam
until they passed '

s Citing ofiﬁcers fears of retahatmn for msmg concerns, the report said, "The security
" officers stated that a chilled environment existed among security officers... as a result
of issues related to Wackenhut site management;” :

" e Guards'told of minimal tréining, of other guards reporting for duty drunk, of security
© 'drills that were carefully staged by Wackenhut to insure that mock attackers would be
.. .repelled, and of out of shape giiards forced to work 70 to 80 hours or more per week.
Entergy subsequently termmated Wackenhut s contract as a result of the mves’ngatxon.
~ (Appendix C) :

o The vast majonty ofthe almost 200 guards at both NRC and Bnergy department sites that
. have complamed to POGO about secunty problcms have beén Wackcnhut employees

S Another of Wackenhut’s most notorious cases came in the 1990s, and involved
Wackenhut's work on the Alaskan plpelme Chuck Hamel coordinated a number of
whistleblowers who testified about serious structural problems before Congress (Hamel is
currently a member of POGO‘s board of directors but was not at the time of this case).

."Wackenhut then fired most of the whistleblowers, dnd mounted a massive undercover
surveillance operation against Mr. Hamel. The undercover private investigators acquired the
Hamel family private phone records - to identify and fire pipeline whistleblowers. Wackenhut

. also-used clandestine-and malicious tactics such as stealing his garbage, creatmg 2 phony

-+ environmental front-orgenization, employing hidden cameras in hotel rooms in an attempt to .
- compromise him with.-women, and stationing, for severa) months, an eavesdropping electronics
- ven beside his Alexandria, Va., iome. Federal Judge Stanley Sporkin, during the 1993 U.S.

- District Court procéedings, described the details'of Wackenhut’s. operation on Mr. Hamel as
“hotrendous” and "reminiscent of Nazi Germany." Judge Sporkin further observed, "no one

S should be sub_;ected tothe kmd of treatment the Hamels were." (Appendix D) .
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We have another major concem about the NRC's reliance on Wackenhut to provxde
security - and now the testing-of security'--at our nation's nuclear power plants. As you probably
know, the Departmeént of Homeland Security has a pilot program to evaluate the possibility of
private contragtors taking over passenger and checkéd bag screening from the federal

' government at some U.S. eirports. The legislation authorizing the pilot program — the Aviation
- and Tmzsportatmn Security Act of 2001 - specifically prolubxts foreign firms from being hired

'to handle screemng Congress wanted t0 preserve the secunty of such critical infrastructure for
U domestw compames ' : . .

Why is the NRC a federal regulatory agency thh responsxbﬂlty for security of nuclear
: powet plants increasing rather than decreasmg reliance on a foréign owned corporation —
‘Wackenhut —to manage security at the majority of U.S. nuclear power plants? Why would the
‘United States govermnment want 2 foreign corporation to know the defensive strategies,
- vulnerabilities, targets, timelines, and protecuve weapons of nuclear power plants, some of
o .whxch are close to U. S cmes"’

_ Wackenhut is owried by Group 4 Fa.lck A/S a Damsh company, which has just merged
wnh 2 British firm, Securicor, PLC. Securicor is the parent company of Cognisa - the same
~ -company that was in charge of airport security on Sept. 11, 2001 when terrorists with weapons
. -passed through checkpoints at Washirigton-Dulles and Newark International Airports (back then
the company called itself Argenbright). We now have one mega-foreign owned corporation with .
an abysmal record msxde the U.sS. operatmg secunty at many our nuclear power plants.!

: We are not suggestmg that Group 4 Falck-Secricor would disseminate this information
10  terrorist group-or foreign power. The point is that the U.S. government and the nuclear
' power unhnes should keep this critical mformanon in as few hands as poss1b1e or the risk
increases. : A

_ Sccumy of nuclear power plants is a fu.ndamental homeland security issue. If the NRC
: : does not have the resources to support this effort, then it is imperative that you ask the
- Department of Homeland' Secunty to provide this fundmg :
| As always, we would be happy to meet thh you to discuss our concerms.

o ‘Sineerely,

ielle Brian °
.. ‘Executive Director

1)

T We are aware of the procedures ofthe Foreign Owr.iershlp. Control and Influence (FOCI) programs. We
~ are not confident that the oversight of the foreign: corporation is adequate to ensure that the so-called firewall
between the domestlc subsxdxary and the forexgn owncr is effective.
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Nuclear Energy Institute Selects
Coantractor For Adversary Team in Security
Exercises

WASHINGTON, D.C., June 9, 2004—The Nuclear Energy Institute (NEI)
has selected Wackenhut Corp. to train and manage elite adversary teams that
will be used when the Nuclear Regulatory Commission (NRC) evaluates
nuclear power plants’ security strategies and tactics.

The adversary teams used in these government-required and -evaluated
“force on force" exercises will test each nuclear power plant in the nation
every three years, increasing the frequency of the evaluated exercises from
the eight-year rotation that previously was in place. The exercises are used
to identify what steps, if any, nuclear power plant security forces can take to
improve their ability to repel attackers.

The nuclear energy industry is the only private sector entity that undergoes
such govemnment-required force-on-force exercises. Mock adversary
exercises for many years have been one of the ways that the industry and the
NRC evaluate nuclear plant security.

The formation of 2 dedicated adversary force skilled in the tactics that
potential attackers might use will further enhance the robust security
programs that the industry bas in place to protect nuclear power facilities.
Nuclear power plants alrcady arc widely acknowledged to be the best-
defended facilities in the nation’s industrial infrastructure.

Wackenhut is one of the world’s largest and most diversified security
orgamzatwns Wackenhut’s Nuclear Services Division provides security
services at about one-half of U.S. nuclear powcr plant sites as well as many
nuclear facilities mtcmauonally .

“The formation of this adversary team program is one example of how the
industry works to achieve excellence and to ensure that all NRC security
requirements are met,” saxd Stephen Floyd, NEI vice prmdcnt of regulatory
affazrs

The Wackcnhut contnct cmpldyecs selected for the exercises must meet

NRC requirements. The NRC has the authority to determine and ensure that

the force-on-force exercises meet the level of attack agamst which the
industry must defend. :

The sdversary team members will be thoroughly trained and must meet
rigorous industry and NRC-mandated physical fitness requirements and
weapons proficiency standards, including expertise in the use of state-of-the-
art Jaser-based weaponry.

Beginning in Noverber, the independent adversary teams will participate in
approximately 24 NRC-evaluated exercises each year, such that all nuclear

http://wrww.nei.org/doc.asp?catnum=~&catid=& docid=1203 & format=print 71292004
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NEI - Nuclear Energy Institute Selects Contractor For Adversary Team in Security Exerci.  Page 2 of 2

power plants receive an exercise over a three-year period. Members of the
two adversary teams must commit for at least two years, but serve no more
than three.

The industry is taking the initiative to develop scparate edversary teams
skilled in offensive tactics at the same time that plent security forces — much
like reactor operators — enter a new NRC-required training regimen that
improves their readiness against potential attack. As part of the new
regimen, security forces will conduct mock adversary training exercises
regularly, with the expectation that they will train and perform to the same
level at which they will be tested during the NRC-evaluated exercises every
three years.

Last year, the NRC expanded the design basis threat, which is the scenario
agunst which the mdusuy s sccunty forces must defend, and increased
requirements for security officer training and quahﬁcauons and for the
conduct of force-on-force exercises.

Since Sept. 11, 2001, additional security measures include extending plant
security perimeters, increasing patrols within plant security zones, installing
additional physical barriers, 2nd conducting vehicle checks at greater stand-
off distances.

Security forces at 64 nuclear power plant sites also have been increased by
zbout one-third to more than 7,000 well-armed, highly trained officers. The
industry has enhanced coordination with law enforcement and military
authorities, and put in place more restrictive site access controls for
pcrsonncl Additional measures have been put in place to provide greater
protection against land attacks, including the use of a substantial vehicle
bomb, and against water-bomne attacks.

In addition to regular NRC inspection of industry security programs at each
_"nuclear power plant, the agency conducts force-on-force exercises to assess
capdi improve, as necessary, the performance of the industry’s security

strategy and its implementation.

“Using an adversary team that is trained in attacking a facility will make the
force-on-force drills as realistic as possible, and provide the industry with
. the best possible ongoing training in security,” Floyd said.

Copyright © 2004 Nuclear Energy Institute,

http://www.nei.org/doc.asp?catnum=&catid=&docid=1203 &format=print 7/29/2004
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MEMORANDUM, FOR ECRETARY

FROM: rcgo . nedman "
Inspector General

SUBJECT INEORMATION: Inrpection Report 0g “Protective Force
Pariormance Test bopropricties™

BACKGPOUND

On Junc 26, 2003, & protective foree pcrfnrmmce test was copducted st the Dq:nmn:m of
Eacrgy's Y-12 Natioga) Security Cornplex, which is & conpooent of the Nationa! Nuclear
Securily Administration (NNSA), The purpase of the tcal was w0 obnin realistic dgia for
developing the Y-12 Site Scfemd: and Security Plan. The mission ad the site includes s
aumber of snsitive gotivities, such as enriched wranium material warebousing, tad weapon
dismantement and storage.  These activities necessitate that the site have @ protective force
copahle of responding o potcotis! secunity incidents such &s & terrorist aitack,

Computer simulsrions conducted prior to the Juae 3003 performance wst hed predicted thal tbe
respouder (defcading) protective forees would decigively lose two of the four gsenasios that
comprised the test. When the retpoader protective farces wog 1) four of the scenarias, the Y-12
Site Manager became concerned tht the test may bave been compromised. Toc Manager

~ initizted an inquiry, which identified issues ragardiag responder protective force personnel
having had sccesz to the computer simuladons of the four s2emzrios prict 1o te performancs lest,
Subscquently, at the Y-12 Site Manzger’s request, te Office of Inspuctoc General initiated a
Teview 1© wddress these fssues.

Based on infom:hon developed during the cousse of the seview, the scope of the inspection was
expanded 1o examine whether there had been a patiem over Lime of auc gacurity personnd]
cempromising protective force poarformance leste.

RESULTS OF INSPECTION

Our inspestion sonfirmed that the results of the June 26, 2003, parformance test may have been
compromised. We found thas s.bon!y before the test, two protective (orce pcmmcl wers
inapproprisicly pesmitted to view lbcccmpma simulations af the four scecarios. This action
compromised contolled (test-scnsilive) information. Ad 8 consequence. the tesz resulis wore, in
our judgment, Winted and unrelisble,

During the Oftice of Incpector General review, several current 20d former protective force
pensonrel provided us with compelling westimeny thar there has been & patiarn of sctions by site

@..
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security personnel gmng back to the mid-1980's that may have negstively affected the rcliability
of sitc parformance testing, We were told, for example, that coatrolled information had been

shared with protective force personnel prior bo their panicipation in a given performance test
This included such important datz as:

The specific building and well 1o be atmacked by the test sdversary;
The sperific targes of the leet adversary, and
Whether or not ¢ diversionary taztic would be employed by the tesz adversasy

Two other protective force contractor employecs who wers jdendfied as having soms level of
involvement in these actons denied any such involvement. However, it was clear that if
conuolled informarion was, in fict, disclozzd prior io the performance tests, the reliability of the
information used to evaluate the efficacy of the protective force at the Qak Ridge complex was in
Question.

- The repont includes several recormmendations to Department management d:s:gncd to enhance
the integrity of future performance fests.

MANAGEMENT REACTION

NNSA concurred with our indings and recommendations and provided & series of corrective
actions that cither had been initiated or were plenned os 8 resull of direction from the NNSA
Administraior and the Y-12 Site Office Manager. NNSA'e comments, which are provided io
their entirety in an appeadix lo tus seport, also represent the position of the Ogk Ridge
Operations Office. The Office of Independent Oversight xnd Performense Asswrrace, whose
comments are also appended 1o this repott, concurred with our recommendation to that Office.

We found monagement’s cornmeans (0 be Tesponsive 10 our pecomunendations.

Atachment

o DepurySe
Adminisoator, National Nuclear Scourity Admipistration
Under Secretary for Enecgy, Scicoce and Environment
Director, Office of Security and Safety Performance Assurnce
Director, Office of Scicnce -
Mazrager, Y-12 Suc Office
Mansger, Ozk Ridge Operasions Office
Director, Pohcy and Internal Controlt Menagement
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Report of Investigation
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A.  Exgeutlve Summary

In eardy November 2001, severel concerns regarding security services at Indian Poict
#2 were brought to the atiention of the Employee Concerns Program (ECE), Entergy
Nuclear Noctheast, Buchanan, NY, On November 13, 201, CRXSiaat pthe
ECP Manger, commiszionad an ind=pendent investigation of the to
gy & farmet investigator with the NRC, Office of
Investigations, and a Heetsed atiomey.

The investigation foctised on whether the security officers at Indian Point #2 bellsved -
they could adequately defend the plant an the day of their interview and if they
believed thata chilled enviromment exdsted amiong the security force. Inaddition,
there are other fastes such as: securdty qfficer requalification, the security of
safeguards information, and the accuracy of Weckenhot's Report(01-CED-011-02) on
a chilitng affect at Indfan Fuint #2. A tota) of $9 securdly officers, including sergeants
and Hentenants, were interviewed and, as a mirdmunm, they were each asked s sarizg
of standard guestions during the interviews.

The results of the investigation indicate that onty 19% of thoge secuxity officere stated
that they could adequately defond the plant after the terrorist event of Septémber 11°.

A The general fecling fs that the standard “design basts threat” no longer pplies and

more security is needed. Bach of the officers provided a list of improvements he/she
thinks i{s necessary in order to “sdequately” defend the plant Some of thelr -
suggested improvements have alreidy been made; ofher improvemends are in the
process of being made, and stifi other are imder review by the Enlesgy
Marager at Indien Polnt and consuitants. The suggested improvements
include new and updated secuzily cystame, weapons, defensive positions and
equipment, additivnal trairdng, and mare sacurity officers. Of parficolar concern to

E many of the officers iz tha belief that they should be carrylog their weapons with a

chaptbered round, as is the practice at Indian Point #3; they feel this wounld enable
them to be better prepared to defend against an attack. ' : :

When asked, 59% of the cecurily officers staled that they believe that a chilled
environiment exdsts among the securlty force, However, they stated that £ids does not
spply to nuclear safety issues, which they belleve would alweys be raised. Thirty-one
percent of the officers stated that they huve raized nuclear safety {ssues and 95% '

+| stated that they bave raised concarns. Thair beliaf is fimt the chilled enviromment

exists a5 a rusult of issues related to Wackenhut site memagement, in nreas such as
adminigtration, promotions, ditcipiing, and general program management. Of those
officers who rajsed issues with management, only 42% stated thar those Issues were
adequately addressed. At fhe same time, 93% of the pfficets riated that they are
willing to provide both positive and negative: feedbark tn management. While $0%
stated that ihey wonld raize issues during Guard Moumt meatings, others have been

. Indian Point #2 Pege 2 of 22
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told itwas appropiata to raise them after the reeting.

Several dsgues were ralsed regerding the requalification of the security efficers.
During the conrse of this lavestigation, there wag alse an ongoing Quakily Assurance
(Q/A) audit of the Wackenhnt security afficer tratning. five patts i an
officers’ antwusl raqualification and each part is completed at di ttimes &} the
year. Itis the responsibility of the Coordinator to ensura that the security
officess requalify within twelve months, Only 69% of the officers stated that they bad
compleled what they belleve to be the requalification pracess. The officers geperally
believed that the Simunittion treining was part of tha Trsining and Quulification Plan
(X&Q) reqtiired for requalification. Whila it was inctuded in the Wackenthut training
prugram, it was not part of the official T&Q standard. Seventy-nine percent of the
officars stated that they bad completed e Simunition trainkog by the tme of thelr
Intervicwe; this did not reflect 2 fallure to complete training as alleged to the BCF,
While 98% of the officers wha curry the Glock belleve that thelr training was
adequate, most beliove that they should qualify more than one cach year. They
wotld also like to pee additional ine at the range to improve their akdlls.

Inresponse to & concern about the security of Safeguards information, § (~8%)
gecurily officers identified 2 protdem in iy area. One problem dated back te 2000

1 and related to the security of tralning modules and exams, end the handling of those

doamnents by cne person. When the problem wes fo management

October 2000, it was not percelved as & Safeguards fsxue and so gction was taken

| There was a new Teatning Coordinator 0 fhe following yesr and nione of the

commends reflected any concerns with the securdty of the modules during 2001,
Ancther officer indikaled that he s2w unprotecied Safepuards materiad and then
pesured it

Most of the security officers were critical of the resulis of e report conducted in -

Macch 2007 by Wackenbut (TWQ) ta “evaluate ff a “chilling effect’ existed, or requlted

froni...the termination of a security affices” at Indian Polnt #2. Over ancightday
petlod, two zudifors interviewed 80 TWC
groups. Thay eoncluded that“No chdlling effect was indicated from the candid
responwes received during the interview process, nor a hesitation to repoct any
concern ur safety {ssue in the past, or fulnre this investigation, several
officers secalled telling TWC sudifors that they thought thata chifled environment
did existas a result of that termdnation. Most of the officers stated that they did not
balleve that thelr concerns were adequately addressed by the TWC repart. The

“offigers fusther indicated that thefr responses fn March wes sfmilar fo the responses

that they provided dusing this tavestigation pertatning to the tssue of s chilled
environment .

However, the report did {dentify several problems which axe relevant to concerns

findian Point §2 Pagsd of 82
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[ndian Polnt #2

{dentified duting this Investigation. The Watkenkut report indicated that: “some of
the TWC suparvisory cadre are niot trusted by the secarity force to properdy and
professionally address isaties of concerns™; problem bahaviors were the
result of feedback/communicafion, ladk of understanding. o lack of

manspement skitls by supervision; securily officers ave *more oftah “in the dark’
aboat emesging issues and changes that affect thelr performance on the job™; and “the
Lack of feedback caused & perception fhat ‘management djd not care/.” '

Entergy has retained consuliants to review and ixprove security at Judian Foint £2;

. pre}iminaty chagges to the defensive positions and strategy have already besn mede.

Enbupy has also argasdzed u team to consolidate the secudty plans of the two wnits
and ensure that the techmical systems and strategies are compatible. The security
officers favorabily commentad on the new support and respect they have received

.] from the Vice President Operalions. Ar noted above, & majority of the officers have

articulated improvements which they feel are necessary to present x strong defensa
sod fepel any threat They believe that Entergy management Is concerned about

security and nioted that the Ume frt was taken to listen to their concerns duoring fhis

investigation is evidence of that, The officers appear optimistic that changes will

oocn:*hmd Look to Bntergy to effect some of thoye changes over the next several
months. _

Fagad of 32
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